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* llenb npoeKTa: cMoAdenmpoBaTh dTanbl LUNPOBAHUA OUCKOB 1 pannos C
NOMOLLIbIO cpeacTB winserver 2016.

* 3aga4vun NpoekKTa:

* 1. PaccmoTpeTb y4eBbHO-TEXHMYECKYIO NIUTEPATYpPY NO TEME KYPCOBOW
paboThl.

* 2. PaccMoTpeTb NOHATUA 1 crnocobbl obecnevyeHns 6e3onacHoCTH
OaHHbIX, onMcaTb 0COBEHHOCTU WM POBaHNSA ANCKOB U hannos.

* 3. OnncaTb TEXHOSOIMIO peanu3aumn ponu «BitLocker Drive Encryption»
Ons wndpoBaHUAa OUCKOB 1 pannos.

* 4. CmogenupoBaTb 00bEKTbI CETEBOU MHAPACTPYKTYPbI NOKarbHOM
ceTu.

* 5. CmogenupoBaTb aTarbl WUindpoBaHns AUCKOB U dhannos
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® BitLocker (TO4MHOE Ha3BaHWe BitLocker Drive Encryption) —
ATO TEXHOJTI0I'NA LIJI/ICprBaHI/IFI coaepxXxmMmoro AnCcKoB
KOMMbIOTEPA, pa3paboTaHHas KoMrnaHnen Microsoft. OHa
BNepBble nosBuiacb B Windows Vista.

* C nomoLbto BitLocker MOXHO ObINO WM pPOBaTb TOMa
XKECTKNX ONCKOB, HO NO3Xe, y>Ke B Windows 7
nosiBUNAacb Noxokast TEXHOMNorns BitLocker To Go,

KOTOpaqa npegHasHadeHa ansg wmdpoBaHns CbEMHbIX
ONCKOB N dpneLlek.

B cBoen paboTte BitLocker UCMONL3YET 5 PEXNUMOB
paboTbl:

- TPM + xirou

TPM + PIN (nepcoHanbHbIN HIEHTU(UKALNOHHBINA HOMED) + Mapob

Cucrema mwu eT mHopMaIuio ¢ moMompio TPM, m agMHHHCTPATOp HOIKEH
Cucrema mmdpyer uHpopmauuro c¢ mnomombo TPM, kpome Toro, bpy (bop [PEIRYIY

. IIPEIOCTaBUTh Balll HACHTU(UKATOP TOCTYIIA.
@AMYHUCTPATOP 0JKEH BBeCcTH cBOM PIN-Kkoa 1 maposs 1uis nocryna.

— Tonpko KIIOU

TPM + napois

AJMUHHUCTPATOP JIOJIKEH MPEIOCTaBUTh Mapoiib AJIs JOCTyNa K YIPaBIECHUIO.
Cucrema mudpyer uHpopmanmio ¢ nomouipto TPM, u agmuHucTparop

= Tonpko TPM: HUKaKuX eHCTBUM HE TpeOyeTcs OT aJMUHUCTpATOpA.
JOJDKEH NPENOCTABUTD KO NOCTYTIA.



* C nomMoLLbIO BitLocker MOXXHO 3aluMdpoBaTb BECb ANCK C AaHHbIMU. C
MOMOLLbIO FPYNMNOBOM MOSIMTUKM MOXKHO YKasaTb Ha HEOObXoAMMOCTb

BKMNIOYEHMUS BitLocker ANS gucka, npexae Yem Ha Hero 6yayT 3anucaHbl
NaHHble. B BitLocker MOXXHO HACTPOUTb pa3nNuUYHbie METOAbI Pa3bNoOKMPOBKU

ON1S AUCKOB C AaHHbIMU, MPU 9TOM TakMe AUCKU NoaaepKMBatOT HECKOIbKO
cnocoboB pa3brnoKUPOBKM.




[Tpouecc paclindpoBKK ANUCKa

- [pwn 3anycke cucrema ULLET NOAXOAALLNN
npenoxpaHuTesb KIo4va, onpawimsasi TPM,
npoBepsiss nopTbl USB unu, ecnu Heobxoammo,
3anpalumBag nonb3oBartesid (MTO Ha3blBaeTCs
BOocCTaHoBneHnem). ObHapyxeHue
npegoxpaHuTens Kroda no3BonseT Windows
paclungpoBaTth KoY VMK, KOTOPbIM
pacwmgpoBbIBaeTCcsA Koy FVEK, KOTOPbIM

paclundpoBbIBAOTCA JaHHbIE HA ONCKE

Mpeasarpysounbie
KoMnoHeHTbl OC
nposepenbl

VMK pazbnokuposan

FVEK pewundposan
(knouom VMK)

Awnck pa3bnokuposan,
cekTopbl AewndpoBaHbl
(knouom FVEK)




INornyeckas n pusmyeckas ToNonorMm noKanbHOW CETU OpraHn3aLnm
MOXXHO NMpeacTaBUTb B rpadnuyeckom Buae

— )
PC-PT
PC3

192.168.0.5/124

Server-PT
SRV

192.168.0.2/24

Jlornyeckasa Tononorus dunsnyeckasa Tononorms



Ons Toro, 4ToObI BUPTYanbHas MallMHa
CTabunbHO PYHKLMOHUPOBAna Mbl U3y4unu
MUHMMarnbHbIE CUCTEMHbIE TPeboBaHUS

Windows Server 2016, KOTOPbIMW SBASIOTCS: Uit o
: 1.4 GHz 64-bit, COBMECTUMOCTb C e i

npoueccop: 1. z 64-bit, COBMECTUMOCTb ) ripoueccop .

HabopoM KomaHp, x64, nogaepxka NX un DEP, [ ecTruit anck (SCSI) 20 GB

noaaepxka CMPXCHG 16b, LAHF/SAHF 1 CD/DVD BN st
—| Auckosoa ®ain autoinst. fip

PrefetchW, nogaepkka Second Level Address P oo s e

Translation (EPT nIin NPT); [¢] USB-«oHTpONnep NPUCYTCTBYET

00bEM onepaTtMBHON NAMATU: MUHUMYM 512 MB ) 3syKoBas KapTa asToONpeneneHie

(= MpuHTEp NPUCYTCTBYET
L] aucnneit asToonpeaeneHue

(2 GB onga Server C BApMaHTOM YCTaHOBKM
Desktop Experience);

B cooTBeTCTBUM C 3TUMM AaHHbIMU Dbina
co3faHa 1 HacTpoeHa BupTyanbHasa mMalluHa co
cnegyrowumMmm napameTpamm




Ons wudppoBaHns ANCKoB 1 hannoB Heo0H6XoanMo NPOnU3BECTH

nepBoHaYarbHYy0 HACTPOWKY cepBepa aArid KOPPEKTHOMN YCTAHOBKU U
paboTbl ponu BitLocker Drive Encryption: HEOOXOONMO N3MEHUTb CETEBOE
NMS1, BBECTU KOMIMbIOTEP B JJOMEH, HA3Ha4YUTb CTaTUYECKUN IP-aapecC U

BKMIOYNTb yOanéHHbIN pabo4unii cTonm.

Computer description: Qeaaniza v Dicabla thic nat.
U & Internet Protocol Version 4 (TCP/IPv4) Properties
Computer Name/Domain Changes ‘

Networking General

You can change the name and the membership of this

Connect using
computer. Changes might affect access to network resources.

You can get IP settin ed automatically if your network supports
= this capabilty. Otherwise, you need to ask your network administrator
(& Intel(R) 82574L Gigabit Network Connection

for the appropriate IP settings.
(O Obtain an IP address automatically
(@) Use the following IP address:
1P add

Computer name: This connection uses the following ter

B3 Client for Microsoft Netw
13 File and Printer Sharing for Microsoft Networ
QoS Packet Scheduler Subnet mask:
1. Intemet Protocol Version 4 (TCP/IPv4)
. Microsoft Network Adapter Mutiplexor Proto
2. Microsoft LLDP Protocol Diver

Intemet Protocol Version 6 (TCP/IPv6)

Full computer nam
SRV

Default gateway:

v
“
]
]
]
@
v
<

Member of

(@) Use the following DNS server addres:
(O Domain:

Preferred DNS server:

Description Alternate DNS server:

Transmission Control Protocol/Intemet Protocol.
wide area network protocol that provides communi
(® Workgroup:

across diverse interconnected networks. [validate settings upon exit Advancec
WORKGROUP
Cancel

Microsoft-Windows-]

M3MeHeHre MIMEHH cepBepa M3meHenue ip aapeca ceprepa

System Properies

Computer Name  Hardvare  Advanced  Remote
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YcTaHoBKa ponu BitLocker

[lepexogmm K agMUHUCTPATOPY CepBepa uUnu
ANCneTyepy cepeepa 1 Bblbnpaem
«Jo6aBuTb ponu u dyHKUUNY,
pacnonoXeHHble B BLICTPOM 3arnycke unm B
MeHIo «YnpaBrieHue»

“Manager * Dashboard @ |V Monage oo view hep

WELCOME TO SERVER MANAGER

WHAT'S NEW

LEARN MORE

ROLES AND SERVER GROUPS

B oTkphIBIlIEMCS OKHE MBI HOKUMAEM Jiajiee, BrIOMpaeM
YCTaHOBKA Ha OCHOBE POJIEN UJIY XaPAKTEPUCTUK, CHOBA
Ha)xuMaeM «Jlamnee»



HaxkumaeM «YCTaHOBUTBY», YTOOBI HAYaTh MPOIIECC

Select one or more features to install on the sel

Features

.NET Framework 3.5 Features

I [m] NET Framework 4.6 Features (2 of 7 in:

Background Intelligent Transfer Service|
BitLocker Network Unlock
BranchCache

Client for NFS

Containers

Data Center Bridging

Direct Play

Enhanced Storage

Failover Clust:

Group Pol

Host Guardian Hyper-V Support

1/0 Quality of Service

IS Hostable Web Core

Internet Printing Client

IP Address Management (IPAM) Server
iSNS Server service

[z Add Roles and Features Wizard

Add features that are required for BitLocker Drive
Encryption?

You cannot install BitLocker Drive Encryption unless the following
role services or features are also installed.

Enhanced Storage
4 Remote Server Administration Tools
4 Feature Administration Tools
4 BitLocker Administration Utilities
ry Password Viewer
ncryption Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
4 AD DS Tools
AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

B cuenyromieM OKkHE Mbl BbBIOMpaeM Halll CEpBEp U
HaKUMAEM Jlajiee, B OKHE POJM Mbl HAXXMMaeM Jajee, MOTOMY
4TO (PYHKIIUS YCTAaHOBJIEHA, 4 HE POJIb.

B okHe «BpiOOp KOMIIOHEHTOB» MBI BBHIOMpaeM mapaMeTp

«IIudpoBanne aucka BitLocker»

f& Add Roles and Features Wizard ]

DESTINATION

Installation progress WIN-Co41040407

View installation progress

o Feature installation

BitLocker Drive Encryption

Enhanced Storage

Remote Server Administration Tools
Feature Administration Tools

BitLocker Drive Encryption Administration Utilities
BitLocker Recovery Password Viewer
BitLocker Drive Encryption Tools

Role Administration Tools

AD DS and AD LDS Tools

AD DS Tools
AD DS Snap-ins and Command-Line Tools

You can close thi
EY page again by clicking Notifications in the command bar, and then Task Details.

rd without interrupting running tasks. View task progress or open this

Export configuration




HacTpouka BitLocker

3anyckaem BitLocker Ha cozmannom
TECTOBOM JUCKE U 3a4a€M HapoJib

ocher Doy Iacrypeen

HOW do yOuU Want 10 Dack up your recovery ke

¥ 5o TOrget youlr paciword oF Io4s yOur LM Ca0d yOu CN Wil YOI SOV By 10 ACCREE your dinve

CoxpaHsieM KJIF04 BOCCTaHOBJICHUS B (hailll, a TakKe
MOXXEM paclieyararh Ha MIPUHTEPE




Kirou GbLT COXpaHEH Ha pabodeM cToie

. BitLocker Drive Encryption recovery key
T To verify that this is the correct recovery key, compare the start of the following identifier with the identifier value
itLocker
Recovery Key o
et ol Identifier:
9-49A6-B235-
8DC96424B97 6(382396-3959-49A6-B235-8DC96424B970
0

If the above identifier matches the one displayed by your PC, then use the following key to unlock your drive.

Recovery Key:

526636-338580-177771-705199-389037-049456-179278-441727

If the above identifier doesn’'t match the one displayed by your PC, then this isn't the right key to unlock your drive.
Try another recovery key, or refer to http://go.microsoft.com/fwlink/?LinkID=260589 for additional assistance.

< | ThisPC
Computer View

&« > v A~ H> ThisPC »

& < (6)
s Quick access Folders (6)

B Desktop - Desktop Documents
& Downloads ¢ 8

|=] Documents

B Pictures ’ ' Downloads ) Music

This PC

JI71s1 IPOBEPKU TOTO YTO JUCK ObLT YCHEITHO 3aiudpoBaH
doowsser | W E HY>KHO 3alTH B MOM KOMITBIOTED
¥ Network v Devices and drives (3)

Local Disk (C:) DVD RW Drive (D:)
B free of 1

New Volume (E:)




3aknoyeHume

B 1nporecce BBINOJHEHUS KypCOBOW paOOThI, OBUIM BBIMOJHEHBI BCE
MOCTaBJCHHbIE 3ajaud. HaiijeHa U paccMOTpeHa Yy4eOHO-TEeXHHUYECKas
JuTeparypa o TemMe KypcoBoM paboThl. C IMOMOINBIO CTATei, HAXOAAIINXCS B
I7100aJIbHOM CETH HMHTEPHET, a TaK)Ke HCIOJb3YysS 3IECKTPOHHO-OMOIMOTCUHBIC
CHCTEMBI THIIa Znanium, Obl1a chopMHpPOBaHA CTPYKTypa KypCoOBOM paldoOTHI, €€

9Tallbl, A, a TaKKC HCKOTOPbBIC OCHOBHBIC ITOHATHA.

B cooTBeTCcTBUM C BBIIIICU3JIOKCHHBIM, ICJIb KYPCOBOI'O IIPOCKTA AOCTHUTHYTA
IMyTEM PpCHICHUA ITOCTABJICHHBIX 3adada4, CMOICIHMPOBAHA OPIraHHU3aAIllNA CETEBOU

0€30IMaCHOCTH OpraHu3alud Ha OCHOBe HacTpoiuiku posm BitLocker B Windows

Server 2016.
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