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MoayiabHass apu(pMeTHKA

NMpocToe uncno - HaTypanbHOe YMCIO, MMEILLEE POBHO ABa Pa3fMYHbIX HAaTypanbHbIX AeNUTens — eauHuuy
N camMoro cebs.

B3saTne x no moaynio (x % m) — BblMMCNEHNE OCTaTKa OT AeNeHUst X Ha m

a n b cpaBHUMbI N0 MOAYIO M, €CNU NX OCTAaTKM Npu AeneHnn Ha m paBHbl (@ = b % m ). Knacc Bbl4eTOB —
MHOXXECTBO BCEX YMNCEN, CPaBHUMbIX C a MO MOAYIO m.

OTHOLWIEHNE CPAaBHUMOCTU ABMSIETCS OTHOLLEHMEM SKBUBANEHTHOCTU (CUMMMETPUYHBLIM, TPAH3UTUHbIM,
pedriekcusHoE)

[lonyctumele onepaunmn co cpaBHeHusiMn: a+m*x=b % m; a-b=0% m; a+x=b+x% m;
a*xX=b*x% m; a*=b*% m; alk=b/k % mecnn HOL(k, m)=1

OGpaTtHoOe Yyncno no moaynk — 1akoe i, ytoa *i =1 % m. CywecTByeT Ansa BCex a, B3aUMMHOMNPOCTLIX C M

Teopema Jdinepa: a® ") =1 % m, ¢(m) - PyHKUMA Innepa (KONMYECTBO HaTyparnbHbIX YUCEN, HE
NpeBbIaoLLMX N N B3BAUMHO NPOCTbIX C HUM)
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NeTHan Wkona

def us(msg):

string if len(msg) 1
random return ord(msg)

fractions Fraction as frac msg msgl::-1]

o PR N ,a e 9 ’ \ =
secret flag reducer (=33 int(frac(len(msg), len(msg)=**2))
result frac(oxd(msg[@]), reducer)

resultNum, resultDen result.denominator, result.numerator

) -
def me(msg): reducer 1

i on )
if len(msg) reducer = int(reducer)
return oxrd(msg) for i in ra len(msg) -1)
o (1, len(msg)-1):

isgl::-1 i) -
msg = msg[ 1 result ord(msg[i]) frac(resultNum, resultDen)

reducer en(msg) resultDen, resultNum result.denominator, result.numerator

resultNum, resultDen frac(ord(msg[@]), reducer).denominator, frac(oxd(msg[@]), & resultDen, resultNum resultNum, reducer rosuliben

reducer reducer 1

or i in 1, len(msg)-1):
for i 1(msg) -1) reducer = int(reducer)

result oxd(msg[i]) frac(resultNum, resultDen) Tesult ord(msg[-11) frac(resultNum, resultDen)

resultDen, resultNum result.denominator, result.numerator .
! ! resultDen, resultNum result.denominator, result.numerator

resultDen, resultNum resultNum, reducer resultDen return (resultNum, resultDen)
reducer 1
Tesult [ (msg[-1]) frac(resultNum, resultDen) dict_encrypt
resultDen, resultNum result.denominator, result.numerator T ma
return (resultNum, resultDen) yo;,
def you(msg):
if len(msg) 1
return ord(msg)

msg = msg[::-1] cipher

S list(xrange(1,6)
random.shuffle(S)

print(

reducer (-1) len(msg)

result frac(ord(msg[©]), reducer)

resultNum, resultDen result.denominator, result.numerator
reducer st foxr Sin
for i in range en(msg)-1): cipher[i] = dict_encrypt[S[i]](flag[int(i * len(flag) 5) : int(i * len(flag)

result oxd(msg[i]) frac(resultNum, resultDen) print(cipher[i])

resultDen, resultNum Tesult.denominator, result.numerator

\

print( )
resultDen, resultNum resultNum, reducer resultDen i ;
reducer cipher[i] dict_encrypt[S[i]](flag[int(i len(flag) 5) s ant(E len(flag)
print(ciphexr[i])

result orxd(msg[-1]) frac(resultNum, resultDen) print( )

resultDen, TesultNum result.denominator, result.numerator

return (resultNum, resultDen) enc [
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- k)
erator.mul

erator.mul

encrypt(msg, n, K):
msg = bytes to long(msg.encoc
( 9)
comb(n, Kk):

decrypt(msg, n. Kk):




Ift regist

LFSR

s Initial State

seq (output sequence)

....01110

>>s =1[0,1,1,1,0]

>>fpoly =[5,2]




{  [leTHanA LLkona

CTF

matthew effect(shire



NeTHaA LWkona

bitstring \rray b giyle BitArray
heaven eventh )

matthew effect(shire, rohan):

xor(shire

born_to die(isengard):
luke =
book

luke

no + isengard[:-1]

david
david

* david])

+= xor(key[:m

( es | (C




THAR LLkona

Offset 0 2 2 4
00000000 | FF D8 Eﬁ EO 00
00000010 | 00 00 00 FF
00000020 | 01 01 01 o1
00000030 | 01 01 01 01
00000040 | 01 01 01 01
00000050 | 01 01 01 01
00000060 | 01 01 01 01
00000070 | 01 01 01 01
00000080 | 01 01 01 01

S
10
DB
01
01
01
01
01
01
01

6
4a
00
01
01
01
01
01
01
01

7
46
43
01
01
01
01
01
01
01

1)

8
49
00
01
01
01
01
01
01
01

9
46
01
01
01
01
EF
01
01
01

A
00
01
01
01
01
DB
01
01
01

B
01
01
01
01
01
00
01
01
01

Heaven

C D B

01
01
01
01
01
43
01
01
01

01
01
01
01
01
01
01
01
01

00
01
01
01
01
01
01
01
01
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JFIF APPO marker segment

Field

APPO marker
Length
Identifier

JFIF version

Density units

asecuritysite.com

* Bxoasauwme (24) - otra...

Size
(bytes)
2

2
5
2

< Sci-Hub: ycTpaHas npe...

Description

FF EO
Length of segment excluding APPO marker
4A 46 49 46 00 = "JFIF" in ASCII, terminated by a null byte
First byte for major version, second byte for minor version ( 01 02 for 1.02)
Units for the following pixel density fields
e 00 : No units; width:height pixel aspect ratio = Ydensity:Xdensity

e 01 : Pixels perinch (2.54 cm)
e 02 : Pixels per centimeter

CTFtime.org / otrada @ WiFif%H

= CryptoCTF 084.pdf () - 393.pdf

CPA11.pdFf

B w

MEPhI (Cryptology & .

What is Huffman Coding?

Additional scanning signature analysis

Possible: [JPEG files, sig: FFD8FF] Count: 1
Possible: [JPEG files, sig: 4A464946] Count: 1

File hex characters

[00000000] FF D8 FF E@ 00 10 4A 46 49 46 00 01 01 01 00 48
[00000016] 00 48 00 G0 FF DB 00 43 00 01 01 01 01 01 01 01
[00000032] 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01
[00000048] 01 01 01 61 01 02 01 01 01 01 01 01 02 02 02 02
[00000064] 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02
[00000080] 02 02 02 62 02 02 02 02 02 FF DB 00 43 01 01 01
[00000096] 01 01 01 01 02 02 02 02 02 02 02 02 02 02 02 02
[00000112] 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02
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W.a"{:g]‘:‘ln(.)o Search (® uwaterioo.ca| || Search |
&3 An Online Calculator of Berlekamp-Massey Algorithm

Berlekamp-Massey algorithm is an algorithm that will find the shortest linear feedback shift register (LFSR) for a given binary
output sequence. Here we present a web-based implementation to compute the shortest LFSR and linear span of a given

binary sequence. If you have any questions or suggestions, please do not hesitate to contact Bo Zhu.

Please enter the binary sequence (separated by commas):

le,0,0,1,1,0,1,0,1,0,0,1,1,1,0,0,0,1,1,0,0,0,1,0,1,1,0,0,1,0,1,1,0,0,1,0,1,1,1,
(e,1,0,1,0,0,0,1
Press to Compute
LFSR: [xA19 +XxA5 + xA2 +x +1 Linear Span: |19 | Time Used: |0.00 sec

and run it on local computers.

CCTF{@Ne_k3y_t@_r‘U1e_7hem_A11_ gg{i)vzrnsii‘zrifn‘:\’:tve;mwest ‘-z:-'z_?-\\:‘.:\‘elgt:\yppEngina‘

4Nd_70_d3c r‘Yp7_th3_f-L4g | }. P e e o




Knapsack

OTKPbITbIAX TEKCT 111110 001100 000000 O0OOOOO1
BELLW B plOK3aKe 34671011 34671011|34671011|34671011
LUNPOTEKCT 3+t4+t6t7T+10=30| 6t iT=13 0 i1 i






dimura

C
Knapsack Public-Key Cryptosystem Using
Chinese Remainder Theorem

Yasuyuki MURAKAMI* Takeshi NASAKO |
yasuyuki@isc.osakac.ac. jp nasako@m.ieice.org
1 0 | S
0 1 8 I
B = E :
0 0 1 —Aan




Namura

def LLL for_ knapsack_problem(vector, w):
K = 100000000
def check 01(line):
® for 1 in line:
if 1 not in [0,. 11:
return False
return True

def check 0 1(line):
for 1 in line:
if 1 not in [0, -1]:
return False
return True

for i in range(len(vector)):
vector[i] *= K

len(vector)
matrix.identity(1l)
zero_matrix(zz, 1, 1)
matrix([vector])
[[-w * K]]
block matrix(SR, [[A, B], [C, D1], subdivide=False)
= Matrix(zz, 1 + 1, 1 + 1, M)

MR = M.T.LLL()

R =[]

for line in MR:

if line[-1] == 0 and (check 01(line) or check 0 1(line)):
R.append(line[:-1])

return(R)
pubkey = [636730424634282684150787505024636846878192530834301373045417941, 4434437
enc = 154657917005376465967753276253676484467260782425419406781078357515

[}

1
A
B
&
D
M
M

print(LLL for_ knapsack problem(pubkey, enc))
for i in range(10000):
#print(shuffle(pubkey))
1 = LLL for_knapsack problem(pubkey, enc)
if len(l) > 0:
print(l)
print(pubkey)
break
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random

transpose(x):

multiply(A, B):

sum _matrix(A

keygen(p):
d ndom.

r.append(Q[i-

M — UCKOMbIV
BEKTOP

K,d-
3aKpPbITbIN KNHOY
K — maTpuua, d
— HaTyparbHoe
4yncno

c=m*K+
+[d, d.xd]

¢ i=j
(ID, H1)

encrypt(msg, key):
matrix = key[

Ly(m

matrix)




random

transpose(x):
multiply(A, B):
sum _matrix(A

keygen (p
d)=

1713
I'w




random

transpose(x):

multiply(A, B):

sum _matrix(A

keygen(p):
d ndom.

r.append(Q[i-

Ona d nmeet
3HayeHne
TONbKO
YETHOCTb

pa3MepHOCTU
lndppTekcra:
p, =37

[ (H2))1] p2 = 75

Ly(m

matrix)




Mad hat

import numpy as np
R = IntegerModRing(257)

pl = 37
p2 =75

+ matrices = [Matrix(R, keygen(pl, 1)[0]), Matrix(R, keygen(p2, 1)[0]),
Matrix(R, keygen(pl, 2)[0]), Matrix(R, keygen(p2, 2)[0]1)]
inv_matrices = [a.inverse() for a in matrices]
de = -3459749918754130000

v for m in inv_matrices:
for i in range(257):
cipher_ = Matrix(R, [cipher]) + Matrix(R, [[-d® + i] * 76])
cipher_ = cipher_ * m
flag = ""
b = True
for c in range(76):
c_ = cipher_[0, c]
if c_ < 0 or c_ >= 256:
b = False
break
flag += chr(c )
if b and "CCTF{" in flag:
print(flag)
#break




sage:

sage:

sage:

sage:

sage:

sage:

Algebraic

.<x> = ZZ[’x’]; A.<Dx> = OreAlgebra(R)

= (B*x"2+3%x-7)*Dx"2 + (3*x"2+8%x-1)*Dx + (9%x"2-3*%x+8)

.parent ()

Z[z](Dx)

OreAlgebra(QQ[’x’], ’Dx’)

= B(L)

.parent ()

Q] (Dx)
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Gambling

nc 05.cr.yp.toc.tf 33371

+ Hi, there is a strong relation between philosophy and the gambling! +
+ Gamble as an ancient philosopher and find the flag :)

| Options:

| [C]ipher flag!

| [E]lncryption function!
| [T]ry the encryption

l

[Q]uit

def encrypt(m, p, a, b):
assert m < p and isPrime(p)
return (m ** 3 +a *m+b) %p

P, @, b — HE N3BECTHbI
fix)=x*+ax+b%p

f(flag) = c

Mbl moxxem nonyunTtsb f(x) ans noboro x



< < Pt

——

nc 05.cr.yp.toc.tf 33371

. . f(0)=b % p — nony4yaem b
f1)=1+a+b%p —nonyyaem a

+ Hi, there is a strong relation between philosophy and the gambling! +
+ Gamble as an ancient philosopher and find the flag :)

c, =x,3+ax, +b=f(x,) +k,p

Options: 1

l — 3 —_

[ [Clipher flag! I(ilzc)_ X2 + afxz + b - f(;(z) + k2p

| [E]lncryption function! — —

| [T]ry the encryption D' (C1 (X1)’ C2 (X2)) ﬂeﬂMTCﬂ Ha p
l [QJuit

Pellaem cpaBHEHNKE:

x3+ax+b-c=0%p
def encrypt(m, p, a, b):
assert m < p and isPrime(p)

rekurn (o % 3 4on s By ik PR.<x> = PolynomialRing(GF(p))
f=xA3+a*x+b - enc
rts = f.roots()

P, @, b — HE N3BECTHbI print(rts)
fix)=x*+ax+b%p

f(flag) = c for root in rts:
Mbl moxxem nonyunTtsb f(x) ans noboro x flag = root[@]

print(long_to_bytes(flag))



Algebraic,
pow

P )
e c=m¢ (mod n
. o= ( ) c=Cipher Text
Encryption
m=Message Text
< > e=Public Key
/ ) .
o mECd (mod n) d=Private Key
Decryption n=P * Q (already Calculated)

e J




One line
crypto

om Crypto.Util.number import *

)m secret import m, n, X, y, flag

= x**(m+1) - (x+1)**m, y**(n+1) - (y+1)**n

"t isPrime(p) and isPrime(q) and p < q < p << 3 and len(bin(p*q)[2:]) == 2048
enc = bytes_to_long(flag)
print(pow(enc, 0x10001, p*q))




One line

Crypto.Util.number import *

secret import m, n, x, y, flag

p, 9 =Xx**(m+1) - (x+1)**m, y**(n+1) -

issert isPrime(p) and isPrime(q) and p
enc = bytes_to_long(flag)
print(pow(enc, 0x10001, p*q))

XM (x+1)M
q=y™ - (y+1)"

©
]




Three
raven

from Crypto.Util.number import *
from flag import flag

def keygen(nbit):
while True:
p, q, r = [getPrime(nbit) for _
if isPrime(p + q + r):
pubkey = (p *q *r, p+q + 1)
privkey = (p, q, r)
return pubkey, privkey

in range(3)]

def encrypt(msg, pubkey):
enc = pow(bytes to long(msg.encode('utf-8')), 0x10001, pubkey[0]
return enc

* pubkey[1])

nbit = 512
pubkey, = keygen(nbit)
print('pubkey =', pubkey)

enc = encrypt(flag, pubkey)
print('enc =', enc)

p, qQ, I — Ipocmabie
(cekpemHbIlU KIod, He
U38€CMHbI)

S=p+q+r -npocmoe
n=p*q*r*s

S, N/ S — O0MKpbIMbIU KI1toY,
U38€CMHbI

c=m°®%n
m=7?



Three
ravens

Kopomkoe coobuweHue (< 0nuHbl 106020 U3 MHoXXUMerseu n)
M3eecmeH OOUH U3 MHoXumersieu n

keygen(nbit):

c=m°® % p*q*r's
c_=m°=k*(p*q*r's) +c

encrypt(ms

me=c%s

d=e’%s
c=mi'=m%s

decrypt(mess
d = inve
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nc 04.cr.yp.toc.tf 8001

genkey(nbit):
while
P, q getPrime(nbit), getPrime(nbit)
if gcd((p-1) 2, [g-1) 2) 1 £
P, Q (q-1) 2, (p-1)
T inverse(Q, P)
e 2 £ 5 Q

return(p, q, e)

encrypt(msg, pubkey):

e, n pubkey

return pow(bytes_to_long(msg), e, n)

©

, J — NpoCTble
=(q-1)// 2

= (p-1) // 2
Q"% P
27r*Q -1

© T

d® -

c=m® % p*q
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nc 04.cr.yp.toc.tf 8001

genkey(nbit):

while

P, q getPrime(nbit), getPrime(nbit)

if gcd((p-1) 2, (g-1) 2)
P, Q (q-1) 2, (p-1) 2
T inverse(Q, P)
e 2 £ 5 0] 1

return(p, q, e)

encrypt(msg, pubkey):
e, n pubkey

return pow(bytes_to_long(msg), e, n)

©

, J — NpoCTble
=(q-1)// 2

= (p-1) // 2
Q"% P
27r*Q -1

© T

d® -

c=m® % p*q

Model

e=2*Q"*Q-1=1%P

1)e=1%(qg-1)
c=m%q

1)e=1+P % (g-1)
c = m!ta12 oy q
c=m*1"2 % q
c=tm%q

g =gcd(c £ m, n)
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rna
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Butterfly effect

&) SageMath Cell

Type some Sage code below and press Evaluate.

Zp = Zmod(68396932999729141946282927360590169590631231980913314894620521363257317833167)

a = Zp(11148408907716636563689390048104567047599159688378384611325239859308138541650)
print(a.multiplicative _order())

Evaluate

31337




Butterfly effect

hg prng(x, p, g):
V"}g —

keygen(p
r,s=1 (getRan NBitInteg
keygen(p
encrypt(msg, e, n): e e s SR (prns[il*prns[ prns ¥ prns[mid])
(bytes to long(msg.encode( ) € N

prime(p))

https://blog.cryptohack.org/cryptoctf2020
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Decent RSA

MIIBIjANBgkghkiGOWOBAQEFAAOCAQS8AMIIBCgKCAQEA/Ug8rIEPCi1lUXMST
+UDo
y8DfxbTHX/3BK20U+FPWiJf+EiUBM2x4ep04qZ1S0O9PmMqj/WH9skMrF1]1/LX
uY3l
fjvJChODXa9VUyX2dAlJidja9lor7GpFwwjYdKh+OETNV+2/CcX4RiPvj+8Apm
edW
gh4Fxaeivki+f/UwDa+ws1fTUzmI325v8yvcryHhbgeUWiF85EP6HFAavTsVPI
xb
LikVMAB1fuzDbqqlvW2u138w6b2FH3WrezYF6tbAyZej2HX46phwDm9C7MX
YJ/sU
0S+E8P7S1jMTCWjfwMCOKU3SFGrkWtXuTaoMZ2nZ+HVfIV8xJOjWez10xQ
5P3F1w

GQIDAQAB

----- END PUBLIC KEY-----
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Official writeups

Decent RSA

MIIBIJANBgkqhkiGOWOBAQEFAAOCAQS8AMIIBCgKCAQEA/UgG8rIEPcCilUXMsT

+UDo
y8DfxbTHX/3BK20U+FPWiJf+EiUBM2x4ep04qZ1SO9PmMqj/WHO9skMrF1J/LX

uY3l
fjvJChODXa9VUyX2dAJidja9lor7GpFwwjYdKh+OETNV+2/CcX4RiPvj+8Apm

edW
gh4Fxaeivki+f/UwDa+ws1fTUzmI325v8yvcryHhbgeUWiF85EP6HFAavTsVPI

xb
LikVMAB1fuzDbqgqlvW2u138w6b2FH3WrezYF6tbAyZej2HX46phwDm9C7MX

Y/sU
oﬁr}:gﬁ%Z§&JMEWEMQM$§F@Q(WtXUTaOMZZnZ+HVfJV8xJOjWeleXQ
5P,

to.Util.number import long to_bytes, bytes to_lon
GQIDAQ )g P a_ y y g

----- END PUBLIC KEY-----
flag = bytes_to_long(open("flag.enc","rb").read())

key = RSA.import_key(open("mykey.pem").read())
n = Integer(key.n)

poly = sum(e * xAi for i,e in enumerate(Integer(key.n).digits(11)))
(p, _), (q, _) = poly.factor_list()

P, = p(x=11), q(x=11)

assert pP*q == n

d = inverse_mod(key.e, (p-1)*(g-1))
print(long_to_bytes(pow(flag, d, n)))
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