MyHuumnanbHoe 6oaKeTHOE o0 eoOpa3oBaTenbHOE yupexaeHue
«CpeaHsan obweobpa3oBaTtenbHas wkona Ne10 KageTcknm Kopnyc KOHbIX
cnacarenen»

MoOuniabHbIE BUPYCHI:
MU 1M yrposa?

PaboTty BbinonHun:
Hukumuyyk Kupunn
y4yeHuK 9 «B»
MBOY «CpepHsia obuweobpa3soBatenbHasa wkona Ne10
KapeTckumn Koprnyc IoHbIX crnacaTenen»
Hayu4HbIn pykoBoauTenb:
Jlbicoea T.1O.
yuuTtenb UHPOPMaATUKMN
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npoobriema BUpycoB Ans =
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KaK OTHOCSAITCS K 3TOM
npob6bneme BnagenbLbl %
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3aoayu:

[MpoBecTn aHanNu3 nuTepartypbl, AN
N3yyeHuns npoodreMmbl MOOUIbHbIX
BUPYCOB.

BbISSCHUTb, UTO TaKoe MOOUINbHbLIEe
BUpYyChbI?

EcTb nu peanbHasa onacHoCTb
noaxBaTUTb MOOUINbHbIE BUPYCbI Ha
CBOW MOOUIIbHbLIN TenedoH?
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Kakoe MoOunbHoe ycTponcTBo bornbLue
noaBepXeHOo yrpo3e MooOusbHbIX
BUPYCOB: MOOUNBbHbLIN TeredoH,
cmapTdgroH unu Ttonbko KIK?

$é¢

YTo menaTtb, ecnu Baw TenedgoH
"sabonen" (noaxsBaTun MOOUNBbHbLIU
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% 3aKIr4vaeTcss B TOM, YTOObI %
NoMou4b yyalimmcs ;

HayunTbCA pa3nuyaTtb %

MOOMNbHbIE BUPYCHI, %

% 3dlUNLLAaTbCA OT 3apaXeHus %

% TenedoHa. %
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MnoTte3sa:

MoXXHO NpeAnoOnoOXUTb,
4YTO MOOUSIbHbIE BUPYCbI
CYLLEeCTBYIOT, U OHUN MOTYT

NOBJINATL HA
pPaboTOCNOCOOHOCTL
MOOUIbHbLIX Terie(hOHOB.
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Pe3ynbraTthbl onpoca npoBeAeHHOro
aHTUBMPYCHON KoMnaHuneun McAfee cpeau 2000
Xuteneun Bennkoobputannumn, CoeanHeHHbIX

LLTaToB u AnoHunm.

¢é

80

70
60

50

40

30
20

10 A

21

11,6
-

CrankmBanucb C
MOGUIIbHBIMU BUPY CaMu

(%)

3HaKoMbI C NOIbMY,
CTaNKVUBaBLUUMUCSA C
MOGUIIbHBIMW BUPY CaMm

(%)

OnacaroTtco
NMPOHUKHOBEHWUSI BUPY COB
B MOOWUITIbHblE TeNe(OHbI
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3Haeme nu Bbl Kakum cnocobom
Mob6unbHbIU 8Upyc NPOHUKAem 6
menegoH?
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POOPOOVY

“Aa "HeT "He3Ha
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3. bbino nu y Bac 3apaxceHue
menegoHa supycom?
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4. 3HaKombl U Bbl c aHMueuUpycHbIMU %
npozpammamu 018 MobuUsbHbIX '
menegoHoes?
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UcTopua
MOOUSIbHbLIX BU PYyCOB HAaCYUTbIBaAeT

YYyTb MeéHee eCATUN JieT — A40CTaTOou HO%

cepbe3HbIN BO3pPacT N0 MepKam
COTOBOIO pPbIHKa.

2000 200 — nosiBNeHue nporpamMmmbil
Timofonica.

B uioHe 2004 200a rpynnou
BuUpyconucareneun 29A Obin
pa3paboTaH nepBbIN HACTOALLUN
MOOMNbLHLIN BUPYC — Cabir.

B dbeBpane 2006 200a nosiBuncs
RedBrowser — nepBbI MOOUSbHBLIN
BUpYycC And TenedoHOB C NnogaepXKo
Java.
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Bupyc ons cotosoro tenedoHa %
npencrtaBnseT cooon npunoxeHuve, P
KOTOpOe MacKMpPYeTCH NoA KaKyo- %
HUOyAb Urpy Unu saBneKaTesibHbIU -
UHTepHeT-haun. Nocne Toro Kak
aOOHEeHT cKaumBaeT ero Ha CBoM
TenedoH, Ha4YUHaeTCH «MoOpbI8Has .
dessimesibHOoCcMb». MOOUNbHBLIN
BUPYC MOXeT Nnbo 3abrokmpoBaTb 2
KapTy namMaTun, nMdo He3amMeTHO Ans
nonb3oBaTens paccblslamb SMS- unu
MMS-coobuwieHuUs1 Ha rnJamHbie
HoMepa, OH MOXeT TaKXKe BOpOBaThb
AaHHbIe N3 aAPEeCHON KHUXKU U %
OTMNPaBNATb UX XO35IMHY 3/10BpPeaHON

nporpamMmmbl. Iy



% YepBuBoe

s pa3HooOpa3ue
% * Bupyc-4epBb Cabir

%  Bupyc CommWarrior
%  Bupyc-LLiInnoH Flexispy

% e Kpocc-nnathopMeHHbIN
BUpycC Cxover

%  Bupyc-tposH RedBrowser
%  Bupyc-TtposH Webster
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Bupyc-uepsv Cabir

lNepBbIN BUpPYC ANA COTOBbLIX Terie(poHOB
ObIN OOHapyxeH B 2004 200y, u CO
BpeMeHeM noa ero A4enMcTBmem
OKa3asnocb 23 CTpaHbl. ATO TakK
Ha3blBaeMbIU KOMMNbIOTEPHbIU YepPBb,
nony4mBLUMU Ha3BaHue Cabir. OH
3apaxaeT cMmapTdOHbI Ha Symbian.
Bupyc nocrtaBnsaetcs Ha TPyOKy B
Buge SIS-channa, Mackupyscb noa
YTUNNUTY yrnpaBrneHnsa 6e3onacHoOCTLHO.
«3apaXeHHbIN» cMapT¢gPOH HaYMHaeT
NMOUCK APYrMX ya3BUMbIX annapaTtoB U
nepecbinaeTt Ha HuX chaunn,
coaepxaBLUNU YepBs.

Bupyc He yHUuYmoxaem
nosib3oeamesibCKue 0aHHbIe, HO
6510KUpyem caHKUUOHUPOBaHHbIe

Bluetooth-coeQuHeHUs1 u nompebrsien §

pecypcbl aKKymMyJsissmopa.




% Bupyc CommWarrior
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B 2005 roay nosaBuncs bonee %
onacHbIU BUPYC, YeM Cabir. %
Ero HazBanu CommWarrior.

JTa nporpamMmma 4OBOJSbHO
AONro TeppopusnpoBana
cMapTOHbLI aOOHEHTOB 22 '
cTpaH mupa. CommWarrior @
aTakoBan Symbian-annapaTtbl
Ha S60 U pacrnpocmpaHsisics %




% Bupyc-llInuon
% Flexispy

< B anpene 2010 200a 6bina €
s oOHapyXeHa KoBapHas

Choose wi
Q Quid
* S Bos
q S No
o
]

" SC-
*
B s
& Sma
E Soft

% nporpamma Flexispy, %
npopaBaBLUAasACH 4yepes
% UHTepHeT 3a 50 gonnapos CLIA. %
% JTO nOHHOd)yHKLI,I/IOHanHbIﬁ %

LUMWUOH, KOTOPbIW

yCTaHaBNMMBaeT TOTalIbHbIW @
KOHTPONb HaA4 CMapTPOHOM U

%
@ HauyMHaeT

ucripagHoO omchbisiamb C80EMY
XO35IUHY 8CHO UHDOPMaU U0 O \




% Kpocc-naam@opmennoiu \
et f &

% supyc Cxover ~F

% JTO nepBbI MOOUSIbHBLIW %

% BUPYC, CIT1O0CO6HbIU %

pacrnpocmpaHsimbCs 8 Pa3HbIX

% ornepayuoHHbLIX cucmemMax. ﬂpu%

% 3anycke oH onpegenset OC, %
NPOHUKAET B KOMNbIOTEP U

et AOCTYNHbIE MOOUINbHbIE
yCTPOUCTBA Yepe3 ActiveSync.

% 3aTem BUpYC KonupyeT cebs Ha TS
HanaeHHoe YCTPOMUCTBO.
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% Bupyc-mposnu %

% RedBrowser %

% «JTabopaTopusa Kacnepckoro» %

% cooOGuuna o Tom, 4YTo %
- oOHapyxeH BUpYyC,

% nopAepXMBaloLmii Nnatgopmy %

i JAVA. 3TO TaK Ha3biBaeMbIN
% TPOSiH, NoNy4YuBLUUU Ha3BaHMe

RedBrowser.
% Bupyc moxxem 6bimb 3a2pyxxeH
Ha mesiegpOH KakK us3

NHmepHema ¢ WAP-cauma, mak
u Yyepes Bluetooth-coeOQUHeHUe.
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%Bupyc pacnpocmpaHsiemcs 8
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Bupyc-mpoau
Webster

Bcnep 3a nporpammon
RedBrowser B pPOCCUNCKYIO
MOOUITLHYIO CBAA3b NMPOHUK
eLle oauH TposHeu.
Ha3biBaeTcs OoH Webster.

eude ¢hauna nod
Ha3eaHueM pomoshnik.jar.
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J Kanenpapo

*ySI3BUMOCTM NPOrPaMMHOrO v
obecneyvyeHus; ==

*HU3KUN YPOBEHb « MOOUITLHON»
rPaMoOTHOCTMU;

*OTHOLUEHME BragernbLueB
MOOUINbHBLIX TenedoOHOB K
MOOUINbHbLIM BUPYCaM, KakK K
npoodneme oyayuiero;

*1I0O6ONbLITCTBO (a YTO OyAeT, ecnu A
3anyLly 3ToT

daun/urpy/nporpammy?);
*HecoOnaeHne IrieMeHTapPHbIX




[lyTn npOHNKHOBEHUSA %
BUpyca B TeniedOH:

e C gpyroro tenedoHa yepes

% Bluetooth-coeauHeHue; %

@ * NOCpPeAcTBOM MMS-coo6meHMﬂ;%

>« ¢ MK (coeanHeHue yepes %
Bluetooth, USB, WiFi

% MchpaKp’aCHc;); ’ %
@- yepesw - - CaunThbl. %
& m ®
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1.

Cumnmombl 3apaxxeHusi

MosBneHue — nocne KONUpoBaHUA
N YCTaHOBKMU KaKnx-nmodo channos
(kak npaBuUno, «Urp») —
BCEBO3MOXHbIX «TTTHOKOB» U
«baroB». Hanpuwmep:
6ecnpUYUNHHO «3aBUCaET»
TenedoH, He 3aNyCKarTCA Kakue-
NINOO NPUNoXeHNA, HeBO3MOXXHO
OTKPbITb nanky lNpuHsmsbie
gaunebil.

[NlosBneHue HeU3BECTHbIX
noao3puTenbHbIX hannoB U
MKOHOK.

MoOunbLHUK caMonpoun3BOSIbHO
oTnpasnsaeT SMS n MMS, ObICTPO
onycToLlan cyeT Brnagenbua.

: e P aSQldV ] a\VIAVNaGSG o aYa V220072V P00 | l‘RI\




> [decmpykmueHbie delicmeusi MOBUJSIbHbIX %

eupycoe
AHO N3 HEMNUCAHbIX NpaBuJl MacuT, YTO BUPYC, nony4yas

yrnpaBneHue, MOXeT AerlaTb B CUCTEMe BCE TO, YUTO MOXeT
AenaTtb nonb3oBaTtenb!:

e He3aMeTHas ANns nofib3oBaTersis MaccoBas paccblifika SMS
n MIMS;
* HeCaHKLUMOHMPOBaHHbIEe 3BOHKU Ha NflaTHblIe HOMepa;
e ObICTpOE onycToleHue cyeta aboHeHTa (B pe3ynkraTte
3BOHKOB Ha nJylaTHbIe HOMepa U MaccoBOM paccCbISiIKn SMS n
MMS);
* YHUYTOXEHME AaHHbIX Nofib3oBaTtens (TenedoHHast KHUra,
davnbl n t.4.);
* noxuweHune KoHpnaeHumanbHon nHchbopmauum (naponwu,
HOMepa cYeToB U T.A.);
e GrnioknpoBka oyHKLUMN TenedoHa (SMS, Urpbl, Kamepa u T. )
A.) UnNu annapart B ueriom; &
e ObICTpas pa3psaKka akKyMynsaTopa;
e pacchbifika (0T UMeHM Brnagenbua TenedgoHa) 3apaXeHHbIX
cdannoB BceMun BO3IMOXHbIMU cnocobamum (e-mail, WifFi,
Bluetooth v T.4.);
* P CUHXPOHU3aLUM TenedoHa C KOMNLIOTEPOM —
nepecbinka Ha K gecTpykTMBHOro Koaa; 24
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Kak ydanums
3apPaxXeHHbie d’aaﬂbl

Kak npaBuno, HenocpeAaCTBEHHO C
MOOUNbHUKA (OOBLIYHOrO, HEe «CMapTa»)
yAanuTb 3apaXxeHHble pannbl He
yaaetcs. Ana yaaneHna sapaxeHHbIX
dhannoB HYXXHO NOAKMOYNTb MOOUITbHUK
K MK n Bocnonb3oBaTbCA KAKUM-NN60
channoBbIM MeHeOXXepoM, Hanpumep,
ansa tenedoHoB Nokia — [Jucnemyepom
ghausioe, Bxopgawumum B coctaB Nokia PC
Suite. [locne yaaneHuns 3apaxeHHbIX
dannoB nepe3arpy3mte MOOUNbLHUK
(BLIKMHOYUTE U CHOBA BKIHOYNTE).
Ecnun ynpaneHue 3apaxeHHbIX (panroB He
nomoraert, NPUAETCA «MNepenpoLnUTbL»
TenedoH, oopaTNBLLUCL B CEPBUCHLIU
LeHTP




Kak 3awuwiamscs
om MobuJsibHbIX 8UPYCO8

1. Ecnuy Bac «npoaBUHYTbIN» MOOUIBHUK, NONIb3yATECH
aHTUBUpPYCaMMu.

T

. 2. CobGnropgante OCTOPOXHOCTb NMPU YCTaHOBKE BCE€BO3MOXHbIX

% npuroxeHnm (0cCo6eHHO YacToO MOOUSbHbIE BUPYChI
«MOnoTAT» noA urpbl!). ECnu ecTb BO3MOXHOCTL, Nepes

KOnMpoBaHUeM/yCTaHOBKOW 4ero-inbo Ha MOOUNbLHMUK,

% npoBepbTe TO, YTO Bbl cOOMpaeTechb

KonupoBaTb/ycTaHaBnMMBaTb, Ha ctaunoHapHom [NK
5 AHTUBUPYCHLIM MOHUTOPOM CO CBEXMMU Gasamu.

3. He yctaHaBnuBanTe Ha MOOUITbHUK HE3HAKOMbIN « KOHTEHT»
HEeU3BeCTHOro NPOUCXOXKAEHUS.

068644

4. He paspelwanTe 3anyck He3HaKOMbIX Mporpamm.
5.

He nepxute Bluetooth NOCTOAHHO BKNIOYEHHbIM, BKNOYauTe
ero TOJIbKO B crniy4yae Heo6xoauMoOCTH (a ecrniv yXX NpUxXoanTcs
AepxaTtb Bluetooth NTOCTOAHHO BKIMOY€HHbIM, UICMNONb3YUTE
pexum CKpbIimbili).

6. Ecnu Bam nepecbIinaroT no Bluetooth Kakon-To
noao3puTteribHbIn hanr, Bbl BCcerga MoXxeTte OTKITOHUTb ero
npuem!

26
7. He 3arpyxanTte dpannbl s MHTepHeTa cpa3ly Ha MOOUITbHUK.



Mo0OuIbHbIE AHTUBUPYCHI %

B To XXe BpeMs pewieHus ons %
3alWUTbl OT Yrpo3 oCcTasfIMCb U h
npoAaoJIXKalT aKTUBHO pa3BUBaTbCH
— aHTUBUPYCbI UrPaKOT ceroaHs
AOCTaTOYHO 3aMeTHYI0 ponb cpean ...
NMPOYNX MOOUIbHbLIX MPUITOXXEHUMN.
UHpgycTpusa MOOUNBbHbIX o
aHTUBUPYCOB MOXeT NpeanoXuTb g
LenbIu pag nporpaMmMHbIX cpeacTs
Nno 3aLimMTe BallnX COTOBbIX
TenedoHoB. MOXXHO BCMOMHUTb Kak
oTeyeCTBEHHbIe pa3paboTKu -
(Kaspersky Anti-virus Mobile, Dr. Web), %
TaK N 3apybexHble nporpamMmmel, B
YAaCTHOCTM, OT KOMNAHUMU F-Sec "~
(F-Secure Mobile Anti-Virus), Syma. .7/, %
(Norton Smartphone Security). “3&8%
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Bbieo0ObI:

Mo6unbHble BUPYChI cyLwecTBYOT! ATO yke He MU, a peanbHas
yrposa.

[lo HepaBHero BpeMeHu CHYUTANoCh, YTO MOOUIbHbIE BUPYCLI, €CNU U
YyrpoXatoT, TO TONIbKO NPOABUHYTO-HAaBOPOUYEHHbLIM MOBUITbHUKAM,
BrnagenbuaM oObIYHbIX MOOUNLHUKOB 60ATLCS He4vero. YBbI, 3TO yXe
He COOTBETCTBYeT AelUCTBUTENbHOCTU!.. A T.K. A0NA OObIYHBLIX
TenecgoHOB Kak MUHUMYM Ha NOPAAOK NPEeBOCXOAUT OO0
cMapT¢oOHOB, ecTb NOBOA 3aayMaTbcA!

lNMockonbKy yXxe co3aaHbl KpoccnnaTtopMeHHble MOOUNbHLbIE
BUPYCbI, NPUBEPXXEeHHOCTb Kakon-to ogHon OC He rapaHTupyeTt
3aliuTy OT BUPYCOB.

I'IepBOHaqaano cyujecrtBoBaBLlUas rpaHb Mexay MOOUMbHbLIMU U
KOMMNbHOTEpPHbIMU BUPpyCaMM CcTepTa. Tenepb 3TU YCTPOVICTBG MOTYT
B3aMMHO 3apaxaTb ApPyr gpyra.

KoMmnbloTepHbIM BUpycam Ans LWWMPOKOro pacnpocTpaHeHus
noTpeboBanock 6onee agBaguaTn net. MobunbHbIe BUPYCbI NPOLLNK
3TOT NyThb BCEro Nullb 3a ABa roga (04eBUAHO, YTO MOOUNbHbIe
BMpYyconucaTenu akTUBHO UCMOSMb3YHOT ONbIT CO34aHUs U
pacnpocTpaHeHUs1 KOMMNbIOTEPHbLIX BUPYCOB).

B Mupe HacuuTbIBaeTCs OKOSo 3 Mnpa. abOHEeHTOB COTOBOM CBSA3W.
MHorue GykBarnbHO He paccTaloTcsi CO CBOMMM MObunbHuKkamu. Ha
MOOUNbHUKaX XpaHUTCA KOHduaeHUManbHas uHgopmauus.
HeTpynHo npeacTtaBuThL MacliTtabbl NocneacTBUn B criyyae
BO3HUKHOBEHMUA 3NngeMuii MO6UnbHbLIX BUPYCOB.

Kak oTHOCUTbLCA K Npo6rieme MOGUIbHBLIX BUpPYcoB? He HyXHO ee
npeyBenuyuBaTthb, NaHUKOBaTb. HO He CTOUT M OTMaxMBaThLCS OT Hee,
cuUTasn, YTo Npobriema UCKYCCTBEHHO pa3fyBaeTcs aHTUBUPYCHbIMU
KOMMNaHUAMM U XaaHbIMU Ao ceHcauun CMU.
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JIlutepaTypa

https://ru.wikipedia.org/wiki - Bukuneaums
http://www.softmixer.com/2011/08/blog-post 8103

.html - ceTeBoM XypHan
http://www.hackzona.ru — Tepputopusi B3noma

http://www.mobi.ru — 3KCNepTHbIN canT
LMAPPOBON TEXHUKU

http://www.vipmks.ru — MOOUIbHbIN
KOpﬂOpaTI/IBHble CnNcrembl

Co3paem Bupyc n autusupyc. Astop: .A.
['ynbeB., 304c. — M.: [NpocBelyeHne, 1999r.

Bce o0 MOOUNbHLIX TenedoHax:
Bo3amoxHoCTH, BbIOOP, 3TUKET. ABTOP:
NuoxkneB A.A. — M.: deHukc, 2006r.
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