SnekTpoHHble CMW, WHQOPMAUMOHHbIE CUCTEMbI, COLMaNbHbIE CeTH
AOCTYNHbI Yepe3 NHTEPHET U CTanl YacTbio NOBCEAHEBHOM XU3HU POCCUSH.

Ayautopus poccuitckoro cerMenta WHTepHeta B 2016 rogy coctasuna
6onee 80 MMNNMOHOB YE€NOBEK.




' NpOrpaMMHO-MaTeMaTiyeckoe
BO3AEUCTBME

NEPEXOA HAJMNHOCTH

MO CERTTY DN

' IKOHOMMYECKME (XaKepCKUe «B3NOMbl»
NAATEXHbIX aKKAYHTOB, DULWUHI-aTaKM, ...)

* KOHTEHTHbIE




-

*  [eTCKan NOPHOrpadMs
" TepPOPHCTHYECKan M IKCTPEMHCTCKAN UHpOpMaLMs
' HapKonponaraKaa

' Npoyan Kubep-uHGOPMAUKA HEraTHBHON HANPABNEHHOCTH



POCT KONWUYECTBA MHTEPHET-YCTPOUCTB Ha AYWY HaceNeHus

POCT YHCNA MHTEPHET-MAra3uHoB, TOBAPOB W YCNyr

NOABNEHWE HOBLIX TNbLI YCTPOWCTB, TaKKe KaK NNaHLweTsl U gabnetsl

BONBLMHCTEO MOBUNBHLIX YCTPOUCTB paboTaer Ha 6ase OTKPLITHIX
ONepauMOHHbIX CUCTEM

KONMYECTBO NONb30BaTENEN MODMNBHOTO MHTEPHETa TONLKO B PO
UCUMCNSIETCA AECATKAMH MUNAMOHOB




OCHOBHBIC OHJIAHH YIpo3bl (PHCKH ), KOTOpPbIE GECNOKOAT,
BbI3bIBANOT AHCKOMPOPT HIH CTpax

Apyrue pucku

KoHTakT

13%

17%

[pyro# KOHTEHT

22%

19%

MNopxorpadun

Nosepexue




TEeH NPH KOHTAKTE C HeNnpHeMJIeMbIM HIH
IM LISl X BO3pacTa MEAHAKOHTECHTOM




803[)3(1'“!:!8 OT/ITHYHA

AETU MNaawero sospacra 6onbWwe onacalTcs rpynnbl
OHMNAMH-PUCKOB, KOTOPaA CBA3aHa C cofepXKaHuem

Meaua pecypcos

nety  nocrapwe (NOAPOCTKOBBIM W KOHOWECKMIA
BO3PaCT) HefoBEpPuMBO OTHOCATCA K rpynnam,
CBA3AHHLIM C YCTAHOBNEHMEM KOHTAKTOB M
noBefleHneM, NTO OOLACHRETCA eCTeCTBeHHbLIM

NPOLECCOM UX MPaXXAAHCKON coLManm3aumm



Bpea, KOTOPbLIH MOXKET ObITh NPHYHHEH peOeHKY B pe3yisTare
KOHTAKTa ¢ HeGe30NacCHbIMH MeAHapecypcaMu

Bpen

*  3MOUMOHANbHLIN (PACCTPOWCTBO, AENPeccun, CTpax v ap.)

*  NCUXONOrMYECKUH (CTPece, 3aBMCMMOCTD, HU3KAR CaMOOLEHKA,
arpeccus u np.)

*  COUMANbHLIN (OCTPAKKU3M, NOTEPA ApY3en)

OCTPAKM3M - FOHEHWEe, HenpuATUE, OTBEPXEHWEe, Npe3peHue CO CTOPOHbI
OKpyxawuwero obwecrsa



Hudopmauus, npHYHHAKILASR Bpe
3A0POBLIO M (MAH) PA3BHTHIO JAeTEH

MHPOPMAUMA, NPHUYMHAIOWAR Bpea 3A0POBLIO U (MNKU) PasBUTHIO
aerveil - wHdopMaums (B TOM YuCne COAEpPXAWaAnca B MHPOPMALUMOHHOK
NPOAYKUMM ANA  AeTei), pacnpocTpaHeHue KOTOpOW cpean AeTen
3anpelweso UNK OrpaHU4eHo B COOTBETCTBMM C HACTOAWMM depepanbHbiM
3aKOHOM



Hudopmaing, sanpeieHHan AN8 pacnpocTpaHeHus cpeau aerTei

*  noByXAaloLWan K COBEPLIEHMIO ASHCTBIIA, NPEACTABNRIOWMX YIrPO3Y MX
XW3HW U 300POBLIO ...

*  cnocobHan BLI3BATL Xenawue ynoTpebuTh HapKoTHYeCKue CpeacTsa ...
*  0DOCHOBHIBAIOWANA MNY ONPaBALIBAIOWAA AONYCTUMOCTD HACUNNA ...

*  OTPMUAIOWANA CEMEHHbIE UEHHOCTY ...

*  ONPaBAbIBAKOWAN NPOTHUBONPABHOE NoBefeHue

" COAepXalan HeueH3ypHyio bparb

«  coaepxallas MHHOPMaLMIO NOPHOrpPadUYecKoro Xapaxkrepa



Hudopmauus, sanpeuieHHas AN pacnpocTpaHeHHA Cpean AeTel

*  noGYXAAOWAN K COBEPLICHWMIO ASHCTBII, NPEACTABNSIOWMX YIPO3y MX
WW3HU U 30POBLIO ...

*  cnocobHan BLI3BaTL Xenauue ynotpebuTth HapKoTHYeCKue CpeacTsa ...
*  0DOCHOBBIBAIOWAN UNM ONPAaBABIBAIOWAA AONYCTUMOCTD HACUNMA ...

*  OTPMUAIOWan CeMetHbie UEHHOCTH ...

*  ONpPaBAbIBAKOWAA NPOTHBONPABHOE NoBegexue

*  coAepxalas HeueH3ypHyio bpaHb

*  cofilepxalyan MHPOPMALMIO NOPHOrPadUUeCcKoro Xapakrepa



[IpaBuia npeAcTaBaeHHA cebd B COUHANBHBIX CETAX

® Gyasre pazbopumsbl npu BeibOpe asatapa
B  He CTaBbTe CIMIWKOM OTKpOBEHHbIe doTorpadum

® He crasbre ¢ortorpaduM, nNO KOTOPbLIM MOXHO CyauTs O
MaTepuanbHoOM 61arononyyum Bawen ceMom

B He crasbre doTorpadum Apyrux nioaen



o
lIpaBHiibHBIE H Ge30NacHbIe NaApPoIH

BepxHumn perucrp

\, THis#$pass24

— ‘:\ | |

CneucumBonsl LUudps!

Opmee KOIM4ECTBO CUMBO/IOB HE MeHee 8



HonyasipHbie nNapoJu

2. admin 0.0981%
3. password 0.0838%
4. test 0.0808%
5. 123 0.049%

6. 123456789 0.0479%
7. 12345678 0.0466%
8. 1234 0.0459%
9, qwerty 0.0426%

10 devry

0.0393%




HonyasipHbie NapoJiy




9, qwerty 0.0426%
10. devry 0.0393%



Bupychi- npasn/ia 6e30nacHoCTH

®  YCTaHOBMTE aHTUBMPYCHYIO NPOrpamMmy

B cucTeMaTuyecku oGHOBNANHTE aHTUBUPYCHYIO a3y
®  UCNONb3YITE TONBKO NMLEH3MOHHBIE NPOrpaMMbl

B He nepexoaMTe NO HEW3BECTHLIM CCbiNKaM W He CKayuBalre
noao3spurTencHoie dains

B fenaiTe pe3epBHYIO KOMMIO BAXHLIX AaHHbIX

B He BepbTe «xanase», Korga B8aM o0ewarT BCKPbITb CTPaHMUY
MHTEPEeCYIoWero Bac NONb30BaTeNsi MNM OTKPbITh ewe Kakue-nubo
TaWHbl, @ AN 3TOr0 HAZAO0 NKLLL NPONTH NO CCbINKE

i e




CpeacTea aHTHBHPYCHOH 3ALHTHI

INTEQNEI
SECURITY




Yrpo3bl

NOTEPS rPaHu MeXAay BUPTYaNbHLIM U PEANbHLIM MUPOM

NEepPepacTaHMe HEraTMBHOrO OTHOWEHWA WIPOKOB M3 BUPTYaNbHOro
MWUPa B peanbHbii

MNOAWHAMMA




[locazika 3a KOMNBIOTEPOM

Harpy3ka Ha 3penue:;
*  Manoe paccTosHue A0 IKpaHa
*  UEHTP MOHUTOPA CIMWKOM BbICOKO

Harpyska
Ha KUCTb

pyK# HapyweHne OCaHKK.

*  Ne4u NOAHATLI
* cnuHa cropbnena

Kpau cuaeHbs AaBuT Ha

KONEHK:

* CAaBneHue CoCyAoB W
HepBsoB



CHAUTE NPAaBHJIBHO

660-690
680-760

550-5%0

400-500




E-MeH/ - npaBuia 6e30NacHOCTH

Mpasuna 6e30nNacHOCTH:

B UMA AONKHO ObiTb KOPPeKTHLIM, YAOOHLIM AN  HaNUCAHUA W
3aNOMUHAHUA

B CTapauTech He OCTaBNATL CBOW aApec Ha BCex cawuTax noapsa

B 3aseguTe cebe ABa agpeca INEKTPOHHOW NOMTBI — YacTHBIK, ANN
nepenucku, ¥ NyGANYHLIA — ANA OTKPHITOW AEATENBHOCTH



HacrpokH 6ezonacHocTH WhatsApp
CKpOHTE OTMETKY «3axoAu (a) B» M OTHYET 0 NPOUTEHHH

0050 Genadn ¢ %02 T o 0 - feraie ¥ %02 fw

HacTpoixm { HacTpoin i YNETHAR 3aNKCH

KOHSAROHUMAMMOC TS
=

Boom nouser! S wenone. Be




CouHanbHas CeTh - XpaHHIHILE NePCOHANBLHBIX AAHHBIX

CneumanbHbld  CaWT, KOTOPHIM faer Gonblle BCEro  BO3MOXHOCTEM
«paccKasaTh o ceber

@ Y Kaxaoro NnoNb30BaTeNns ecrb CBOA CTPAHUYKA, rAe OH PacCKasbiBaeT
0 cebe, nomewaer csoun GoTo U BMAEO (a TaKxKe Te BUAEO, YTO eMmy
NOMPABUNUCH), 3aBOAUT APY3EH, NEPEnUCLIBACTCH C HUMM ...

% B HEKOTOpPbIX COUMANbHLIX CETAX MOXHO CO03[aBaTh CTPAHMUKK
COOOWWECTB, UrpaTh B OKNANH-MIPLl U T.A.

2181 fImRON - B



ColuuranbHas ceTh - nNpasuia 6e30nacHOCTH

n noayMan, Npexae YeMm YTO-TO HanucaTb UNu onyGNKKoBaThL

I He BbiKNagbiBal B COUMANbHOM CETH NUYHYID MHGOPMaUUIO
(Qororpagmn, BHgeo, @NO, [aTy POXAEHHS, aQPEC [OME, HOMED
LKONBI, TENEPOHY ......)

[y cokpat o6beM faHHbIX, KOTOpbie NydnuKyews B UHTepHeTe



CoumanbHasn cetThb - npasuia 6e30nacHoOCTH

] He «(ppenau» Bcex noapsa

B APYXM B COUMANbHbIX CETHX TOMBKO C MNPOBEPEHHbIMW B
«peane» py3bAMU

L] He BbLIKNAALIBAKW NUYHYI0 MHDOPMAUMIO O BalUMX APY3LAX B
WUHTepHeT 63 uX paspelleHus

a NPexae YeMm pasMecTuTs MHGOPMaUMIo O Apy3bax B CeTn, yaHaM,
HEe BO3PAXKAIOT /1N OHM, HTODLI Thi BLINOXWUN 3T AAHHLIE



CoupanbHan ceTh - NpaBuia 6e30NacHoOCTH

B He nyGnuKyH B COUMANbHOM CeTM TO, 4TO MoXeT obuaets M
YHU3UTL ADYrUX Nonb3osateneit flawe B WyTKy

o HE OTNPaBNAW CBOW NepcoHanbHbie AamHbie (Buaeo u ¢oro ...)
NIOAAM, C KOTOPLIMM NO3HAKOMMNCA B WUHTepHete, Tem Gonee echu
Tbl HE 3HAElWb WX B PLANLHON XU3HU

u npu O6WEHMH C APYrMMM NONb3OBaTeNsMW crapaica 6GuiTh
BEXK/TMBLIMM, ACNMKATHBIMK, TAKTUYHBIMU U APYXEeNo6HBIMM

] He nNuLK rpybocTen, ockoponeHnin, MaTepHbIX CNos ...



CounanbHag ceTh - npasuia 6€30NacHOCTH

CTapanTech He pearnpoearb Ha obMAHLIE KOMMEHTapUM, XaMCTBO
W rpyboCTb ApYruX NoNb3oBaTenei

n nepeseguTe BCe B WYTKY WAM npekpatute obwenvwe ¢
arpeccuBHLIMUA NONb30BATENAMMU

n HU B KOEM CNyyae He OTBEeYaNTe Ha arpeccuio TeM xe cnocobom

k] HanuWuTe Wanoby aaMuHMCTpaTropy cawta, notpebyiire
3abnokupoBaTth obuaYMKa (ecnu Heobxoanmo)

u eCNN aAMUHUCTPATOP CalWTa OTKA3ancs BaM NOMOYL, NMpexkparure
NONb30BATLCA TaKUM PECYPCOM W YAANUTE OTTYAA CBOM AdHHbIE



PHIIHHT B CeTH

BMA VHTEPHET-MOLEHHUYECTBA, LeNb KOTOPOro - NONYYHTL NIUYHbIE
(MaeHTUDUKAUMOHHDBIE) AaHHbIE NONb30BaTENEH

phishing = password (hapons) + fishing (PuibHan NOBNS, BbIYXUBAHKE)




OUWKHIOBLIM CAUT npeacTasnser coboit noaaenky noa oPuUMaANbHLIN
pecypc GaHKa, KOMNaHMW MNKW MHTEpPHEeT-MarasuHa, rae nonbL3osaTteno
NPeANaraeTCca BBECTU NOTWH, NAPONL UNK AaHHLIE OHNAUH-BAHKUHra,

b & C ) vkontakderu

) xonrakre

* £ onad vwr N vee 10600 NORLROSATS

Nagon DHT AT ~ YIpCIRMON CHRACTIO KOMAWIADH 1 NOMOCS MOV,
3 IR OC CRELSNOND FNOMYYRITOE 200N IO M StMoS ACRer

_ < BonvTanre By mowete

. MOSER, < KOT00ew Bt K0F 2400 awwan, DASOT /W sl OT Al ane.
» Yy Goman 0 Mo, coTOpR BaC OXpYRaOT, W NIRTI HOBRE APy
1 w BOA 20 OCTARATRON B KONT BT ¢ Toens, K70 B 20p0r .




QHIIHHT B CETH

OCTaBNeHHas Ha TakoMm cauTe @ Coumopot

nrpopMayms NONAAAET B PYKK
3N0YMBIWNEHHHKOB, a

-
NONb30BaTeNs B NEPCneKTUBe NPOBEPKA BE3ONACHOCTH T &
Yaankre, T v sdwa «apta 8 Gaoe anonn xaepon’
NULWAETCA AeHer, s
HoMep g
cve2

Nposeguny




KHOCpYHHKEHHE ~ MpaBHIa 0e30NacHOCTH

MOMHMWTE, YTO OYEHb YACTO CBOMMM AECHCTBMAMM NONbL30BATENU CaMM
AAKOT BO3MOXHOCTL XYNWraHaM M NPECTYNHUKAM HaWTH uX «cnabble
MecTa»

B He nyGAMKYHTE OTKPLITO CBOW KOHTAKTHI: [IOMAHKA aapec, HoMep
MoBUNBHOro MM AoMawHero TenedoHa, aapec INEKTPOHHOM NOYTLI

B He BbiknagsisanrTe dovorpadui, Ha KOTOpPLIE NErKo Hanucartb
U3/1eBaTENbCKUH KOMMEHTApHK

® He GyAbTe M3NMLLHE AOBEPYMBLI U HE TOPONMTECH PACCKa3blBaTh
HE3HaKOMUY BCIO CBOKO Guorpadmio



KuOepyHxeHHe - npasu/ia 6e30nacHOCTH

3a6NOKMPYHTE «HEXOPOWero» NONL3OBATENs, €CNM MMEETCA Takas
BO3MOXHOCTb

B yAanuTe CBOKO aHKETY U3 COLUManbHOMU ceTu

B coobwmMTe aaMUHUCTPAUMK CauTa

B HanuwwuTe 3a8BNEeHKEe B NONUUMIO

B eCnu Aeno NPoMCXOAnT B WKONe — coobmuTe yunTento

B ypanuTh cueHbl KubepyHumxeswns u3 Cet MOXHO, obpaTUBLIMCL Ha
Fopavylo nuumio hitp://www.saferunet.org



NI VLIV VL@V v Vll']lClJri(;IC

[opa4od nukua ! JlunuA noMouu

(oofgin O LPOTMECEDIMEN RINTIWTE oMo MEETRI M TIpE Y T PO)
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B weM ONAcHOCTS 3Hal  APEH/IE KBAPTHD M KOMMAT: KaKkue PYCCKORIBMHBIE NONMb
inrepner/ ONACHOCTH MOTYT NOACTEperaTy/ NOAYNHAKH BOIMONXHO
APXHB 3anmncen
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boasmHe aanubie (Big Data)

Kaxaoe Hawe aencrsue, coepliaemoe B cetn MHTepHeT, ocrasnser
onpeaeneHHbin uudposon cnea.

Takue cneasi ocTaenseT UHPopMaUMsa, KOTOpYIo Bbl A06pPOBONBLHO
pasMellaere B cetv MHTepHer:

*  ororpadpum B COUMANbHBIX CETHAX
*  BbiCKasbiBaHus Ha dopymax

" «NAWKWU» HOBOCTEeN

* 1 MHOroe apyroe



boabliue gaHubie (Big Data)

Kpome Toro, undpossie cnegbl 0CTasnaer ta uHdopMauus, 0 Hanuuum
KOTOPOMN Bbl MOXETE W HE NOA03PeBaTh, 3T0 MHdopMaUua

* 0 NOCeWEeHHbIX canTax
* 0 COBEpWEeHHbIX NOKYNKax
* 0O Bawem reorpadmuyeckoM MecTopacnonoXeHnu

« unp.



bosblKe ganubie (Big Data)

Mpu 3TOM BOnbluMe AaHHBIE NONYYAIOT HE TONbKO Onaropaps BawwuM
undposbiM cnegaM, ux A0OLIBAKOT M3 MHBIX WUCTOMHWKOB, HanpuMep, C
NOMOLLLIO AATUMKOB NOTOALI UK MEONOKALMOHHBIX CUCTEM,



YK PO, Craren 110. flosegenune go camoybuicrea

1. [loBeaenue nuua Ao caMoybHiCTBa MNK A0 NOKYLWEHUS Ha CAMOYOUIHCTBO
NyTeM Yrpo3, XeCcTokoro obpalleHns unu CUCTEMATUYECKOro YHHKEHUA
YENoBeYeCKoro AOCTOMHCTBA NOTEPNEeBLUero - HaKasbiBaeTcs

*  NPUHYAUTENbHLIMKA PABoTaMK Ha CPOK A0 5 NET € NUWeHHeM Npasa
3aHMMATb ONPEeAENEeHHbLIE AONKHOCTH MW 3aHUMATLCS ONpeaeNeHHoH
REATENLHOCTLIO Ha CPOK A0 7 NeT unu 6e3 TaKosoro

*  AuweHveM ceoboabl Ha CPOK OT 2 A0 6 NET C NUWEHWeM NPasa 3aHUMaTh
ONPEeAEeNeHHbIE A0/MKHOCTH MNKM 3aHUMATLCR ONPEAENeHHON
ACATENLHOCTBLIO Ha CPOK A0 7 neT unu 6e3 Takosoro.



To e feaHne, CoOBeplueHHoe:

B OTHOWEHWM HECOBEPLIEHHONETHErO MNKM NKUR, 33BeA0MO ANA BHHOBHOMO
HaxoAAWEroca 8 6ECNOMOWHOM COCTORHMKU N0 B MATEPHANLHON MNK
MHOW 33BHCHMMOCTH OT BMHOBHOMO

B OTHOWEHUK XEHWMHBI, 33BA0MO ANA BHHOBHOINO HaXoAsWEeNCn B
COCTORAHMK BepeMeHHoCTH

B OTHOWEHKUK ABYX unu bonee nuy

rpynNo#i N1y NO NpeasapuTeNbHOMY CroBopy MW OpPraHu30BaHHOW
rpynno#

8 NyGNUYHOM BbICTYNNEHUK, NYONUYHO AMOHCTPUPYIOWEeMCA
NPOU3BEACHWH, CPEACTBAX MACCOBON MHPOPMAUMK MNKU HHPOPMALMOHHO-
TeNeKOMMYHUKAUMOHHBIX CeTAX (BKNoNan cets "UHTepHet”)

HaKa3bIBAETCA NUIWeHKeM cBoboAbl Ha CPOK OT 8 A0 15 NeT ¢ NMweHueM Npasa
33aHMMaTb ONpPeaeneHHbIe A0/MKHOCTH WK 33HMMaTLCA onpeaeneHHON
AERTENbHOCTBHIO Ha CPOK A0 10 net nnu 63 TaKOBOro U C OrpaHMYeHHeM
c80DOAK Ha CPOK A0 2 NeT unu 6e3 Takosoro.



MEeAHAKOMNEeTEHTHOCTH THYHOCTH

Wccneposanua nokaszanu

" KOMNLIOTEPHAA [PAMOTHOCTL M AOCTATOMHLIM  ONBIT paboTthl B
MHTEepHETE HE  rapaWTupyioT  33UMTY  NONL30oBaTtens  or
NOTEHUKANLHOrO PUCKa UNK Bpeaa

*  BaXHO HE TO, KaK 4acTo MNK Kak AONTO NONbL3OBATeNk NOABNAETCA B
CeTH, @ TO, KakuM 06pa3oM oM paboTaer B UHTepHere

Peub MAET O MEAUAKOMNETEHTHOCTH /IMHHOCTH



MeAHAKOMIETEHTHOCTh THYHOCTH

MeaHaKOMNETEHTHOCTD JNIMMHOCTH — CNOCODHOCTE M FOTOBHOCTL
NYHOCTH paboTate € PasNUYHBIMK MHDOPMAUMOHHLIMA WUCTOYHUKAMMK, B
TOM YUCnNe B CeTM WIHTEpHeT, M KDUTUYECKHM OUeHMBaTL Nnonyvyaemyio

MHGOPMAUKIO



