Microsoft” Malware Protection Center
Threat Research and Response

Fun With Thread Local Sto

Peter Ferrie
Senior Anti-virus Researcher
2 July, 2008




Microsoft Malware Protection Center
Threat Research and Response

You Can Call Me Al

Thread Local Storage callbacks were discovered in 2000.
However, widespread use didn’t occur until 2004.
Now, it should be the first place to look for code,

since it runs before the main entrypoint.
And that can make all the difference...

Peter Ferrie, Microsoft Corporation
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00000000
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COMRNOOOOU="0000000000000000000000000000000000000000
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Entry Point
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0oUWO000000000000000000000000000000000000000000000
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0000000000000 0000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000

0000000000000 0000000000000000000000000000000000000

0000000000000 0000000000000000000000000000000000000
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So the main file does nothing.
If we assume that the structure is normal,
then we could check the thread local storage table.
Just in case.

Peter Ferrie, Microsoft Corporation
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TLS is present
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So the search moves to the callbacks,
of which there is only one, but it looks peculiar.
It’s not a virtual address.

Peter Ferrie, Microsoft Corporation
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The One and Only

[c+. IDA - tls3.exe
Edit Jump Search Uiew Debug

DATA : 04820800 Section 2. (virtual address BBBA2000)
DATA : 084020060 Uirtual size : ABAB1608 < 4096 .)

DATA : 04820800 Section size in file : BBBBR2008 < 512.>

DATA : 08402000 Offset to raw data for section: 0BBGBASHA

DATA : AB4020600 Flags CB0ABA40A: Data Readable Uritable

DATA : 00482000 Alignment : default

DATA :BB4020600

DATA : 8402000

DATA :0B4020600

DATA : 08402000

DATA:0840280068 DATA segment para public ’‘DATA’ use32

DATA : 08402000 assume cs:DATA

DATA :0B4020600

DATA:004020068 TlsDirectory TLS_DIR_ENTRY <6, B, offset TlsIndex, offset TlsCallbacks, 8, @G>
DATA :0B4020600

DATA:00402018 TlsIndex dd @

DATA :0840201C ;

DATA:0040281C ; Imports from TLS3.dll

DATA:0840261C
DATA:0040201C TlsCallbacks dd 36042h
DATA:0840261C

DATA:00402020 TlsCallbacksEnd dd @

DATA : 08402024 align 1666h
DATA :00402024 DATA ends
DATA:AB402024

ptions Window

IDA View—A

Peter Ferrie, Microsoft Corporation 9
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Imported TLS callbac

We know that the TLS callback array can be altered at runtime.
We know that the TLS callbacks can point outside of the image.
Now we are looking at a new way to achieve that.
Imports are resolved before TLS callbacks are called.

So TLS callbacks can be imported addresses!

Let’s check the import table.

Peter Ferrie, Microsoft Corporation
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The Search Goes On
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The Search Goes On

So the search moves to TLS3.DLL,
and the mysterious function called ‘a’.

Peter Ferrie, Microsoft Corporation




[En]IDA - tis3.dll
Edit

Jum

Search Uiew Debu Options Window

CODE : 989489168608

CODE : 184891 8608
CODE : 86848918688
CODE : 98489168608
CODE : 9948918688
CODE : 98489168608
CODE : 9940918688
CODE : 164891 8608
CODE : 894616808
CODE 884091686808

CODE : 64891 8608
CODE : 984891 8688

CODE : 98461 608
CODE : 99489186008
CODE : 98489168608
CODE : 9948918688
CODE : 9849168682

CODE:8848910813
CODE:8684810813
CODE:984891813
CODE:884891813
CODE:984916813
CODE:80848916813
CODE:884810815
CODE:8684810815
CODE: 8848916815

H
H
H
H
H
H
H
H
H
H
H

Oer s

C:\Users\Peter\z\tls3.d1l1l
Portable executable for 88O
400000
{virtual address 88901888)
20001806
A00080200
alalalalalyals]
Readable

File Name
Format
Imagebase
Section 1.
Uirtual size

Section size in file :
Of fset to r»aw data for section:
Flags 60808080828: Text Executable
Alignment default
Exported entry

Segment type: Pure code

Segment permissions: Read/Execute
segment para public
assume cs:CODE
sorg 481080h
assume es:_reloc.

S UBROUTII

* CODE’

ss:_»elo

public a
proc near

a

offset Caption
offset Text

a

push
push
push
push

call J_MessageBoxA

__stdcall start{(HINSTANCE hinstDLL.DWORD fdwReason.LPUOID lpReser»ved>

public start
proc near
mowv al
retn
endp

1 :

-

386 <(PE>

<
<

40926 . >
512.>

C ..

bilﬁnfré?éihf

ds:CODE,. fs:nothing.

IDER:

IDA VUiew—A

gs:nothing
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The ‘Aha’ Moment

So that’s how it’s done.
If we let it run...

Peter Ferrie, Microsoft Corporation
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run

[

Peter Ferrie, Microsoft Corporation
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The code runs.

Peter Ferrie, Microsoft Corporation
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Really Not OK

Just a little something to add to the workload.

Peter Ferrie, Microsoft Corporation




