[Mnwem npunoxeHue ans Budpartopa ¢ Anmakcnpecc,
nnu Kak peBepCc-UHXUHUPUTDL Bluetooth

['oH4Yapoe [aHuur (Finch Technologies Ltd.)
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Finch Technologies & Co.
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'MnaH

OcHoBbI Bluetooth
Cnocobbl peBepc-MHXUHUPUHIa Bluetooth
PeBepc-MHXUHUPUHT BUBpaTopa ¢ Annakcnpecc
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Bluetooth-Device

© Bluetooth (.. =

Massage
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BLE Connect

3
.
a
3
o
3
b3
3

3 ¥°4d 0l 16:08
e

Bluetooth

On

G~

% o "d 0 16:09

Bluetooth

(o])]

66:22:AC:C7:A0:72 Paired devices
SGH-T999V = TeclaShieldDOS-1986
Connected

SSONG-ASUS Available devices

3 62:56:62:8F:26:96
5E:A1:B9:2F:19:03

3  61:FC:5E:3A:48:61
Jason Finestone’s MacBook Pro

%  Charge HR
7D:1E:4C:5D:A2:3A

3  EO0:AC:CB:7E:84:85
61:57:D0:79:FE:43

[J B Darmanin’s MacBook Pro
43:FA:91:A2:99:72

%L SGH-T999V
TeclaShieldDOS-1986

L[] Deanna Del Vecchio's Computer

Nexus 5X is visible to nearby devices while Bluetooth
settings is open.
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BLE Security

nnnnnnnnn

Available devices

Pairing — npouecc
co3gaHung napamm BLE-
YCTPOUCTB CEKPETHLIX
Krro4den ang
nocnegyroulero
LLUMdopoBaHUA Tpacbvu(a

o3
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BluetoothDevice & BluetoothGatt

Service

_____________________________

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

,,,,,,,,,,,,,,,,,,,,,,,,,,,,

GATT — npodounb Bluetooth,
onpegenstowmm cnocod B3aMmMmoaencTBus
OBYX YCTPOWUCTB 1 UCMOJSb3YHOLLMA
KOHLUEeNnuuo atpnbyToB

GATT Characteristic — KOHTEWUHEpP ANS
OaHHbIX

GATT Service — COBOKYMHOCTb
XapakTepucTuK

UUID — 128-OUTHbIN YHUKaNbHbIN
naeHTndgukaTop atpndyra

’A N
‘Nv h’
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GATT Characteristic

Devices DISCONNECT
BONDED  ADVERTISER ~BLEBATTERY
CONNECTED
BONDED CLIENT  SERVER
Generic Attribute
JUID: 0x1801
Pf ARY SERVICE
Generic Access
IUID: 0x1800
PRIMARY SERVICE
Battery Level +
LD 0x2A19
ioperties: NOTIFY, READ
DEscriptars:
4

Characteristic User Description

aracteristic Cconfiguration

JUID: 0x2902

se: Notifications enabled

¥
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BluetoothGatt

—b{ Cepeuc 2apaga

BLE Bubpatop —

~>{ Cepsuc xomaHa

10

)

>

XapaxTepuctuka: | |
2apaa

4 XapakTepucTuea: |

\Komauna Bubpauua
- ~
B
/_- r——— ~_

y

XapaxTepucTura: '

KomaHaa Tox ‘
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BluetoothGatt read

11

Mobile

Read

A

Value

Device

4&&!"* g
4
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BluetoothGatt write

12

Mobile

Write

Anwser

Write

Anwser

Device

|
()
%‘ \
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BluetoothGatt notification

Mobile

A A A

notification notification notification

Device

‘ﬁgg‘rn '
\
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[Tpumep

»- =3 17:41 $ 2% W

< RfeHTote -~

41 . [MoagkntoyeHne

2. [lonck BCcex cepBUCOB YCTPOUCTBA

—
3. Cnucok cepBucoB

e
4. OTnpaBka KOMaHAbI .

<5. PesynbraTt oTnpaBku

&3
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O BLE noapobHee

. http://appsconf.ru/moscow/2019/abstracts/
5051

. https://vyoutu.be/hpHFo_LykOM

N
Y
\
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BLE nakeT

16

BLE Packet
Preamble | Access Address Protocol Data Unit (PDU) CRC
1 Byte 4 Bytes 2-257 Bytes 3 Bytes
Data

‘: i: ' \
DX
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PeBepC-MHXUHUPUHT BLE-

NdkeTd
. AHanu3 BLE-npodoung

. PeBepC-MHXUHUPUHT NPUNOXKEHUSA
. AHanus Tpaduka

’A >3
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NRF Connect

18

Devices STOP SCANNING

SCANNER BONDED ADVERTISER

No filter v

PLAYBULB CANDLE
F1:5A:4B:16:ACE6

NOT BONDED A-57dBm <66 ms

Wireless by Nordic

ONDED

Devices

CONNECTED
NOT BONDED

ADVERTISER

Generic Access

JUiD: 0x1800

PRIMARY

CE

Generic Attribute

JUID: 0x1801

PRIMARY SERV

CE

Unknown Service
JLID: 0000f02-0000-1000-8000-00805f9b34fb

PRIMARY SERV

CE

Battery Service

JUID: Ox180F

PRIMARY SERV

Device Information

JLID: Ox180A

Y

-E

CE

Unknown Service

JUID 00001016-d102~11e1~9b23-00025bf)e

F Y SE

E

DISCONNECT 3

PLAYBULB CANDLE X
F1SA4B 1 &ACES

CLIENT SERVER

CkaHupoBaHue
[logknoyeHne
CepBwuchil

XapaKTepucTuk
7

UTeHne n
3annchb
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NRF Connect

Android

e https://play.soogle.com/st
ore/apps/details?id=no.nor

dicsemi.android.mcp

19

10S

https://apps.apple.com/ru
/app/nrf-connect/id10543
62403

Ve
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Wireshark

A btsnoop_hci.leg

®aiin  Pepaktwposanme TMpocmotp 3anyck  3axsar  AWanus Teneporna  BecnposogHoii  WHcTpymenTsl  Momouys

AEm 2 ® RE &= 3= QA
MTb ANCNNENHLIN PUNbTP Ctrl-
Time Source Destination Protocol  Length Info
751.684354 host controller HCI_CMD 29 Sent LE Create Connection
751.666490 controller host HCI_EVT 7 Rcvd Command Status (LE Create Connection)
758.596802 host controller HCI_CMD 4 sent Vendor Command @x@159 (opcode @xFD59)
758.599893 controller host HCI_EVT 23 Rcvd Command Complete (Vendor Command @x@159 [opcode @xFD59])
760.186384 host controller HCI_CMD 4 Sent Vendor Command ©x@159 (opcode @xFD59)
760.189279  controller host HCI_EVT 23 Rcvd Command Complete (Vendor Command @x@159 [opcode 8xFDS9])
762.320214 host controller HCI_CMD 4 sent Vendor Command @x@159 (opcode @xFD59)
762.325785  controller host HCI_EVT 23 Rcvd Command Complete (Vendor Command @x@159 [opcode @xFDS9])
768.155697  host controller HCI_CMD 4 Sent Vendor Command @x@159 (opcode @xFDS9)
768.1608556 controller host HCI_EVT 23 Rcvd Command Complete (Vendor Command @x@159 [opcode @xFDS9])
769.939565 host controller HCI_CMD 4 Sent Vendor Command @x@159 (opcode @xFD59)
769.942944  controller host HCI_EVT 23 Rcvd Command Complete (Vendor Command @x@159 [opcode @xFDS9])
770.792011 host controller HCI_CMD 4 Sent LE Create Connection Cancel
770.797149 controller host HCI_EVT 7 Revd Command Complete (LE Create Connection Cancel
770.797294 controller host HCI_EVT 34 Rcvd LE Meta (LE Enhanced Connection Complete)
798.010920 host controller HCI_CMD 29 Sent LE Create Connection
798.017967 controller host HCI_EVT 7 Rcvd Command Status (LE Create Connection)
804.176169 host controller HCI_CMD 4 Sent Vendor Command @x@159 (opcode @xFDS9)
804.181059  controller host HCI_EVT 23 Rcvd Command Complete (Vendor Command @x@159 [opcode @xFDS9])
818.829783 host controller HCI_CMD 4 Sent LE Create Connection Cancel
818.835288 controller host HCI_EVT 7 Rcvd Command Complete (LE Create Connection Cancel)
818.035517  controller host HCI_EVT 34 Revd LE Meta (LE Enhanced Connection Complete)
821.725866 host controller HCI_CMD 4 sent Vendor Command @x0159 (opcode @xFD59)
821.732253 controller host HCI_EVT 23 Rcvd Command Complete (Vendor Command @x@159 [opcode @xFD59])

Frame 1225: 4 bytes on wire (32 bits), 4 bytes captured (32 bits)

Bluetooth
Bluetooth HCI H4

Bluetooth HCI Command - Vendor Command @xfds59

00

20

* [1pocmoTp BLE-
Noros

— peca
— 3danucb/YTeHune
— CepBucsl

apaKkTepPUCTUKM

PV
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Wireshark

. Windows & macOS
. https://www.wireshark.org/download.html

4 ’/ <
DX
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AHanwuns BLE-npoduns

. CnNMcok Bcex CeEPBUCOB N XapaKTePUCTUK
. CBOWCTBa XapaKTepUCTUK
. YTeHune/3annckb CcbipbiX NAKETOB

’A N
‘Nv h’
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[TogknoyeHue

0:
Address not available CONNECT

Connectable A -91 dBm

nRF52832 LED
Address not available CONNECT

Connectable 4 -65 dBm

%)) [TVIUNS0JU6401
Address not available
Non-connectable 4 -97 dBm

23 ‘
UFADEVCONF



Cnncok cepBUCOB

CONNECTED

BONDED CLIENT SERVER

Generic Access
UuUID: 0x1800
PRIMARY SERVICE

Generic Attribute
UUID: 0x1801
PRIMARY SERVICE

Device Information
UUID: 0x180A
PRIMARY SERVICE

Unknown Service
UUID: 00001530-0000-3512-2118-0009af100700
PRIMARY SERVICE

Alert Notification Service
UuUID: 0x1811
PRIMARY SERVICE

Immediate Alert
UUID: 0x1802
PRIMARY SERVICE

Heart Rate
UUID: 0x180D
PRIMARY SERVICE

&

24 ‘
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Cnucok xapakrtepucTuk

25

360FLY4K_D15A
BONDED ADVERTISER  C/ o 001001:58 <
CONNECTED :
NOT BONDED SRR SRS

Battery Service

Services — —
UUID: 0x180F
PRIMARY SERVICE

Device Information

UUID:|0x180A

PRIMARY SERVISE

System ID 16 bit by Bluetooth :

uuin{ox2A23|” SIG
Properties: READ

Value: (0x) 5A-D1-10-FE-FF-D9-BA-E4 /Chara‘:te”Shcs ey

Model Number String &
UUID: 0x2A24 o
Properties: READ
Value: 360FLY4K

Serial Number String
UUID: 0x2A25
Properties: READ

360FLY4K_D15A
BONDED ADVERTISER  SOOFLYAKDIZA, 5¢
CONNECTED :
NOT BONDED SHEDE SRS

Unknown Service

UUIDE 0000fec3t0000-1000-8000-00805f9b34fb
PRIMARY SERVIC‘P16 bit Member: 360fly, Inc.

Unknown Characteristic 4+ 1+
UUID: 36d25033-5cbc-5ee5-b688-

b90fda0300d6

Properties: NOTIFYAREAD, WRITE
Value: (0x) 128 custom UUID
33-36-30-46-4C-59-34-4B-5F-44-31-35-41,
"360FLY4K_D15A"

Unknown Characteristic i

UUID: 36d25034-5cbhc-5ee5-b688-
b90fda0300d6

Properties: NOTIFY, READ
Value: (0x) 03-00

Unknown Characteristic L 2

UUID: 36d25035-5¢cbc-5ee5-b688-
b90fda0300d6

Properties: NOTIFY, READ
Value: (0x) 02-03-00-00-00-00-00

N

>
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CBounctBa XapakTepucTuk

26

RPI3

BONDED ADVERTISER 79:E4.FC:F2:C3:4C x
CONNECTED :
Prinailie CLIENT  SERVER }

Generic Attribute
UUID: 0x1801
PRIMARY SERVICE

Generic Access
UUID: 0x1800
PRIMARY SERVICE

Unknown Service
UUID: 795090¢7-420d-4048-a24e-18e60180e23¢c
PRIMARY SERVICE

Unknown Characteristic w
UUID: 31517¢58-66bf-470¢c-b662-

I Properties: NOTIFY, READ I

Descriptors:
Client Characteristic Configuration 4
UUID: 0x2902

Unknown Characteristic

uuID

0b89d2d4-0eab-4141 -86btl-005fb91 ab1
Properties: WRITE

UFADEVCONF



3anuchb AaHHbIX

27

Devices DISCONNECT

ADVERTISER ey se16.ACE6
CONNECTED

NOT BONDED CHENE

SERVER

Generic Access
UUID: 0x1800
PRIMARY SERVICE

Generic Attribute
UuID: 0x1801
PRIMARY SERVICE

PLAYBULB CANDLE 3¢ npep

Devices DISCONNECT @

PLAYBULB CANDLE .

ADVERTISER F1:5A:48:16:ACES

CONNECTED o
NOT BONDED CLIENT SERVER e
Properties: READ, WRITE NO
RESPONSE
Unknown Characteristic ¢ 4

UUID: 0000fffb-0000-1000-8000-00805
fob34fb

Properties: READ, WRITE NO
RESPONSE

Unknown Service
LJLID: 0000ff02-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Heart Rate Measurement
UUID: 0x2A37

Properties: NOTIFY

Descriptors:

Client Characteristic Configuration
UUID: 0x2902

Unknown Characteristic

UuID:
0000fff8-0000-1000-8000-00805f9b34f
Properties: READ

Hnknauwn Charactarietic ']

w

Unknown Characteristic M
UUID: 0000fffc-0000-1000-8000-00805
fob34fb

Properties: READ, WRITE NO

RESPONSE

Unknown Characteristic & 4

JUID: 0000fffd-0000-1000-8000-00805
feb3afb
Properties: READ, WRITE

Unknown Characteristic + 4
ULID: 0000fffe-0000-1000-8000-00805

feb3afb

Properties: READ, WRITE

Unknown Characteristic
HUn- nANNEEE_NANNN_I NNN_annnLnnenc

Write value

NEW

0x 00FFFFOO)

BYTE. | ~

1

e s B S8 AR B a B B GRE ag: 2E B
QEVERTE S R Y AU R O

@
+*

123

ADD VALUE

Advanced

SAVE

2 3 4 5

#

S

N

v

CANCEL

6 7 8 9 0

n

[N
7

>
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YTeHue AaHHbIX

CONNECTED
NOT BONDED

CLIENT SERVER c

UUID: 0x180F
PRIMARY SERVICE

Nordic UART Service
UUID: 6e400001-b5a3-f393-e0a9-e50e24dcca9e
PRIMARY SERVICE

TX Characteristic *
UUID: 6e400003-b5a3-f393-e0a9-e50e24dccae
Properties: NOTIFY

|value: 0005 [© &v |
Descriptors:
Client Characteristic Configuration
UUID: 0x2902
Value: Notifications enabled

RX Characteristic 1
UUID: 6e400002-b5a3-f393-e0a9-e50e24dccale
Properties: WRITE, WRITE NO RESPONSE

28
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Pe3ome

. [lepBnyHaga nHdopmauyma o gesamnce
. Popmart AaHHbIX HEU3BECTEH
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PeBepC-MHXWUHUPUHT

NPUNOXEeHUN
. [lekomnmnaumsa buHapHUKOB

. Hantu cepBUCHI 1 XapaKTEPUCTUKN
. Popmart AaHHbIX

30
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[Tony4yeHue apk

« adb shell pm path package.name
- package:/data/app/package.name/app.apk
 adb pull /data/app/package.name/app.apk

31
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Nekomnunauma GMHaApHUKOB

GO gle decompile apk § Q

B

2 Al &) Images [ Videos (& News M Books ¢ More Settings  Tools

About 6,590,000 results (0.84 seconds)

decompile Android .apk ONLINE - APK decompiler

www_javadecompilers.com > apk v
Decompile Android Apk applications and extract Java source code and resources v ONLINE.

Apktool - A tool for reverse engineering 3rd party, closed ...
https://ibotpeaches.github.io > Apktool ~

apktool d test.apk I: Using Apktool 2.4.0 on test.apk |- Loading resource table... I: Decoding
AndroidManifest.xml with resources... I: Loading resource table from

Apktool - How to Install - Documentation - Build - Changes

APK Decompilers - Online Android APK Decompiler

https://www.apkdecompilers.com v
Decompile Android APK files online . We will decompile your Android apk for free so you }
can get access to the Java source code and other resources ‘

Y

32
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AHanNu3 NCXoOgHUKOB

File Edit Selection View Go Debug Terminal Help BuildConfig.java - base_source_from_JADX - Visual Studio Code

erview BuildConfigjava X

p004cn > yingtaoapp > android BuildConfig

poe4cn.yingtaoapp.android;

v OPEN EDITORS
W' Java Overview
Config.java sources\p004cn\yingtaoapp\android
v BASE_SOURCE_FROM_JADX tTH LA
g APPLICATION_ID
BUILD TYPE = "
Hotjava : o o DEBUG .
[ st o l FLAVOR

v function

Flexjava

ReadPower.java ) : g g
tat 1al -int VERSION_CODE 3033;

LI 1 lic- stati al String VERSION NAME = "2.2.14";

v toys
> gingting
ToyShenHousShi.java
ToyXiaoGuaiShou.java
ToyXiaolu.java
ToyYiMaBao,java
BleTestActivity.java
Constant.java
> utils
> wxapi
App.java
BuildConfig.java

CO766Rjava
‘.N' 4
UFADEVCONF




[TouCK Hy>XHOro cepBuca

UART _UUID = UUID.fromString("6E400001-B5A3-F393-EQA9-E50E24DCCA9E");

TX_UUID UUID.fromString("6E400002-B5A3-F393-EQA9-E50E24DCCA9SE");

RX_UUID UUID.fromString("6E400003-B5A3-F393-EQA9-E50E24DCCA9SE");

UFADEVCONF
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[Tonck YTeHUsa AaHHbIX

class Clazz extends [BluetoothGattCallback
{

@Override
public void onCharacteristicReadk_.)

{ ...}

4 ’/ <
DX

35
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[Tonck doopmaTta AaHHbIX

onCharacteristicRead(... Characteristic c)

1
¥

rdceivedData(c.getValue());

"T"ﬁ b & ’x)
4 4,

UFADEVCONF
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[Tonck doopmaTta AaHHbIX

private static void receivedData(byte[] dataBytes)
{

byte[] temp = { dataBytes[2], dataBytes[3] };
boolean[] bits = byteArray2BitArray(temp);
Inputs.buttonA.key = bits[0];

Inputs.forward2.key = bits[13];

.

UFADEVCONF
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[Tonck 3anucum gaHHbIX

service = gatt.getService(s);
char = service.getCharacteristic(c);
char.setValue(value);

gatt . writeCharacteristic(char);

o
Yo
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Pe3ome

. He BCe NnpunoXxeHmns MOXXHO peBepcC-
NHXUHNPUTb

39
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AHanu3 Tpaduka

NMPUITOXEeHUA
. [1poTokon paboTbl ¢ AeBanucoMm

- CepBuChbl N XapaKTEepPUCTUKA
- laHHble YTeHuna/3annucu
- Apapeca, naponu, siBku

40
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BknoyeHna noroB Tpaduka

< DEVELOPER OPTIONS

On

Submit bug report

Desktop backup password

Stay awake

Bluetooth HCI snoop log

OEM unlock

e’ 4
UFADEVCONF
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[Monyyaem Tpaduk

NMPUNTOXEeHUA
. lenaem HeKkne OencTBmSA B NMPUTOXKEHNE

adb pull /sdcard/btsnoop_hci.log

42
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AHanu3 Tpaduka

©© 4 m BixXxg Q ¢ & Y CoulfF WHEE= (6
Filter: v Expression... Clear Apply Save

No. Time Source Destination Protocol Length Info
1 0.000000 controller host HCI EVT 14 Rcvd Sniff Subrating
2 1.044288 controller host HCI_EVT 36 Rcvd LE Meta (LE Advertising Report)
3 1.045025 controller host HCI_EVT 32 Rcvd LE Meta (LE Advertising Report)
4 1.107638 controller host HCI_EVT 36 Rcvd LE Meta (LE Advertising Report)
5 1.108050 controller host HCI_EVT 32 Revd LE Meta (LE Advertising Report)
6 1.173760 controller host HCI EVT 36 Rcvd LE Meta (LE Advertising Report)
7 1.174459 controller host HCI EVT 32 Revd LE Meta (LE Advertising Report)
8 1.244321 controller host HCI _EVT 36 Rcvd LE Meta (LE Advertising Report)
9 1.245010 controller host HCI_EVT 32 Rcvd LE Meta (LE Advertising Report)
10 1.312262 controller host HCI_EVT 36 Rcvd LE Meta (LE Advertising Report)
11 1.312986 controller host HCI_EVT 32 Rcvd LE Meta (LE Advertising Report)
12 1.378044 controller host HCI_EVT 36 Rcvd LE Meta (LE Advertising Report)
13 1.379651 controller host HCI_EVT 32 Rcvd LE Meta (LE Advertising Report)
14 1.443839 controller host HCI_EVT 36 Rcvd LE Meta (LE Advertlslng Report)

Aar a2 aasaa NESCA VISE. [ S | B [RVCL S N, S Deoad 4 a8k S A A el e o T - I |

0000 04 2e 0b 00 Ob 00 le 63 1le 03 02 60 02 B0 ........ ......

43
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PunbTpaunda no agpecy

Devices STOP SCANNING  : = Devices
SCANNER BONDED ADVERTISER ONDED ADVERTISER
No filter v ﬁg:";fﬂioo CLIENT SERVER
O panueag: .
NOTBORDED———4-57dBm <66 ms e,

Generic Attribute
JUID: 0x1801

PRIMARY SERVICE

Unknown Service
ILD: 0000ff02-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Battery Service
IID: Ox180F
PRIMARY SERVICE
Device Information

JILID: Ox180A
PRIMARY SERVICE

44
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AHanu3 Tpaduka

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

eeosm = x-oa. .- Be -1 OGuabTpaums no

Filter: | bluetooth.addr==F1:5A:4B: 16:AC:E6 1 | - cxpression.. Clear  Apply
Source Destination Protocol Length Info aﬂpecy
fl:5a:4b:16:ac:e6 localhost () ATT 25 Rcvd Read Response, Hz

1oca1host () fl:5a:4b:16:ac:e6 (PLAYBULB CANDLE) ATT Sent Read Request, Har

el e [lOr 3anncu/JYTeHus

localhost () 16:ac:e6 (PLAYBULB CANDLE) ‘Sent Write Command) He
localhost () fl:5a:4b:16:ac:e6 (PLAYBULB CANDLE) Sent Write Commandj§ Hz

. C e p BUC
» Bluetooth
» Bluetooth HCI H4
» Opcode: Write Command (0x52) p p
w Handle: 0x0019 (Unknown: AirFuel Alliance - Wireless Power Transfer (WPT) Service)
Service UUID: Unknown (0xff02) 3 5 3 H aL.I e H Mﬂ
: AirFuel Alliance - Wireless Power Transfer (WPT)W 4 L]

» Bluetooth HCI ACL Packet 1
| |
5

» Bluetooth L2CAP Protocol
v Bluetooth Attribute Protocol

45
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[lpoBepkKa

Devices DISCONNECT 3

ADVERTISER 11 604816406
CONNECTED

NOT BONDED CEENT

SERVER 3

Generic Access
UUID: 0x1800
PRIMARY SERVICE

Generic Attribute
JUID: 0x1801
PRIMARY SERVICE

PLAYBULB CANDLE 3¢  onpgp

Devices DISCONNECT

PLAYBULB CANDL

ADVERTISER ¢ 64816:AC:E6

CONNECTED

NOT BONDED CLIENT SERVER
Properties: READ, WRITE NO
RESPONSE
Unknown Characteristic ¥

ULID: 0000fffb-0000-1000-8000-00805
fob34fb

Properties: READ, WRITE NO
RESPONSE

Write value

E %

0x 00FFFFQO)

ADD VALUE

v

Unknown Service
JUID: 0000ff02-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Heart Rate Measurement w
UUID: Ox2A37

Properties: NOTIFY

Descriptors:

Client Characteristic Configuration 4
ULID: 0x2902 -
Unknown Characteristic +
UuID:

0000fff8-0000-1000-8000-00805f9b34f]
Properties. READ

Hinknaun Charactarietisc ] A

46

Unknown Characteristic N
ULUID: 0000fffc-0000-1000-8000-00805
feb34fb

Properties; READ, WRITE NO

RESPONSE

Unknown Characteristic N

JUID: 000Dfffd-0000-1000-8000-00805
fob3afb

Properties: READ, WRITE

Unknown Characteristic L 2

ULID: 0000fffe-0000-1000-8000-00805
fob34fb
Properties: READ, WRITE

Unknown Characteristic
N nONNEFENANNNCT NNNCaNNNLANenG

ol c i s o
N shole bl el
|® s xcveNm ®
X 123 i
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Pe3ome

. lHdpopmaums o paboTe npmnoxeHust bes
ero peBepC-NHXNHUPUHTA

. HedaBHbIN bopMaT AaHHbIX
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PeBepc Bubpartopa

4(\0‘"‘9 is
eﬂq\;\'ﬁ-

4
00O
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CepBucbl geBauca

49

PIPIJING
BONDED ADVERTISER 05> 57-7D:0D:14
CONNECTED
NOT BONDED GLLENT SERVER

Unknown Service
UUID: 00006060-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Service
UUID: 00006000-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Service
UUID: 00006010-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Service

UUID: 00006050-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Service
UUID: f000ffc0-0451-4000-b000-000000000000
PRIMARY SERVICE

UFADEVCONF



bpyTtdopc?

. Hy>XHO HanTK cepBuUC AN OTNpPaBKK
KOMaH[
. OTnpaBnaTtb Tyga 6anTol

. duKcupoBaTb pesynberar

’A
‘Nv h’
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XapaKrepucTtuka ansa komaHa

BONDED ADVERTISER X

51

0C:B2:B7:7D:0D:14

CONNECTED .
S BORED CLIENT SERVER ¢
I 1w s e e e o S—

UUID: 0x1801

PRIMARY SERVICE

Unknown Service
UUID: 00006060-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Service
UUID: 00006000-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic 1
UUID: 00006001-0000-1000-8000-00805f9b34fb
Properties: WRITE NO RESPONSE

Unknown Characteristic -
UUID: 00006002-0000-1000-8000-00805f9b34fb
Properties: WRITE

Unknown Service
UUID: 00006010-0000-1000-8000-00805f9b
PRIMARY SERVICE

Unknown Service

Haxoaum
XapaKTepucTtmnkn angd
3anncu

— Properties: Write

&
A
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[MpunoxeHune ana opyTtdopca

char = service.getCharacteristic(uuid);
while (true) {
char.setValue(rand byte array);
gatt.writeCharacteristic(char);
// CMOTpuM Ha peaynbraT

4&&!"* g
4 4

52
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bpyTtdopc?

. bpyTdopc BO3MOXeH AN HECINOXHOIo
naketa KomaHa

. Ho 3aHMMaEeT MHOro BpeMEHU N BHUMaHWNA

€3
VN
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PeBepC-MHXUHUPUHT apk

55

adb shell pm path I e
cn.yingtaoapp.android S O npunoxcenit

UmMsa npunoxkeHus 1k
package:/data/app/cn.yingtaoap i

epcusa NpunoXxxeHns 2214
p.android/base.apk

Mmsa nakeTa cn.yingtaoapp.android
adb pull
/data/app/cn.yingtaoapp.androi
d/base.apk
[lekomnunaums apk

€\

b4
»
NS

UFADEVCONF



[TouCK Hy>XHOro cepBuca

SEARCH U = &
uuID Aa EBI J*
Replace B &

!

368 results in 34 files

v @ BleCharacterjava and ools\ble 3
characterMap.put(character.getUuid().toString(), character);
getBleCharacter(String charalUID) {
this.characterMap.get(charalUID);

> @ BleApijava android\tools\bluetooth 1

v @ BaiHuControlljava android\tools\bluetoothicontro 6

v @ DaBoControllerjava android\tools\biu

agentBleDevice.writeService.getUUID(), this.agentBleDevice.write60...
agentBleDevice.write6001Char.getUuid(), getByte(this.shock), this.m...
agentBleDevice.writeService.getUUID(), this.agentBleDevice.write60...
agentBleDevice.write6002Char.getUuid(), getByte(this.pulse), this.m...
agentBleDevice.writeService.getUUID(), this.agentBleDevice.write60...
agentBleDevice.write6003Char.getUuid(), getByte(this.hot), this.mD...

th\contro 8

agentBleDevice.writeService.getUUID(), this.agentBleDevice.writes0...
agentBleDevice.write6001Char.getUuid(), getByte(this.points[ievel])....
agentBleDevice.writeService.getUUID(, this.agentBleDevice.write60...
agentBleDevice.write6001Char.getUuid(), getByte(value), this.mDefa...
agentBleDevice.writeService.getUUID(), this.agentBleDevice.writes0...

anentRleDevice writeA0N2Char.aetlinidn netRvtelindex) thicmDef.

56

© BleApijava X

W NV R WN R

10

»> tools > bluetooth

I java Ove
© BsleApijava

package p@e4cn.yingtaoapp.android.tools.bluetooth;

/* renamed from: cn.yingtaoapp.android.tools.bluetooth.BleApi */
public class BleApi {

public
public
public
public
public
public
public
public
public
public
public

static
static
static
static
static
static
static
static
static
static
static

String
String
String
String
String
String
String
String
String
String
String

CHAR_READ_UUID = "00e06051-0000-1008-3000-00805f2b34fb";
CHAR_READ_UUID_ 60871 = “"000806871-0000-1000-3000-00805f9b34fb";
CHAR_UPDATA_READ_UUID = "fe@eoffcl-8451-4000-b0ee-000000000000" ;
CHAR_UPDATA_WRITE_UUID = "f@eeffc2-8451-4000-beeo-060000000000";
CHAR_WRITE_6001_UUID = "00086001-0000-1000-8000-80885f0b34fb";
CHAR_WRITE_6002_UUID = "00006002-0002-1000-3000-80305f0b34fb";
CHAR_WRITE_6003_UUID = "00006003-0080-1000-8000-00805f0b34fb";
SERVER_READ_UUID = "00006050-0000-1800-3000-00805f9b34fb";
SERVER_READ_UUID 60670 = "00006070-0000-1000-8000-00805f0b34fb";
SERVER_UPDATA_UUID = "feeeffce-0451-46008-boeo-200000000008";
SERVER_WRITE_UUID = "900086000-0000-1000-3000-00805f0b34fbh";

UFADEVCONF



[TouCK Hy>XHOro cepBuca

yava X D Jav

p;icl;get p064cny1?gt:c;app ;ndroid.tools.bluetooth; ° Xa p a KTe p M CT M KM C

/* renamed from: cn.yingtaoapp.android.tools.bluetooth.BleApi */ o . )
public class BleApi-{ rlte

public static String CHAR_READ_UUID = "90@06051-0000-1000-8000-08805f%h34fb";
public static String CHAR_READ_UUID_6871 = "©0006071-0000-1000-3000-00805f9b34fb";
public static String CHAR_UPDATA_READ_UUID = "feeeffcl-0451-4000-boee-200000800000"

BONDED ADVERTISER ~ PIPLING

X

7D:0D:14

static String CHAR_WRITE_66e1_UUID = "@8ee60e1-epse-1060-3080-00305f0b34fh";
static String CHAR_WRITE_66@2_UUID = "@0006862-0008-1060-3000-00805f0b34Fh"; CONNECTED CliENT. SERVERL  :
static String CHAR WRITE 6003 UUID = "00806003-0000-1000-3000-00305f0b34Fb" ; NOT BONDED :

—
UuUID: 0x1801
PRIMARY SERVICE

o e PTIET SCURNat 5 SN0y P R MOV I 5 RO SRS, (R e - i
public static String SERVER_READ_UUID 607@ = "©0006070-0000-1000-3000-00885f0b34fb";
public static String SERVER_UPDATA_UUID = "feeeffco-0451-4000-boe0-000000000000";

public static String SERVER_WRITE_UUID = "90@@6000-2000-10008-3000-00805f0b34h"; Unknown Service
} UUID: 00006060-0000-1000-8000-00805f9b34fb
| PRIMARY SERVICE

Unknown Service
UUID: 00006000-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic 4
UUID: 00006001-0000-1000-8000-00805f9b34fb
Properties: WRITE NO RESPONSE

Unknown Characteristic 1
UUID: 00006002-0000-1000-8000-00805f9b34fb
Properties: WRITE

4
57 ﬁv
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[Tonck oTnpaBKU AaHHbIX

public void doClick(int value) {
case 0O:
this.mToy.BLE.write(value * 128);
return;
case 1:
this.mToy.BLE.write(value * 64);
return;
default:
return;

‘DV ¢
Ve
UFADEVCONF
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[lpoBepum

Write value NEW LOAD

0x 7D BYTE. ~

ADD VALUE

Save as...

Advanced

CANCEL SEND

59
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CtouT Nu [oBepPATL?

¢ void postGameRecords(final String body, final Callback<Integer> callback) {
f (callback != null) {
this.mThreadPool.execute(new Runnable() {
public void run() {
try {
HttpRequest request = HttpRequest.post((CharSequence) "http://api.bianquejia.cn:8777/vl/re
request.header("appversion”, ToolsApi.this.getVersion());
int code = request.code();
if (code == 200) {
callback.onResult(Integer.valueOf(code));
} else {
callback.onFail(code);

1
catch (Exception e) {
e.printStackTrace();

callback.onFail(-1);

3 o
45
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AHanu3 NnpunnoxeHus

« Bknoumm noru
« OTnpaBnm KoOMaHay
* [locmoTpum noru

P,
YN

UFADEVCONF
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AHanu3 Tpaduka

62

1223 798.010920 host controller HCI_CMD 29 Sent LE Create Connectio
1224 798.817967 controller host HCI_EVT 7 Rcvd Command Status (LE |
—| 1225 804.176169 host controller HCI_CMD 4 Sent Vendor Command @xel|
«— 1226 804.151859 controller host HCI_EVT 23 Rcvd Command Complete (V
1227 818.829783 host controller HCI_CMD 4 Sent LE Create Connectio
1228 818.0835288 controller host HCI_EVT 7 Rcvd Command Complete (L
1229 318.835517 controller host HCI_EVT 34 Rcvd LE Meta (LE Enhance
1230 821.725866 host controller HCI_CMD 4 Sent Vendor Command @x@1
1231 821.732253 controller host HCI_EVT 23 Rcvd Command Complete (V

Frame 1225: 4 bytes on wire (32 bits), 4 bytes captured (32 bits)

Bluetooth

Bluetooth HCI H4
Bluetooth HCI Command - Vendor Command @xfd59

@1 59 fd ee
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[TlpoBepum

Write value NEW LOAD

0x 9259FD22] BYTE. ~

ADD VALUE

Save as...

Advanced

CANCEL SEND
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YT0 32 chopmat?

Enter hex number: 22281472 /128 =

174074

0153fd00
( ) % AC
Decimal number: 4 5 6 X
22281472 1 2 3 =

&3
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[Tonyynm KoMaHAabI

* 0153fd00
* 3200

65

N2
LS
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[Tonck B npuUnoxeHun

publlc class WaveDataTransformer {

66

private
private
private
private
private
private
private
private

static
static
static
static
static
static
static
static

lﬂ\.__
int[]
int[]
int|[]
int[]
int[]
int|[]
int[]

classicModel
classicMode2
classicMode3
classicModed
classicMode5
classicModeb
classicMode?
classicMode8

{30}}]
{60};
{160};
{e, o, o,
{60, 60,
{o, o, o,
{©, 100, |

{0, 100}, 83
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Pe3ome

dopmaT KomaHAa
4.

UUID cepBMUCOB 1 XapaKTepUCTUK

CBoOe€ NpunoXeHue

67

P N

i
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BLE Security?

. nawnHert

liIndbpoBaHne nepenayvn gaHHbIX Mexay
YCTPOUCTBaAMMU

68



HemHOro metogoB 3aliUThbl

. CnpsaTaTtb napc AaHHbIX B C++, etc

. AyTeHTUdmnKaumsa ycTpomncTea u
NPUNOXXEeHUS

. [lononHuTenbHoe WndpoBaHue Tpaduka

’A N‘
VN
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3akKknr4yeHume

. Bluetooth NpOCTO — NPOTOKO Nepenayun
OaHHbIX

. He ctouTt 3abbiBaTb 0 be3onacHocTu!

’A
‘Nv h’
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Cnacm6o 3a BHUMaHue

KOHTaKTbI:
. telegram @neargye
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TexHoXpeu u AAAAAAAAAA .- 2 OH
CyLluecTByeT BCEBO3MOXXHbIE
ANCTAHLMOHHbIE CEKC UTPYLLKU, TaK BOT

BOMPOC, eCcnu B3/1IoMaTb UNu
nepexBaTuTb yrpaBJieHUe, CYUTAEeTCH
NN AaHHbIU aKT U3HACUNOBaAHUEM?
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