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«KagkHue ormacHOCTH
IIOACTEPEraroT HAC B
HHuTepHEeTE?»

.



- HHTEPHET-MOILUIEHHHYECBO H XHIIIEHHE .

AaHHBIX C KPEAHTHOH
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IIPECTYIIHHUKHA B HHTEPHETE

NEVCTBHSA, KOTOPBIE ITPEATIPUHHUMAIOT
ITPECTYIIHUKH B UHTEPHETE.

[IpecTynmHMKY NMpeuMyLIeCTBEHHO YCTAaHAB/IMBAIOT KOHTAKTHI C I€TbMU B 4aTax, MpU
oOMeHe MTHOBEHHBIMH COOOIIEHUSIMH, IO 37IEKTPOHHOU mo4Te vuinu Ha popymax. st
pellleHrs CBOUX TpoOjeM MHOrve TOAPOCTKHA OOpAIIAIOTCS 3a TOAJEPIKKOM.
3/TOYMBIIIEHHUKHA YaCTO CaMHM TaM OOMTAIOT; OHU CTAPAIOTCS TIPUBJIeYh MOAPOCTKA
CBOUM BHHMAaHHWEM, 3a00T/IMBOCTHIO, IOOPOTOM W Jake MOJApKaMH, HePeIKo
3aTpavyrBasi Ha 3TH YCUJIUSI 3HAYUTE/IbHOE BpeMsi, TeHbru U 3Hepruto. OObBIYHO OHU
XOPOILIO OCBEJOMJIEHBI O MY3bIKa/IbHBIX HOBUHKAX U COBPEMEHHBIX YB/I€YEeHUSIX JEeTEN.
OHU BBIC/IyIIMBAIOT MPOOEMbI TTOAPOCTKOB U COYYBCTBYIOT MM. Ho moctemeHHO
3/IOYMBIIIJIEHHUKA BHOCAT B CBOM OeceApl OTTEHOK CEKCYaJTbHOCTH WJIH
JEMOHCTPUPYIOT MaTe€pua/ibl OTKPOBEHHO JPOTUYECKOTO COJEPXXaHUS, IIbITasICh
0C/TabUTh MOpAJIbHbIE 3alpeThl, CAEPXHBAIOIINE MOJIOAbIX ofeil. Hekoropseie
MPECTYITHUKHU MOTYT AeHCTBOBATh OBICTPEE APYTHX U CPA3Y XKe 3aBOAUTH CEKCYya/TbHBIE
6ecenpl. [IpecTymMHUKM MOTYT TaK)Xe OL€HUBATh BO3MOXXHOCTh BCTPEYH C JAETHMU B
pE€aIbHOU YXU3HMU.
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K BpemoHOCHBIM IpOrpaMMaM OTHOCSTCSI BUPYCHI, YePBU U «TPOSIHCKUE
KOHU» — 3TO KOMIIBIOTE€pPHBIE IIPOrpPaMMbl, KOTOpPble MOTYT HAaHECTU Bpe[,
BallleMy KOMIBIOTEPY M XPAHSLIMMCSA Ha HeM AaHHbIM. OHM TaxKke MOTYT
CHIDKATh CKOPOCTh OOMeHa JaHHbIMU ¢ MIHTepHeTOM M /[a)Ke UCIOIB30BaTh
Balll KOMIIBIOTEP JJIs1 PACIIPOCTPAHEHUsI CBOUX KOIUI Ha KOMIIBIOTEPBI BAallIUX
Ipy3ei, poJICTBEHHUKOB, KOJUJIET U TI0 BCEU OCTabHOM TmobanbHOM CeTw.

Cxopgute B naboporoputo ﬂ
obHoBUTE aHTUBUPYCHI!




HTEPHET-MO O
U XUINMEHHE OJAHHBIX C KPEIJUTHOH KAPTHBI

B YEM COCTOUT MOINEHHHUYECTBO?

Cpeau HHTepHeT-MOIIEHHWYECTB LIMPOKOE PaCIpOCTPAaHEeHHe IMOyYu/ia
NpUMeHsieMass XakepaMHM TexHuKa «phishing»,cocrosmas B TOM, 4rO B
dasnplIMBOe 37€KTPOHHOE THMCHhMO BKJ/IIOYAETCsS CChUIKA, BeAyllas Ha
TIOMY/IIPHBIN y3€J1, HO B IEICTBUTE/IbHOCTH OHA TPUBOAMT IO/Ib30BATE/Is HA
MOUIEHHUYECKUN y3e/, KOTOPbIM BBIIIAUT TOYHO TaK JKe, KakK
opuIrabHBINA. YOeauB TMO/b30BaTe/iss B TOM, YTO OH HAXOAWUTCSA Ha
opHUIIMa/IBHOM y3Jie, XaKepbl MBITAIOTCS CKJIOHUTb €ro K BBOAY IMapoJieH,
HOMEPOB KPEAUTHBIX KapT M JAPYroMl CeKpeTHOW WHGOpPMallMU, KOTOpast
MTOTOM MOXXET U OyZIeT UCITO/Ib30BaHa C YIepOOM /ISl TOIb30BaTe .




A3SAPTHBIE

PasHuila MexJy UrpOBBIMM CAaWTaMH U CAWTaMU C a3apTHBIMM HUrpaMu
COCTOUT B TOM, YTO Ha UT'POBBIX CAaliTaX OOBIYHO COZIEPXKATCSI HACTOJIbHBIE U
C/IOBECHbIe UT'PbI, aPKaJbl U TOJIOBOJIOMKU C CUCTEMOU HAYUCJIEHUSI OYKOB.
3hech He TPATATCS AeHbryM: HU HACTOsIlIMe, HU UrpoBble. B orTinume ot
WUT'POBBIX CAWTOB, CAUTHI C a3aPTHBIMUA UI'PaMU MOTYT JOMNYCKaTh, YTO JIOAU
BBIMTPBIBAIOT WU MPOUTPBIBAIOT UrpoBble NeHbru. CaillThl ¢ UTpamMHu Ha
IeHbI'Y OOBIYHO COAEPXKAT UTPHI, CBSI3aHHBI C BEIUTPHIIIEM HJIA ITPOUTPHILIEM

HaCTOALIUX JEeHEeT.

MecoyHnna KOHTEHT-PEREKTORE

_ HouHaA cMeHa
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-~ OHAAWHOBOE ITUPATCTBO

OnHmaliHOBOe  NHUPATCTBO — OTO HE3aKOHHOe  KONHWpOBaHUWE WU
pacrtpocTpaHeHue (KaK /Jisi [Ie/IOBbIX, TaK W /Ui JIMYHBIX Iiejieil)
MaTE€pUAJIOB, 3alJUIIEHHBIX ABTOPCKUM IIPaBOM - HalpUMeEpP, MY3bIKY,
GUIBMOB, UTP M/ TPOTrpaMM — 6e3 pa3pelleHus MPaBOOOIaAATE S
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s HHTEPHET - THEBHHUKH

YBrieueHve  BeO-KypHasiamMu  (uWid,  UWHaYe  roBopsi,  Ooramu)
PacIpoCTpaHsSIeTCsl CO CKOPOCThIO TOXKapa, 0COOEHHO Cpenu MOAPOCTKOB,
KOTOpble TOpPOU BeOyT WHTEpHEeT-IHEBHUKHW 0e3 BelOMa B3POC/BIX.
[TocnenHue vccieOBaHMS MTOKA3BIBAIOT, YTO CETOAHS TPUMEPHO MOJOBHHA
BCeX BeO-)XYpHAJIOB MpUHAJJ/IEXAT MoApocTKaM. [Ipu 3ToM AgBOe uM3 Tpex
PacKpbBIBAIOT CBOI BO3pacCT; TPOe U3 MATU MYyOJUKYIOT CBEJEHUSI O MeCTe
MIPOXKUBAHUS Y KOHTAKTHYIO0 MHPOPMAIIUIO, @ KAXKABIH MATHIN COOOIIAET CBOE
nomHoe uMms. He cekper, 4To mOApOOHOe pPaCKpPhITHE JTUYHBIX AAHHBIX
MOTEHIIMATBHO OTACHO.




HTEPHET-X

Tak >xe Kak U B OOBIYHOIM >XM3HH, B VIHTepHeTe MOSBUINCH CBOU
XyJIMTaHbI, KOTOPbI€ OCJOXHSIOT >XWU3Hb JPYTUMM IO0JIb30BaTe/IsIM
HNurepnera. Ilo cyru, OoHM Te >Xe ABOPOBbIE XY/IIMIaHBbI, KOTOpPHIE
MIO/Ty4alOT YJOBOTBCTBHE, XaMsl U TPY0sT OKPYXKAIOLIVIM.




HEOJOCTOBEPHASY HHPOPMAIIHA

WMHTEepHEeT mpemaraer KOJIOCCAJIbHOE KOJMYEeCTBO BO3MOXHOCTEU [JIsi
oOy4eHMsI, HO eCTh U OOJIbIIast A0/ UHPOPMAIIWH, KOTOPYIO HUKAK HeJb3s
Ha3BaTh HU I10JIe3HOM, HU HagexHou. [Tonb3oBarenu CeTu J0MKHBI MBICITUTD
KPUTHUYECKH, YTOOBI OIEHUTh TOYHOCTb MAaTePHaI0B; TOCKOJIbKY aOCOFOTHO
00601 MOXXeT oImyO/TMKOBaTh MHPopMaruio B MIHTepHeTe.




MATEPH
HEXEAATEABHOI'O COOEPXAHMUS

K MaTepuasiaM HexenaTeIbHOTO COAEePXXaHUSI OTHOCSTCS: MaTe€pPHaJIbI
TOPHOTPaPUIECKOTO, HEHABUCTHUYECKOTO COZIePXKaHUSI, MaTePHUAJTbI
CYMLUMJATBHOW  HAMPABJIE€HHOCTHU, CEKTAaHTCKUMHU MaTepHuaJbl,
MaTepUaJibl C HEHOPMATHUBHOU JIEKCUKOM.




P S

BOITPOC 2

«Kag 3THX OITaAaCHOCTEH
u30exkaTnp?»



ECTYIIHUKHA TE

[Tpekpaiaiite m00bIe KOHTAKTHI IO 3JIEKTPOHHOM MTOYTE, B CCTEMe OOMeHa
MTHOBEHHBIMHM COOOLIEHUSIMH WJIU B 4YaTaX, €C/Id KTO-HUOYAb HadMHaeT
3a/laBaTh BaM BOIIPOCHI IMUHOTO XapaKTepa UM CoAepiKallirie CeKCya/IbHbIe

HaMeKd. HwuKorza He cornamanTech Ha JUYHYIO BCTPeYy C JIIOAbMH, C

KOTOPBIMHM Bbl IO3HAKOMUINUCH B MIHTepHeTe.




_ —BPEIOHOCHBIE ITPOT'PAMMBI

A) Huxorzma He OTKpbIBaliTeé HHMKAKUX BIO)K€HHU, MOCTYIUBIINX C
9JIEKTPOHHBIM ITHMCHMOM, 33 HCKJIIOUYEHHEM TeX CJy4aeB, KOTAA BbI
OXKHMJaeTe MoTydeHHe BJIOYKeHUSI U TOYHO 3HAeTe COEPKMMOE TaKOTO
daiina.

b) CkauuBaiiTe ¢aiinibl U3 HAAEKHBIX UCTOYHUKOB U 00sI3aT€IBHO
yuTaliTe TpeaynpexieHus 00  OMAaCHOCTH, JIULeH3UOHHbIe
COT/IAIIEHUS U TTOJIOKEHU ST O KOHPHUIeHIIMATHHOCTH.

B) PerynsipHo ycTaHaBiuBaiiTe Ha KOMIIBIOTEpPE IIOC/IeTHHE
0OHOB/IEHHST 6€30MMACHOCTU M AHTUBUPYCHbBIE CPEeZCTBA.




HHTEPHET-MOIIIE

U XHUIIEHHE NJAHHBIX C KPEAHUTHOH KAPTBI

A)lloceniass  BeO-cafiTel, HY)XHO CaMOCTOSITE/IBHO HAaOWpaTh B
obo3peBaresie azpec BeO-caliTa WU TOAb30BAThCSI CCHUIKOW M3
«M36panHoro» (Favorites); HMKOTZA He HY)XHO Ie/IKaTh HA CCHUIKY,
COZEPIKAIIYIOCS B TOAO3PUTETHBHOM 3JIEKTPOHHOM TTHUChME.

b) Koutponupyiite cricanvie CpeCcTB C BalllMX KPeAUTHBIX U/TH JTUIEBBIX
cyeToB. JInss 2TOTO MOXHO WCIOAb30BaTh, HAINpUMep, YCIyTy
MHGOPMHUPOBaHUS 00 omepauusx co cdeTtoB 1o SMS, KoTopbie
NpeOCTaBSIOT MHOTHe 6aHKHU B Poccuu.




A3APTHbD

[lomMHHUTE, YTO HeENMb3sA UrpaTh Ha JeHbIH. Beab B OCHOBHOM MOAOOHBIE
pa3B/iedyeHUs] WCIONB3YIOTCS CO3JaTesIMA ISl TIOMy4YeHHUs TPUOBLIN.
WUrpoku 6osblile TEPSIIOT eHbI'A, HEXXETH BRIUTPHIBAIOT. MrpaliTe B He MeHee
yBJIEKATe/IbHbIE WIPbI, HO KOTOpbIe He IIPeAIIO/JaraloT UCIO0Ib30BaHUE
HA/IMYHBIX MW Oe3HaTUYHBIX TPOUTPhILIEel /BEIUTPhILIEH.

MecoyHnna KOHTEHT-PEREKTORE

_ HouHaA cMeHa




OHAAHWHOBOE ITUPATCTBO

[TomuuTe! [TuparcTBO, IO CYyTH, 0OBIYHOE BOPOBCTBO, U BbI, CKOPEe BCEro, BPsiJ JIx

3aXOTHTE CTAaTh BOPOM. 3HaHTe, YTO MOAJWHHbIE (THIIEH3UOHHbBIE) MPOAYKTbI
BCerza BbITOAHEee W HaJge)XHee THparckoit mpogykumu. OdumuanbHbIi
IIPOU3BOJUTEJIb HECET OTBETCTBEHHOCTD 3a TO, YTO OH BaM IIPOJAEeT, OH JOPOXUT

CBOEMN peInyTalyer, Yero Heb3sl CKa3aThb O KOMIIQHUSX — PACIIPOCTPAHUTEIISIX
MUPATCKUX MPOIYKTOB, KOTOPhIE MPeC/IeIyI0T TOIBKO OHY LieTh — 00OTaTUTHCS U 3a
cdeT MoTpebOwuTesnsi, U 3a CYET MPOU3BOAMTENs. JINIEH3MOHHBIM TOTH30BATENb

MIPOrPAaMMHOTO 00ecIiedeH sl BCerla MOXKeT PACCYMTHIBATh Ha KOHCY/TBTAIIHUOHHYIO

Y JPYTyIO0 CEPBUCHYIO MOALEP)XKY IPOU3BOAUTEIS, O YeM I10/1b30BaTe/Ib TUPATCKOMN

KOITMU MOXET Jake He BcmoMuHath. Kpome Toro, mpmoOpertast MUIleH3MOHHBIHN

MPOAYKT, TOTPeOUTENh TTOAAEPXUBAET PAa3BUTHE ITOTO MPOAYKTA, BBIXOA, HOBBIX,

OoJiee COBepIIEHHBIX U YIOOHBIX Bepcuii. Benb B pa3BuUTHE MPOAYyKTa CBOW AOXOJ,

WHBECTHUPYET TOJBKO OPULIMATBHBIN TPOU3BOSUTETh.

—
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P HHTEPHET - THEBHUKH

Hukorga He myOGmuKyiiTe B HUX KaKyoO-THOO TUYHYIO UHPOPMALIMIO, B TOM
yrcne GaMUINiO, KOHTAaKTHYI0O WHQPOPMAIIUIO, AOMAIIHUKA ajpec, HOMepa
Teie()OHOB, Ha3BaHMeE LIKOJIbI, A/IPEC IEKTPOHHOM MOYTHI, GaAMUIUH APY3eit
WJIN POACTBEHHWKOB, CBOM WMEHa B IPOTrpaMMaxXx MTIHOBEHHOTO OOMeHa
COOOIIeHUSIMH, BO3PACT WM AATy pOXAeHus. Hukorma He momemaiiTe B
YXypHaJie TPOBOKaLIMOHHbBIe poTOorpadru, CBOU MU YbU-THOO ellle, U BCeraa
pOBepsiiiTe, He PACKPBIBAIOT U W300pKEHUST WIM JaXKe 3aJHUN TUIaH
dororpaduii Kaky-1160 TUIHYI0 THPOPMAIIHIO.




HMHTEPHET-XYAHUTAHCTBO

WUrHopupyiiTe Takux xynuraHoB. Eciin Bbl He OyzeTe pearupoBarh Ha UX
BO3JeiCTBUSI, OOMBIIMHCTBY IPUPEPOB 3TO, B KOHIlE KOHIIOB, HAZI0ECT U
OHU YUZYT.




HOPMAILH

.
JOCTOBEPH 141

Bcerma mposepsitite coopanHyio B CeTr MHPOPMAIUIO TIO
OPyrMM  MCTOYHUKaMm. [Jljss mpoBepkd  MaTepuasioB
obpatuTech K apyrum cavitam wim CMUM - raserawm,

JXYPHa/1aM U KHUT'aM




MATEPHA
HEXEAATEABHOI'O COOEPXAHMUS

Wcnonp3yiiTe cpeacTBa QUIBTPALIMU HeEXelaTeTbHOTO MaTepuasia
(manpumep, MSN Premium’s Parental Controls mim BcTpoeHHbIe B
Internet Explorer®). HayuuTech KPUTUYECKH OTHOCHUTHCS K
COePYKAaHUIO OHJIAMHOBBIX MAaTE€PUAJIOB U HE JOBEPSATH UM.




') IOMHHTE!

HHTEPHET mo:KeT OBITH
NPEKPACHBIM H IIOAE3HBIM
CPEACTBOM JIASI OOyUEeHHS,

OTAbIXa HAH OOILEHHSI C APY3bAMH.

HO - xax = peaAbHBIH MHP —
CeThb TO3Ke MOIKeT OBITH ornacHa!



