Devops Lesson 10
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https:.//www.youtube.com/watch?v=Kt2VR5a9AF4
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Infrastructure as a Service (laaS): Platform as a Service

Contains the basic building blocks for cloud IT: AWS manages the underlying infrag
Eg. VPC, EC2, EBS operating systems)
Eg. RDS, EMR, ElasticSearch
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Software as a Service (SaaS):

Completed product that is run and managed by the service provider. Mostly refers

Eg. Web-based email, Office 365, Salesforce.com




CUSTOMER DATA

CUSTOMER PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

RESPONSIBILITY FOR
e OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

CLIENT-SIDE DATA NETWORKING TRAFFIC
ENCRYPTION & DATA INTEGRITY R PROTECTION (ENCRYPTION,

AUTHENTICATION (FILE SYSTER ASD/ OR DATA) INTEGRITY, IDENTITY)
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Responsibility

Data classification
& accountability

Client & end-point
protection

Identity & access
management

Application
level controls

Network controls

Host infrastructure

Physical security

On-Prem laaS PaaS SaaS

. Cloud Customer . Cloud Provider



AWS Storage Services
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imple Storage Service (S3) Glacier
Elastic Block Store Elastic File System (EFS)  Storage Gateway

(EBS)




AWS Database Services
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ElastiCache

Relational Database
Service (RDS)
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Database Migration

; Neptune
Services (DMS)

Y DynamoDB  Redshift




AWS Compute Services
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Elastic Compute EC2 Autoscaling Elastic Container
Cloud (EC2) Service (ECS)
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Amazon Lightsail AWS Lambda




Networking & Content Delivery
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CloudFront Virtual Private
Cloud (VPC)
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AP| Gateway

Direct Connect Elastic Load
Balancing (ELB)
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AWS Management Tools
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CloudFormation AWS Service Catalog
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CloudWatch AWS Systems Manager
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OpsWorks Trusted Advisor

AWS OpsWorks — aTo cepBUC ynpaBreHns KOHUrypaumamm, KOTopbin npeaocTaBnseT ynpaBnsiemMble
nHctaHcbl Chef n Puppet. Chef n Puppet — a1o nnatdopmbl aBTOMaTmnsaumm, no3BonstoLime

MCNoNb3oBaTh NPOrpamMMHbIN KOA, ANs aBTOMaTUYECKOro KOHUrypupoBaHUsl CepBEPOB.




Application Integration
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Step Functions
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Simple WorkFlow
Service (SWF)
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Simple Notification
Service (SNS)
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Simple Queue
Service (SQS)




Analytics
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Amazon EMR
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Amazon
Elasticsearch Service

"
3::":

MOESE

QuickSight




Security, Identity & Compliance

|dentity and
Access

Management

(IAM)

AWS Artifact AWS Certificate
Manager -

o

Amazon
Inspector
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Amazon Cloud AWS Directory ,

Directory Service

AWS Shield
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AWS Certified Cloud Practitioner

MoaTBepanTe 3HaHMA K ONbIT PaboTbl B 06nake NPU3HaHHLIMW B OTPAC/ IV JOKYMEHTAMU




PETUCTPUPYEMCSH B AMA3OHE

https://aws.amazon.com/ru/ 1 NPOCTO HAXATb
KHOTMKY pEerectpaumm No LLEHTPE EKPAHA, TOM
MNPOUTU PETMCTPALMIO, HOAO DYAET BBECTU KY4Yy
AQHHbIX TOM TOPOA LLITYT M TAK AQAEE



LleHTp pecypcoB Ans Hayana paboThbl

10-MuHYyTHbIE y4ebHble MpoekThbi Kypcel ans Bugeo UHcTpymeHT
nocobus CaMOCTOATENIbHOIO SD
obyuyeHusn

X A )

Beb6-canTbi ¥ MHTEpPHET- DevOps Pe3epBHOe KONUPOBaHUE U Bonbwue gaHHbIE K
NPUIOXKEHUA BOCCTaHOBNEHUE aHANUTUKA

2 y4ebHbix nocobus, 3 kypca
3 y4ebHbix nocobua, 3 kypca ANA CAMOCTOATENBHOIO 2 y4yebHbix nocobua, 3 kypca 2 y4ebHbix nocobua, 3 kypca
ANA CAMOCTOATENLHOro n3y4eHus, 6 Buaeo, ANA CAMOCTOATENBHOIO AN CAMOCTOATENbHOIO
n3y4yeHus, 3 BUAEO, 3 npoekTa NogpobHee » n3y4yeHus, 3 BuAeo, n3y4yeHus, 3 Buaeo,

6 npoekTos NogpobHee » 3 npoekTa [NogpobHee » 3 npoekTa NogpobHee »




User

Username & password IAM Credentials
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AWS Command Line Interface

Management Console

Remote Computer

HTTPS API Calls

aws

s AWS Cloud

External User

|IAM Temporary Credentials

SDK Application




Pre-requisites

1- AWS CLI requires either Python 2.6.5+ or Python 3.3+ to be
installed on the system. We can install Python with the
following command,

$ sudo apt-get install

python3 (Ubuntu/Debian)

$ sudo yum install

python (CentOS/RHEL)

$ dnf install python (Fedora)

$ curl -O https://bootstrap.pypa.io/get-pip.py
& then execute,

$ python get-pip.py

$ sudo apt-get install awscli or

$ sudo yum install awscli

But these are not the updated versions. For latest aws cli
installation, run the following PIP command from the
terminal,

$ pip install awscli

To upgrade the aws cli to the latest version,

$ pip install awscli —upgrade



$ aws configure

You will now be asked to enter the ‘AWS Access Key ID; then
‘AWS Secret Access Key' & lastly ‘Default Region Name: All
this information can be obtained from AWS Dashboard. Once
all the information has been entered, we will be able to
provide resources directly from our terminal, rather than from
the AWS Dashboard.




aWS Contact Sales Support  English » My Account »
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Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Explore More Q

AWS Architecture Center

AWS Well-Architected This Is My Architecture AWS Answers AWS Solutions AWS Quick Starts Cloud Security

On this page

atest reference architectures | Latest AWS Quick Starts s T l Architecture whitepapers Recorded architecture wehinars

Latest reference architectures

Image moderation chatbot Magento CE hosting Drupal hosting WordPress hosting

mage Nocarabon Chatnat Nagom CE Hooting Drupal Hostirg WordPress Hosting
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Shared Responsibility
Model for Infrastructure

l

.|

Services

Shared Responsibility Model for Abstracted Services

Shared Responsibility
Model for Container
Services

MANAGED BY
AWS CUSTOMERS

MANAGED BY
AMAZON WEB
SERVICES
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i
7 webservices



What is IAM?

A that allows you to securely control individual and group access to your
AWS resources.

Create and manage user identities (" ")and grant permissions.
Features:

to your AWS account

permissions

Secure access to AWS resources for applications that run on

to grant permissions for users outside of AWS

- Payment Card Industry ( ) Data Security Standard ( ) Compliance
- Access log auditing using

Consistent

o use




Represent the person or service accessing your account

Consists of a and

Users are identified by:

- A" “ eg “Bill’

- Amazon Resource Name ( )

alhn_aws _ iam__a« unt-iD-without-hyphens user B

which is returned only when you use the API|, SDKs, Tools for Windows PowerShell, or
AWS CLI to create the user.

Credentials can be associatedto a user:

. User will have a url link to login to the console.

(access key ID and a secret access key), max 2.

| | to access resources unless absolutely essentials. Create admin
users with required permissions. Always enable multi-factor authentication of the root
user.




* You can use a password policy to do these things:

Set a minimum password length

Require specific character types

Allow all IAM users to change their own passwords
Password expiration

Prevent users from reusing previous passwords

Force users to contact an account administrator when the password has expired.




Groups

Account €=
of IAM users.

« Users the permissions of the group.

« Users can belong to ; . =

« Groups can only contain users, ‘ - &=
TestApp! ==

TestApp2 L~




Roles

Defined permissions that can be assumed by

Allow to access other AWS resources.

Grant access to your resources to users in

Can be used to allow users to temporarily assume a
role with least privilege access to critical resources.
using:
- AWS Cognito
— OAUTH (Facebook, Google etc)

-~ Enterprise Single Sign On with LDAP or Active Directory




AWS Organisations

S3 Whitelisted « " Whitelisted
« |AM Policy access for S3 & EC2  |AM Blacklisted
« |AM Policy access for S3
-> Bob can access S3 but not EC2
-> Bob can access S3 but not |AM



Amazon Resource Names (ARN)

The access policy language requires you to specify the resource or resources
using the following Amazon Resource Name (ARN) format:

arn:aws:iam::account:resource (note region missing)

Examples:

An |IAM user in the account: arn:aws:iam:: 123456789012 :user/Bob
An |AM group: arn:aws:iam::123456789012:group/Developers

An |IAM role: arn:aws:iam::123456789012:role/S3Access

An instance profile that can be associated with an EC2 instance:
arn:aws:lam:: 123456789012 instance-profile/\Webserver

A federated user identified in IAM as "Bob": arn:aws:sts:: 123456789012 federated-user/Bob




Lock Away Your AWS Account

Create Individual

Use to Assign Permissions to IAM Users

Use to Assign Permissions Whenever Possible

Grant

Use to Review |IAM Permissions (List, Read, Write, or Permissions management)
Configure a Strong for Your Users

Enable for Privileged Users

Delegate by Using Instead of by Sharing Credentials

Use That Run on Amazon EC2 Instances
Regularly
Remove
Use for Extra Security (eg MFA login)
Activity in Your AWS Account (eg CloudTrail)




- Pay, by the second with no up-front or terminating costs.

- Request unused EC2 instances, which can lower your Amazon EC2

costs significantly. Generally cheapest option although not always.

« Maximum price that you are willing to pay per hour per instance.

- AWS can interrupt them when needed (Spot Instance interruption) or
when spot price exceeds your max price.

- If your Spot instance is terminated or stopped by Amazon EC2 in the

first instance hour, you will not be charged for that usage. Otherwise
charged to the nearest second.




« Purchase, at a significant discount, instances that are always available, for a term from
one to three years.

+ Purchase instances that are always available on the specified recurring schedule, for a
one-year term.

- Reserve capacity for your EC2 instances in a specific Availability Zone for any duration.

- Pay, by the hour, for instances that run on single-tenant hardware.

- Pay for a physical host that is fully dedicated to running your instances.




- Small and mid-size databases, data processing tasks that require additional memory, caching fleets,
and for running backend servers for SAP, Microsoft SharePoint, cluster computing, and other
enterprise applications. (T2, M3, M4)

« High performance front-end fleets, web-servers, batch processing, distributed analytics, high
performance science and engineering applications, ad serving, MMO gaming, and video-encoding
(C3, C4)

« High performance databases, distributed memory caches, in-memory analytics, genome assembly
and analysis, larger deployments of SAP, Microsoft SharePoint, and other enterprise applications.
(X1, R3, R4)

« 3D application streaming, machine learning, video encoding, and other server-side graphics or GPU
compute workloads. (G3, G2)

« NoSQL databases like Cassandra and MongoDB, scale out transactional databases, data
warehousing, Hadoop, and cluster file systems. (I3, 12). Massively Parallel Processing (MPP) data
warehousing, MapReduce and Hadoop distributed computing, distributed file systems, network file
systems, log or data-processing applications. (D2)

RedHat Linux, Windows Server,
SUSE Linux, Ubuntu, Fedora,
Debian, Cent OS, Gentoo Linux,
Oracle Linux, and FreeBSD

https.//aws.amazon.com/ec2/
instance-types




Provides the information required to launch

an instance:
- A template for the for the
instance (for example, an operating system, an

application server, and applications)
that control which AWS

accounts can use the AMI to launch instances

- A that specifies the
volumes to attach to the instance when it's
launched

marketplace

« Market for Amazon Machine

Images (AMI)

« Paid, free, trial and BYO

license software




- Instance is shut down with no instance charges
» Still charged for EBS volumes
« Minimum of 1 minute charge on restart

« Suspend-to-disk
- Saves RAM to EBS

- Operating system reboot.

ool




« Most common.
+ Replicated
- EBS volumes attached at instance

launch are
*

« EBS volumes attached to a
instance are when instance
is terminated but are detached with
data intact.*
*Unless delete on terminate flag modified

« Physically attached to the host server
+ Data when OS is
- Data when:

+ Underlying
« Instance is

« Do not rely on for valuable, long-term

data.

- You and attach to

another instance
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