Introduction

Intelligent Data Platform Access Control solves 3 main problems seen by financial firms:

Allows firms to quickly add/remove user access to vendor websites/desktop applications

Prevents users from sharing passwords

* Users never know their password in the first place, it’s all encrypted and entered
programmatically

Tracks every single click made by a user [I allows managers to make informed decisions on
which services are most cost effective and which are not worth the expense
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IDP Website Authentication & Authorization

‘W  IDPLogin
' AD Username:
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AD Password:
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User signs into IDP Portal

IDP

IDP authenticates login
AD Username: jsmith
AD Password: 3k 3k 3k 3k 3k 3k %k %k kok ok ok

{3 ::\W IDP Authorized Sites

IHS Markllt IDP retrieves authorized URLs |« :
IDP logs AD response SMBCA
IDP Immutable Database
IDP Website Authorization Table IDP Portal Login Table
User/App i SIS User Status Datetime
jsmith ihsmarkit.com ALLOWED -06-
Jsmith SUCCESS 06-06-19
8:01:59 AM
jsmith capitalig.com DENIED . 06-06-19
Jsmith INVALID_CREDS 8:01:20 AM
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