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[OpaiBepbl 4HacTO BCTPEUYaloTCcsa B

® AHTHN BNPYCaX — poctyn k chanoBon cucreme, nepexsar
CUCTEMHbIX (PyHKLUMNN

® Me)xceTeBbiX DKPaAHAX — HuskoypoBHEeBbIW AOCTYN K CETEBOMY
nHtepdency, nepexsaTt NakeTos

® no ANA BUPTYAJIN3ALUNUN — HM3KOYypOBHEBbIN AOCTYN K
annapatHoMy obecne4yeHuro

® 3MynﬂTOan = HU3KOYPOBHEBbIA AOCTYN K annapaTHOMYy
obecneueHuto

® KpM NMTOCUCTEMAX = HM3KOYPOBHEBbIN AOCTYN K annapaTtHOMY
obecneyeHuto
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BzanMogeucreme

Driver

4}

I/0 manager

Kernel space % Pe>xkum sapa
User space NTDLL.DLL NMonb30BaTENbCKUii PEXXUM
ﬁ% NtDeviceIoControlFile
Kernel32.dll

% DeviceloControl

GUI

~POSITIVE TECHNOLOGIES




dyHkuunna DeviceloControl

e [lMapameTpbl
e hDevice - onucarenb yCTPpOUCTBa

e dwIoControlCode - ynpaBnsaiowmm Kog BBoaa-BbiBOAaA

e /pInBuffer — ykasartenb Ha 6ydep ¢ BXoAHbIMU AAHHbIMMU

e nInBufferSize - pasmep BxoaHoro 6ycdepa B 6anrax

e /pOutBuffer - ykasaTtenb Ha 6ydep ¢ BbIXOAHbIMU AAHHbIMU
e nOutBufferSize - pasmep BbixogHoro 6ycdepa B 6amrax

e /[pBytesReturned - konnyecTtBo 6aMT, CKONMPOBAHHDbIX B

BbiIXxoaHOM 6ydep

e /pOverlapped - ykasaTtenb Ha cTpykTtypy OVERLAPPED
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NHdopMmauua 3akoampoBaHHaa B dwloControlCode

® MeTop nepenaydn AadHHbIX — cnocob nepepayun BXoAHbIX
AAaHHbIX

® "AeHTM(I)VIKaTOp (I)YHKLI,MM = naeHTndukaTop pyHKUUMN
6éyaywen 3anyuwieHHOW apanBepomM

® ﬂOCTyn K YCTpOﬁCTBy = npaBa [AOCTYynNa K yCTPOMUCTBY

® T™MN YCTpOﬁCTBa = TWN YCTPOMUCTBa

31 302928272625242322212019181716 15 14 13 12111098765432 1 0
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Function Code
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Device Type
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om0

ioctl
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MeToAabl nepenaydm BXoaHbiIX AaHHbIX '

e METHOD_BUFFERED
e METHOD_IN_DIRECT
e METHOD_OUT_DIRECT

e METHOD_NEITHER
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Metoa: METHOD_BUFFERED '

e [lpoBepka BXOAHbIX NapaMeTpoB (PYHKLMNAMMU
ProbeForRead, ProbeForWrite

e I/0 manager Bbiaensier NnaMATb B NPOCTPAHCTBE
aapa

® O61bEM — MaKCMMaibHbIX U3 AJIMH BXOAHbIX U
BbIXOAHbIX AdaHHbIX

e Konupyet aaHHble BxoaHoro 6ydgepa B
BblleJ/IEHHYIO NaMATb
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Metoa: METHOD_IN_DIRECT, METHOD_OUT_DIRECT '

NMpoBepka BXOAHbIX NapaMeTpoB (PYyHKUNAMMU
ProbeForWrite, ProbeForRead

I/0 manager BbiaensieT NnaMATb B NPOCTPAHCTBE
aapa

O61bémMm — anvHa BxoaHoro 6ydepa

Konupyet aaHHble BXxoaHOro 6ycgpepa B
BblleJ/IEHHYIO NaMATb

I/0 manager co3pgaer MDL ana pocryna K
BXOAHOMY/BbIXOoaHOMY 6ydepy
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Metoa: METHOD_NEITHER '

e I/0 manager nepenaért ykasartesim Ha AaHHble 6e3
KaKoM-21mb0 npoBepkKu

e OrtcyrcrByroT npoBepku ProbeForRead,
ProbeForWrite

e Bce npoBepkun 4OCTOBEPHOCTU AAHHbIX AOJIKHbI
BbINOJIHATLCA B KoAe ApauBepa

° MoTeHUuManbHO Hebe30onMacHbIU MeToA
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dyHkumm ProbeForRead, ProbeForWrite

e [lNMapamMmeTpbl:

Address —ykasartenb Ha 6ycgep naMaTH NoNb30BaTe/IbCKOro pexxmMma
Length - aauHa B 6anTax

Alignment - BbipaBHuBaHue 6ycdepa B 6anTax

e [lpoBepsioT avana3oH (Address+Length) Ha
Haxo)XAeHue B NoJib30BaTe/IbCKOM aApeCHOM
NnPoOCTpaHCTBe

e T[poBepsAOT aApec Ha COOTBETCTBME BbipaBHUBAHMUIO

e T[poBepsAlOT aTTPpUBYT UTEHMA/3annucm
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O6xoan dyHkumn ProbeForRead, ProbeForWrite ‘

e [lpu aNnHe paBHOM HYJ1IO, HEe Bbi3biBaeT
MUCKJIIOUEHMUS, U He BbINOJIHAET HUKAKNX NPOBEPOK

e O6xoa BCex NpoBepoOK Npu AJZIMHE PaBHOW HYJIIO
onucaH Tonbko B 6,10re Microsoft Security Research

and Defense, ms08-025 ysa3suMmocTtn win32k.sys
http://blogs.technet.com/srd/archive/2008/04/09/ms08-025-win32k-vul
nerabilities.aspx

e OTcyrcrBue aaHHou nHpopmaumm B msdn!!!
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TUNUNYHDbIE YA3BUMOCTMU

° METHOD_NEITHER

e Arbitrary kernel memory write

e NULL pointer dereference

° METHOD_BUFFERED

e Buffer overflows

e NULL pointer dereference

) METHOD_IN_DIRECT, METHOD_OUT_DIRECT
e Buffer overflows

e NULL pointer dereference

~POSITIVE TECHNOLOGIES




MeToaonorua nomcka ysa3BMMOCTEN

e Fuzzing

TectTupoBaHue 6e3 npeaBaputTenbHon nHdpopmMmayumm o Koae

ApauBepa

¢ Fuzzing+MOHMTOPUHTI

nHdopmMaumsa O Koae ApaliBepa BOCCTaHABJIMBAaeTCA B npouecce

TeCTUpoBaHUA

e PyuyHOM aHanus

TeCtTunpoeaHme Ha OCHOBeE npeaBapuTeZIbHOro MaydyeHumsa Koaa

apanBepa (An3acceMmbnupoBaHue, oTnagka)
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Fuzzing

° NMepebop BxoaHbIX napaMmeTpoB DeviceloControl:
e dwloControlCode - DWORD

e /pInBuffer — PVOID
e nInBufferSize - DWORD
e /pOutBuffer — PVOID

e nOutBufferSize - DWORD
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Fuzzing

Kernel space

Driver

I/0 n;al;ager

—_— =

Pe>xxumMm aapa

User space

CreatefFile

(\\.\device)

NTDLL.DLL NMonb3oBaTe/IbCKUN PEXXUM

NtDeviceloControlFile

Kernel32.dll

P— e ——

#1 DeviceloControl
#2 DeviceloControl
#N DevicelIoControl

ioctl fuzzer
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5 MuMHYT paboTbl ioctl fuzzer’'a

XP SP2 Pr i ¥Mware Workstation

File Edit v Team Windows Help | W iji}

Sidebar

A problem has been detected and windows has been shut down to prevent damage
to your computer.

INVALID_KERNEL_HANDLE

If this is the first time you've seen this Stop error screen,
restart your computer. If this screen appears again, follow
these steps:

Check to make sure any new hardware or software is properly installed.
If this is a new installation, ask your hardware or software manufacturer
for any windows updates you might need.

1f problems continue, disable or remove any newly installed hardware
or software. Disable BIOS memory options such as caching or shadowing.
If you need to use safe mode to remove or disable components, restart
your computer, press F8 to select Advanced Startup options, and then
select safe Mode

Technical information:

wuw STOP: 0x00000093 (0x00350178, 0x00000001, 0x00000000, 0x00000000)
Beginning dump of physical memory

Physical memory dump complete.

contact your system administrator or technical support group for further
assistance.

[

To direct input to this
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Fuzzing: TectoBble Habopbl ‘

° dwIoControlCode - nonHbI¥ nepebop

® IpInBuffer — NULL, invalid kernel space address
e nInBufferSize - 0, 0 - 0x1000, 0x80000000

° IpOutBuffer — NULL, invalid kernel space address

e nOutBufferSize - 0, 0 - 0x1000, 0x80000000
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Fuzzing: NnroCbl U MUHYCbI

[ rnrocei
° J1érkmnn B peannzaunn(40 crpok C koga)

° Hennoxwue pe3synbrartbi

[ MuHycCbI

® lMponyck ya3BMMOCTEH, 3aBUCALNX OT onpegesEHHbIX 3Ha4Y€HNH B
6ydepe nan or onpegennéHHON AJINHbI
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Fuzzing+MOHMUTOPUHTI

o OTcnexxnBaHue npoxoaa ANA onpeaesiéHHoro TeCtoBoro

Habopa paHHbIX(Code coverage)
° NMpoToKkoNMpoBaHMe COCToAHMN KOoHTekcTa(Data flow)

® NMpoTokonupoBaHue “nageHnn”

° NeHepaumsa N+1 TectoBoro Habopa gaHHbIX
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Fuzzing+MOHMUTOPUHTI

Kernel Debugger

Plugin
1.Log
2.Log
N.log
Code

:: >| coverage ,

Context state

Tracing

Windows Kernel

Driver
Kernel space
i > User space

#1 DeviceloControl

#(N+1) DeviceloControl
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ioctl fuzzer
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Fuzzing+MoOHUTOpPUHTr: MA0Cbl U MUHYCbI

o Innarocobi

° lNMokpbiTEe Koga A1 KOHKPETHOro TecCToBoro Habopa
° lNMporokosmpoBaHmne HaMgeHHON YSI3BUMOCTH

) MuHycCbI

° C/10>)KHOCTb peann3zayunm

~POSITIVE TECHNOLOGIES




Py4yHou aHanus

e Jlokanusauuma IOCTL o6paboTtumka
° AHanuns o6pabarbiBaembix IOCTL 3HaueHuMn
® dopMupoBaHUMe TECTOBbIX Habopos

° AHanns o6paboTkn BXOAHbIX 3HAYEHUN

By-hand

Analyze Tracing | Windows kernel

Kernel
Debugger

Driver
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Py4dyHou aHanu3: MNnrocbl U MUHYCbI

[ Inrochki
® Haxo>xgeHne Hanbo/ibLuero Kosim4ecrsa ysi3BUMOCTEN

° Jlyywn B kombmuHaymn c fuzzing nogxogom

) MuHycCbI

° Tpyao3arpartHbii, TpebyeT 60/1bWnXx BpeMeHHbIX PecypcoB
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CTaTUCTUKA NpPOTECTUPOBAHHbIX NPOAYKTOB

Bcero B nccsieqoBaHmm yyactesoBasim 40 NnpoAyKTOB: aHTUBUPYCbI, Me)XXceTeBble
3KpaHbl, BUPTYyaJibHble MAaLlUWHbI, SMYJIATOPbl, KPUNTOCUCTEMDI.

Pe3ynbTaTthl TECTUPOBaHUS

"YA3BUMb(22 npoayKTa)
“He yA3BUMbl 18 nnonykToB)
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KonnuyecTtBo 06Hapy>XeHHbIX YA3BUMOCTEN

Arbitrary memory write Null pointer dereference Kernel Pool overflow

12 32 15

NMonHasn

KOMMnpomMeTauumsa

CUCTEMDI H Arbitrary memory write
Null pointer derefererence
H Kernel pool overflow

OTKa3s B

o6cny>xuBaHumn
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CpaBHeHMe MeTo40B NOUCKA YA3BUMOCTEN

9 DHEeKTUBHOCTDb

m Fuzzing
m FUzZZ+MOHUTOPUHI
® Py4yHOM aHanms
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Nyt pewieHusn !

e IoCreateDeviceSecure — 6e3onacHoe co3aaHue
ycrpoucrBa(Microsoft, Dr. Web)

e PsGetCurrentProcessld — npoBepka maeHtudpukaropa
npouecca(Eset)

e KeGetPreviousMode — npoBepka u3 Kakoro
aApecHoro npocrpaHcrea npuwen Bbi3oB(Kaspersky)

e Hook NtCreateFile, NtDeviceloControlFile — nepexBar
¢dhyHkumn ezanmoapeuncremsa(Tall Emu)
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BbiBOAbI

e TecTupoBaHue ApanBepoB B 60J/IbLUUHCTBE

KOMMNaHWM He NpoBOAMNTCS

® bonbLloOe KONN4YecCTBOo YSIBBMMOCTEﬁ, KOTOPpPbIE

MO>KXHO 6bICTPO O6HAPY>XXUTb U UCMNPABUTb

e MWMcnpaBsaeHue Takoro Tuna ya3BmmMmocTten B

HEKOTOPbIX cy4Yyasax 3aHuMmaer 6onee 150(!!!) aHen
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Welcome!

° http://www.securitylab.ru/lab/

PT-2008-08 - Microsoft

Craryc: MicnpasneHye oTCYTCTBYET PeNTHHr onacHocTH: CpeaHui (4.7)
AN LIACMAWNIC NAN/AC

Craryc yBegoMneHns: G 2

19.11 2008 - MPOW3E0AMTEND YBEA0MNEH Bexrop: flokansHbii

21.11.2008 - Mony4eH OTBET OT NPOM3BOAMTENA

,“,Helvl ¢ MOMEHTa YBEAOMNEHNA NPONIBOANTENAL

30 60 135
Yq3iBUMOCTb OOHaApY#keHa: HukMTa TapakaHos , Positive Technologies Research Team

PT-2008-06 - VMWare

Craryc: MicnpasneHye oTCYTCTBYET PeNTHHr onacHocTH: CpefHui (6.9)
ANV LIACMIAUNIC.CA.CIAC

Craryc yBeaOMNEHNA: 3 2

14.10.2008 - MpOW3E0AUTENE YEBEAOMAEH BekTop: NokankHeii

16.10.2008 - MNMony4eH OTBET OT NPOM3BORMTENA
16.10.2008 - OTnpasneHa geTanbHaa MHpopMauma

IHell ¢ MoMeHTa yBeaoMneHna NPoN3BOoaHTENS:
: e

30 60 171
Yq3iBHMOCTb OOHapyKeHa: HukuTa TapakaHos, Positive Technologies Research Team
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byayuume mccnegoBaHusA

° NMonHble pe3ysibTaTbl UCCNNea0OBaHUA U AeTaNibHaA
nHpopmMmauma Nno MeTogaMm NoOMckKa yasBmMocTen éyayr
ony6ankoBaHbl Ha caute koMnaHum Positive Technologies B
pasaene "AHanutuka" www.ptsecurity.ru/analytics.asp

° Race condition yA3BMMOCTMU : CKpPbITbli€ ONAaCHOCTH
METHOD_NEITHER, METHOD_BUFFERED

° ONopaboTka MeToA0OB aBTOMAaTUYECKOro nomcka
YA3BMMOCTEN, nybnmkaumsa mcxoaHbix koaos ioctl
fuzzer'a
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Bonpochbi?

Hukuta TapakaHoOB
ntarakanov@ptsecurity.com
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PT Research Team ‘

® Pa3pgen "JlabopaTtopua" www.securitylab.ru/lab Ha
nopTtane SecurityLab nybnukyer ya3BMMoOCTH,
o6Hapy>eHHble B NporpaMMHOM M annapaTtHOM
obecneueHnn. Peannsaumnio 3Ton 3agaum oCcyLecTB/AIOT
aKkcnepTbl koMmnaHum Positive Technologies, Bxoasawuve B
cocTtaB Positive Technologies Research Team
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Ccbinkn

° http://msdn.microsoft.com/en-us/library/cc264618.aspx

° http://www.uninformed.org/?v=4&a=4&t=txt

° http://www.reversemode.com/index.php?option=com_remosit
ory&Itemid=2&func=fileinfo&id=51
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