HassaHue
paboThl

NmeH



OnucaHue
npobrnemMmmel

MHorme pacnpocTpaHéHHbIE KOHTPOMNEpPb! HE NOAAEPKNBAIOT 3aLLULLEHHOE
NOAKMIOYEHNE UHXKEHEPHbIX NPOorpamMMm, NpeaHasHa4YeHHbIX AN HACTPOMKM U
06CNy>XMBaHUS KOHTPOMNEPOB. TO CO3AAET Yrpo3y nepexsaTta ayTeHTUDUKALIMOHHBIX
AaHHbIX NOTEHLUWaNbHbIM HAPYLUUTEMNEM.

B xoae npoBeaeHns ayanta HeobxoamMmo yMeTb OOHaPYXUTb Takue He3allULLEHHbIe
COeANHEeHUs ANs nocnenyoLlen paspaboTkn KOMNEHCALNOHHbIX Mep.



Heobxoammbin
NHCTPYMEHTapum

Wireshark — nporpamma-aHanusaTtop Tpaduka Ans KOMNbTEPHbIX ceTel Ethernet U HEKOTOPbIX
OPYIUX.

NcxogHble
ycrosus

[na npoBegeHnsa nccnegoBaHns Mbl Nonyvnnmn odpasey, MHPOOPMaLMOHHOIo Tpaduka.
C nomowbto cpencts OC Mbl 4OMMKHBI COBEPLUUTL OTMPaBKYy Tpaduka Ha HaLu
KOMMbIOTEP U NpoaHann3npoBaTb ero ¢ nomoLlbio Wire Shark



3agaHu

O6HapyXnTb NOrMH 1 NAPOsib, C MOMOLLbI KOTOPbIX
OCYLLECTBIAETCS NOAKNIOYEHNE.



HwnN e

[MnaH
paboThl

[MonyuunTtb 06bpaseu Tpadmka

OTKpbITb ero Yepes wireshark

Hantn nakeTbl ¢ ayTEHTUPUKALMOHHBIMU AaHHbLIMM

[Mony4nTb NIOrMH 1 Naposib NPU MOMOLLM KOTOPLIX NPONUCXOANI0
noakKnt4YeHne






!rtraff.pcapn ireshark (v2.6.2-
File Edit View Go Capture Analyze Statistics Telephonx Tools Internals Help

coAamE BEXR A¢e»aT 2 EE aaan @BD% % 8

B Expression...

Filter:
No.

4 0.381534 192.168.0
50.381578 192.168.0
64.422501 192.168.1.

7 4.422567 192.168.1.96
8 4.428428 192.168.0
94.428474 192.168.0.
10 4.428918 192.168.0.

Time ~ Source
1 0.000000 192.168.0.254
0
0

2 0.000165

4

50.701161

ARG AD T T

= Frame 1: 60 bytes on wire

9.701188
.701120
.701446
.701479 )8

10D 160 N NED

Destination
192.168.

| © =]
=
O
o

Protocol

Clear

TCP

UDP
UDP
UDP
UDP
ICMP
ICMP
ICMP

1NN

Apply Save

Length Info

o= | (51

60 102 - 1375 [ACK] Seq=1 Ack=1 Win=17520 Len=0
54 [TCP ACKed unseen segment] 1375 - 102 [ACK] Seq=1 Ack=2 Win=16363 Len=0

54 [TCP Dup ACK 2#1] [TCP ACKed unseen segment] 1375 - 102 [ACK] Seq=1 Ack=2 Win=16363 Len=0

82 49152 - 1947 Len=40
82 49152 - 1947 Len=40
82 49152 - 1947 Len=40
82 49152 - 1947 Len=40

74 Echo (ping) request 1d=0x0001, seq=88/22528, tt1=128 (no response found!)
74 Echo (ping) request 1id=0x0001, seq=88/22528, ttl1=128 (reply in 10)
74 Echo (ping) reply id=0x0001, seq=88/22528, tt1=64 (request in 9)

55 [TCP Keep-Alive] [TCP ACKed unseen s
55 [TCP Ke Alive] [TCP ACKed unseen s
60 [TCP

60 [TCP |

54 [TCP

60 [TCP /

54 [TCP Keep-Alive ACK] 1375 - 102

Keep-Alive ACK] 1375 - 102
. A0AT 1A AN

0D An1 N
I

(480 bits), 60 bytes captured (480 bits) on interface 0

= Ethernet II, Src: AbbSwitz_32:91:1e (00:02:a3:32:91:1e), Dst: Vmware_9d:b3:d3 (00:0c:29:9d:b3:d3)
# Internet Protocol Version 4, Src: 192.168.0.254, Dst: 192.168.0.190
® Transmission Control Protocol, Src Port: 102, Dst Port: 1375, Seq: 1, Ack: 1, Len: 0

0000
0010
0020
0030

00 Oc 29 9d b3 d3 00 02
00 28 00 11 00 00 40 06
00 be 00 66 05 5f el 4c
44 70 ca ¢5 00 00 00 0O

a3 32 91 1e 08 00 45 00
f7 b2 cO0 a8 00 fe cO a8
e6 ad 28 34 27 9e 50 10
00 00 00 00

O #7| File: "C:\Users\Anekcanap\Desktop... | Packets: 4347 - Displayed: 4347 (10...

Profile: Default

ment] 1375 - 102 [ACK] Seqg=0 Ack=2

OTKpbIBaeM ero 4yepes
wireshark




S traff.pcapng [Wireshark 2.6.2 (v2.6.2-0-

File Edit View Go Capture Analyze Statistics TeIephonX Tools Internals Help

QO AN BERE AedsDTE QAR @D Mx% O

Filter: E Expression... Clear Apply Save
No. Time Source Destination Protoco « Length Info -
Vmware_9d:b3:d3 AbbSwitz_32:91:1e T
2319.195258 Vmware_9d:b3:d3 AbbSwitz_32:91:1e ARP 42 who has 192.168.0.254? Tell 192.168.0.190
2419.195539 AbbSwitz_32:91:1e Vmware_9d:b3:d3 ARP 60 192.168.0.254 1is at 00:02:a3:32:91:1e
43 23.904737 192.168.0.254 192.168.0.190 ESP 1514 ESP (SPI=0x00000000)
142 24.043638 192.168.0.254 192.168.0.190 ESP 1514 ESP (SPI=0x00000000)
192 24.082909 192.168.0.254 192.168.0.190 FTP 81 Response: 220 FTP Server Connected.
193 24.083295 192.168.0.190 192.168.0.254 FTP 67 Request: USER Midori
196 24.104251 192.168.0.254 192.168.0.190 FTP 89 Response: 331 Password required for Midori.
197 24.104523 192.168.0.190 192.168.0.254 FTP 85 Request: PASS jJ2AbGOugOh7YOHOYAQ]Aw##
199 24.124919 192.168.0.254 192.168.0.190 FTP 77 Response: 230 Login successful.
200 24.125526 192.168.0.190 192.168.0.254 FTP 68 Request: OPTS utf8 on
202 24.144872 192.168.0.254 192.168.0.190 FTP 84 Response: 502 Command not implemented.
203 24.145029 192.168.0.190 192.168.0.254 FTP 59 Request: PWD
205 24.164326 192.168.0.254 192.168.0.190 FTP 85 Response: 257 "/" is current directory.
206 24.164465 192.168.0.190 192.168.0.254 FTP 62 Request: TYPE I
208 24.185286 192.168.0.254 192.168.0.190 FTP 74 Response: 200 Type is IMAGE.
209 24.185618 192.168.0.190 192.168.0.254 FTP 60 Request: PASV
212 24.205350 192.168.0.254 192.168.0.190 FTP 101 Response: 227 Entering Passive Mode (192,168,0,254,4,0)
218 24.207259 192.168.0.190 192.168.0.254 FTP 73 Request: RETR ////Info.xml <
2N YA DNEDACL 10D 1680 N "MK A 1N 160 N 10N TN ANE DAarnnAncas 1EN FaTlA cr+atiimr Alre AlhAnid +An Anan Aatda FAannAcES Ak

< | 1] i »

= Frame 22: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0
# Ethernet II, Src: Vmware_9d:b3:d3 (00:0c:29:9d:b3:d3), Dst: AbbSwitz_32:91:1e (00:02:a3:32:91:1e)
= Address Resolution Protocol (request)

CopTupyem nakeTbl Mo TUMNy nNpoTokona u
nosiy4aem Te, B KOTOPbIX Kak BUOMMO €CTb
ayTeHTUdMKaUnOHHbIe AaHHble. Cpeau
OPYrux nakeToB OblS10 3aMETHO YTO B HUX HET
HY>XHOM HaM nHopmMaLuunm.

0000 00 02 a3 32 91 1e 00 Oc 29 9d b3 d3 08 06 00 01 T . -
0010 08 00 06 04 00 01 00 Oc 29 9d b3 d3 cO a8 00 be ........ ) P—
0020 00 02 a3 32 91 1le cO a8 00 fe T

O #| File: "C:\Users\Anekcanap\Desktop... | Packets: 4347 - Displayed: 4347 (10... | Profile: Default




M traff.pcapng [Wireshark 2.6.2 (v2.6.2-0-g1b3cedbc).
File Edit View Go Capture Analyze Statistics TeIephonX Tools Internals Help

COANE BEERR AePDT S QAR @EM%

Filter: E Expression... Clear Apply Save
No. Time Source Destination Protoco « Length Info -
22 19.195217 Vmware_9d:b3:d3 AbbSwitz_32:91:1e ARP 42 who has 192.168.0.254? Tell 192.168.0.190 T
2319.195258 Vmware_9d:b3:d3 AbbSwitz_32:91:1e ARP 42 who has 192.168.0.254? Tell 192.168.0.190
2419.195539 AbbSwitz_32:91:1e Vmware_9d:b3:d3 ARP 60 192.168.0.254 1is at 00:02:a3:32:91:1e
43 23.904737 192.168.0.254 192.168.0.190 ESP 1514 ESP (SPI=0x00000000)
142 24.043638 192.168.0.254 192.168.0.190 ESP 1514 ESP (SPI=0x00000000)
192 24.082909 192.168.0.254 192.168.0.190 FTP 81 Response: 220 FTP Server Connected.
193 24.083295 192.168.0.190 192.168.0.254 FTP 67 Request: USER Midori
196 24.104251 192.168.0.254 192.168.0.190 FTP 89 Response: 331 Password required for Midori.
197 24.104523 192.168.0.190 192.168.0.254 FTP 85 Request: PASS jJ2AbGOugOh7YOHOYAQ]Aw##
199 24.124919 192.168.0.254 192.168.0.190 FTP 77 Response: 230 Login successful.
200 24.125526 192.168.0.190 192.168.0.254 FTP 68 Request: OPTS utf8 on
202 24.144872 192.168.0.254 192.168.0.190 FTP 84 Response: 502 Command not implemented.
203 24.145029 192.168.0.190 192.168.0.254 FTP 59 Request: PWD
205 24.164326 192.168.0.254 192.168.0.190 FTP 85 Response: 257 "/" is current directory.
206 24.164465 192.168.0.190 192.168.0.254 FTP 62 Request: TYPE I
208 24.185286 192.168.0.254 192.168.0.190 FTP 74 Response: 200 Type is IMAGE.
209 24.185618 192.168.0.190 192.168.0.254 FTP 60 Request: PASV
212 24.205350 192.168.0.254 192.168.0.190 FTP 101 Response: 227 Entering Passive Mode (192,168,0,254,4,0)
218 24.207259 192.168.0.190 192.168.0.254 FTP 73 Request: RETR ////Info.xml <
(‘ IION YA DNEDAR 10D 160 N KA 1N 160 N 10N TN ANE DAarrnAnecAs 1EN a2 1A r+—\+-”-;— Al AlhnAii+ +A AnAan Aatn FAannAacE T Al -
Window si1ze value: 16418 A~
[CalcuTated window size: 65672]
[window size scaling factor: 4]
Checksum: 0xfc27 [unverified]
[Checksum Status: Unverified]
Urgent pointer: 0
® [SEQ/ACK analysis]
@ [Timestamps] I
TCP payload (13 bytes) Cpeaun aTnx nakeTtoB BUAUM, YTO €CTb
= File Transfer Protocol (FTP) 3
= USER Midori\r\n OaHHbIE, MOX0XNEe Ha NOrvH 1 Naporsib -

Request command: USER
Request arg: Midori
[Current working directory: ] -

0000 00 02 a3 32 91 le 00 Oc 29 9d b3 d3 08 00 45 00 ...2.... )..... E.
0010 00 35 68 cb 40 00 80 06 Oe eb cO a8 00 be c0 a8 .5h.@... ........
0020 00 fe 05 65 00 15 cb 1b 0Oe 22 a7 9 62 €0 50 18 ...e.... ."..b.P.
0030 40 22 fc 27 00 00 55 53 45 52 20 Q". .. pEgER
0040 [ 0d 0Oa i -

o | Request arg (ftp.request.arg), 6 byt... " Packets: 4347 - Displayed: 4347 (10... | Profile: Default




.traff.pcapﬂgb eshark

0-glb3ced

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

COAMI BEXRR I AEIDTL QAQn #Bmx B
Filter: B Expression... Clear Apply Save
No. Time Source Destination Protoco « Length Info
22 19.195217 Vmware_9d:b3:d3 AbbSwitz_32:91:1e ARP 42 who has 192.168.0.254?7 Tell 192.168.0.190
2319.195258 Vmware_9d:b3:d3 AbbSwitz_32:91:1e ARP 42 who has 192.168.0.254? Tell 192.168.0.190
2419.195539 AbbSwitz_32:91:1e Vmware_9d:b3:d3 ARP 60 192.168.0.254 1is at 00:02:a3:32:91:1e
43 23.904737 192.168.0.254 192.168.0.190 ESP 1514 ESP (SPI=0x00000000)
142 24.043638 192.168.0.254 192.168.0.190 ESP 1514 ESP (SPI=0x00000000)
192 24.082909 192.168.0.254 192.168.0.190 FTP 81 Response: 220 FTP Server Connected.
193 24.083295 192.168.0.190 192.168.0.254 FTP 67 Request: USER Midori
196 24.104251 192.168.0.254 192.168.0.190 FTP 89 Response: 331 Password required for Midori.
197 24.104523 192.168.0.190 192.168.0.254 FTP 85 Request: PASS jJ2AbGOugOh7YOHOYAQ]Aw##
199 24.124919 192.168.0.254 192.168.0.190 FTP 77 Response: 230 Login successful.
200 24.125526 192.168.0.190 192.168.0.254 FTP 68 Request: OPTS utf8 on
202 24.144872 192.168.0.254 192.168.0.190 FTP 84 Response: 502 Command not implemented.
203 24.145029 192.168.0.190 192.168.0.254 FTP 59 Request: PWD
205 24.164326 192.168.0.254 192.168.0.190 FTP 85 Response: 257 "/" is current directory.
206 24.164465 192.168.0.190 192.168.0.254 FTP 62 Request: TYPE I
208 24.185286 192.168.0.254 192.168.0.190 FTP 74 Response: 200 Type is IMAGE.
209 24.185618 192.168.0.190 192.168.0.254 FTP 60 Request: PASV
212 24.205350 192.168.0.254 192.168.0.190 FTP 101 Response: 227 Entering Passive Mode (192,168,0,254,4,0)
218 24.207259 192.168.0.190 192.168.0.254 FTP 73 Request: RETR ////Info.xml
i 027N DA DIEDAE 10D 160 N NEA 100 160 N 100 rTn ANE Darnancas 1EN T3 1A .—+—\+-”-"— Alre AlhAnt +n Anan Aada mannAacES An
!
Window si1ze value: 16409
[CalcuTated window size: 65636]
[window size scaling factor: 4]
Checksum: 0x6174 [unverified]
[Checksum Status: Unverified]
Urgent pointer: 0
® [SEQ/ACK analysis]
® [Timestamps]
TCP payload (31 bytes)
= File Transfer Protocol (FTP)
= PASS jJ2AbG0OugOh7YOHOYAQ]jAw##\r\n
Request command: PASS
Request arg: jJ2AbGOugOh7YOHOYAQ]Aw##
- [Current working directory: ]
0000 00 02 a3 32 91 1e 00 Oc 29 9d b3 d3 08 00 45 00 R . E.
0010 00 47 68 cc 40 00 80 06 Oe d8 cO a8 00 be cO a8 ] ! 15 I
0020 00 fe 05 65 00 15 cb 1b 0e 2f a7 f9 63 03 50 18 ealBosae: wifanCaPr
0030 40 19 61 74 00 00 50 41 53 53 20 [EWENEVAN SRV @.at..PA SS ]JZA_
LLZGEEA/ 30 /75 67 4f 68 37 59 4f 48 6f 59 41 51 6a 41 GOugO7Y OHOYAQ] A
0050 |WAWERWE 0d Oa

o \ Request arg (ftp.request.arg), 24 b... \ Packets: 4347 . Displéyed: 4347 (10... ' Profile: Defaulf

11



Konupyem nx u
nony4yaem

J1loruH:
Méghb:

iJ2AbGOugOh7YOHOYAQjAW#H##



