3allunTa NpakTUKu

[TnaH CKC
OAOQ “3 design”



Uem 3aHnMaeTca KoMmnaHua?

 KOMMaHua 3aHUMAaeTCs TEM, YTO
1) Pa3spabaTtbiBaeT canTbl, PopyMbl, MOBUMNBLHbIE N KOMMBIOTEPHLIX NPUNOXEHNS

2) ONTUMKU3NPYET CanTbl NOL4 NMOUCKOBYIO Bblgady
3) 3aHMMaEeTcs co3gaHMeM ausanHa noroTunoB n GpeHanpoBaHHbIX TOBAPOB

4) Co3gaeT yHMKanbHble WpudThl Ha 3aKkas3



[na 4yero Hy>xHa CKC?

» KOHKpeTHO B gaHHoW komnaHun CKC Heobxoanma ans:
1) YBennyeHns npon3BoaNTENbLHOCTM PAabOTHUKOB
2) YnpouweHus noncka nHgopmauum
3) becnpenaTcTBeHHOU Nepeaavn JaHHbIX C KOMMbOTEPA Ha KOMMNbIOTEP




BbibpaHHOE
obopyaoBaHue



MapLupyTnusaTtop

* Cisco 2901 K9

bbin BbIGpaH MHOW M3-3a crieayroLmnx 0CoObeHHOCTEN:

MmeeTcsa Hanuuune 3awmTbl oT DoS-aTak




KommyTtaTop

* Cisco SG110-16

bbin BbIGpaH MHOW M3-3a crieayroLmnx 0CoObeHHOCTEN:




MeXxaTaxHass KommyTauus
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Wi-Fi TO4YKa c Radius Server

XapaKkTepuUCTUKN:
Mopgenb: DAP-2230/UPA/A1A
CtaHpgaptbl Wi-Fi: 802.11n
CkopocTtb nepepayun: o 300 Méut/c
NuTepdenc Ethernet: 10/100 Base-T
KHornka Reset: [1a
64-6utHoe n 128-6utHoe WEP- wndposanme: [la
Wi-Fi Protected Access (WPA) u WPA2: [1a
SNMP-ynpaeneHue: [a
Telnet-ynpasneHue: [la

i BctpoeHHbin WEB-cepBep ansa ynpasneHua: [1a
YacToTHbIM ananas3oH: 2,4 Ty
LOononHnTtenbHO: KonnyecTtBo BHYTPEHHUX aHTEeHH 2 X 3 dBi
PoE (Power over Ethernet): [a
Mogonepxka 802.1Q (VLAN Tagging): [la
MowwHocTb nepenatyuka (802.11n): 17 dBM
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Tabnuua KoMmmMmyTaummn

KabuHet | MpeHTudmkaTtop Ha | UaeHTUMKaTOp Ha naTy- WUpeHTndukatop kabens MpumeyaHue
paboyem mecTe naHesnu B TENIeKOM. NOMeLLeHUun

TR-1-01 CAB-1-01 1 aTax

TR-1-02 CAB-1-02

TR-2-01 CAB-2-01

TR-2-02 CAB-2-02

TR-3-01 CAB-3-01

TR-3-02 CAB-3-02

TR-4-01 CAB-4-01 2 aTax

TR-4-02 CAB-4-02

TR-5-01 CAB-5-01 CepBepHas
TR-5-02 CAB-5-02 CepBepHas
TR-6-01 CAB-6-01 Kade

TR-6-02 CAB-6-02 Kadpe

TR-7-01 CAB-7-01 3 aTax

TR-7-02 CAB-7-02

TR-8-01 CAB-8-01

TR-8-02 CAB-8-02

TR-9-01 CAB-9-01 [MeperoBopHas
TR-9-02 CAB-9-02 [MeperoBopHas
TR-10-01 CAB-10-01 4 9Tax
TR-10-02 CAB-10-02

TR-11-01 CAB-11-01 KommyTatopHas
TR-11-02 CAB-11-02 KommyTatopHas
TR-12-01 CAB-12-01

TR-12-02 CAB-12-02



ObecnevyeHne paboTbl CUCTEMbI
perncTpaummn n aBTopmsanmm
Nonb3oBaTeNnen CeTu



Active Directory



[Iporpammel 1 ApanBepbl, OCYLLIECTBNEHNE
HaCTPOWKN NapamMeTpPOoB NOoAKNHYEHNS K
MHTEPHETY

1 Yepes ytunuty CPU-Z y3HaTb NPON3BOAUTESNIA MAaTEPUHCKON NaThbl.

2 Ha KoMnbloTepe ¢ MIHTEPHETOM, 3aUTN Ha canT NPoON3BOAMNTENA MaTEPUHCKOW NnaTbl U CKavaTb gpansep angd
ceTeBon NnaTbl.

3 Haxatb Ha mon komnbtoTep NKM 1 BbIOpaThb ancneTtyep yCTponcTB.

4 HanTwn ceTeByto nnaTy B NPOYnX yCTpomncTeax, MMbo B CeTEBbLIX aganTtepax.

5 Haxatb no Hemy KM v BbiDpaTb 0OHOBUTL ApanBep.

6 BbibpaTb BeINONHUTL NOUCK ApanBepPOB HA 3TOM KOMMbKOTEPE; OTbICKATb Marnky Co ckadaHHbIM ApanBepoM r
HaxaTb OK.

7 HaxaTb Ha Bce paBHO yCTaHOBUTL 3TOT ApanBeep.

8 [locrne yctaHoBKkM — nepesarpy3nTsb K.



Y4yeT BXoOsALlero n ucxogsawlero Tpaguka
B CETMW.

CneouTb 3a BXOOAWMMN N CXOAALWLMM TpadhuUKOM MOXET 1 caM Monb30BaTerb,
Yyepes BeD-MHTEpdenc
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