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HOBbI METO[ NEPEJAYN OAHHbBIX

Managed File Transfer (MFT) — 3TO nporpammHoe obecneveHune,
ncnonbdyemoe Ans 6es3onacHon nepegadm faHHbIX 4Yepe3 ceTb. MFT
saBngaeTcss 6onee ObICTPbIM METOAOM MO CpaBHEHUO C FTP, cooepXuT
AOMNOMHUTENbHbIE BO3MOXHOCTU LUMPpoBaHMS U obnagaeTr yHUKanbHOM
cucTtemoun NHANBUAYASTbHOMN ayTeHTUdMKaumn, NUCKNoYarLlen
HeobXoANMOCTb MNONb30BaHNSA NAPONAMN.

OCHOBHbI€ OTNN4YKUS OT cywecTByrOLKX nNporpamMmm:

e MFT nyyLUe 3almLLeH, Yem FTP;

« MFT He ucnonb3yeT naponu, BMECTO HUX AONA ayTeHTUuduKauum
MCnonb3yTca UHAMBUAYanbHble SSH, KoTopble ByayT YHUKanbHbI Ans
KaXk[oro nornb3oBaTens;

« [aHHble Ha MFT OyayT 3awmdpoBaHbl, YTO NpeaoTBpaTUT noboe
HeaBTOPU3MPOBaHHOE MUCMONb30BaHMeE.

OTOT OKYMEHT NpeacTaBnsaeT co6on MHCTPYKLUIO MO NONyYeHUIo 0CTyna
K cepBepy MFT.

OGpaTuTte BHMMaHue! Ball HOBbLI NOrNH: RU_username, BaMm
HY>XHO OygeT KonupoBaTb 1 BCTaBMATb €ro KaXkabll pas, koraa Bbl
yBuauTe norne [insert your login].
OrnaBneHwue:

1. FeHepauunsa knoyen

2. YcTaHoBKa WinSCP

3. MNogknoyveHwue k cepsepy B WinSCP
4. HacTporka aBTomMaTnsaumm

proprietary.
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FIOLIJAFO\BAFI MHCTPYKLUWNA

1. CIrEHEPUPYWUTE NNNUYHbIN (PRIVATE) U NYBIUYHbIN (PUBLIC) SSH KITHOY.

[ns aToro, 3arpy3sute nporpammy PuttyGen 0.68 Ana reHepaumm Krntova (He Tpebyet
npae agMUHUCTpaTopa ans 3anycka). Ccblfka Ha ckadnmBaHWe (CCblfika OTKpbIBAETCA
TONbKO B pexXume npocmoTpa (Haxkmute F5). ACTOYHUK:
http://www.chiark.greenend.org.gk/”s@ham/putty/latest.html

L .tar.gz. UTTY-¥.08.Tar. g2 oluyrir) sIguawIe =
4 )

Alternative binary files

The installer packages above will provide all of these (except PuTTYtel). but you can download them one by one if you prefer.

(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry )

putty.exe (the SSH and Telnet client itself)

32-bit: putty.exe or by FTP) signature

64-bit: putty.exe or by FTP) signature

pscp.exe (an SCP client, i.e. command-line secure file copy)

32-bit: pscp.exe or by FTP) signature

64-bit: pscp.exe or by FTP) signature

psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTP)

32-bit: psftp.exe or by FTP) signature

64-bit: psftp.exe or by FTP) signature

puttytel.exe (a Telnet-only client)

32-bit: puttytel.exe or by FTP) signature

64-bt: puttytel.exe or by FTP) signature

plink.exe (a command-line interface to the PuTTY back ends)

32-bit: plink.exe or by FTP) signature

64-bit plink.exe or by FTP) signature.

pageant.exe (an SSH authentication agent for PuTTY, PSCP, PSFTP, and Plink)

32-bat: pageant.exe or by FTP) signature

64-bit: pageant.exe or by FTP) signature

puttygen.exe (a RSA and DSA kev generation utility)

32-bit: - puttygen.exe or by FTP) signature

64-bit: puttygen.exe or by FTP signature

nutty 7in (2 7ZTP archive af all the ahave) 2

[anee HeobxoguMmo 3anycTuTb nporpammy (PuttyGen), y Bac OOIMKHO MOSABUTHLCS
OKHO, Kak nokasaHo Hwxke. UTobbl creHepupoBaTb napy SSH Knwoyen (INYHbIA U
ny6nn4yHbIn), BoIbepuTe NapameTphbl, Kak NoKasaHo HMKE (CTOAT MO YMOSYaHuio), 1

HaXXMunTe «Generate».[ig PUTIY. Key Generator [ x |
File Key Conversions Help
Key
No key.

Actions

Generate a public/private key pair
Load an existing private key file !.pad |
Save the generated key Save public key Save private key
Parameters 1

Type of key to generate: N . N

(®RSA () DSA (O ECDSA (_) ED25519 () SSH-1 (RSA)
Number of bits in a generated key: 2048
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[/BaC MepeaBuMHyTL Ball Kypcop Ha mycTyio obnacTtb, 4TOObI
/9aliHoCTb. [NepeaBuranTe Kypcop A0 OKOHYaHUS reHepaLmu.

: PuTTY Key Generator
File Key Conversions Help
Key

Please generate some randomness by moving the mouse over the blank area.

Actions
Generate a public/private key pair Generate
Load an existing private key file Load

Save the generated key Save public key Save private key
Parameters

Type of key to generate:

® RSA DSA ECDSA ED25519 SSH-1(RSA)
Number of bits in a generated key: 2048

Kak Tonbko napa SSH knto4vern creHepmpoBaHa, BamM NOHago00buTCA COXPaHUTb KNHOYN:
1. Private key: Haxxmute Save private key 4UTOObl COXpaHUTb NUYHLIN (private) KNOY Ha
BaLLEM KOMMbloTepe (Mnun Ha paboyem cTone unm B nanke Mon komnbloTep.
PekomeHgyem cos3gaTb OTAENbHYHO narky Key).
2. Public key MOXXHO COXpaHUTb ABYMSA NYTAMM:

a. My6nuyHbIn (public) KN4 Bbl MOXETe NMOO BbIAENUTb U CKOMMPOBAaTb, Kak 3TO
NnoKasaHo HUXe,

6. JInGo coxpaHuTb Ha BalleM KOMMbIOTEPE HaXkaB Save public key (kntou
coxpaHuTcsa B opmarTe .ppk, OTKpbiBaeTcs B 6r1OKHOTE).

B PUTTY Key Generator =
File Key Conversions Help
o 2a
dwxoFFNLkz9+eyYcGtMgsAr25Y UyiMmOdXHSI 7miHAz6n W1 TZsyy 1UdwBxammZ/VI ity
bALnFRLNDa6Gf 3qpf2wRyildzXUS LewOAcUh StitrVHtbQ 8xdsFIOhDDs47Vpveu8GY
veKMGpleiPx9e 8Gk EiP 81zKGwijt FVLLIkCG7/eQbDNILFV1agdcmu/SrYDXSpl8 Axdc U
I L+UkQ==rsakey-
v
Key fingerprnt. sshsa 2048 6995233 09253000 76 d 151556676200
Key comment: |rsakey-20170323
Key passphrase: \
Confirm passphrase: \
Actions
Generate a public/private key pair ‘ Generate ‘
Load an existing private key file i Lgafl i‘
Save the generated key “» Save public key ][' Save private key j
Parameters 2 6 1
Type of key to generate: . .
(® RSA () DSA (O ECDSA () ED25519 () SSH-1(RSA)
Number of bits in a generated key: 12948 ‘




\VI‘-IHbIl7I (Public) ko4 Ha MFTRussiaTeam@nielsen.com O514
KOHdurypaummn,\8 KadecTBe TeMbl NUCbMa YKaXMUTe Ball JIOrMH (yKa3aH Ha
nepBou CTpaHULe MHCTPYKLUMN).

MFTRussiaTeam@nielsen.com x v

RU_XXX

Hi, my public key is

m B B I U A~ T~ Samsseif ~ Z i o X H-
2. CKAYAUTE U YCTAHOBWUTE SFTP KITMEHT

N cToYHUK: https://winscp.net/download/WinSCP-5.13.4-Setup.exe

(Ccbinnika MOXET CO BpeMeHeM W3MeHUTbcs. B aTom cnydae 3anmgute Ha
CTpaHuLy https://winscp.net/eng/downloads.php 1 BOCMOMbL3yATECH CCLINIKOA U3
pasgena «Download latest WinSCP»)

[na yctaHoBKM MOTpebyloTca npaBa agMuHUCTpaTopa, MO3TOMY CBSXKUTECH,
noxarnywncra ¢ Bawwum IT AgMuHUcTpaTtopom. MHCTPYKLMKN MO YCTAHOBKE:

N Setup - WinSCP = S BRI B sectup- WinsCP -

License Agreement
Please read the following important information before continuing.

Setup Type
What type of setup do you want?

Please read the following License Agreement. You must accept the terms of this (® Typical installation (recommended)
t befol tinuing with the installation.
g Sement befors conting we & ins on - installs to default destination

- installs all components

ifou can also review this license and further details online at: A

https: //winscp.net/ena/docsflicense -enables most typical features
(O Custom installation
A. GNU General Public License - allows full selection of destination, components and features
B. License of WinSCP Icon Set
C. Privacy Policy

A. GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <https://www.fsf.org/>
Everyone is permitted to copy and distribute verbatim copies of this license v

- = e <o =
3 S —
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B, Setup - WinSCP

Initial User Settings

Please, select your preferred user interface options.

B, Setup - WinSCP =

Ready to Install
Setup is now ready to begin installing WinSCP on your computer,

User interface style
(® Commander

(O Explorer

- two panels (left for local directory, right for remote
directory)

- keyboard shortcuts like in Norton Commander (and other
similar programs as Total Commander, Midnight
Commander...)

- drag & drop to/from both panels

- only remote directory
- keyboard shortcuts like in Windows Explorer
-drag &drop

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location: A
C:\Program Files (x86)\WinSCP

Setup type:
Typical installation

Selected components:
WinSCP application
Drag & drop shell extension (allows direct downloads, may require restart)
Pageant (SSH authentication agent)
PuTTYgen (key generator)
Translations

| Hep | <Back ([ sl |)| cancel
AN

Completing the WinSCP Setup
Wizard

Setup has finished installing WinSCP on your computer, The
application may be launched by selecting the installed
shortcuts.

Click Finish to exit Setup.

Launch WinSCP

[[] Open Getting started page

Please consider donating to support WinSCP development.

Donate $9 .
Donate $18 | m Pal

Donate $45 =

About donations BRI visa 5 7 o e




3. HacTpoiika cepBepa u noaknioyeHume:

1. MNMocne 3anycka WinSCP aBToOMaTM4eCKM OTKpbIBAET OKHO ceccuit. Bnmwunte
JaHHble 0 NOAKMIYEHUN N HAaXXMUTE Advanced:

Sl EA | B
o X
@ New Site Session
File protocol:
SFTP v |
Host name: Port number:
eumft.nielsen.com 25

User name:

Password:

[insert your login]

Save

| Elogn |» Close Help

proprietary.
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@
2. OkHO Advanced. HacTponka ncnonb3oBaHus Krntoya wndposaHus (Private Key):

PR

X

Advanced Site Settings

Environment
Directories
- Recyde bin

S Key exchange

- Authentication
Note
Color v

[]Bypass authentication entirely

Authentication options

EI Attempt authentication using Pageant

Attempt 'keyboard-interactive' authentication
Respond with password to the first prompt
Attempt TIS or CryptoCard authentication (S5H-1)

Authentication parameters
[] Allow agent forwarding
Private key file:

[insert path to your private key here]|

| O o D |

GSSAPI
Attempt GSSAPI authentication

[] Allow GSSAPI credential delegation

Help r




¢ 3. CoxpaHuTe HaCTPOMKN ceccum

Login
B Log

G New Site

Session
File protocol:
SFTP

Host name:

Port number:

|eumft.nielsen.com

LAl
\ 2

User name: Password:

I

|[insert your login]

|

(C=_Tp

El
5.4 \

7 Advanced... IV

proprietary.

i

Session

File protocol:

L

SFTP

|

Save session as site

Site name:

Port number:
22 Lal

@eumft.nielsen.com

ord:

Folder:

<none>

Advanced... iV]

Save password (not recommended)

[] create desktop shortcut

Manage V¥

Close




4. MopkntoymTechb K MFT, ABaxadbl LLENKHYB MO Ballen COXpaHEeHHOW Ceccum.

By Login = X
G New Site Session
&4 [insert your login] @eumft.nielsen.com File protocol:
SFTP
Host name: Port number:
eumft.nielsen.com 22
User name: Password:
[insert your login]
Edit Advanced... |¥
Tools v | Manage v Close | | Help

proprietary.

5. MNocne nogkroyeHus 3angnte B MeHto Options — Preferences — Transfer — Endurance

B pasgene ,Enable transfer resume/transfer to temporary filename for

BblbepuTe ,,Disable”

o BcemM AONONHUTENBHBIM BOrMNpocaM Bbl MOXETE o6pau_|,aTbc;| K CBOEMY KOHTAKTHOMY

nuuy B Nielsen.
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3. HacTtpouka aBTOMaTtnyeckou BbIrpy3ku AaHHbIX Ha MFT-cepBep Nielsen
(TpebyloTca npaBa agMUHUCTpaToOpa):

1. [1na npogomkeHus BaM NoHagobaTcs ABa A0ONOMNHUTENbHbIX dhanna:
. Winscp_Prefs.txt — cooep>XXuT napameTpbl NOAKITHYEeHNA K MFT B TEKCTOBOM BUAE.

. Winscp_Start.bat — CKpNT, MHULNUPYHOLLINUW NOAKITHOYEHWE C 3a4aHHbIMU
npeabioywmm dpanniom napametTpamu.

O6partntechb kK CBOEMY KOHTAKTHOMY nuuy B Nielsen A45isi NONyYeHUs CCbISKM Ha
ckaymBaHue obounx pannos.

2. Co3pganTte Ha gucke C :\ HoBYto nanky ¢ uMeHeM Nielsen_MFT_script. [lomecTtute
Tyna oba pavna.

3. Cospaiite Ha ancke C :\ HoByto nanky ¢ umeHem Nielsen_MFT_key. CkonupyiiTte
Ty[a Ball NpUBaTHbIN KoY LWMEPOBaHUS (CO3A4aH Ha CTP.4 3TON MHCTPYKLUUNK).

4. CosganTte Ha aucke C:\ HoByto nanky ¢ umeHem Upload_to_Nielsen

5. Moandomnkaumsa Winscp_Prefs.txt nog BaLle NoaKIoveHune:
[insert your login] — 3amMeHUTb Ha BaLl noruH MFT

[Key_Name.ppk] — 3aMeHUTL Ha MM (parna BalLero NprUBaTHOrO Krito4ya
LUncbpoBaHUA

6. ( !! TONbKO ecnn y Bac ycTaHoBneHa 32-6utHasi Bepcunsa Windows)
Moaudukaumns Winscp_Start.bat:

C:\Program Files (x86)\WinSCP\winscp.com

3aMeHUTb Ha

C:\Program Files\WinSCP\winscp.com

**[NpoposmkeHne Ha cnegyrowen cTtpaHmuye. **



N

7. pegBaputenibHOe TeCTUpoBaHWE KOHQUrypaumn:
. B nanky «C:\Upload_To_Nielsen» nomecTtute fobomn yH1KanbHbI TECTOBLIN hansn.
. 3anyctute pann C:\Nielsen_MFT_script\Winscp_start.bat

. CBakuTEeCb BalLMM KOHTaAKTHbLIM N1LOM B Nielsen, YTOBbI y4OCTOBEPUTLCH, UTO
doans ycrneLHo 3arpysuncs.

e B cnyyae ycnexa nepexoauTe K wary 8. Ecnu tectoBbIn than Tak U He
nosaBunca Ha MFT, nepenpoBepbTe waru 3.1-7.

8. OTkpownTe Control Panel — Administrative Tools — Task Scheduler

9. B 30He Actions BblbepuTe «Create Basic Task...»

(€] Task Scheduler - g
File Action View Help

«=|zE  E

@ ;;sl;Sc::d:l:r (Il.ocLaiL] Name Status Triggers Next Run Time Last Run Time Actions
b ask Scheduler Library >
- : 102018130000 19102018152 | | TaskScheduler Library ) 4
Create Basic Task Wizard 10.10.2018 13:00:00 19.10.2018 15: \ £ ry
0.10.2018 7:29:24  19.10.2018 7:2¢ ®] Create Basic Task...
‘fi@ Create a Basic Task 9.10.2018 17:29:24  19.10.2018 16:2 e e T
Never T
2.10.2018 11:25:49  Never Import fasks,
Create a Basic Task 2.10.201817:32:58  Never [ Display All Running Tasks
Use this wizard to quickly schedule a common task. For more advanced options or settings 1 ol - " )
Trigger such as multiple task actions or triggers, use the Create Task command in the Actions pane. 0:;??2:: 1?; i&] Disable All Tasks History
Action Name: 19.06.2015 152 1 New Folder...
il Description: 17102018 10< View 4
chertTrys |G| Refresh
Help
| ~| | Selected Item -
P Run
= End
& Disable
Export...
& Properties
K Delete
Help
| Cancel \

® Run only when user is logged on
Run whether user is logged on or not
Do not store password. The task will only have access to local resources

Run with highest privileges

proprietary.
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10. Bn1wmte HasgaHwe 3afaqm, Next >

Create a Basic Task

Create a Basic Task Use this wizard to quickly schedule a common task. For more advanced options or settings
Trigger such as multiple task actions or triggers, use the Create Task command in the Actions pane.

Action Name: ’Wm HOBOW 33434
Finish

Description: l

< Back | Next > H Cancel ‘

11. Bbl6epVITe KaKk 4acTto 6y,u,eT 3anyckaTbcs 3arpy3ka gaHHbiX, Next >.

Task Trigger

Create a Basic Task When do you want the task to start?
b

Weekly ®
Action Weekly

Finish O Monthly
() Onetime
(©) When the computer starts
() Whenlog on
(©) When a specific event is logged

| Net> || cancel
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12. 3apaiTe TOYHOE pacnucaHue 3anycka,cTapT omkeH ObiTb B ByayLiem, a He B
npoLuniom, Next > /-

Weekly

Q(;r-eatea e fack Start: |22.10.2018 @~ \ |12:08:23 %' [] Synchronize across time zones
rigger

Weekly Recur every: weeks on:

Action
Finich [] Sunday [] Monday [ ] Tuesday [ | Wednesday

[] Thursday [ | Friday [ ] Saturday

13. BbibepuTe Start a program, Next >

Action

Create a Basic Task
Trigger What action do you want the task to perform?

Weekly

(®) Start a program

i () Send an e-mail (deprecated)
() Display a message (deprecated)

proprietary.
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14. B .none Program/script Bnuwwimte C:\Nielsen_MFT_script\Winscp_start.bat , Next >

Start a Program

Create a Basic Task

Trigger Program/script:
Weekly ||

Action

Add arguments optional

Finish Start in (optional):

13. MpoBepbTe NpaBUbHOCTb NapaMeTpoB, Finish.

Summary

Create a Basic Task

Trigger Name: l

Weekly
Action
Start a Program

Description:

Trigger: IWeekly; At 12:08 every Sunday of every week, starting 22.10.2018

Action: lStart a program; Winscp_start.bat

[_] Open the Properties dialog for this task when | click Finish
When you click Finish, the new task will be created and added to your Windows schedule.

< Back Finish Cancel

proprietary.
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