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 Clowns and S S

Whoever doesn't want to work as a clown for
+ a faggot will work as a faggot for a clown. For
+ the same small price. Victor Pelevin.




Oroesopka no Mpeicy unu len-ckaspan B

OKpYy)XeHuu [depunacku

[haeHoe / Lloy-busnecc  Onybnukosan(a): dima.bedusenko 10-02-2018,11:44 = 11 641
=0

| ) | | |
Main mission .
Identify the owner of -tl.v'e

website with picrelated
article compromat.group



Enumerating similar domains

We started looking for the websites mirroring
content from compromat.group website. '
Successfully identified:

e http.//kompromat.group/

® https.//compromat.pro/

e http.//Compromat.ws
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KOMIPOMAT

MONUTUKA

Yr, 05 mana 2022 13:29:42

A CBOAKA PACUIELJOBAHWSA KPUMUHAN BJ/IACTb SKOHOMUKA CINELCTYXBbI

Koppynuus locctpyktypel  ®uHancel  KoHtpabanga Peiigepbl  Youiictea Hapkomadua Bopel

Hocbe A b B r n E X 3 M K 7 M H 0 M P C T Y o

MNOCNEAHME HOBOCTH

05.05.2022

1620 EaHny HECOBEPLWEHHONETHUX HEOHAUWUCTOB 3aAepXKanu 3a
OCKBEpPHEHMKE BeyHoro orHs

16:00 Yetbipe yenoseka norubnu e AT Ha poccuiickoi Tpacce

1600 CbIH 3KC-MUHUCTPA 060POHbI POCCHM M36MN BEPEMERHYHO
AesyLky 8 MoAMOCKOBbe

1548 Jlugep ayeiiku TepobopoHbl YKpauHsl NMKBUAKPOBAH
Pocreapauerit

15:35  [lyTMHa NONPOCKMAM NPOBECTH OTKPbITbIA YPOK Ans AeTel

1527 [lBoe NOApOCTKOB NPeACTaHyT nepen CyAOM 3a YOUIACTBO
pOCCUSHMHA U pa3boi

1500 PoccusHKa Halna 0CTaHKW Yenoseka B Napke Ha cesepe
Metepbypra

15:00 B locayMe OTBETMAM Ha MHDOPMALIAIO 06 OTMPaBAEHHbIX
YKpauHe pa3sefaaHHbixX

Anekcangp [lemeHTbes nobun Bucku

LLIOY-BU3HECC

ONr  Onurapxu

BJ10TU

Baxuo (ratbu

u 4 11} w 3 0o 4

YUTAIOT KOMMEHTUPYIOT

POCTPAHCHAL3OP u Hag3upatenu 3a
MUAMAPAAMM @ 5 515 392

Kpuctuha AcMyc B dunbme TekcT - nocTenbHas
CUeHa ® 1748 304

Anekcelt Abacos u Butanuit ABacos: Ha Koro
paboTanu reHuu KOppPYNLMOHHBIX CXeM
® 800 925

[MpoBoauTCA NpoBepKa M3-3a BUAEO C
KEeHLUMHOM, A3BLIEIA Ha YXXUH ManeHbKOMYy
MansyuKy UCMOb30BaHHYIO XBAUKY U
M3OuBLUEH ero @ 533 420

[obusan. OnybnnMkosaHo BUAEO YOHIACTBA
«BOPOB B 3aKOHEe» ACTUKA U XacuKa @ 478 475

PacctpensHHbIii 8 Mockse yeMnuoH Awot
bongx 6bin NpUYacTeH K OpraHu3aLmm

R LR MR . B R | S S < L
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KOMIIPOMAT

MOJIMTUKA

Ur, 05 mas 2022 13:29:50

KPUMUHAI BJIACTb 3KOHOMUKA CIELLCITYXBbI

PACCJIELOBAHMSA

LLOY-BU3HECC

BJ/IOTU

Koppynuus locctpyktypsl  @uHakchl  KoHTpabanpga Peiipepol  YouiictBa Hapkomadwus Bopel

Hocbe A b B r n E X 3 " K 71 M H 0 M P C T Y O

MNOCNEAHVE HOBOCTH

05.05.2022

16:20 BaHﬂyHECOBEDNEHHOHGTHMXHEOHauMCTOB3aﬂepmaﬂu33
ockBepHexue BeyHoro orxs

1600 Yetbipe yenoseka norubnu 8 [1TI1 Ha poccuitckom Tpacce

16:00  CblH 3KC-MUHUCTPa@ 060pOHbI POCCMM M36uN BepeMeHHy
Aesywky 8 [oAMOCKoBbE

15148 Jlupep syeiku TepobopoHbl YKpauHsl NMKBUMAKPOBAH
Pocreapaueit

15:35  [lyTMHa NONPOCUAW NPOBECTH OTKPbITHIM YPOK ANS AETEH

1527  [lBoe NoapoCTKOB NPeACTaHyT Nepes CyAoM 3a YBUCTBo

ToMcKui1 MeLleHaT ¢ A BOMHbIM AHOM POCCHSHMUHA U Pa3boil

ctas durypa. 370 o4eHb GoraThiit UenoBek, CIOXHOXapaKTePHbIN, 15:00

PoccusHKa Halna 0CTaHKM YenoBeKa B Napke Ha cesepe
Metepbypra

OMnr  Onurapxu

BaxHo (ratbu

U u 1] u 3 o 4

YHTAIOT KOMMEHTUPYIOT

POCTPAHCHAL30P u Hag3upatenu 3a
MUANWAPAAMKM ® 5 515 392

Kpuctura Acmyc B8 dunbme TekcT - nocTenbHas
CleHa ® 1748 304

Anekceit Abacos 1 Butanuit ABacos: Ha Koro
paboTanu reHMu KOppPYNLMOHHBIX CXEM
800 926

lpoBoauTCA NpoBepKa M3-3a BUAEO C
KEHLUMHOW, A3BLUEH Ha YXXUH ManeHbKoMy
Manb4uKy MCNO/b30BAHHYIO KBAYKY M
U3OMBLLEN ero @ 533 420

[Nobusan. Ony6nnkosaHo BUAEO YOUICTBA
«BOPOB B 33KOHE» ACTUKA U XacuKa ® 478 475

1500 B locayme oTBETUNM Ha MHGOPMALWMIO 06 OTN
YKpauHe pa3senaaHHbix

Lightshot

Screenshot is saved to Screenshot_56.png. Click here to

Anekcanap [leMeHTbeB nto6UN BUCKU m e the fokter
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FOPSIYEE AuaoT  KAKY

BHUK KY3HELIOB MOIYYUI C

OXEHIIA? Q v f @

OMIPOMAT

BeChb COpP B onmHo# us3be

[NIABHAl ~ PEAKOMETMA  JIEHTA  O/IMTAPXM  MUMHWCTPbI  [EMYTATBI  NO/MUMA ~ YMHOBHUKW  CMIELIC/IYXBbl  MPOKYPOPbI ~ BPATBA  PA3HOE

BCE MHCAMADI B
HALLIEM TELEGRAM

Bribop peakimu

POACTBEHHULLY
9KC-COBNAZAE/NbLIA
MK "SILLMA",
CBE)XABLLEFO OT
KPEAUTOPOB B

IA2DAIANL

Lightshot

Screenshot is saved to Screenshot_57.png. Click here to
open in the folder,



INTERNET ARCHIVE |hl’(ps:.’/compromat.'.vsf
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PAVAR 2022

ﬁ Cratbk Paccnenosanua Cnyxu

29.03.2019
15.03.2019
13.03.2019
01.11.2018
03.08.2018
14.06.2018
10.10.2017
12.02.2016

01.05.2022

30.04.2022
30.04.2022
30.04.2022

KOMNPOMAT

MnwuTe Ham

23:17 OuepepHan «BowHa» [loTaHuHa

05:34 3arorynuHa l[lotaHuHa

05:34 Onurapxuuyeckuit ananapk — 2019

05:34 benbruinckasa nuuua ot Onepckoro

05:34 MHorocraHouHuk Unbaap Y36eKoB BbIBOAKUT BCE, YTO MOXKHO
05:34 «Pewana» ot bapuHa AnexkcaHap I paHOBCKMi

05:34 MypmaHckana nobupyiuka

05:34 Kpacusas wwu3Hb B JloHgoHe 3akoHYyMnach UHTepnonom

10:06 Kak B CankT-lMeTepbypre KaHanu3auua pacTeknach o XuabiM A0Mam, 1
NOYEMY YMHOBHUKM BUHAT KUTENEN U NaHAEMUIO

14:52 Y10 M3MeRUTCA B XU3HU poccusH ¢ 1 mas 2022 roaa?
13:06 Kak Oner Boitko 13 6aHanbHOr0 pocTOBLUMKA AOPOC A0 «MMOHEPA DUHTEXE®
13:06 MNnecexb v aHTMbMOTUKM B Kedupe «Koposka n3 KopeHosku» u «b.10.

https://web.archive.org/web/20220501074320/ https://compromat.ws/ 8 B «My-My> u «BkycBunn» — MeHblle xupa

40427
238452
27253
59564
27853
26643
25392
27163

3983

2326
3055
4993

Poccus Ykpauna Tern @ £

O = O O O O O =

(o] Hlon) ao]

Ao B IR

(Fam)

pectynHas Poccus

Pacctpen ABYX «BOpPOB B 3aKOHE>
MPOU30LWIEN Ha rnasax y pe6eHKa

«f Bena ceba Kak HopManbHbIN
ropoXaHuH». YMHOBHMLE U3
leTpo3aBoacka
NPOKOMMEHTUPOBaNa CBOW Yrpo3bl
MYCOpPALLMM B ee ABOpE I0AAM

MyTvH NpU3Ban TEP3aTh U TPACTH
YWHOBHUKOB

bbIBLUMIA ONEpaTUBHUK
UHrywckoro LieHTpa «3»,
OCYXXAEHHDbI 33 MbITKK, BbILLEN Ha
csoboay

O rayMe Hal AETCKUM CMOPTOM
PaCcCKa3an yBONEHHbIA U3 WKOAbI
ONUMNUICKOTO pe3epBsa TPeHep
no bokcy B Bonrorpage

CTT L il 8L S TR L s MR R T



Tools API Research Data

Reverse IP Lookup

Find all sites hosted on = given server.

Domain / 1P

DNS Report

Provides a comp eport on your DNS s

Domain (;

IP Location Finder

Find the geographic location of an IP Address.

Is My Site Down

site is actually down or not.

ewdNS.inFo

Reverse Whois Lookup

Find domain nam ned by an individual or company.
t Name or Email Ad

. [|eo]

Reverse MX Lookup

Find all sites that use a given mail server.

’ | e

Chinese Firewall Test

‘ ite iz accessible from China.
[co]

Iran Firewall Test

whether a site is accessible in Iran.

IP History

Show historical IP addresses for a domain.

Reverse NS Lookup

Find all sites that use a given namese

Jco]
DNS Propagation Checker
Check whether recent DNS changes have propagated.

| co]
Domain / IP Whois
Lookup information on a Domain or IP address.

ain / IP

VIEWDNS.INFO

Framework for technical
OSINT. Reverse IP Lookup,
Whois lookup, IP History etc.
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.
_ IP History
results |

For compromat.pro
website

Russian IP addresses is a
win for law enforcement,
but we needed to go
deeper




Bypassing Cloudflare IP
protection

Most of the websites we have
identitied used Cloudflare IP
protection. So.we came up W/th using
WAF Bypass too/

https.//github.com/vincehtcox/bypas '
s-firewalls-by-DNS-history |



° : +
bdacksp4ce@bksp-acer-2: $ bash bypass-fi
rewalls-by-DNS-history.sh -d compromat.group
\\ /LR R U : m
AT e ) IR T A B B D B el e
ALY A Y A Y R SR IR e & B b i [ O S ’
o W EaEa (] T 1 T B T T S e . .
Y A R S Y \_} : i_/ R S, This script will try to find:
A '

Via DNS history. ( @vincentcox_be | vincentcox.com ) - the direct IP address of a server
jq: error (at <stdin>:0): Cannot index string with string "dns_names” behind a ﬁrewa// like CIOUdf/al‘e,'
jq: error (at <stdin>:5): Cannot iterate over null (null) S
parse error: Invalid numeric literal at line 3, column 0 lncapSU/a/ SUCURI ...
[-] 1 Domains collected... ‘ - an old server which still running
[-] Scraping IP's from (sub)domains (160%) . .
[-] 12 IP's gathered from DNS history... the same (inactive and
[-] Launching requests to origin servers... unmaintained) Website not
[-] waiting on replies from origin servers... . X X 4
[+] Bypass found! receiving active traffic because the
[IP] [Confidence] [Organisation] . P
https://5.45.64.21 100 % AS58061 Scalaxy B.V. A DNS record is not pointing
http://83.243.68.157 85 % AS42065 ZAO ElectronTelecom towards it
http://5.45.64.2 85 % AS58061 Scalaxy B.V. |:|
bdackspdce@bksp-acer-2: S

-



Whois Domain Bot

bot

N NUpS:/regru.link/Wyr/ccx

/whois politobzor.net

politobzor.net - 5.8.79.230

Domain name: politobzor.net

Registry Domain ID: 1770408572_DOMAIN_NET-VRSN
Registrar WHOIS Server: whois.reg.com

Registrar URL: https://www.reg.com

Registrar URL: https://www.reg.ru

Updated Date: 2021-03-21T04:34:43Z

Creation Date: 2013-01-02T04:09:00Z

Registrar Registration Expiration Date: 2023-01-02T04:09:00Z
Registrar: Registrar of domain names REG.RU LLC
Registrar IANA ID: 1606

Registrar Abuse Contact Email: abuse@reg.ru
Registrar Abuse Contact Phone: +7.4955801111
Status: clientTransferProhibited http://www.icann.org
[epp#clientTransferProhibited

Registry Registrant ID:

Registrant Name: Andrei Ermilov

Registrant Organization: VO-media, LLC

+

N
Whois Domain
' Bot

Whois information
about IP address or
domain in pocket
format




3aKasbl Ha caiite nike-store-online.ru NPUHUMAIOTCA KPYIOCYTOYHO

1

PHIHOK Mo

Bonrorpagckui
NPocnexkT

Q OtxpuiTe B Aupexc.KapTax i Cozpnate cBOW KapTy

orpuun 316222500123032

ApeHa-11af

N [pobku & Cnon v

£

&,

Muty-macu

—100m— ™

© Axpekc Ycnosusa MCNonb3osaHua

GO STUPID
GO CRAZY




orpHun 316222500123032

&) KapTuHku Q Kaptel [ Hosoctu (*]) Bugeo : Ewe

https://www.rusprofile.ru > Nposepka UM ~ Go s, UPID

1M MasnoB Anekcen CeaTocnaBoBuY - Rusprofile

OrPHUMN: 316222500123032: oT 14 okTa6ps 2016 r. UHH: 222400320279. aTa
pernctpaumun: 14.10.2016. Agpec: ANTaluCKUin Kpawn, ropod bapHayn.
https://checko.ru > pavlov-aleksey-316222500123032 ~

WM MasnoB Anekcen CBATOCNABOBUY - YHEeKKO

WM Maenos Anekcewn CeaTocnasoBuy - OrPH 316222500123032 - HH
222400320279 - PervoH He yka3aH - PEKBU3UThI - KOHTaKTbl - CBE1€HUA 0...




giveaway-eth com (o |2 G
B Malicious Activity!

URL: giveaway-eth.com/
Submission: On April 30 via manual (April 30th 2018, 9:11:44 pm UTC) from GBSf&

ASummary #*HTTP 15 A Redirects W Behaviour @  €*Indicators | & Similar EIDOM [ Content BRAPI ‘
Summary Screenshot 4 Live screenshot | = 2Full Image

This website contacted 6 IPs in 1 countries across 5 domains to perform 15 HTTP transactions. *umwm?gxgn

e r.ammummm
The main IPis 207.174.214.239, located in United States and belongs to PUBLIC-DOMAIN-
REGISTRY - PDR, US. The main domain is giveaway-eth.com.

ETH Aibinvas: DO2HEORIILE TS

h.com scanned 4 times on urlscan.io

urlscan.io Verdict: Potentially Malicious @

Targeting these brands: ™E Generic Crypto

Live information

Google Safe Browsing: @
Domain created: August 25th 2021, 16:27:11 (UTC)

N 3 : Detected technologies
Domain registrar: Wild West Domains, LLC

& Ruby

& Ruby on Rails

# Apache
IP/ASNs IP Detail Domains Certs & jQuery

Twitter Bootstrap

Domain & IP information

& IP Address

1 207.174.214.239 394695 (PUBLIC-DOMAIN-REGISTRY - PDR) Page Statistics

146 (HIGHWINDS3 - Highwinds Network Group) 1 5 O

5 (CLOUDFLARENET - Cloudflare)
169 (GOOGLE - Google LLC)

54113 (FASTLY - Fastly)




giveaway-eth.com
B Malicious Activity!

URL: giveaway-eth.com/
Submission: On April 30 via manual (April 30th 2018, 9:11:44 pm UTC) from GBEE

ASummary *HTTP 15 A Redirects WMBehaviour @  4*indicators | & Similar EIDOM [ Content BEAPI \

15 HTTP transactions

Method Resource Time Type P
Protocol Status Path Latency MIME-Type

OcGET 200 [EEETETN 256ms Document

H/1.1 OK giveaway-eth.com/ text/html

OGET 200 bootstrap.min.c 26ms  Stylesheet 1
H/1.1 OK maxcdn.bootstrapcdn.com/bootstrap/4.0.0/css/ text/css == Highwinds Network...
OGET 200 overrides.min.css?18005c9c8eb4363¢ 57ms  Stylesheet 104.16.54
S blockchain.info/Resources/ text/css == Cloudflare
O GET jquery.min.js 51ms  Script 104.16.54
S blockchain.info/Resources/js/ application/javascript =E Cloudflare
O GET bootstrap.min.js?18005¢9c8eb43636 45ms  Script 104.16.54
S blockchain.info/Resources/js/ application/javascript =E Cloudflare
OGET ared.min.js?18005c9c8eb4363¢ 57ms  Script 104.16.54
S blockchain.info/Resources/js/ application/javascript =E Cloudflare
O GET blockchain.css?18005c9c8eb43636 71ms  Stylesheet 104.16.54.3
S blockchain.info/Resources/css/ text/css == Cloudflare
OGET payment-request 18005¢c9c8eb4363 Stylesheet 104.16.54
S blockchain.info/Resources/ text/css == Cloudflare

O GET p-overrides.css?18005c9c8eb43636 Stylesheet 104.16.54.3
S text/css == Cloudflare
OGET chart?cht=qr&chs=300x300&chI=0xD 9E75B824F4DfC376E9F24C119eD3 Image
H/1.1 F3&chld=H%7C image/png

chart.apis.google.com/

OGET T1X5ZPT.gif 32ms  Image

S i.imgur.com/ image/gif




b"ilt with Tools ¥ Features ¥ Plans Customers Resources '

NIKE-OFF.RU : BuiltWith.'com

Technology Profile Detailed Technology Profile Meta Data Profile Relationship Profile Redirect H

Find out what websites are
Analytics and Tracking Ve e bUI/t W/th

&lLeadback Analvii JT /(:
Leadback Usage Statistics - Download List of All Websites using Leadback ha yt/CS an rac Ing
Russian based call conversion application.

Russion b - JavaScript Libraries
and Functions

fl Yandex Metrika
Yandex Metrika Usage Statistics - Download List of All Websi ng Yandex Metrika WebmaSter

A free Russian tool for increasing the conversion of the site. Watch for key performance site, analyze visitor behavior, Re I'Stra tl'on
luate the impact of advertising campaigns. g

surement - Conversion Optimizatior




© Scan & Investigate 3 Monitor &% Configure ~

Feodo Botnet Analysis

overview @ Correlations..~ = Browse b

Total Data Elements Correlations Top 5 Data Families
15,622
Unique Data Elements
7,245

Errors

3

B Scan [c49762c7643clel7bfe6ff45eed0e61559dc80b36a548382b9d17518ef697b0b] completed.

0.
)
J I I
0

&

Data Elements: Unique vs. Non-unique

Non-unique

- SpiderFoot HX

Framework for-.
website, IP

I ERNEIRIES
etc. OSINT










)
'
3




politobzor.net o

@ overview @ Correlations...~ = Browse by... v

@ visualize...~ 8 Settings -\ State

< RUNNING £ Elements: 21,395 © Correlations:0 @ Duration: 0:37

H Logs~

Data Summary > Data Type: Affiliate - Email Address (29 results)

Affiliate - Email Address E-Mail Address Extractor

ermilov@mail.ru

Affiliate - Email Address E-Mail Address Extractor

abusereport@key-systems.net

AEER DS

Domain Whois Whois 53 12 [ 1)

Domain Name: POLITOBZOR.NET
Registry Domain ID: 1770408572 DOMAIN NET-VRSN
Registrar WHOIS Server: whois.reg.com

Similar Domain - Whois Whois ..—’-; 3 0o

Domain Name: POLOTOBZOR.NET
Registry Domain ID: 2644558375 DOMAIN NET-VRSN
Registrar WHOIS Server: whois.rrpproxy.net




