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Browser Artifacts

 Which kinds of Browsers exists

— Chromes

— Firefox

— Internet Explorer
— Safari

— Opera




Webbrowser functionality and artifacts

 Functions e Artifacts

* Browse internet Bookmarks

* Incognito / InPrivate / History (browse, form,
Private browsing search, download)

* Sandboxing Cache

* Upload/download files Cookies

e User data / Profile Stored credentials
* Add-ons/extensions/pl Settings /

ugins Configuration



Browser Artifacts

 Evidence Left Behind:-

— Cache

— Bookmarks

— Browsing History (visited URLSs)
— Cookies

— Downloads

— Stored credentials




Browser Artifacts @

Internet Explorer

e Windows 7

— C:\Users\user\AppDataLocal\Microsoft\Windows\
Temporary Internet Files\

* Windows 8-10
* Extensible Storage Engine *.edb/.dat — JETBlue-Files—

e WebCacheV01.dat




Browser Artifacts @
Mozilla Firefox
* %\Users\[Nutzer]\AppData\Roaming\Mozilla\
Firefox\Profiles\[Profil-ID]\

e addons.sqlite
 Bookmarks.html
* places.sqglite

e cookies.sqglite

* formhistory.sqlite
* signons.sqlite




Browser Artifacts

e
Chrome

* %\Users\[Nutzer]\AppData\Local\Google\
Chrome\User Data\default

* History

e Cookies

 Logindata = .....




Anonymous Browsing - Tor

Tor
Tor (The Onion Router)

Portable browsers (Tor browser bundle, Portable FF)

Use on Windows, Mac OS X, or Linux without needing to
install

Run off USB flash drive
https://www.torproject.org

Tor Add-On Firefox




Anonymous Browsing - Tor

Tor

* Runs Private Mode (website history & cookies etc.
deleted)
* Only trace evidence [ RAM
— RAM capture
— RAM carving (.tor, .onion URLS)
— Pagefile.sys (possibly)

 Tor Browser websites transmitted via Tor

— Check internet history for proxies




Anonymous Browsing - Tor

( N T r———
5 Vidalia Control Panel =@ % | TorBrowser
& Areyou using Tor?
Status

¢ 2 0 Y @ @ httpsi//checktorproject.org/7lang=en-US&small=18wptodate=1
Connected to the Tor network!

¢ a'Srmpage P B d~

- Congratulations. Your browser is configured to use Tor.
idalia Shortcuts
@ 00
Stop Tor + = SetupRelaying
= Please refer to the Tor website for further information about using Tor safely. You are now free to browse the Internet anonymously.
@ View the Network ‘ Use a New Identity
,, Your IP address appears to be: 93.182.129.84
B, Bandnidth Graph (@) Help € About

[/ message Log 2 settings Exit
Show this window on startup

This page is also available in the following languages:

iyys (Arabiya) Burmese Zesky dansk Deutsch EMviaé (Ellinika) English espafiol Estonian ,u)Li (Firsi) suomi francais Italiano EJZE (Nihongo) morsk (bokmdl)
Nederlands polski Portugués Portugués do Brasil romind Pycemedt (Russkij) Thai Tirkce yxpaimcsxa (ukrajins'ka) Vietnamese X (i)

New IP Address!

. V)




Anonymous Browsing - Tor

* Live operating system
e Run from DVD, USB or SD card.

* Preserves privacy and anonymity

— Internet anonymously - connections go through Tor
network

— Application connecting directly to Internet -
automatically blocked

— Leaves no trace of Web Browser artifacts on the
computer

* Download from
https://tails.boum.org/index.en.html




Anonymous Browsing - TAILS

Live operating system
Run from DVD, USB or SD card.

Preserves privacy and anonymity

— Internet anonymously - connections go through Tor
network

— Application connecting directly to Internet - automatically
blocked

— Leaves no trace of Web Browser artifacts on the computer
Download from https://tails.boum.org/index.en.html




Example Firefox Practical

e Stores information about visited Websites in SQLite Database

® On Win7/Vista:
C:\Users\%USERNAME%\AppData\Roaming\Mozilla\Firefox\Profiles
\%PROFILE%.default\places.sqlite

® On XP:

C:\Documents and Settings\% USERNAME%\Application
Data\Mozilla\Firefox\Profiles\%PROFILE%.default\places.sqlite

® On Mac/0SX
/Users/SUSER/Library/Application Support/Firefox/Profiles/SPROFILE.default/places.sqlite

® On Linux

/home/SUSER/.mozilla/firefox/SPROFILE.default/places.sqlite

=
—_—




Firefox Practical

* Locate places.sqlite

) » Computer » OS(C:) » Benutzer » cy » AppData » Roaming » Mozilla » Firefox » Profiles » vilg92sn.default »

|| localstore.rdt

__| logins.json

.| marionette.log

__| mimeTypes.rdf

__| netpredictions.sqlite
__| parent.lock

__| permissions.sqlite
__| places.sqglite

__| places.sqlite-shm

| nlarec ealite-wal

15.10.2U13 1b:4Y
23.09.2014 08:43
08.04.2014 14:23
08.10.2014 10:35
12.06.2014 17:47
13.10.2014 09:51
10.10.2014 16:59
13.10.2014 16:44

13.10.2014 09:51
1210 2N14 1A-5Q

KUF-Uatel 2% KB
JSON-Datei 1KB
Textdokument 1 KB
RDF-Datei 15 KB
SQLITE-Datei 736 KB
LOCK-Datei 0 KB
SQLITE-Datei 64 KB
SQLITE-Datei 10.240 KB
SQLITE-SHM-Datei 32KB
SO TTE-WAI -Natei RS KR




Firefox Practical

SELECT name, time, number FROM TABLE1




Firefox Practical

* Overview of visited Websites
SELECT url, last_visit_date, visit_count FROM moz_places

3 Database Browser for SQLite - C:/Users/cy/AppVDala/Roa;in‘g/MozilIa/Firefox/Proﬁles/viIgQZsmdefauIt/places.sqlite E@g
File Edit View Help
¢ New Database & Open Database {4 Write Changes % Revert Changes
DB Schema g X
| Database Structure | BrowseData | EditPragmas | ExecuteSQL
- Name =
0@ » N 4[] Tobles (13)
b [] moz_anno_attributes
SQL1 . . £
1@ > =] moz_annos

> || moz_bookmarks

> [] moz_bookmarks_roots
> =] moz_favicons

=] moz_historyvisits

> || moz_hosts

b [ ] moz_inputhistory

> || moz_items_annos

> B moz_keywords

4 [F moz_places

1 SELECT url, last_visit_date, visit_count FROM moz places

=] id
url last_visit_date visit_count &l B url
1 httpy//www.morilla.com/de/firefox/help/ 0 U 2 titte
@ rev_host
2 http://www.mozilla.com/de/firefox/customize/ 0 Q visit_count
Q hidden
3 http://www.mozilla.com/de/firefox/community/ 0 Q typed
4 http://www.mozilla.com/de/about/ 0 ) favicon id
= Q frecency
S— S 4 o = Q last_visit_date
69 Rows returned from: SELECT url, last_visit_date, visit_count FROM moz_places (took 6ms) Q guid
b _I sqlite_sequence
b ] sqlite_statl %
Y P — | 3

SQL Log Plot DB Schema

UTF-8 |||

SELECT datetime(moz_places.last_visit_date/1000000, 'unixepoch’, 'localtime'), url FROM moz_places




Firefox Practical

* Bookmarks
SELECT title, dateAdded, lastModified FROM moz_bookmarks

"2 Database Browser for SQLite - C:/Users/cy/AppData/ﬁoam}ng/MozilIa/FirefoﬂProﬁles/vilg925n.defauI!/places.sqlite E‘M
File Edit View Help
_¢ New Database % Open Database [ Write Changes & Revert Changes
DB Schema & X
| Database Structure | BrowseData | EditPragmas | Execute SQL
Name =
> M 4 || Tables (13)
> || moz_anno_attributes
4 ‘_:I moz_annos
F[SeLzCT cicie, davehdded, lastoditicd from mos bookmarks T S
| 1
=) type =
2
Q parent
Q position
(=) title
Q keyword_id
Q folder_type 4
|=) dateAdded
title dateAdded lastModified = D lastModified
[ B
1 1351848837968000 1351848843334000 - = =) guid
> =] moz_bookmarks_roots
2 Lesezeichen-Meni 1351848837968000 1405065124573000 b [Z] moz_favicons
b B 5 i
3 Lesezeichen-Symbolleiste 1351848837968000 1409127236441000 e ceyiests
b ] moz_hosts
4 Schlagworter 1351848837968000 1351848837968000 > [2] moz_inputhistory
b || moz_items_annos
51l ierte | ecezeichen  1351848837068000 1411208842771000 X b =] moz_keywords
83 Rows returned from: SELECT title, d dded, | dified from moz_bookmarks (took 7ms) = moz_places
b [ sqlite_sequence
13 J sqlite_statl -
»
utr-8 N




Firefox Practical

* AddOns
SELECT name, description, homepageURL, updateDate FROM addon

73 Database Browser for SQLite - C:/Users/cy/AppData/Roaming/Mozilla/Fi i1g92 qlite =B
File Edit View Help
A NewDatabase g OpenDatabase | (4 Write Changes | Revert Changes
DB Schema 8 x
| Database Structure | Browse Data | EditPragmas | ExecutesQL
- Name =
2 0 B[ » M 4[] Tables (6)
4 ] addon
Q internal_id

) id
k¥Select name, description, homepageURL, updateDate from addol Q :
type

m

l==| creator

Q creatorURL
description

Q fullDescription

Q developerComments

[2) eula B
=

name description hom * [2) iconURL

1 FireShot FireShot captures webpage screenshot in Firefox entir..  http://screenshot-prograi ﬂ [=) homepageURL
Q supportURL
2 Video DownloadHelper Der einfache Weg, um Internet Videos von hund . httpi/, downloadt |=) contributionURL
e tributionAs t
3 Google/Yandex search link fix This extension prevents Google Search from modifyin... https://addons.mozilla.or % :::r:geR;irr:gmou"
4 Cookies Manager+ Cookies manager to view, edit and create new cookie... https://addons.mozilla.or _ i reviewCount
l==| reviewURL
« i »
‘ ‘ - Q totalDownloads
10 Rows returned from: Select name, description, homepageURL, updateDate from addon (took 4ms) [=) weeklyDownloads
Q dailyUsers
@ sourceURI -
<[ 1 ] »

SQL Log Plot DB Schema

utr-8 |




Firefox Practical

* Form data
SELECT fieldname, value, timesUsed, firstUsed, lastUsed FROM moz_formhistory

3 Database Browser for SQLite - C:/Users/cy/AppData/Roaming/Mozilla/Firefox/Profiles/vilg92sn.default/formhistory.sqlite @M
peluising
File Edit View Help
¢ New Database 2 Open Database {3 Write Changes % Revert Changes
DB Schema & X
| Database Structure | BrowseData | EditPragmas | ExecuteSQL
Name
= B > 4 [E Tables2)
> B moz_deleted_formhistory
S m 4 _] moz_formhistory
PfSeicct cicianane, value, tinesuses, firstlsed, lastlsed from mos fornistory o
ieldname
Q value
Q timesUsed
Q firstUsed
Q lastUsed
=) guid

4 Indices (3)
moz_formhistory_guid_index
moz_formhistory_index

fieldname value timesUsed firstUsed lastUsed il moz_formhistory,_lastused_index
1 email  yesil.cemil@gmail.com 2 1413190475378000 1413210845919000 ] Views (0)
L Triggers (0)
2 Email yesil.cemil 1 1413200324437000 1413200324437000 E
3 name cemil 1 1413211060841000 1413211060841000
4 name cemilzMbA 1 1413211073253000 1413211073253000 T

5 name vesil cemil@amail com 1 1412211021372000 1413211081372000.
5 Rows returned from: Select fieldname, value, timesUsed, firstUsed, lastUsed from moz_formhistory (took 4ms)

< m | r

SQLlog | Plot | DBSchema

utrs |l




Tools

[FreeTools

0 Nirsoft (http://www.nirsoft.net/utils/browsing_history_view.html)

Firefox Practical

|

7
Browsin HiStOlyViEW
g

=aleE)

File Edit View Options Help

FECELREE, ]

URL ~#

@ http://google.de/
@ http://google.de/
@ nttp://google.de/
@ http://google.de/

@ http://kb.mozillazine....
& http://mozilla_firefox....

& http://ninite.com/

@ nitp://platform.twitte...
@ nttp://rd---sn-hxugvo...

@ nttp://spiegel.de/

[ http://stackoverflow.c...
(& http://static.akfacebo...
® http://technet.micros...
& http://thestarman.pc...

& http://translate.googl...
@& nttp://www.browserd...
@ nttp://www.browserd...
@& nttp://www.downloa...

w http://www.emg.co.u...
@ http://www.esqsoft.c...

@ http://www.esqsoft.c...

@ http://www.facebook....
@ http://www.facebook...
@& nttp:/fwww firefoxfor...
@ nttp:/fwww firefoxfor...
@& nttp:/fwww firefoxfor...

Title

Places.sqlite - MozillaZi...
Mozilla Firefox - latest v...

Ninite - Install or Update...

Arschbombe_auf_zugefr...

c# - Converting the date...

Disk Concepts and Trou...
NTFS Boot Record Secrets
Google Translate

Mozilla Firefox auf deuts...
Mozilla Firefox auf deuts...
DownloadHelper - Medi...
Santander-Dec-102,jpg (...

Date/Epoch Time Conve...
Date/Epoch Time Conve...

firefoxforensics.com
firefoxforensics.com
firefoxforensics.com

Visit Time

10/21/2014 10:34:08 AM
10/21/2014 3:34:37 PM
10/21/2014 3:37:58 PM
10/21/2014 3:36:03 PM
10/21/2014 2:43:00 PM
10/21/2014 8:45:58 AM
10/21/2014 8:44:48 AM
10/17/2014 1:28:44 PM
10/21/2014 10:39:24 AM
10/21/2014 12:40:07 PM
10/21/2014 2:42:44 PM
10/17/2014 1:28:43 PM
10/20/2014 12:32:00 PM
10/20/2014 12:32:07 PM
10/20/2014 4:10:40 PM
10/21/2014 3:39:26 PM
10/21/2014 3:40:10 PM
10/21/2014 10:38:53 AM
10/21/2014 10:35:08 AM
10/21/2014 2:40:41 PM
10/21/2014 2:36:34 PM
10/17/2014 1:28:44 PM
10/21/2014 3:36:21 PM
10/21/2014 2:55:36 PM
10/21/2014 2:55:32 PM
10/21/2014 2:55:17 PM

Visit Count

4
4
4
4
1
i
3
2
0
1
1
1
p )
i
1
2
2
1
1
2
2
2
2
1
1
1

Visited From

http://www.google.hr/u...

http://www.google.hr/u...

http://www.google.de/...
http://www.google.de/...

http://www.google.defi...

https://support.mozilla....

http://davidkoepi.word...

Web Browser
Firefox

Firefox

Firefox

Firefox

Firefox

Chrome

Chrome

Internet Explorer 10
Firefox

Firefox

Firefox

Internet Explorer 10
Chrome

Chrome

Chrome

Firefox

Firefox

Firefox

Firefox

Firefox

Firefox

Internet Explorer 10
Firefox

Firefox

Firefox

Firefox

User Profile
USER
USER
USER
USER
USER
USER
USER
USER
USER
USER
USER
USER
USER
USER
USER
USER
USER
USER
USER
USER
USER
USER
USER
USER
USER
USER

NirSoft Freeware. http:/iwww.nirsoft.net

! 174 item(s)

——




Firefox Practical

All preferences of the User-Profile is stored in
eabout:config
*C:\Users\%USER%\AppData\Roaming\Mozilla\Firefox\Profiles\%Profile%\prefs.js

# Mozilla User Preferences
/* Do not edit this file.

If you make changes to this file while the application is running,
the changes will be overwritten when the application exits.

w

ey

To make a manual change to preferences, you can visit the URL about:gopfig

user pref ("accessibility.typsaheadfing-£flashBar", 0);

user pref ("gpp.update.lastUpdateTime.adden-background-update-timer", 1413187296) ;
user_ pref ("gpp.update.last update—-timer", 1413187056) ;

user pref ("gpp.update.lastUpdateTime.blockligkbackground-update-timer”™, 1413187416);
user pref ("gpp-update.lastUpdateTime.browser-gleanyp—thumbnails", 1413212016);

JpdateTime .background—

user pref ("gpp-update.lastUpdateTime.experiments—update—-timer", 1413187176);
user pref ("gpp.update.lastUpdateTime.search-engine-update-timer", 1413208536);
user pref ("gpp-update.migrated.updateDir", true);

user pref ("browser.bookmarks.restore default bookmarks", false);
358400) ;

-first run", false);

user pref ("browser.cache
user_ pref ("browser.cache.
user pref ("browser.cache. use old max", false);
cached value", 358400);
user pref ("browser.cache )

user_ pref ("browser.guakomizemads - - true) ;

user_pref("browser.download.g;;", G:\\Downloads") ;

user pref ("browser.cache.

user pref ("browser.download.folderList", 2);

user pref ("browser.download.importedFromSqlite"”, true);

user pref ("browser.download.lastDir", "C:\\Users\\gy\\Desktop\\Hacker");
user pref ("browser.download.manager.alertOnEXECpen", true);

user pref ("browser.download.panel.firstSessionCompleted", true);




Privatemode
No history is
stored

Einstellungen - - I_ % '

O &1 ==

a Q4

Allgemein Tabs Inhalt  Anwendungen Datenschutz  Sicherheit Sync Erweitert

Verfolgung von Nutzeraktivititen

() Websites mitteilen, meine Aktivitaten nicht zu verfolgen

() Websites mitteilen, meine Aktivitaten zu verfolgen

© Websites keine Praferenz aber die Verfolgung meiner Aktivititen mitteilen

Weitere Informationen

Chronik

Eirefox wird eine Chronik: | nach benutzerdefini Ei 1l I =

[] Immer den privaten Modus verwenden
Besuchte Seiten und Download-Chronik speichern

Eingegebene Suchbegriffe und Formulardaten speichern

Cookies akzeptieren

Cookies von Drittanbietern akzeptieren: [Irnmer ']

Behalten, bis: | Firefox geschlossen wird v ]
Die Chronik Ioschen, wenn Firefox geschlossen wird

Adressleiste

In der Adressleiste [ Eintrdge aus Chronik und Lesezeichen "] vorschlagen

[ ok | [Avbrechen| | miife




