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PaboTta ARP

XOCT OoTnpasnseT WnpoKkoBeLllaTenbHbIn (broadcast) 3anpoc:
“Kakon MAC-agpec nmeet 10.109.11.67? OTBeTbTe Ha 10.109.11.32 - 8A:5F:3C:23:45:13 "

XocT, y KoToporo IP-agpec 10.109.11.67 oTBeYaeT:
“Mown IP+MAC 10.109.11.67 — 8A:5F:3C:23:45:56 OTBET OTNpaBnsto Ha 8A:5F:3C:23:45:13”

Broadcast 4OBOSILHO 3aTpaTHble (BpeMs/pecypc).
ARP oTBeThbI KaLunpyroTca (ARP-cache).

XocT 06HOBNSAET KawW-Tabnuuy, ecnu nony4vaet ARP-broadcast.
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ARP Tabnuua

[TpoToKON UMeeT ARP-Tabnuuy, B KOTOPOU XpaHATCA napbl agpecos (IP == MAC) ¢
Lenbio YMEHbLUEHNSA KoNnyecTBa NocbifnaeMblx 3arnpocoB, CrieaoBaTenbHo,
9KOHOMUN TpadomKa U pecypcos.

68:02 92.168.1.11 expires in 110 seconds

CneBa — IP-agpeca, cnpaBa — MAC-
agpeca.



ARP Tabnuua

[Mpnmep
vpcC

[Tpumep Ha

coolzi@Terentev: ~

File Edit view Search Terminal Help
coolzi@Terentev arp -a
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(10.226.255.
(10.226.255.
(192.168.10.
(192.168.11.
(192.168.10.
(192.168.11.
(192.168.10.
(10.226.255.
(192.168.10.
(192.168.160.
(10.226.255.
(10.226.255.
(192.168.10.
(192.168.11.
(10.226.255.
(10.226.255.
(192.168.160.
(10.226.255.
(192.168.11.
(10.226.255.
(192.168.11.
(10.226.255.
(10.226.255.

69) at 00:24:97:dd:53:d2 [ether] on enp2s0
233) at 00:24:97:dd:6a:9e [ether] on enp2s0
16) at 14:dd:a9:e6:33:20 [ether] on enp3s0O
29) at 00:19:17:00:00:01 [ether] on enp3s0O
105) at b4:b5:2f:61:83:0c [ether] on enp3sO
19) at 00:19:17:91:72:d6 [ether] on enp3s0O
37) at 38:d5:47:1a:18:f3 [ether] on enp3s0O
71) at 2c:54:2d:f5:fb:20 [ether] on enp2s0
36) at ac:22:0b:4f:57:f3 [ether] on enp3s0O
247) at 00:19:17:91:7b:4b [ether] enp3s0O
249) at ¢8:9c:1d:68:20:3f [ether] enp2s0
244) at 70:81:05:b6:5a:7f [ether] enp2so
197) at 64:d1:54:99:37:e4 [ether] enp3s0O
237) at 00:13:43:16:01:78 [ether] enp3s0
12) at e4:c7:22:1b:1f:82 [ether] on enp2s0O
231) at 00:24:97:dd:6a:23 [ether] on enp2s0O
219) at 14:1f:ba:eb:cO:1a [ether] on enp3s0
63) at e4:c7:22:2f:43:30 [ether] on enp2s0
38) at 40:a8:f0:26:01:dc [ether] on enp3s0O
245) at 70:ca:9b:8e:35:bf [ether] on enp2s0O
78) at 8c:1c:da:87:c4:69 [ether] on enp3s0O
251) at cc:b2:55:8a:b6:60 [ether] on enp2s0
19) at a4:4c:11:35:0f:a0 [ether] on enp2s0O

17:02:22
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CTpyKTypa nakeTa

Hwuxe nokasaHa CTpyKTypa naketa, MCnonb3yemMoro B 3arnpocax n orsetax ARP.
B ceTax Ethernet B 9TUX nakeTax ncnonb3yetcs EtherType 0x0806, 1 3anpocCkbl pacchbifiatoTcA Ha

LUMpoKoBeLaTenbHbi MAC-agpec — FF:FF:FF:FF:FF:FF.

+ Bits 0 —7 8 —15 16 — 31

0 Hardware type (HTYPE) // KaHanbHbI NPOTOKON. Protocol type (PTYPE) // Kog ceTeBoro npoTtokona.
32 | Hardware length (HLEN) | Protocol length (PLEN) Operation (OPER) // Q/A == 0x0001/2

64 Sender hardware address (SHA) // MAC otnpasutens.

? Sender protocol address (SPA) // IP otnpaButens.

? Target hardware address (THA) // MAC nony4atens.

? Target protocol address (TPA) // IP nony4atens.
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BROADCAST STORM
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ARP-spoofing

[MpoTokon ARP siBNsieTcst abCcontoTHO HE3aLWMLLEHHbIM.
Y Hero HeT cnocoboB NPOBEPKU NOASTMHHOCTM =
3anpocoB., Tak U OTBETOB.

B xo0e sblirnosniHeHUsi ARP-spoofing'a koMnbtoTep C,
BbIMOSTHAOLWWI aTaKy, oTnpasnaeT ARP-OTBETHI

(6e3 nony4yeHms 3anpocos)

ARP ARP
] = -

[locrie moeao Kak amaka 6bIlNoJIHeHa, Korga

Komnmeep A Xo4yeT nepeﬂ,aTb nakerT Komnmeepy B,

OH HaxoauT B ARP-Tabnumue 3anmcb 1 onpeaensieT U3

Hee€ MAC-agpec nony4varens (OHa COOTBETCTBYET Ataxa wa A u B

komMmnbroTepy C). OTnpasneHHbIN Mo 3ToMy MAC- «< »  ARP-spoofing

ap,pecy nakerT I'IpI/IXO,EI,l/IT KOMI'Ib}OTepy C BMEeCTO O6Men AaHNbIMK Mexay A u B

nonydarend. Komnbtotep C 3ateM peTpaHcnmpyer -« »  [flo ARP-spoofing'a

nakeT TOMy, KOMy OH ,EI,eVICTBI/ITeJ'IbHO a,D,peCOBaH — T. - ) Nocne ARP-spoofing'a

e. KOMMbIoTEpPY B.



ARP-spoofing
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192.168.1.10
192.168.1.11
192.168.1.50

00:50:79:66:68:03
00:50:79:66:68:02
00:50:00:00:06:00

HOSTNAME

PC1
PC2
Attacker
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v | BolpaxeHue... +

| 2 \ = 49 : : CRIOQIC ,',':
‘ |arp
No. Time Source Destination Protocol Length Info
169 288.209183 Private_66:68:02 Broadcast ARP
170 288.209245 Private_66:68:03 Private_66:68:02 ARP

Frame 169: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface 0
Ethernet II, Src: Private 66:68:02 (00:50:79:66:68:02), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
v Address Resolution Protocol (request)

Hardware type:
Protocol type:
Hardware size:
Protocol size:

Ethernet (1)
IPv4 (0x0800)
6
4

Opcode: request (1)
Sender MAC address: Private 66:68:02 (00:50:79:66:68:02)

Sender IP address:

192.168.1.11

Target MAC address: Broadcast (ff:ff:ff:ff:ff:ff)
Target IP address: 192.168.1.10

© 7 Target MAC address (arp.dst.hw_mac), 6 6aitTel

MakeTsl: 207 * Moka3aHbl: 2 (1.0%)

64 Who has 192.168.1.10? Tel..
64 192.168.1.10 is at 00:50:..

s

Mpodunb: Default

g+ — O X
Qavin Pepakivposadue [lpocmotp 3anyck 3axsat Adanus Cratuciuka Tenedowms becnposogHo WHCTpymeHTsl  NomMoup
mie QesEFIEEQAQE
(W arp [X] ~| Buipaxenue... +
No. Time Source Destination Protocol Length Info
279 480.090095 Private _66:68:02 Broadcast ARP 64 Who has 192.168.1.10? Tel..
280 480.097909 Private 66:68:03 Private_66:68:02 ARP 64 192.168.1.10 is at 00:50:..

Frame 280: 64 bytes on wire (512 bits), 64 bytes captured (512 bits)
Ethernet II, Src: Private_66:68:03 (00:50:79:66:68:03), Dst: Private_66:68:02 (00:50:79:66:68:02)
v Address Resolution Protocol (reply)

Hardware type:
Protocol type:
Hardware size:
Protocol size:
Opcode: reply

Ethernet (1)
IPv4 (0x0800)
6
4

(2)

Sender MAC address: Private 66:68:03 (00:50:79:66:68:03)

Sender IP address:

192.168.1.10

Target MAC address: Private 66:68:02 (00:50:79:66:68:02)
Target IP address: 192.168.1.11

@ 7 Target MAC address (arp.dst.hw_mac), 6 6aifTul

MakeTbl: 317 * Moka3aHbl: 2 (0.6%)

on interface @

e

Mpocdunb: Default




4a- = 0 -5 - O
AR E0 1 DREQews=EFIEEaaqr ABE®  NREQQes=FEEEqaaar
[I [arp ~| Beipaxenme...  + [N |arp ~| Boipaxenme...  +
No. Time Source Destination Protocol  Length Info No. Time Source Destination Protocol  Length Info
169 288.209183 Private_66:68:02 Broadcast ARP 64 Who has 192.168.1.10? Tel.. 279 480.090095 Private_66:68:02 Broadcast ARP 64 Who has 192.168.1.10? Tel..
170 288.209245 Private_66:68:03 Private_66:68:02 ARP 64 192.168.1.10 is at 00:50:.. 280 480.097909 Private_66:68:03 Private_66:68:02 ARP 64 192.168.1.10 is at 00:50:..
A+ I} == O X

> Frame 170: 64 bytes on wire (512 bits), 64 bytes captured (§

> Ethernet II, Src: Private 66:68:03 (00:50:79:66:68:03), Dst1

v Address Resolution Protocol (reply)
Hardware type: Ethernet (1)

Qavin Pepaktvposanue [lpocMoTp 3anyck 3axsat AHanus Cratuciuka TenedoHws

v
M

Protocol type: IPv4 (0x0800)

Hardware size: 6

Protocol size: 4

Opcode: reply (2)

Sender MAC address: Private_66:68:03 (00:50:79:66:68:03)
Sender IP address: 192.168.1.10

Target MAC address: Private 66:68:02 (00:50:79:66:68:02)
Target IP address: 192.168.1.11

Amae XNC QeumdEF & = QQUAQE

(W arp [X] ~| Buipaxenme...  +

No. Time Source Destination Protocol Length Info
112 188.220016 Private_66:68:02 Broadcast ARP 64 Who

03 (00:50:79:66:68:03)

02 (00:50:79:66:68:02)

>

5), 64 bytes captured (512 bits) on interface ©
P0:50:79:66:68:03), Dst: Private 66:68:02 (00:50:79:66:68:02)

! © 7 Target MAC address (arp.dst.hw_mac), 6 6aiiTsl
T

9

ARP-spoofing

Frame 112: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interfa
Ethernet II, Src: Private_66:68:02 (00:50:79:66:68:02), Dst: Broadcast (ff:ff:fd{

> Address Resolution Protocol (request)

>

10

-
v

Cnaig9mz10  [IX  anrawiickuii (CLUA)

® 7 wireshark_-_20190712093207_a01684.pcapng

H MakeTbl: 314 - Moka3aHbl: 1 (0.3%)U Mpocune: Default Fi- 3amerkn B Mpumeyanus

=

H MakeTbl: 485 * Moka3aHbl: 2 (0.4%)H Mpodunb: Default

oo
oo

™

»

B 7 - F + 89% [H




Fof 4 N = O X
®avin  Pepaktuposanue [lpocmotp 3anyck 3axsat Ananms Cratmcimka Tenedonua becnposogHor WHcTpyMeHTol  Momols
mae : Qe EFIZ EQQAQE 8a0 Ren=Ff0Er14E
‘ |arp [(X] '} BolpaxeHue... + ‘ |arp [X] '] BulpaxeHue...
No. Time Source Destination Protocol Length Info A | No. Time Source Destination Protocol Length Info o
1131 1467.482762  NexoComm_00:06: 00 Private_66:68:02 ARP 60 192.168.1.10 is at 00:5.. 1412 1829.724572  NexoComm_00:06: 00 Private_66:68:02 ARP 60 192.168.1.10 is at 00:5..
1137 1477.492083  NexoComm_00:06:00 Private_66:68:02 ARP 60 192.168.1.10 is at 00:5.. 1418 1839.732601 NexoComm_00:06:00 Private_66:68:02 ARP 60 192.168.1.10 is at 00:5..
1138 1477.495943  NexoComm_00: 06 : 00 Private_66:68:03 ARP 60 192.168.1.11 is at 00:5.. 1419 1839.735375  NexoComm_00:06: 00 Private 66:68:03 ARP 60 192.168.1.11 is at 00:5..
1139 1477.503112  NexoComm_00: 06 : 00 Private_66:68:03 ARP 60 192.168.1.11 is at 00:5.. 1420 1839.743538  NexoComm_00:06: 00 Private_66:68:03 ARP 60 192.168.1.11 is at 00:5..
1140 1477.506940  NexoComm_00: 06 : 00 Private_66:68:02 ARP 60 192.168.1.10 is at 00:5.. 1421 1839.746120  NexoComm_00: 06 : 00 Private_66:68:02 ARP 60 192.168.1.10 is at 00:5..
1148 1487.511810  NexoComm_00: 06 : 00 Private_66:68:02 ARP 60 192.168.1.10 is at 00:5.. 1427 1849.753899  NexoComm_00:06: 00 Private_66:68:02 ARP 60 192.168.1.10 is at 00:5..
1149 1487.514551  NexoComm_00: 06 : 00 Private_66:68:03 ARP 60 192.168.1.11 is at 00:5.. 1428 1849.756527  NexoComm_00:06: 00 Private_66:68:03 ARP 60 192.168.1.11 is at 00:5..
1150 1487.523278 NexoComm_00:06:00 Private_66:68:03 ARP 60 192.168.1.11 is at 00:5.. 1429 1849.763538 NexoComm_00:06:00 Private _66:68:03 ARP 60 192.168.1.11 is at 00:5..
1151 1487.526013  NexoComm_00: 06 : 00 Private_66:68:02 ARP 60 192.168.1.10 is at 00:5.. 1430 1849.766226  NexoComm_00: 06 : 00 Private_66:68:02 ARP 60 192.168.1.10 is at 00:5..
1157 1497.533572  NexoComm_00: 06 : 00 Private_66:68:02 ARP 60 192.168.1.10 is at 00:5.. 1437 1859.773631  NexoComm_00:06: 00 Private_66:68:02 ARP 60 192.168.1.10 is at 00:5..
1158 1497.536149  NexoComm_00: 06 : 00 Private_66:68:03 ARP 60 192.168.1.11 is at 00:5.. 1438 1859.776326  NexoComm_00:06: 00 Private_66:68:03 ARP 60 192.168.1.11 is at 00:5..
1159 1497.543578  NexoComm_00: 06 : 00 Private_66:68:03 ARP 60 192.168.1.11 is at 00:5.. 1439 1859.783109  NexoComm_00: 06 : 00 Private_66:68:03 ARP 60 192.168.1.11 is at 00:5..
1160 1497.546338 NexoComm_00:06:00 Private 66:68:02 ARP 60 192.168.1.10 is at 00:5.. 1440 1859.785656  NexoComm_00:06:00 Private_66:68:02 ARP 60 192.168.1.10 is at 00:5..
Frame 1160: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface © Frame 1361: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface ©
Ethernet II, Src: NexoComm_00:06:00 (00:50:00:00:06:00), Dst: Private_66:68:02 (00:50:79:66:68:02) Ethernet II, Src: NexoComm_00:06:00 (00:50:00:00:06:00), Dst: Private_66:68:03 (00:50:79:66:68:03)
[Duplicate IP address detected for 192.168.1.10 (00:50:00:00:06:00) - also in use by 00:50:79:66:68:03 [Duplicate IP address detected for 192.168.1.11 (00:50:00:00:06:00) - also in use by 00:50:79:66:68:02
v Address Resolution Protocol (reply) v Address Resolution Protocol (reply)
Hardware type: Ethernet (1) Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800) Protocol type: IPv4 (0x0800)
Hardware size: 6 Hardware size: 6
Protocol size: 4 Protocol size: 4
Opcode: reply (2) Opcode: reply (2)
Sender MAC address: NexoComm_00:06:00 (00:50:00:00:06:00) Sender MAC address: NexoComm_00:06:00 (00:50:00:00:06:00)
Sender IP address: 192.168.1.10 Sender IP address: 192.168.1.11
Target MAC address: Private_66:68:02 (00:50:79:66:68:02) Target MAC address: Private_66:68:03 (00:50:79:66:68:03)
Target IP address: 192.168.1.11 Target IP address: 192.168.1.10
< >« >
O 7 sender MAC address (arp.src.hw_mac), 6 6aitTsi MakeTwl: 1332 * MokazaHbl: 332 (24.9%) || Mpoduns: Default ( 7 Sender MAC address (arp.src.hw_mac), 6 6aiitel MakeTbl: 1444 * MokasaHbl: 332 (23.0%) | Mpoduns: Default




|z

519 683.697760 192.168.1.10 192.168.1.11 ICMP 98 Echo (ping) reply 1d=0x88f3, seq=3/768, ttl=64

>

v

Frame 519: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface 0
Ethernet II, Src: NexoComm_00:06:00 (00:50:00:00:06:00), Dst: Private_66:68:02 (00:50:79:66:68:02)
Internet Protocol Version 4, Src: 192.168.1.10, Dst: 192.168.1.11

> Internet Control Message Protocol
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PROXY ARP

MexaHn3m no3BonALWMN 00 beANHUTL ABE HEe
CBsA3aHHbIE Ha L2 ceTu B ogHY. XOCTbl HaxoasiLLnecs B
9TUX CETSX, MOryT NCMOSIb30BaTb aapeca U3 OgHOu
noaceTu u obMeHnBaTbCs TpadMKoM Mexay coboun 6es
Mcnosnib3oBaHUA poyTepa.

-XOCT A oTnpaBsndeT gaHHble XOCTY B. Tak Kak, Ha xocTe
A IP-add 10.0.1.10/8, TO OH cYMTaeT, 4YTo B C IP-add
10.0.2.10/8, HaxoAMUTCA C HAM B OOHOWN CETMW.

-[Mpwn BKNOYEHHOM Proxy ARP, MapLupyTu3aTop
oTBeYaeT Ha 3anpoc cBonM MAC.

Y xocTa A, co3pgaeTtcs cooTBeTcTBme 10.0.2.10 - MAC
fo/0.

Y xocTa B, co3gaetcsa coorBeTcTBMe 10.0.1.10 - MAC
fo/1.

-PoyTep nony4yaet nakeT, CMOTPUT Ha IP-agpec
nonyyartens n oTnpaeBnseT NakeT emMy. Tak Kak ero ARP-
Tabnuua He nameHunacs.

-Tenepb XOCTbl MOryT 0OMEHNBATLCS AaHHbIMMW.

IA| 10.0.1.1/24 '"*:f:\ 10.0.2.1/24 Bl
— = fonl '.:—i
10.0.1.10/8 10.0.2.10/8

(6) ARP-otseT: 10.0.1.10 -- MAC: f0/1



