TeMa JeKIMM:
MOHATHUE
NHPOPMAIIMOHHOMU BE3OIMACHOCTH

I11aH JeKuuu:

1.IIoHsATHE TOCYIAPCTBEHHOM U KOMMEPYECKOU TAHBI

2.1IpyurHBl ~ MCKaXX€HUSI W HOTEpH  KOMIIBIOTEPHOM
MH(OpMaIIH

3.MeToibl 3a1IUTEl HHPOpMAaLUU



1. IloHsATHS TOCYIAPCTBEHHO H KOMMeEPUYECKOii TaliHbI

[ToHATUA rocyaapCcTBEHHON U KOMMepYeCcKou
TauHbl B Poccum

20-e — 30-e rT. 80-e — 90-e .



1 OCYVIAPCTBEHHAA TANHA —

3TO 3alllUIacMble TOCYJIapCTBOM CBEICHHUS B
00JIaCTH €r0 BOEHHOI, BHEITHEIIOJIUTUYECKOM,

3KOHOMMYECKOM, pa3BEABIBATEIILHOMU,
KOHTPPa3BEAbIBATCIIBHOMN, OIIEpaTUBHO-
PO3BICKHOM | NHOU NEIATEIIbHOCTHU,

pPacIpOCTPAHEHHE KOTOPBIX MOXET HAHECTH
yiiep0 0€30IacCHOCTH roCy1apCTBa



IIpUHIIMI CeKPETHOCTH TAHHBIX

CreneHb CEKPETHOCTH CBCJICHUM,
COCTAaBJIAIONIMX  TOCYHAPCTBEHHYIO  TaWHY,
COOTBETCTBYET CTEIICHM TSDKECTH ylIepoa,
KOTOPBIN MOKET OBITH HAHECCH
roCyJapCTBEHHOM O€30IIaCHOCTH B PE3yIbTaTe
PACIIPOCTPAHEHHUSA YKA3aHHBIX CBEJICHUN



Kiaaccudpukanus ceKpeTHOM HH(OPMaAIIUHA

CreneHu CEKPETHOCTH CBCJICHUM,
COCTaBJIAIOIIMX TOCYIApPCTBEHHYK) TauHy, U
COOTBETCTBYIOIIIME OTHUM CTCHCHAM TIPHUQBI
CEKPETHOCTH:

. KOCOOOU BAKHOCTH
. KCOBEPIICHHO CEKPETHO
. KCEKPETHO



KoMmMepueckass TAaMHA —

3TO PEXKUM KOH(PHUICHIUAILHOCTH HH(pOpMAIIHU,
MO3BOJISIOIIMM €€ 00J1aIaTeno IIpU CYIIECCTBYIOIINX
UM BO3MOXHBIX  OOCTOSITEILCTBAX  YBEIMYUTH
OOXOIbl, H30€KaTh HEONpaBIAaHHBIX  PaCXOOB,
COXpPaHUTH IIOJIOKCHHE Ha PBIHKE TOBApOB, PadOT,
YCIIYT WX MOJYYUTh HHYKD KOMMEPYECKYIO BBITOLY.

[Ton pexuMoOM KOH(OUACHIMATBHOCTA WH(OPMAIUU
[IOHMMAECTCS BBEACHHUE M MOAACPKAHUE OCOOBIX MeEp
110 3aIIUTE HH(MOPMALIUH.




Taxxe moj; KOMMEpPYeCKOU TAMHOW MOT'YT
NoJpa3yMeBaTh caMy HH()pOpMALHIO, TO

€CTb, HAy4YHO-TEXHUYECKYIO,
TEXHOJIOTUYECKYIO,  IPOU3BOJICTBEHHYIO,
(PMHAHCOBO-?KOHOMHUYECKYI0 WJIH HHYIO, B
TOM YHMCJIC COCTAaBJSIOLIYIO  CEKPETHI
IPOU3BOACTBA (HOY-Xay)



XaAPAKTEPUCTHKHA KOMMEPYECKOH TANHbDI:

1 ) Hanmnmune NEHUCTBUTECIILHOM WJIN
[IOTCHIIMAIBHOW  KOMMEPYECKOU  IEHHOCTH
MHPOPMALlMK B CHIIy HEHU3BECTHOCTH €€
TPEThUM JIUIAM

2)OTCYTCTBHE CBOOOIHOTO OOCTYyIIA K
MH(QOpMAIlMM HA 3aKOHHOM OCHOBAaHMU

3) oOmamareneM HH@OpMAIMK BBEIACH PEKUM
KOMMEPUYECKOU TaHBI



OOmagarenab HH(pOPMALIMU UMEET IIPaBO OTHECTH €€ K
KOMMEPYECKOW TalHe, €CIM 3Ta HHQoOpManus
00JIagaeT BBINICIEPEUNCICHHBIMHM XapaKTEPUCTUKAMU
M HE BXOJIWUT B IepeYeHb MHOOpPMAlLMU, KOTOpas HE
MOXET COCTaBISATH KOMMEPYECKYH TaMHy (CT.5
3aKOHA «O KOMMEPYECKOM TaHE ).

YT00BI MH(pOpMAIIHS OJy4YHiIa CTATYC
KOMMEPYECKOM _TaWHbI, ¢¢ o00Jajareiib JIOJLKCH
MCIIOJIHUTH YCTAHOBJICHHBIC IPOLECTYPHI
(cocTaBlicHHME MEpeYyHs, HaHeceHue rpuda U T.1.).
Ilocime momydyeHuss craryca KOMMEPUYECKOW TaWHBI
MH(OpPMAIHS HAYMHAET OXPAHITHCS 3aKOHOM.




OnpenejeHust U CYTb OCHOBHBIX NOHATHH,
OTHOCAIIUXCA K BOOPOCY O TOCYAAPCTBEHHOU U
KOMMEPUYECKOM TalHEe, HOAPOOHO PACKPBITHI B

CJACAVIOININX TOKVYMCHTAX

1. ®enepanbubii 3ak0H OoT 27.07.2006 No
149-D3 “00 nHpopMaILIUH,
HH(POPMALNMOHHBIX TEXHOJOIMAX U O 3aIUTE
nHpopManuu’”’

2. Yka3 IIpesngenra PO ot 06.03.1997 “O0
YTBEPXKICHUHA mepevyHs CBEICHUH
KOH(PUAECHIHAIBLHOIO XapaKrepa’”



C 1eapro 3aluThl HHPOPMALMUA U CBEICHUIM,
COCTAaBJIAIOIIMX TOCYJAPCTBEHHYIO  TauHY,
MCIIOJIB3YIOTCSI CaMbI€ Pa3Inu4YHbIC HOCHUTEIIH
MH(OPMALIUH, CPEAN KOTOPBIX:

. bymara

. Muxkporpaduka

. DJICKTPOHHEIE HOCHUTEIN



CpaBHeHue HocHMTe el HH(poOpMaUH

2. nntenbHOCTL + +
XpaHeHUs =




TakuMm o00pa3oM, MOXKHO CUMTAaTh

I€JI€CO00PA3ZHBIM pelieHue,
00bLeINHAIOIIIEE HEeCKOJIbKO

PA3ZHOPOAHBIX HOCHUTEJEH, KOTOPHIE
HE KOHKYPUPYIOT, a JOIIOJHSAIOT APYT

Apyra



2. IIpUYMHBI UCKAKEHUS U NOTEPH KOMIBIOTEPHOU UH(pOpMaTUU

[Ipu 3ammre HHOOpPMALMK  HEOOXOJAMMO  MOPHUMEHSTH
CUCTEMHBIN _MOAX0A, T.C. HEJb3d OrPAHUYUBATHCA
OTACIBbHBIMH MEPOIIPUATHSIMU.

CucmemHbllt HOOX00 K 3auiume un@opmayuy eKIoyaem
credyrouiue cpeocmea U Qelucmeus.

. Opranms3anuoHHEIC
. Duznyeckue
. [IporpamMMHO-TEXHUYECKHE

Bcee OHH IIPECTABIISAIOT CIUHBIN KOMILIEKC
B3aUMOCBS3aHHBIX, B3aUMOIOMOJTHSFOIIIUX 5|
B3aUMOJICUCTBYIOIIIUX MEP



OCHOBHOM NMPUHIUII
CUCTEMHOI0 IMOAX01a —

3TO NPHMHIIUAI KPAZYMHOM
NOCTATOYHOCTH



IIpyMHIUNO «Pa3yMHOU JOCTATOYHOCTH))

3akjrodaercsa B ToM, 4To 100%-HOM 3a1uThl HE
CYILIECTBYECT HHM IPH KAKHX OOCTOSTEIbCTBAX,
[IOATOMY CTPEMHUTBCS CTOUT HE K TCOPETUYCCKHU
MAKCHUMAJIbHO JOCTHKHIMOMY YPOBHIO 3aIIUTHI,
a K MHHHMAJIbHO HEOOXOAMMOMY B JaHHBIX
KOHKPETHBIX YCJIOBHSAX M NPH JAHHOM YPOBHE
BO3MOXHOM YTI'PO3bI



HakannnBaemas u oopadarsiBacMas Ha 9BM
MH(pOpMAaIUS SBISICTCS JOCTAaTOYHO YSI3BUMOMM,
IIOABEPKEHHOMU

. PazpynieHuro
. CTupanuio
. MIckaxxeHuro

« XUIIECHUIO

JlanHbIE  JEHUCTBMA  MOIYT OBITh  Kak
CJIy4YauHBIMM, TaK U HECAHKIIMOHUPOBAHHBIMU



Knaccudukauumsa yrpos gnsa nHgpopmaumum




3. MeToabl 3a11MTHI HHGOPMALIUHT

Jamura vHdopMaluu

— 93TO CIoco0 obOecreueHuss O€30IIACHOCTH B

BBIYUCIINTCIIbHOU CHUCTEME, TO €CTh
COBOKYITHOCTD CpPEJICTB 51 METOJIOB,
[1O3BOJISIIOIINX YIPABIATH IOCTYIIOM

BBIIIOJIHAEMBIX B CHCTEME NOpPOrpaMM K
XpaHsIIECHCA B HEW HH(pOpMaIiy



MeTobl 3aIUTHI MH(OpMaIUH,
OCHOBBIBAIOTCSI HA KJIACCU(DMKALIUKU YIPO3 JJIS
MH(OpPMaIHH.

l. OcCHOBHOM Cnocoo 3QULUMBI
unopmauuu, nPedomsepPaULArQULULL CHUNCCHUE
ee___00CmoB8epHocmuy - 3TO CBOCBPEMEHHOE
OOHOBJICHUE.

2. 3awumou__om __pa3pyuieHus SBIISICTCS
DE3ePBHOE KONUPOBAHUE OAHHBIX




OCHOBHBIE CPEICTBA PE3EPBHOLO
KONMUPOBAHMA:

. IPOrPAMMHBIE CPEACTBA, BXOAIIIHME B COCTAB
OOJBIIMHCTBA  KOMILUIEKTOB  YTHJIIMT, i
CO3JIaHUs PE3EPBHBIX KOIIUHU

. alllIapaTHbIC CPEACTBA CO3JAaHUS apXMBOB Ha
BHCIIHMX HOCHUTEISIX UHPopmanuu u raid
MAaCCHUBBI



Pe3epBHOE KONMMPOBAHHUE PEKOMEHIYETCS JENaTh
PETYIIAPHO, MPUYEM YACTOTA NMPOBEACHUA JAHHOTO
IpoIECCa 3AaBUCHUT OT:

. YaCTOTHI UBMEHEHUS JAHHBIX
. IICHHOCTH HH(OpMaIH
. CIIO)KHOCTH BOCCTAHOBJICHHUS HH(POpMaLUU

Pe3epBHOE KOIMMPOBAHUE OCYILECTBISECTCS C
MCIOJIb30BAHMEM COOTBETCTBYIOIINUX ITPOTPAMMHBIX
CPEICTB, IIpM OTOM amllapaTHBIE YCTPOMCTBA
MO3BOJISIOT TOJAJCPKUBATh KONHMM B aKTyaJIbHOM
COCTOSIHUM Ha IMPOTSHKECHUH BCEro Neproaa padoTHl.



B cavyae morepu., MHOOpPMAIMS MOMKET OBITh
BOCCTAHOBJICHA!
. C HCMOJB30BAHUEM PE3CPBHBIX JTAHHBIX
. 0€3 UCMOJIB30BAHUS PE3EPBHBIX JAHHBIX

Bo BTOPOM ciiyvae, TS YCIICIITHOTO

BOCCTAHOBJICHHUS JIAHHBIX HEOOXOIUMO YTOOHI:

. Ilocne ypmanmenus aiila Ha OCBOOOJMBIICECS
MECTO HE Oblia 3amrcaHa HOoBask MH(OpMaLMs

. ®aitn He OBUI (QparMEHTUPOBAH (AJs HSTOIO
HEOOXOJUMO PErYISIPHO BBIIOJHITh OINCPALHIO
nedparMeHTaINH )




3. IlpoGsema  HECAHKIMOHHMPOBAHHOIO
aocryna k uHpopMamum oO0OCTpUIaCh U
npuoopena OCOOyH B3HAUMMOCTh B CBS3H C
PA3BUTHEM KOMIIBIOTEPHBIX CETCH, IPEKIE
BCEro, I1o0ajbrHOU ceTH Internet

HeCaHKIMOHUPOBAHHBIM  JTOCTYN -  3TO
YTeHME, OOHOBIICHHE WM  pa3pylLICHHUE
MHpopManmu MpHAd  OTCYTCTBHM HaA  3TO
COOTBETCTBYIOIIIUX TOJTHOMOYHH



OCHOBHBIC IYTH HECAHKIIMOHUPOBAHHOIO
aocTyna:

XHUIICHUE HOCHUTEIEeH HH(pOpPMAaLUU;
KOIMMPOBaHKUE MH(MOPMAIIUH C IIPEOAOJICHUEM MEP 3allUTHhI;
MACKHUPOBKaA 110 3aPCTUCTPUPOBAHHOI'O I1OJIB30BATCJIA,
HNCIIOJIb30BAHUC HCIOCTATKOB OIICPAIIMOHHBLIX CHCTCM H
A3BIKOB IIPOrPAMMHUPOBAHUS;
HNCIIOJIb30BAHHUC IIPOIrpaMMHbIX 3dKJIdIOK 151

IIPOrpaMMHBIX OJIOKOB THIIA «TPOSTHCKHM KOHB» U T.J.



HecaHKIMOHMPOBAHHBIN JOCTYII
OCYLIECTBJISACTCH 3a CUET:
. UCIIOJIb30BAHMS YY>KOI'O0 UMEHHU

. I3MEHCHUS (PU3NYECKUX aJIPECOB YCTPOKMCTR

. IPUMCHEHUS MH(OPMALIMM, OCTABIICHCS MOCIIE
peIICHMS 3a]1a4

« MOAU(DPUKALIMH IIPOTPAMMHOI0 00CCIICUCHHUS

. XUILICHUS HOCUTEIISI MH(POPMALIIH

. YCTAHOBKH armaparypbl 3alucu






B KaueCTBE OCHOBHbBIX U008
HECAHKUUOHUDOBAHHO20 _00CmYyna K JIaHHBIM
BBLICIISIIOT YTEHHEe U 3alUCh. B CBsI3U ¢ 3TUM,
HEOOXOINMMO 00€CIIEUCHUE 3AIUTHI OT YTCHUS U
3aIMCU MH(OPMALIUH

3alluTa JaHHBIX OT YTCHUS aBTOMATHUYCCKU
OOAPA3YMEBACT W 3AIIATY  OT  3AIIUCH,
OCKOJBKY  BO3MOXKHOCTh  3alCH  [pH
OTCYTCTBUH BO3MOKHOCTH YTCHHUS
NPAKTAYECKHA OCCCMBICIICHHA




3ammra OT YTeHUd " 3aIINCH
HH(OpPMAIMH OCYIICCTBJISACTCA:

. HapOoJice  mpocTto - Ha ypoBHe OC
yCTAaHOBKOU COOTBETCTBYIOIIUX [pas
nocrymna mnojab3zoBareisam 11K

. HanoOoaee 3PPEeKTMBHO — MIKM(PpPOBaHHUEM

Ha 1npakTumke  OOBIYHO  MCHOJIB3YIOTCS
KOMOHHHPOBAHHBIC CIIOCOOBI 3aIAThI
MHpOpMaIMKH OT HECAHKIMOHHUPOBAHHOIO
OOCTYyIIA



