MHdopmMaunoHHas
0e30nacHOCTb

MeToabl 3awWUThbI
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WHdopmaumMoHHON 6e30MacHOCTLIO Ha3biBalOT KOMMIIEKC OPraHM3aLMOHHbIX, TEXHUYECKNX U

TEXHOMOIrMYEeCKUX Mep Mo 3aLmTe nHdopMaLumn oT HeaBTOPM30BaHHOMO A0CTYNa, pa3pyLUeHus,

mMoamdmKaunn, packpbITUS 1 3a0epKeK B AOCTYNe.

NHdopmaLmoHHasa 6e30nacHOCTb JaeT rapaHTUIo Toro, YTo AOCTUraloTCs cneayowme Lenu:

sKOH¢huOeHyuanbHocmb nHpopmaLum (CBOMCTBO MHAOOPMALIMOHHBIX PECYPCOB, B TOM YMCne
MHdOpMaLUK, CBA3AHHOE C TEM, YTO OHW HE CTaHyT AOCTYMNHbLIMU U HEe ByayT pacKpbITbl 4N

HEYMNONMHOMOYEHHbIX nL);

=l4€J/10CMHOCMb NHPOPMALINK N CBA3AHHbLIX C HEN NpoLEeccoB (HEM3MEHHOCTb MHOPMaLIUK B

npoLecce ee nepeaadn Unu XxpaHeHus);

sdoCmMynHOCMb MHGOPMaLMN, KOrda OHa HyXXHa (CBOMCTBO MHAPOPMAaLMOHHbBIX PECYPCOB, B
TOM yncne nHdopmauunmn, onpenensioLiee BO3MOXHOCTb UX MOMYYEHUS N UCMONb30BaAHUS MO

TpeboBaHMIO YNOSTHOMOYEHHbIX NULL);

myy4Yem BCeX NPOLEeCCOoB, CBA3aHHbLIX C MHpOpMaLMEN.



ObecnevyeHne cBda3un

"

ObecneyeHne 6e3onacHOCTMU
WHOPMaLMKN CKNaabIBAETCS
N3 TpeEX COCTaBMNAOLWMX:

sKOHMaeHumanosHocCTH,
sLlenocTtHocTn,
s[lOCTYyNHOCTW.

Toykamu NpuUoxXeHna npouecca
3awmTbl MHPOpPMaLNK

K UHpopMaLIMOHHOWN

cucTeme ABMAKTCA:

mannapaTHoe obecneyeHue,
sfiporpaMmmMHoe obecnevyeHne

m0obecrneyeHne
CBA3UN (KOMMYHMKaLNK).

Camu npouenypbl(MexaHN3Mbl)
3alUunTbl pasgenarTcs Ha

=3aLMTY OM3MYECKOTO YPOBHS,
=3aLUUTY NepcoHana
=OPraHN3aLNOHHbIV YPOBEHb.
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Yrpo3a 6e30nacHOCTU KOMMNbLIOTEPHON CUCTEMBI - 3TO
NOTEHUMArIbHO BO3MOXXHOE NpoucLLecTBme (NpegHamMepeHHoe nnu

HeT), KOTOPOe MOXET OKasaTb HexernaTeribHoe BO34enNCTBUe Ha camy
CUCTEMY, a TaKke Ha MH(oPMaLMIO, XPaHALLYIOCH B HEW.

AHanus yrpos npoBefeHHbIX areHTCTBOM HauWOHanbLHOW accoumaumen
nHdopmaumoHHon 6esonacHocTu (National Computer Security
Association) B 1998 r. B CLLUA BbigBun criegyowyo CTaTUCTUKY:

OcHOBHble MH(POPMALMOHHbIE YrPOo3bl

M cbon obopynoBaHua
8%

M HeymMenble Unn HenpaBulibHblE
AencTBns nepcoHarna

-IBpeanTenbcKkune nencTBns
CODOCTBEHHbIX COTpPYOHMKOB

L BHelWwHWe aTtaku no cetn (UHTepHeT)

M BO3OencTBMNeE KOMIMbOTEPHbLIX BUPYCOB



Buabl THOpMaLUUMOHHbLIX YIrpo3

UenoBeK

dusnyeckmne DOopC-MaKOPHBIE OOCTOATENBCTBA

a3 0! VOOBaHNS DEH

CUCTEM XKMU3HEODECTEYEHNS

TexHonornyeckme

JlokanbHbIV HapyIINTENb

[IporpamMmMmHbIe
(nornyeckwme)
— Y AaneHHbIV HapylunuTenb
WHdopMmauvoHHbIe
yrpo3sbi

Bo3gencrBue Ha
rnepcoHan

OpraH N3allNoOHHbIE

Hencrteung
nepcoHana




'_
NMonntnka 6e3onacHOCTU - 3TO KOMMIEKC MEP N aKTUBHbIX
OEVUCTBUW NO ynpaBfieHUo N COBEPLLEHCTBOBAHUIO CUCTEM

N TexXHoNornm 6esonacHoOCTU, BKNtovast UHPOPMAaLMOHHYIO
6e3onacHoOCTb.

3aKkoHoaaTenbHbLIN
YPOBEHb

AOMUHNCTPATUBHbIN
YPOBEHb HM3aUMOHHasA 3almTa

lNMpoueaypHbIN YPOBEHb
| TexHu4eckas
1HporpaMmMmHoO- AnnapaTHas
TeXHNYECKUN YPOBEHb MporpammHas

3aluTa




S
OpraHusaunoHHas 3almTa

= Op2aHu3ayusi pexuma U oxXpaHabl.

m Ope2aHu3ayusi pabomsi ¢ compydHukamu (nogbop n pacctaHoBKa
nepcoHana, BKroYas 03HakoMrieHne ¢ COTPyaHUKaMu, NxX UsyyeHue,
obyyeHune npasunam paboTbl C KOHGUMOEHUNANbLHON NHGOPMaLVEN,
O3HaKOMIEeHNEe C MepamMn OTBETCTBEHHOCTM 3a HapyLUeHne npaBuI
3aLlnTbl MHOpMauuu n ap.)

m Op2aHu3ayusi pabombl ¢ O0OKyMeHmamu v JOKYMEHTUPOBAHHOM
nHdopmauunen (paspaboTtka, MCNonb3oBaHUE, YYET, UCNONHEHKE,
BO3BpaT, XpaHeHMe N YHUYTOXEHNE JOKYMEHTOB U HOCUTENEN
KOH(puaeHUnanobHon nHdopmauummn)

s Op2aHu3ayus ucroJsib308aHusi mexHuU4Yeckux cpedcme cbopa,
00paboTKkn, HaKOMNEHUS N XpaHEHNS1 KOHOMOEHUNANBHON
NHpopMaLnu;

s Op2aHu3ayusi pabomabl Mo aHasu3y 6HYMpPEeHHUX U HEWHUX y2po3
KOHbunaeHumansHon nHdopmaummn u BelpaboTke Mep No obecnevyeHmnto
ee 3aluThl;

s Op2aHu3auyusi pabomsl o npoeedeHUrO cucmemMamu4ecKko20
KOHMpouJisi 3a pabomoli nepcoHasia ¢ KOHdNOEHUNanLHON
NHopMaunen, NOPALKOM yyeTa, XpaHEHNA U YHUYTOXEHUS
OOKYMEHTOB U TEXHUYECKUX HOCUTESEWN.
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TexHn4yeckme cpeacrtea 3alUUThI
MHpOPMaLIUN

[1na sawmnTbl nepumeTpa MHdopmMaLUMoOHHOWU CUCTEMDI
co3gatoTcs:

mCUCTEMbI OXPAHHOMN 1 MOXapHOU CUrHanusauuu,
=CUCTEMbI LNGPOBOro BUAeO HabnogeHus;
mCUCTEMbI KOHTPONA 1 ynpasnenna goctynom (CKYL).

3awmTa nHdopmauum oT ee yTe4kn TEXHNYECKMMIN KaHanamm
CBS13M 00ecnevmBaeTcs crneayLwmmMmm cpeacteamm 1
MEepPONPUATUAMMN:

s CIMOJ1Ib30OBaAHNEM 3KPaHNPOBAHHOIO kabena u NPOKIiagKa
NnpoBO4OB U kabenen B IKPaHNPOBaAHHbIX KOHCTPYKUNAX;

=yCTAHOBKOW Ha NMHNAX CBSI3M BbICOKOYACTOTHbIX (hUNLTPOB;
=[OCTPOEHME IKPAHNPOBAHHbIX NOMELLEHUN («Kancyn»);
=/ICMONb30BaHNE 3KPaHMPOBAHHOIO 060pPYyA0BaAHUS;
=yCTAHOBKa aKTUBHbIX CUCTEM 3aLLyMITEHUS;

=CO3aHNe KOHTPONNPYEMBbIX 30H.
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AnnapaTHble cpeacTea 3alUThbl
MHPOPMaLINK

= CneuunarnbHble perMcTpbl Ansa XpaHeHUs1 PEKBU3UTOB 3aLUUTHI:
naponemn, NOeHTUPULMPYOLWNX KOOOB, rpUdoB 1N ypoBHEN
CEKPETHOCTW;

= YCTPOWCTBA N3MEPEHNS MHONBUAOYANbHbLIX XapakTepPUCTUK
YyerioBeka (rosioca, oTrne4vyaTkoB) C LENbO ero naeHTndunkaumu;

= Cxembl npepbiBaHUs nepegadn nHbopmauum B NUHUN CBSA3K C
Lienblo Nepmoanyeckon NpoBepKM agpeca Bbldadn JaHHbIX.

s YCTpouctea ans wudppoBaHnUsa MHopMaLnm
(KpunTorpaduyeckne metoabl).

s Cucrembl becnepebonHOro nNMTaHnS:
cTouHMKM BecnepebomnHoro NnuTaHus;
PesepBupoBaHmne Harpysku;

[[eHepaTopbl HANPSXXEeHUS.
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[ lporpaMmmHble cpeacTBa
3aLllUTbl MHQOPMAaLIUA

s Cpeacrea 3awmTbl OT HeCaHKUMOHMpoBaHHoro goctyna (HCL):
CpepacTBa aBTopumsaLum;
MaHaaTHoe ynpaBrieHue AoCTyrnowm;
N3bunpaTtenbHoe ynpaBrneHne AoCTYyNoM;
YnpaeneHne OOCTYNoOM Ha OCHOBE ponew;
XypHanupoBaHue (Tak xXe HasblBaeTcs AyauT).

= Cucrembl aHanmsa n MogenmpoBaHns NUHPOPMaLMOHHbLIX MOTOKOB
(CASE-cucremsl).
s  CuUCTEMbBI MOHUTOPUHIA CETEWN:
Cuctembl obHapyxeHua u npegoTepalleHns stopxxeHun (IDS/IPS).

Cucrtembl NpegoTBpaLlleHns yTedek KoHunaeHunansHom nHdopmaumm
(DLP-cuctembl).

= AHanusartopbl NPOTOKOMOB.
=  AHTUBMPYCHbLIE CpeacTBa.
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[ lporpaMmmHble cpeacTBa
3aLllUTbl MHQOPMAaLIUA

MexxceTeBble 3KpaHbI.
KpunTtorpadgunyeckme cpeacraa.
LLUndpposaHue;
Lindpposasa nognuce.
CuncrtemMbl pe3epBHOro KOMMPOBAaHMUSI.
Cuctembl ayTeHTUdOUKaLNK:
[Maponb;
Kntou goctyna (omsanyeckun unm anekTPOHHbIN);
CepTudumkar;
buomeTtpus.
VHCTpyMeHTanbHble cpeacTBa aHanm3a cMctemM 3alUnThl:
MOHNTOPMHIOBLIN NPOrpaMMHbIN MPOAYKT.



" JEE
BI/I,EI,I:I AHTUBUPYCHbIX NMPOI'PAMM

LeTeKkTopbl NO3BONAKT OOHapYXuBaTb (halsbl, 3apaXXeHHble OQHUM U3
HECKOMNbKMX M3BECTHbIX BUPYCOB. HEKOTOpbIE NPOrpaMMbl-A4ETEKTOPbI TaKKe
BbINOMHSAOT 3BPUCTUYECKUIN aHann3 dannoB U CUCTEMHbIX 0bnacTen
OWCKOB, YTO YacTo (HO OTHIOAb HE BCerga) no3sonder obHapyXmBaTb
HOBbI€, HE N3BECTHbIE NporpaMmmMe-4eTEKTOPY, BUPYCHI.

s QUNLTPbI - 3TO PE3NAEHTHbIE NPOrpaMMbl, KOTOPbIE OMOBELLAOT
nonb3oBaTensi 0 BCeX NorbiTkax Kakon-nnmbo nporpaMmmbl 3anmMcaTbes Ha
[UCK, a Yk Tem 6onee oTcbopmMaTMpoBaTh €ro, a Takke o ApYrux
Noao3pUTENbHbIX AEACTBUSAX.

= [lporpammbl-gokTopa unu dparv He TofbKO HaXo4AT 3apaXkeHHble BUpycamm
doannbl, HO N «JledaT» Ux, T.e. yoanswT 13 panna Teno nporpaMmmbl-Bmpyca,
BO3BpaLLas pansnbl B UICXOQHOE COCTOSIHUE.

s PeBu30pbLl 3aNoOMMHAKOT CBeAEHUSA O COCTOAHNN PannoB U CUCTEMHbIX
obnacTen ONCKOB, a NpY NocreaylLwmx 3anyckax — CpaBHUBAKOT UX
COCTOSIHME UCXOAHbIM. [pn BbIABNIEHMN HECOOTBETCTBUIN 06 3TOM
coobLlaeTca nonb3oBaTernto.

x  CTOpoXa unu puneTpbl pacrnonaratTca pe3anaeHTHO B onepaTUBHOM
NamMAaTN KOMMNbIOTEPA U NPOBEPSIOT HA HanNn4yMe BUPYCOB 3aryckaemMble
doannsl n BctaBnsiemole USB-Hakonutenw.

= [lporpammbi-BakLMHbI UMM UMMYHMU3ATOPbI MOAMMULIMPYIOT NPOorpamMMbl 1
OVCKN TaknMm 0b6pas3oM, YTO 3TO He oTpaXKkaeTcsl Ha paboTe nporpamMm, HO TOT
BMPYC, OT KOTOPOIro NPOU3BOANTCS BaKUMHALNSA, CHUTAET 3TN NPOrpaMmb
VNN OUCKN yXKe 3apakEHHbIMMN.
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HepoctaTtkm aHTUBUPYCHbIX
nporpamMmm

= HwuogHauns CywecCTBYOLLNX aHTUBNPYCHbIX TEXHOSIOMNN HE MOXET
obecnevynTb NOSHOM 3aLWnTbl OT BNPYCOB.

= AHTMBMPYCHasa nporpaMmma 3abupaeT 4acTb BblYUCINTENBbHbIX
PECYPCOB CUCTEMBI, HArpy>kas LeHTpanbHbIN NPOLECCOP U XKECTKUN OUCK.
OcobeHHO 3TO MOXET BbITb 3aMETHO Ha cnabbix KOMMbOTEPAX.

s AHTUBMPYCHbIE NPOrpamMmmbl MOTYyT BUAETb Yrpo3y TaMm, rae €€ HeT (NOXHble
cpabaTbiBaHuS).

s AHTUBMpPYCHbIE NpOorpamMmbl 3arpyxatoT obHoBNeHns n3 MHTepHeTta, Tem
caMbIM pacxonys Tpaduk.

» PasnunyHble meToabl WMpOoBaHUA N YNAKOBKM BPEAOHOCHbLIX NporpaMmm
OenakwT gaxke N3BecTHble BUPYCbl He OBHapyXMBaeMbIMU aHTUBUPYCHbLIM
nporpaMmMHbIM obecneveHnem. [1na obHapyXeHUst aTnx
«3aMaCKMpOBaHHbIX» BUPYCOB TpebyeTca MOLHbIN MEXaHN3M pPacnakoBKN,
KOTOPbIN MOXET aewwmndpoBatb dannbl nepen nx nposepkon. OgHako BO
MHOIMMX aHTUBUPYCHbIX NporpamMmmax 3t1a BO3MOXXHOCTb OTCYTCTBYET U, B
CBSI3M C 3TUM, 4YaCTO HEBO3MOXHO OBHAPYXUTb 3alLuMdpoBaHHbIe BUpYChl. &
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[ToHATME KOMMBIOTEPHOro BMUpYyca

KomnbromepHbIU supyc — 310
cneunanbHasa nporpamMmma, HaHocsLlas
3aBeOMbIV Bpea KOMMNbITEPY, Ha
KOTOPOM OHa 3anycKaeTcs Ha

BbllMoJIHEHNE, UTTN OPYTMM KOMIbKOTEPAM B
CETN.

OcHOBHOM DYHKLUMEN BUpYCa ABMAETCH €ro
Pa3MHOXeEHNE.
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Knaccunukauma KoOMNbOTEPHbIX
BUPYCOB

= MO cpene oobuTaHus;

= MO onepauyuoHHbIM CUCTEMAM;

= MO anropuTmy paboTbl;

= MO AECTPYKTUBHLIM BO3MOXHOCTSAM.



1) Mo cpepne obuTaHusA

daunoebie

eupychbl
HaHocAaTt Bpen
doannawm.
CospgatoT
dpann-aBONHUK
C UMEHeM
opuruHana.

3agpy304YHbie

eupychl
BHEOPSIOTCS B
3arpy304HbIN
CEKTOp AuckKa.
OnepaunoHHas
cuctema npu
9TOM
3arpyxaetca C
owmdkamun u
cbosamm

Makpo-

eupychbi
«loptaT»
OOKYMEHTbI
Word, Excel n
APyrnx
NpUKNagHbIX
nporpamMmm
onepaunoHHON
CUCTEMBI
Windows.

Cemesnblie

eupychbi
PacnpocTtpaHsa
lOTCS NO
Internet yepes
9NEKTPOHHbIE
nMcbMa nnu
nocne
noceLleHmns
COMHUTENbHbIX
CaunToB.
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2) INo onepayMOHHbLIM CUCTEMAM

[1na kaxxgon onepaunoHHOM CUCTEMbI CO30atoTCH
CBOM BUPYChbI, KOTOpblE DyayT «paboTtaTb» TOMbKO
B Hen. Ho cyLlecTBYyOT K YHMBEpPCAnbHbIE
BUPYCbl, KOTOPbIE CMOCOOHLI BHEAPATHCH B
pasnn4yHble onepaunoHHble CUCTEMBI.



3) Mo anroputmy paboTbli

N

Pe3udeHm-
HOCIMMb
Bupychl,
obnapatowune
9TUM
CBOWUCTBOM
OEUCTBYIOT
NOCTOSAHHO
noka
KOMMNbIOTEP
BKJTHOYEH.

Camowugppo
eaHue u
nosiumMop-

pusm
Bupychbl-
NoNMMOpPdUKHM
N3MEHSIOT CBOU
KoL WUIn Teno
npor-pamMmeil,
YTO UX TPYAOHO
ODHapPYXUTb.

Cmenc-

asizopumm
Bupychbl-
HEBUOVNMKHN
«MNPAYYTCA» B
onepaTuBHOM
namaTn un
aHTMBUpPYCHas
nporpamma nx
HEe MOXeT
OOHapPYXUTb.

HecmaH-
dapmHble

npuemMbi
[MpuHuMnmnanes
HO HOBbIE
MeToabl
BO3ENCTBUA
BMpYyCa Ha
KOMMbIOTEP.
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4) lNo AeCTPYKTUBHbIM

BO3IMOXHOCTAM
/ /
be3eped- HeonacHble
Hble HaHOCAT

He HaHOCAT MoOpasibHbIN
HUKaKOro ywepob
Bpeaa Hu NonNb30BaTesto
nonb3oBaTe-  Bbl3biBalOT
N0, HK BU3yanbHble
KoMMbloTepy, Fpaduyeckne
HO 3aHMMalT WM 3BYKOBbIE
MEeCTO Ha 9 EKTHI.
XKECTKOM

ANCKeE.

\\

OnacHblie
YHUUTOXAIOT
nHdpopmaLuio
B dpamnax.
«[opTaT»
doaunnsl,
aenarwoT ux
HEecC4YUTbIBa-
eMbIMN U T.4.

OyeHb

orfnacHbIe
cbmBatoT npoLecc
3arpy3kun OC,
nocrie 4yero
TpebyeTcs ee
nepeycTaHoBKa;
NN «NOPTAT»
BUHYECTEP, YTO
ero Tpebyetcs
dopmaTunpoBaTthb



BpeOdoHOoCcHbIe npo2pamMmbl

TposiHCKuUl KOHb - 3TO NporpamMma, cogepXxaliaa B cebe HeKoTopyro
paspyLuaoLyo YHKUNIO, KOTopasi akTUBU3UPYETCS MPU HACTYyNSIEHUN
HEeKOTOpOro YCroBWs cpabaTbiBaHus. OBbIYHO Takve NporpaMmbl
MaCKUPYIOTCS MOoA Kakne-HUbyab nonesHble yTunuTbl. Buabl 4eCTPYKTUBHbBIX
OENCTBUN:

YHUYTOXEHME NHGopmMauumn. (KoOHKpeTHbIN BbIOOP 06EKTOB 1 CNOCOBOB YHUYTOXEHUS
3aBUCUT TONbKO OT ddaHTa3nmn aBTopa Takom nporpammsl 1 BodamoxkHocTen OC. OT1a
dYHKUMSA aBnsaeTcs obuien ansa TPOAHCKMX KOHEN M 3aKnafok).

[MepexBat n nepenada nHpopmaumn. (naponen, Habmpaemblix Ha Knasuatype).
LleneHanpaBneHHOe n3aMeHeHne nNporpaMmmbi.

YepesiMu Ha3bIBaOT BUPYChI, KOTOPbIE PACNPOCTPaHSAOTCS MO rnodanbHbIM
CeTaAM, Nopakasi Lenble CUCTEMbI, a8 He OTAeNbHbIE NPOorpamMMbl. ATO CaMbli
onacHbI BUA BUPYCOB, Tak Kak 0ObekTamu HanageHust B 3TOM cryyae
CTaHOBATCH MH(POPMAaLMOHHbIE CUCTEMBI FOCYAapCTBEHHOro MacwTaba. C
nosieneHneM rnobansHom cetu Internet aToT BMA HapyLleHnsa 6e3onacHoCTU
npeacTaBnseT HanbonbLUYI Yrpo3y, T.K. eMy B Nl06ON MOMEHT MOXET
NOABEPrHyTbCS N0OON U3 KOMMLITEPOB, NOAKMIOYEHHbIX K 3TOW CETMW.
OcHoBHast YHKLUMS BUPYCOB JA@HHOMO TUMna — B3IOM aTakyeMOW CUCTEMbI, T.
e. NpeoaorneHne 3awmTbl C Lernbio HapyLleHns 6e30nacHOCTU 1
LIENOCTHOCTM.



s WOeHTUpUKaumMa — 3To HasbiBaHME
nMuoMm cedbs cucteme;

s ayTeHTUMPUKauma — 310 yctaHoBNEHNE
COOTBETCTBUA Nuua HasBaHHOMY UM
naeHTugunKkaTopy,

= aBTOpu3auuda — npegocraBfieHne 3ToOMy
nmuy BO3MOXXHOCTEN B COOTBETCTBMUE C
NONOXEeHHbIMWU eMy NpaBaMn UNK
NpoBepKa HanNn4na npas NMpu NonbITKe
BbINOMHUTb Kakoe-nnbo aencrene




