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TpaH3akuuu: input, ouput

Transaction 7957a35fe64f80d234d76d83a2a8f1a0d8149a41d81de548f0a65a8a999f6f18

INPUTS From OUTPUTS To
onlprp IO BB O )
Transaction Fees: 0.0005 BTC
Transaction 0627052b6f28912f2703066a912ea577f2ce4dadeda5a5fhd8a57286¢345¢2f2
I . L. DAL
:7957a35fe64f80dK|3|1::de76d83a238f1a0d8149a41d8(1)d;i)43f8aB6_i_acSa999f6f18 o: ._6{@3}'56_595_{5&_&_&_5' '_’_'_'_'0_ 6_1-5_613_[6_(-5_‘;6_"_9-_:

(change) 0.0845 BTC (unspent)
0.0005 BTC

Transaction 2bbac8bb3a57a2363407ac8¢16a67015ed2e88 8af58cf90299e0744d3ded
OUTPUTS To

:0627052b6f2891éf3g>3066a912ea577f2ce4da4caga5;bggaE7ngec345cm 0 : Output #0 Gopesh's Address 0.0100 BTC (unspent)
aRaE s s e e q Output #1 Bob”s Address (change) 0.0845 BTC (unspent)

Transaction Fees: 0.0005 BTC



TpaH3aKkunu

Common Transaction
Output 0
“To Bob”

Output 1
“To Alice”

Input 0
“From Alice,

signed by
Alice”

(change)




TpaH3akyum

Aggregating Transaction




JKN3HEHHbIN LUMKN TpaH3aKumnmn

0627052b6f2891212703066a912ea577f2ce4dadcaasasfbd8a57286¢c345¢c22

1GdK9UzpHBzqzX2A9JFP3DidweBwggmoQA

. e - (Unspent) 0.015 BTC
1Cdid9KFAaatwczBwBttQcwXYCpvK8h7FK (0.1 BTC - Output) =

1Cdid9KFAaatwczBwBttQcwXYCpvK8h7FK -

(Unspent) 0.0845 BTC

Summary Inputs and Outputs

Size 258 (bytes) Total Input 0.1 BTC
Received Time 2013-12-27 23:03:05 Total Output 0.0995 BTC
Included In 277316 (2013-12-27 23:11:54 +9 Fees 0.0005 BTC
Blocks minutes)

Estimated BTC Transacted 0.015BTC

JKM3HEHHbIN LUuKN
TpaH3aKumm:

1.

CocepnHue Hogbl ¢ Alice
nony4atoT MHopMaLmnio
0 TpaH3akuun
PacnpoctpaHeHue no
ceTun HenoATBepPXAeHHON
TpaH3aKumm
MoaTteepxaeHue
TpaH3aKkuum npu
cosgaHum brioka
PacnpoctpaHeHue 6rnoka
Mo cetu

Bob6 nonyyaet GUTKOUH

Koroa Bob MoxeT Tpatntb
OeHbrn?



[ToHsATWE BbICOTbI U NyOUHBI

» BbicoTa bnoka — nopaakoBbIn oL
HOMep BblbpaHHOro 6rioka BockDepth =
Ha4ymMHas c 6rioka reHesuca Block 277317
Transactions
« my6uHa 6rnoka — KonmM4ecTBo e

Aymuyyq

ONoKOoB B Lienovke 6rnok4yenHa

nocne BblIOpaHHOro 6noka Bockheight =[S0

Transactions

Block 277314
Transactions




[TpnBaTHbLIN, NYONMNYHbLIN KITHOY,
agpec KoLlerbKa

Elliptic Curve Multiplication Hashing Function
(One-Way) (One-Way)

Private Key Public Key Bitcoin Address




Base58

Public Key to Bitcoin Address

Public Key
NPUBaTHbIN KITHOY MOXET ObITb N0OLIM YMCrioM Mexay 1 un - 1, rae

SHAZS6 n KOHCTaHTa (n = 1.158 * 10777, HEMHOIO MEHbLLE, YEM 2/256)
AnropuT™M reHepaumm NpUBaTHOrO Kro4a:

“Double Hash” .
oF 1. Bblbrupaem cny4anHoe 4yncrno
HASH160 2.  [NpumeHsem anroputm SHA256
RIPEMD160 3. TyGnu4HbIN K4 BbIYUCIIIETCS 13 NPUBATHOIO Krtoya ¢

NMOMOLLbIO0 HEOBPATUMOrO YMHOXEHWS Ha SNAMNTUYECKMX
KPUBbIX (aNropuTMm secp256k1, NpUHATURA NIST)

Public Key Hash
(20 bytes/160 bits)

Base58Check Encode
with 0x00 version prefix

Bitcoin Address
(Base58Check Encoded Public Key Hash)




Base58Check Encoding Key

Base58Check Encoding

Payload

n Add Version Prefix

o Hash (Version Prefix + Payload)

o Encode in Base-58

Version I Payload SHA256
SHA256
first 4 bytes
: )
Version Payload Checksum |
oAdd first 4 bytes as checksum
Base 58 Encode

Base58Check Encoded Payload

Type

buTKoMH-azpec
Pay-to-Script-Hash azpec
Testnet-agpec
IIpuBaTHBI K10y WIF

BIP38 samnmi$poBaHHBII
TIPUBaTHBIN KJIH0OY

BIP32 PaciuupeHHBIA
Ty6IHMYHBIN KIH0Y

Version prefix (hex)
0x00
0x05
0x6F
0x80

0x0142

0x0488B21E

Base58 result prefix
1

3

m MM N

5 Kwm L

6P

xpub



Kowlenek

» Kowlenek — 9TO KOHTEUHEP ANA
NPpUBaTHbLIX KINOYEN



Kowlenek

» Kowlenek — 9TO KOHTEUHEP ANA
NPpUBaTHbLIX KINOYEN

* [1pocTeniumnm cnocob reHepaunmn Krnven:
OEeTEPMUHUCTNYECKAA reHepauuns Krnyeu



HepetepMMHMPOBaAHHbBbIE KOLLIENbKK

« Kowlenek — aTo KOHTENHEP OANA NpUBaTHbLIX
KIro4eun

* ['eHepaumns Kn4veu:

— [eTepMMHUCTNYECKAS: KaXablX HOBbLIN NPpUBATHLIN
KIH0Y MosiyvaeTcd Ucnosib3oBaHnNeM O4HOCTOPOHHEN
X3LW-PYHKUMM OT NpeablayLLEero 3akpbITOro Krnko4a,
CBA3bIBas UX B NOCie40BaTENIbHOCTU

— HepeTtepMumnHucTmnyeckasa: cnyyanHaa reHepauugd
Kno4ven



[leTepMnHUpOBaHHLIE (C 3epPHOM)

KOLUEJTIbKA

* MPMBATHbIE KITHOYN MPOUCXOOAT OT 0bLLero 3epHa
4yepes Ncnorb3oBaHNe OAHOCTOPOHHEN XILL-

doyHKUMN.

« 3epHO — 3TO Criy4anHoe 4YnCro, KOTOPOE B
COYETaHMN C APYrMMN JaHHbIMU, TAaKUMU KaK HOMEP
NHAEKca, NO3BONSIET NONYYUTb NPUBATHLIE KIHO4NK



MHeMOHn4Yeckme KogoBble
crioBa

*  MHeMOHMn4eckmne Kogbl — 3TO NocneaoBaTENbLHOCTU aHTTIMNCKUX CII0B, KOTOpbIle
npeactaBnAaroT cobon (|<o,1:|,|/|py+0T) CrtydanHoe 4ncrio, KOTopoe UCMNOJ1b3yeTCHd B
KayvecTBe 3epHa And AeTeEPMUHUPOBAHHOIO KOLLUESJIbKa

BIPO039 (co3gaHue MHEeMOHMYEeCKOro Kkoaa u 3epHa):
« Cospgatb cnyvarnHyo NocneaoBaTenbHOCTb (SHTPONUIO) ANMHOM OT 128 A0 256 OuUT.

« Co3agaTb KOHTPOJSIbHYO CYMMY CIly4YanHOW nocneaoBaTesisHOCTU, B35IB MNepBble
HEeCKOJ1bKO O1TOB 13 ee SHA256 xaLua.

» [1o6aBuUTb KOHTPOSbHYIO CYMMY B KOHEL, Clly4anHOW NocriegoBaTenbHOCTMN.

 Pa3genutb nocnenoBaTenbHOCTb HA YacTu ANMWMHON B 11 OUT, 1 UCNONb30BaTb UX B
KayecTBe MHAEeKca rno cnosapto n3 2048 npegonpeaeneHHbIX CnoB.

* |_|OJ'Iy'-II/ITb OT 12 00 24 cnos., npeacraBnAaroLWmMx cob0o MHEMOHNYECKUI KOf.



VICPYAPAVIHMTURVIC
0EeTEPMUHNPOBAHHbIE KOLLENbKM

KOLLIENbKW coaepkaT Knto4vn B BUAE s X
[P€BOBUIHON CTPYKTYPbI, TaK YTO U3 ﬁ%
POAUTENBCKOrO KIto4Ya MOXHO BbIBECTU Master / @ﬁ %
nocrneaoBaTenbHOCTb MPOU3BOAHBIX =

KIoYen, OT KaXKaoro U3 KOTOpbIX, B CBOIO = ®% -
ouyepenb, Takke nomyvaeTcs \@
nocrneaoBaTenbHOCTb MPOU3BOAHBIX

v =
KroYen 1 Tak ganee 6e3 orpaHMyeHns \ @ %

FJ'Iy6I/IHbI BINOXEHHOCTU

Nepapxnyeckue u,eTe()a/lLR:QQs?QIZ/ F ; noal g Grandahil




CTpyKTypa TpaH3aKkumm

Table 1. Cmpykmypa mpaH3aKkuuu

Pasmep

4 6aurTa

1-9 6amToB (VarInt)

[lepeMeHHBIN

1-9 6amrToB (VarInt)

[lepeMeHHBIN

4 HbamTa

ITosre

Bepcus

CUyeTUYUK BXO/I0OB

Bxopl

CyeTuHuK BBIXO/I0B

BBIXO/1bI

Locktime

OnucaHnue

OnuchIBaeT KaKUM IIpaBUIaM
IIO/TYMHSIeTCS IaHHas
TpaH3aKIUs

Yuci1o BXO/10B TPpaH3aKIITUH

OH WIH HEeCKOJILKO BXO/IOB
TpaH3aKI[U!

Yuciio BBIXO/I0OB TPaH3aKIIWUHA

OJII/IH HJIX HECKOJIBKO BBIXO/I0B
TPaH3aKIIUH

UNIX-BpeMs Ui HoMep 6J10Ka



BbIxoa TpaH3aKLuuu

Table 2. Cmpykmypa 8blxo0a mpaH3aKkuuu

Pasmep

8 barTOB

1-9 6amToB (VarInt)

IlepeMeHHas

I[Tos1e

Cymma

Pa3mep 3anuparoIero
ClLleHapHusi

3aIruparoluy ClieHapuu

Onucanue

KostmaecTBO B caTomrax (10®
bitcoin)

JluimHa B 6anTax

CrieHapuy, oIrpee IO HH
yCJIOBUS, YA0BJIETBOPEHHE
KOTOPHIX TpebyeTcs JJIs1 TOTO,
4TOOBI MOKHO 6BUIO IIOTPATUTh
BBIXO/I



[loannucTb TpaH3aKLuuu

Unlocking Script Locking Script
(scriptSig) . (scriptPubKey)
<sig> <PubK> DUP HASH160 <PubKHash> EQUALVERIFY CHECKSIG
Unlock Script Lock Script (scriptPubKey) is found in a transaction output and is the
(scriptSig) is provided encumbrance that must be fulfilled to spend the output
by the user to resolve

the encumbrance



A3bIK cLieHapueB

2+7-3+1 ==
2 70P_ADD 3 OP_SUB 1 OP_ADD 7 OP_EQUAL

[Tpnmep:
CkpunT npoBepkn: 3 OP_ADD 5 OP_EQUAL
CueHapui co BXo4oM 2 — pa3brnokupyeT CKpunT




[lonHOTa/HenosHoTa no
TbOPUHrY

* A3bIK Bitcoin:
— HenonHbIN Mo ThlopUHry
— stateless

e A3bIK Ethereum — TbIOPUHI-NOSHbLIN

TbOPUHr-NosIHOTa: 03HA4YaEeT BO3MOXHOCTb
peann3oBaTb Ha HEM OOY0 BbIYUCIIUMYIO (PYHKLMIO (T.
€. MOXXHO HanucaTb anropuTMm, BblYNCAAOLLNY
3HayeHne PyHKLnn)



Buabl oTnnparoLmx CKpUnTos

e Pay-to-Public-Key-Hash (P2PKH)

* Pay-to-Public-Key
* multi- signhature

e pay-to-script-hash (P2SH)

e BbIXoa gaHHbIX (OP_RETURN)



Pay-to-Public-Key-Hash (P2PKH)

— 3anupatroLLnm cLueHapuin, KOToOpbI OBpeEMEHSET BbIXOA XELLEM
ny6nu4yHoro Kno4va (agpec Bitcoin)

— OP_DUP OP_HASH160 <Public Key Hash> OP_EQUAL OP_CHECKSIG
— OTnuparowmn ckpunT: <Signature> <Public Key>



STACK

STACK

STACK

Pay-to-Public-Key-Hash (P2PKH)

<sig>

<PubK>

<sig>

<PubK>
<PubK>

<sig>

SCRIPT

<sig> <PubK> DUP HASH160 <PubKHash> EQUALVERIFY CHECKSIG

EXECUTION
POINTER
Execution starts
Value <sig> is pushed to the top of the stack

SCRIPT

<PubK> DUP HASH16@ <PubKHash> EQUALVERIFY CHECKSIG

EXECUTION
POINTER
Execution continues, moving to the ri?ht with each step
Value <PubK> is pushed to the top of the stack, on top of <sig>

SCRIPT

DUP |jASH160 <PubkHash> EQUALVERIFY CHECKSIG

EXECUTION
POINTER
DUP operator duplicates the top item in the stack,
the resulting value is pushed to the top of the stack

STACK

STACK

STACK

STACK

<PubKHash>
<PubK>
<sig>

<PubKHash>
<PubKHash>
<PubKk>

<sig>

<PubK>

<sig>

TRUE

SCRIPT

HASH160 <PubKHash> EQUALVERIFY CHECKSIG

1

EXECUTION
POINTER
HASH160 operator hashes the top item in the stack with RIPEMD160(SHA256(PubK))
the resulting value (PubKHash) is pushed to the top of the stack

SCRIPT

<PubKHash> EQUALVERIFY CHECKSIG

1

EXECUTION
POINTER
The value PubKHash from the script is pushed on top of the value PubKHash calculated previously
from the HASH160 of the PubK

SCRIPT

EQUALVERIFYCHECKSIG

1

EXECUTION
POINTER
The EQUALVERIFY operator compares the PubKHash encumbering the transaction with the PubKHash
calculated from the user’s PubK. If they match, both are removed and execution continues

SCRIPT

CHECKSIG

1

EXECUTION
POINTER
The CHECKSIG operator checks that the signature <sig> matches the public key <PubK> and pushes
TRUE to the top of the stack if true.




Pay-to-Public-Key
— 3anuparoLLnmr cueHapun - nyorndHbIN KoY
— <Public Key A> OP_CHECKSIG

— OTnupatrowmin ckpunt: <Signature from Private Key A>

3adeM HyxeH P2KH, ecnu ecTb P2PK?



Multisig

— 3anuparoLnm cueHapuim - nyonunyHbIn KNy M-mn3-N
— M <Public Key 1> <Public Key 2> ... <Public Key N> N OP_CHECKMULTISIG

[pnmep:
— 2 <Public Key A> <Public Key B> <Public Key C> 3 OP_CHECKMULTISIG
—  OTnupatowmin ckpunT: OP_0 <Signature B> <Signature C>



BbiBog AaHHbIX (OP RETURN)

— [JobaBndaetca 80 6anT K AaHHbIM TpaH3aKUumn
— OP_RETURN <data>

— OP_RETURN s1BHO co3gaet dokasyemo HecrioCobHbIl bbimb nompaqyeHHbIM
BbIX0A

N5 4yero aTo HYXHO:
— Umndpposon HoTapuyc



Pay-to-Script-Hash (P2SH)

Table 4. CnodxcHbll ckpunm 6e3 P2SH

3aruMparoui CKpUIT 2 PubKey1 PubKey2 PubKey3 PubKey4 PubKey5 5
OP_CHECKMULTISIG

OTIMpAaIUU CKPUIIT Sig1 Sig2

Table 5. KomnaexcHywlll cueHapuil 8 kavecmee P2SH

[Toramraroiiuii CKpUIIT 2 PubKey1 PubKey2 PubKey3 PubKey4 PubKey5 5
OP_CHECKMULTISIG

3anuparoni CKpUIIT OP_HASH160 <20-6aM¥THBIH X311I ITOTalllaloIero
ckpurrra> OP_EQUAL

OTHUparnui CKPUIT Sigl Sig2 moralarwiui CKpUIIT



[lpenmyLlecTBa P2SH

CroxHble cLueHapumn 3aMeHSI0TCS Ha bonee Xewu Ha BbIXo4e TpaH3aKuumn, 4To
aenaet pasmMep TpaH3akunnu MeHbLLUe.

CueHapum moryT ObITb 3aKOAMPOBaHbI B BUAe aapeca, Tak YTO OTAPaBUTENNIO U
KOLLIENbKY OTNpaBuUTENst He TpeOyeTcs CNOXHOM peanuaaumm P2SH.

P2SH nepeknaabiBaeT Opemsi MOCTPOEHUS CLeHapUs Ha nony4arens, a He
oTnpaBuUTENS.

P2SH nepeknagbiBaeT bpemsi XpaHeHUs1 AaHHbIX A4N9 ANMHHOIO CLEHapUs C
BbIXo4a (KOTOpbIN HaxoauTca BO MHOXecTBe UTXO) Ha BXOA, (KOTOPLIN XPaHUTCS B
blockchain).

P2SH nepeknagbiBaeT bpemsi XpaHeHns1 AaHHbIX A9 ANMHHOIO CLEHapUs C
HaCTOSILLEro BpeMeHN (MOMEHTa nnaTexa) Ha dyayuiee (MOMEHT pacrnopsiXKeHUs
cpencrteamu).

DOCLI mAanALINAAIAT AFFATY, VYARAIACIAALILILIV 97 FFIALILILIIA ALIALIANIAIA A ATANADIATAMNA LIA



CeTb OUTKOUH

[leueHTpanmnsoBaHHaa CeTeBas
ApXUTEKTYpa



Tunbl 1 ponu y3nos

DyYHKUMM BUTKOUH y3na:

* MapLUpyTU3aLns

e 6a3bl A4aHHbIX blockchain
* MAUHWHI

e KOLUEemnekK



Tunbl 1 ponu y3nos

e U
‘ @ Lightweight (SPV) wallet

Reference Client (Bitcoin COI'E) Contains a Wallet and a Network node on the bitcoin P2P protocol,
without a blockchain.

Contains a Wallet, Miner, full Blockchain database, and Network routing { |
node on the bitcoin P2P network. A /

/”’\ Pool Protocol Servers
A

\
. 4 ey Gateway routers connecting the bitcoin P2P network to nodes running
Full Block Chain Node - "“’/ other protocols such as pool mining nodes or Stratum nodes.

Contains a full Blockchain database, and Network routing node on the Mining Nodes
bitcoin P2P network. 0 °
S. P. Contain a mining function, without a blockchain, with the Stratum protocol
node (S) or other pool (P) mining protocol node.
. (7 Y
Solo Miner ‘ . .
Lightweight (SPV) Stratum wallet

P2P network routing node. blockchain.

Contains a mining function with a full copy of the blockchain and a bitcoin @ Contains a Wallet and a Network node on the Stratum protocol, without a
A o 7




[logkntoyeHue K ceTu Bitcoin

Node A Node B Node A Node B

< J\IL
<3j\IL

Figure 4. HauaasHoe pyKonoxcamue medxcdy nupamu



Y3nbl yOPOLLEHHOro
noaTBepXxaeHusa onnatbl (SPV)

NodeA Node B

SPV-y3ribl 3arpy»atoT TONbKO 3arofloBKM BI1OKOB U He
3arpy)<aroT TpaH3aKUnK, BKIOYEHHbIE B KaXKAbIN
OIOoK.

[MonHbIn y3en 6yaeT NOMHOCTLIO MPOBEPSIET BCHO
LernoYky 6r10KoB M TpaH3akuuim BHU3 No blockchain
(BO BpeMeHW) BNSOTb A0 6noka reHe3sunca

SPV-y3en byaeTt npoBepATh Lernb BCeX DIOKOB U
CBA3bIBaTb 3TY LENb C UHTEPECYIOLLIEN TPAH3aKUMEN
(c nomoLbto Merkle root)

getb\ocks
etblocks

inv

W’

4/b\0d(//
%
%
A/W//
%
%

< JWIL



KoHpunaeHunanbHOCTb U SPV

 SPV-y3nbl Nony4arT onpeaeneHHble
TpaH3aKLUMK AN NX BbIDOpOYHOM
NMPOBEPKTU

e dDunbTp Bbnyma: BepOATHOCTHLIN PUNLTP
NnoucKa TpaH3aKkumm 6es3 ToO4YHOro ee
onncaHug



