HAY4YHO-
MCCNEOQOBATENBCKUM
LUEHTP

TpaHCNOPTHbLIU YPOBEHb
(Transport)




UHKancynauusa/gekancynauuvs;

PYHKLUUUN TPAHCMNOPTHOrO YPOBHS;

Ha3Ha4vyeHue NopTOB;

Socket (Pasbem);

NMoptbl TCP/UDP;

NMpoTtokon TCP (Transmission Control Protocol);
Npotokon UDP (User Datagram Protocol);
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© WHkancynsauus/gekancynaums

< Hanb6onee pacnpocTpaHeHHble NPOTOKONMbI
TPaHCNOPTHOIO YPOBHS:

= TCP - npoTokon ynpaBneHua nepegadven;

= UDP - npoTtokon gocrtaBku rnosib30BaTeNbCKUX
pararpam.

. NaHHble

AaHHblE cermMeHT/pararpamma

-~ - o T[] sowws [T~ -
naker i

3. CeTeBoi ypoBeHb -——-» l || | nawwe || ---- }3. Ceresoi yposeHb
Kaap

2. KaHanbHbIf ypoBEHb -6— -» N | aamme || ---- |2 KananbHbii ypoBeHb
nTt

1. Duanveckuit yposeHb -1 L W11 e T[T - - > § 1. Oususeckuit yposens

TUUL Kanan nepenayv agauuHbix MIUL

----- Norvyeckoe coeanHeHne Mexay ypoBHAMM

s  Peanu3aums nepenavv AaHMbIx
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6 CDyHKLI,I/II/I TPaAHCMNOPTHOIO YPOBHA

NMpnHATL AaHHbIe NPUIOXEeHUA OT CeaHCOBOIro YPOBHS,
noaAroToBUTb UX OANA TPAHCNOPTUPOBKU Yepes CeThb,
nepenatb chopMUpoOBaHHblIe CerMeHTbl/aaTarpaMmmbl
ceTeBOMY YPOBHHO.

OGpaboTatb ceTeBble AaHHbIe, NOJSIY4YEeHHblIe C CeTeBOro
YPOBHSA, YTOObI MX MOINIM UCMNOSb30BaTh NpunoxeHusa (data
for use by application). |

CermeHTMpoOBaTh AaHHblIe HA HEOOSbLLUMEe YacTu u
rapaHTMpoBaThb, YTO 3TU YacTu B NpaBUIIbLHOM Buge
nprubyayT no Ha3Ha4veHuto. Mpu agpecaunm UCNonb3yHoT:

= MaeHTUduKaTop coeanHeHuns (Takke HasblBaembln ID
COeaNHEHUS, MOPTOM, NN COKETOM) AEHTUUUMPYET
KaXkabl Ananor Mmexay nporpaMMHbIMU npoueccamu,

= NOEHTUMKATOP TPaH3aKLUMN. o
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) HasHa4yeHne nopTtoB

MNpouecc paboTbl ¢ e-mail (= J

(o \ & -
{' L s ° i
- | WOTH cFTP [ @J
\ -
*
Mpouecc pabotel c WWW

IP-naket

Kakomy npoueccy
nepenaTtb AaHHbIE?
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e q \'/; -
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192.168.1.
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« 3 . -
) 192.168.1.20 6
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©) Hasnauenne NOPTOB
B

;l[
npouecc P \
w

T T T r—

' IEECN G
WWW ﬁ [ [MopT 80 C
e [ o §

(= |

/
Internet Assighed Numbers Authority
%

http://www.iana.orqg

ICANN

Internet Corporation for Assighed Names and Numbers

\W https://www.icann.org
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©) Socket (Pasbem)

\. E‘jj

\

; MprKnagHow ypoBeHb
Application Layer

5
Session Layer

4 || TParcnopTHeIi ypoBeHs
Transport Layer

;
Network Layer

2
Data Link Layer

dunsnyecknim ypoBeHb

Physical Layer

v {
[MpeactaBUTENBLCKUI =
Presentation Layer
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©) noprs TCP/UDP

Homep nopTta, 910 ycnoBHoe 16-0uTHOE yncrio ot 1 go 65535,
yKasblBatoLlee, Kakou nporpamMmme npegHasHavyaeTcd naker. |

Bce nopTbl pa3geneHbl Ha Tpy Anana3oHa:
= 0obuwensBecTHble (cuctemMmHble) ot 0 oo 1023;

= 3aperncTpupoBaHHble (nonb3oBaTernbckne) ot 1024 go
49151;

= OWMHamMun4yeckue (YacTtHble), oT 49152 0o 655395).

UDP Homep nopra Onucaxue O e e

53 Cucrema floMeHHbIX MeH (DNS) 20 ERcisei i
NPOCTON NPOTOKON NepegaYv

69 chaiinos (TFTP) 21 FTP cepeep (kaHan KOHTPONA)

137 Cnyx6a umeH NetBIOS 23 Telnet cepsep

138 Cnyxba gentarpamm NetBIOS 53 C“CTE';; e"::::‘:‘lﬁeaﬂw“b'
CnpocToM NPOTOKON CeTEBOro

181 ynpasneus (SNMP) 80 Web-cepsep (http)

520 MpOTOKON MapLUPyTHOM cnyxba ceancos NetBIOS

uHhbopmauuu (RIP)

© fors.gtechs.ru



HAY4YHYHO-
MCCIEOOBATEINbCKWV
HEHTP

POPC




e) Ob6Len3BecTHble NOPTHI

Mopr/Mporokon __Onmcawwe ___________________________________lfcnonb3oBaHue

0/TCP,UDP 3apesepBMpPOBaHO; HE NCMONb3YyeTCs OdumunanbHo

1/TCP.UDP TCPMUX, onsa obcnyXuBaHUA HECKOMbKMX CryX6 Ha 04HOM U TOM OcbULMansHO
xe TCP nopty

5/TCP,UDP npotokon RJE — obecnyxmBaeT oTnpasBky hansioB 1 BbIBOJ OTYETOB OcbULManBHO

npu padote paboyen ctaHumMn ¢ MenHppenmamm

npotokonn ECHO — npefHasHaveH Ons TeCTUPOBaHUA CBA3U MYTEM
7/TCP,UDP OTMpaBku AaHHbIX HAa cepBep U NOSTyYeHUS OT HEro UX Xe B OdumumnanbHo
HEM3MEHHOM BUaE

8/TCP,UDP He NCnonb3yeTcs OdmuymanbHo

npotokon DISCARD — npeaHasHa4vyeH ans TeCTUpoBaHUs CBA3MN
9/TCP,UDP NyTEM OTNpaBKM JaHHbIX HA cepBep, KOTOPbIN OTOpackiBaeT OdumumnanbHo
NPUHATOE, HE OTNPaBnAd HUKAKOro oTBeTa

npotokon SYSTAT — BbI4aéT CNUCOK aKTUBHbBIX NONb3oBaTenemn B

11/TCP,UDP . OdmuymanbHo
ornepaumoHHON cucteme
npotokon DAYTIME — npegHasHayeH ans TecTMpoBaHUs CBA3N
13/TCP,UDP NyTEM MonyyYeHsa OT cepBepa TEKYLLUUX JaTbl U BDEMEHU B OdomumanbHo
TEKCTOBOM Buje
15/TCP,UDP npotokon NETSTAT HeopobpeHo
17/TCP,UDP npotokon QOTD OdmuymanbHo
18/TCP,UDP npotokon MSP OdmuymanbHo

19/TCP,UDP npotokonn CHARGEN OdmuymanbHo



e) Ob6Len3BecTHble NOPThI

Mopt/Mpotokon _|Onucawve _____________________________________ |VcnonbsosaHne

20/TCP
21/TCP

22/TCP,UDP

23/TCP,UDP

25/TCP,UDP

26/TCP,UDP
35/TCP,UDP
35/TCP,UDP
37/TCP,UDP

39/TCP,UDP

41/TCP,UDP
© TOrs.gtecns.ru

npotokon FTP — gaHHble
npotokon FTP — komargbl

npotokon SSH — npumeHsieTca gnga 6e3onacHoro Bxoga B CUCTEMY,
nepecobliku hansios n popBapanHra

npotokosn Telnet — npumeHsieTca ans nepegadn TEKCTOBbIX
coobLeHnn B He3aLwMppoBaHHOM BUAE, TO XKe, YTO U KOHCOb
TepMunHana. icnonb3yeTtcs, B YaCTHOCTU, 06LLEeN3BECTHOM
nporpammon 'mneptepmuHan ansa Windows n B HactosLlee BpeMs
cuMTaeTcsa yctapesLunm 1 HebesonacHbIM

npotokon SMTP — ncnonb3yetcs ans nepechbisikn NoYToBbIX
coobLieHnn mexay cepsepamun. CoobLieHnst OTNpaBnsoTCs B BUAE
NPOCTOro He3awndgpPOBaHHOIO TEKCTa

npotokon RSFTP — npocTon ananor npotokona FTP
NPOTOKOST MPUBATHOIO cepBepa rneyaTu printer server

QMS Magicolor 2 print server protocol

Time protocol — ncnone3yetcsa aAns CUHXPOHU3aLUUM BPEMEHN

Resource Location Protocol — npoTtokosn noucka pecypcos —
CNYXUT OS5 HAXOXOEHNA CepBepOoB, NPEeAO0CTaBAAOLWMX YCITyru
BEPXHETNO YPOBHSA

Graphics — ncnonb3yeTtcs rpauyeckMmm MogynsiMm HEKOTOPbIX
BpaysepHbIX NporpaMmm

OdmuymanbHo

OdumunanbHo

OdmuymanbHo

OdumunanbHo

OdumunanbHo

HeoduumanbHo
OdumumnanbHo
HeoduumanbHo

OdumumnanbHo

OdumumnanbHo

OdumumnanbHo



e) Ob6Len3BecTHble NOPTHI

Onucawve ____________________________________________l/cnonu3oBakne

42/TCP,UDP — npotokon cepsepa UMéH, ARPA Host Name Server Protocol OdvmumansHo
WINS — B HacTosLee BpeMs cumTaeTca yctapeswmMm. MNogaepxkka WINS
42/TCP,UDP Hanpumep, B ceTax Ha 6ase komnbioTepoB ¢ cuctemon Windows XP HeoduumanbHo
COXpaHeHa nNuLb Ans obpaTtHOM COBMECTUMOCTU
43/TCP Mpotokon WHOIS OdumumansHo
49/TCP,UDP TACACS Login Host protocol OdumumansHo
52/TCP,UDP XNS Time Protocol OdumumansHo
53/TCP,UDP Domain Name System OdovmumansHo
54/TCP,UDP XNS Clearinghouse OdumumansHo
55/TCP,UDP IS Graphics Language OdumumansHo
56/TCP,UDP XNS Authentication OdovmumansHo
56/TCP,UDP RAP HeoduumanbHo
57/TCP MTP, Mail Transfer Protocol HeoduumanbHo
58/TCP,UDP XNS Mail OdmumansHo
Bootstrap Protocol cepeep BOOTP — npegHasHadeH ans cepsepa, ¢
67/UDP KOTOPOro BbINOMHAETCS 3arpy3ka 6e341CcKoBbIX pabounx CTaHUUKW; Takke OdumuymansHo
ncnonedyetcs Dynamic Host Configuration Protocol
Bootstrap Protocol knneHT BOOTP — no aToMy NpoTOKOsY BbINOTHAETCA
68/UDP 3arpyska 6e3amnckoBbix pabounx ctaHuum ¢ cepeepa BOOTP; Takke OdumumansHo



e) Ob6Len3BecTHble NOPThI

Mopr/Mporokon __Onmcawwe ___________________________________lfcnonb3oBaHue

Trivial File Transfer Protocol — TpuBmanbHbin FTP — 3TOT NPOTOKOS
NPUMEHSIETCS HaNpUMep ANs pa3BEPTbIBAHNSA YCTaHOBKM
69/UDP onepaumoHHON cncteMbl Ha 60MbLLIOE KONMYECTBO KOMMbIOTEPOB B

cetax npeanpuatnin. [ina atoro cepsep TFTP n nogaepxka SRWIETISHE

yaanéHHoro pasBeépTbiBaHNA BKITHOYEHBI B COCTaB cepBepHbix OC

Windows NT4 Server n HoBee.
70/TCP [MpoTokon Gopher OdhmuymansHo
79/TCP Finger OdurunanbHo
80/TCP,UDP Hypertext Transfer Protocol OdurunanbHo
81/TCP Torpark—Onion routing HeodwnumanbHo
82/UDP Torpark—Control HeoduvumansHo
83/TCP MIT ML Device OdumumnanbHo
88/TCP Cuctema ayteHTudukaunm Kerberos OdmuymansHo
90/TCP,UDP dnsix Securit Attribute Token Map OdumumnanbHo
90/TCP,UDP Pointcast HeodwnumanbHo
101/TCP NIC host name OdumumnanbHo
102/TCP ISO-TSAP Class 0 protocol OdumunanbHo
104/TCP DICOM HeodwnumanbHo
107/TCP Remote TELNET Service protocol OdumunanbHo
109/TCP Post Office Protocol 2 OdumumnanbHo



e) Ob6Len3BecTHble NOPTHI

Mopr/Mporokon __Onmcawwe ___________________________________lfcnonb3oBaHue

110/TCP Post Office Protocol 3 OdumunanbHo
111/TCP,UDP Sun Remote Procedure Call OdurunanbHo

ident — cTtapas cuctema ngeHTndukauum, 4o cux nop UCnonb3yeTcd

113/TCP & IRC cepsepax OdumunanbHo

113/TCP,UDP Authentication Service OdumumnanbHo

115/TCP Simple File Transfer Protocol OdmuymansHo

117/TCP UUCP Path Service OdumumnanbHo

118/TCP,UDP SQL Services OdomumanbHo

119/TCP Network N?ws Transfer Protocol — ncnonb3yetca onsa oTnpasku OcbULManBHO
COOOLLEHNIN HOBOCTHbIX PACChINIOK

123/UDP Network Time Protocol — ncrnonb3syetcsa ans cuHxpoHusaumm ObuLMansHo
BpeMeHU

135/TCP,UDP DCE endpoint resolution OdomumanbHo
Microsoft EPMAP, Takke nssectHbin kak DCE/RPC Locator service,

135/TCP,UDP ncnonb3dyetcs cny>k6amun yganéHHoro obcny>KmBaHus, TakuMm Kak HeodwuunansHo
DHCP, DNS 1 WINS

137/TCP,UDP NetBIOS NetBIOS Name Service OdomumanbHo

138/TCP,UDP NetBIOS NetBIOS Datagram Service OdomumanbHo
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e) Ob6Len3BecTHble NOPTHI

MNopr/Mporokon __Onmcawwe __________________________________lfcnonb3oBaHue

139/TCP,UDP NetBIOS NetBIOS Session Service OdomumansbHo
TR UDP it v ixpormaaLt cooSuum et o Opuianso
152/TCP,UDP Background File Transfer Program OdomumanbHo
153/TCP,UDP SGMP, Simple Gateway Monitoring Protocol OdmuymanbHo
156/TCP,UDP SQL Service OdmuymanbHo
158/TCP,UDP DMSP, Distributed Mail Service Protocol HeoduumaneHo
161/TCP,UDP Simple Network Management Protocol OdomumanbHo
162/TCP,UDP Simple Network Management Protocol Trap OduumnanbHo
170/TCP Print-srv, Network PostScript OdmuymanbHo
179/TCP BGP OduumnanbHo
194/TCP IRC OdmuymanbHo
201/TCP,UDP AppleTalk Routing Maintenance OdmuymanbHo
209/TCP,UDP The Quick Mail Transfer Protocol OdmuymanbHo
213/TCP,UDP IPX OduumnanbHo
218/TCP,UDP MPP, Message Posting Protocol OdomumansbHo
220/TCP,UDP IMAP, Interactive Mail Access Protocol, version 3 OduumnanbHo
259/TCP,UDP ESRO, Efficient Short Remote Operations OdomumanbHo

© tors.gtechs.ru



e) Ob6Len3BecTHble NOPTHI

MNopr/Mporokon __Onmcawwe ________________________________l/cnonb3oBakue

264/TCP,UDP
311/TCP
308/TCP
318/TCP,UDP
323/TCP,UDP
366/TCP,UDP

369/TCP,UDP

371/TCP,UDP
383/TCP,UDP
384/TCP,UDP
387/TCP,UDP
389/TCP,UDP
401/TCP,UDP
402/TCP

411/TCP

412/TCP

427/TCP,UDP

BGMP, Border Gateway Multicast Protocol
Mac OS X Server Admin

Novastor Online Backup

PKIX TSP, Time Stamp Protocol

IMMP, Internet Message Mapping Protocol
ODMR, On-Demand Mail Relay

Rpc2portmap

ClearCase albd

HP data alarm manager

A Remote Network Server System

AURP, AppleTalk Update-based Routing Protocol
Lightweight Directory Access Protocol

UPS

Altiris, Altiris Deployment Client

Direct Connect Hub

Direct Connect Client-to-Client

Service Location Protocol

OdmuymanbHo
OdmuymanbHo
OdmuymanbHo

OdmuymanbHo

HeoduunansHo

OdmuymanbHo

OdmuymanbHo

OdumunanbHo
OdumumnanbHo
OdurunanbHo
OdumumnanbHo
OdumunanbHo

OdumumnanbHo

HeoduunaneHo
HeodwuunaneHo

Heodwuunanere

OdumumanbsHo



e) Ob6Len3BecTHble NOPTHI

MNopr/Mporokon __Onmcawwe __________________________________lfcnonb3oBaHue

443/TCP
444/TCP,UDP
445/TCP
445/UDP
464/TCP,UDP
465/TCP,UDP
465/TCP
465/UDP
475/TCP
497/TCP
500/UDP
502/TCP,UDP
512/TCP
512/UDP
513/TCP
513/UDP

514/TCP

A A/l 1INDY

HTTP noBepx TLS/SSL

SNPP, Simple Network Paging Protocol
Microsoft-DS Active Directory, Windows shares
Microsoft-DS SMB file sharing

Kerberos Change/Set password

SMTPS — SMTP nosepx SSL

Cisco URD mechanism protocol

IGMP v.3 lite — IGMP over UDP for SSM
tcpnethaspsrv

Dantz Retrospect

Internet Security Association and Key Management Protocol
Modbus, Protocol

exec, Remote Process Execution

comsat, together with biff

Login

Who

Shell — BbINONHEHME HENHTEPAKTUBHBIX KOMaH, Ha yAanEHHOM
cucteme

@ Py P, D A . o rE Pt b o o P P . o~ o~ i 1N A Pt A o rm R R E B o~ o o~ p———

OdmuymanbHo
OduumnanbHo
OdmuymanbHo
OduumnanbHo
OdmuymanbHo
HeoduumanbHo
HeoduunansHo
HeoduumaneHo
OdmuymanbHo
OduumnanbHo
OdmuymanbHo
HeoduumaneHo
OdmuymanbHo
OduumnanbHo
OdmuymanbHo

OduumnanbHo

OdmuymanbHo

. W T



e) ObLlens3BeCcTHbIE MOPThH

MNopr/Mporokon __Onmcawwe __________________________________lfcnonb3oBaHue

515/TCP Line Printer Daemon—oprint service OdomumansbHo
517/UDP Talk OdmuymanbHo
518/UDP NTalk OdomumanbHo
520/TCP efs, extended file name server OdmuymanbHo
520/UDP Routing—RIP OdomumanbHo

NCP NCIOoJb3yeTcA OJ14 Pa3fiMyHbIX Luenen, Taknx Kak AOCTyM K

szl TERIUDE pecypcam rnaBHoro cepsepa NetWare, Time Synchronization, n 1. a. CRIIETISHE
525/UDP Timed, Timeserver OdmuymanbHo
530/TCP,UDP RPC OduumnanbHo
531/TCP,UDP AOL Instant Messenger, IRC HeodwuunansHo
532/TCP netnews OdmuymanbHo
533/UDP netwall, For Emergency Broadcasts OdmuymanbHo
540/TCP UUCP OduumnanbHo
542/TCP,UDP commerce OdmuymanbHo
543/TCP klogin, Kerberos login OdmuymanbHo
544/TCP kshell, Kerberos Remote shell OdomumansbHo
546/TCP,UDP DHCPV6 client OduumnanbHo
547/TCP,UDP DHCPV6 server OdmuymanbHo
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e) Ob6Len3BecTHble NOPTHI

Mopr/Mporokon __Onmcawwe ___________________________________lfcnonb3oBaHue

548/TCP Apple Filing Protocol over TCP OdumunanbHo
550/UDP new-rwho, new-who OdhmuymansHo
554/TCP,UDP Real Time Streaming Protocol OdurunanbHo
556/TCP Remotefs, RFS, rfs_server OdurunanbHo
560/UDP rmonitor, Remote Monitor OdurunanbHo
561/UDP monitor OdhmuymansHo
563/TCP,UDP NNTP protocol over TLS/SSL OdurunanbHo
587/TCP e-mail message submission OdmuymansHo
591/TCP FileMaker 6.0 Web Sharing OdumumnanbHo
HTTP RPC Ep Map, Remote procedure call over Hypertext Transfer
593/TCP,UDP Protocol, often used by Distributed Component Object Model OdmuymansHo
services and Microsoft Exchange Server
604/TCP I';L;glrl\:lljfrl]_nzrlofile, a protocol for BEEP peers to form an application OcbUlManbHo
623/UDP ASF Remote Management and Control Protocol OdmuymansHo
631/TCP,UDP Internet Printing Protocol OdumumnanbHo
636/TCP,UDP Lightweight Directory Access Protocol over TLS/SSL OdmuymansHo
639/TCP,UDP MSDP, Multicast Source Discovery Protocol OdumumnanbHo
646/TCP LDP, Label Distribution Protocol, a routing protocol used in MPLS OcbULMAnBHO

nahworke



e) Ob6Len3BecTHble NOPTHI

Mopr/Mporokon __Onmcawwe ____________________________________lfcnonboBaHue

647/TCP DHCP Failover protocol OdumumnanbHo
648/TCP RRP OdumumnanbHo
652/TCP DTCP, Dynamic Tunnel Configuration Protocol HeodwnumanbHo
654/TCP AODV OdmuymansHo
655/TCP IEEE MMS OdumunanbHo
IBM RMC protocol, used by System p5 AIX Integrated Virtualization
657/TCP,UDP Manager and Hardware Management Console to connect managed OdmuymansHo
logical partitions to enable dynamic partition reconfiguration
660/TCP Mac OS X Server administration OdumunanbHo
665/TCP sun-dr, Remote Dynamic Reconfiguration HeodwnumanbHo
666/UDP Doom,Doom2 wyTep oT nepBoro nuua OdumunanbHo
674/TCP ACAP OdumumnanbHo
691/TCP MS Exchange Routing OdmuymansHo
692/TCP Hyperwave-ISP OdumumnanbHo
694/UDP Linux-HA High availability Heartbeat HeoduunaneHo
695/TCP IEEE-MMS-SSL OdumumnanbHo
698/UDP OLSR OdumunanbHo
699/TCP Access Network OdumumnanbHo

EPP, a protocol for communication between domain name registries

700/TCP Ocbuiiimankudo



e) Ob6Len3BecTHble NOPTHI

Mopr/Mporokon __Onmcawwe ____________________________________lfcnonboBaHue

LMP, a protocol that runs between a pair of nodes and is used to

e manage traffic engineering links QELLEIEAE
702/TCP IRIS over BEEP OdumumnanbHo
706/TCP SILC, Secure Internet Live Conferencing OdumunanbHo
711/TCP E):t,)cg gg?igjgolglgtrrétigggr Protocol—being replaced by the MPLS OcbULManbHO
712/TCP :Oilﬁsg,p'lr'gf:;g?y Broadcast based on Reverse-Path Forwarding ObMLMAnEHO
712/UDP Promise RAID Controller HeodwuumanbHo
720/TCP SMQP, Simple Message Queue Protocol HeodwuumanbHo
749/TCP,UDP Kerberos administration OdurumnanbHo
750/TCP rfile OdmuymanbHo
750/UDP loadav OdurumnanbHo
750/UDP kerberos-iv, Kerberos version IV OdmuymansHo
751/TCP,UDP pump OdumumnanbHo
751/TCP,UDP kerberos_master, Kerberos authentication HeoduumanbHo
752/TCP grh OdumumnanbHo
752/UDP grh OdmuymansHo
752/UDP userreg_server, Kerberos Password server Heoduuunanbro

&/ 1IVIO.YLloull1o.1U



e) ObLlens3BeCcTHbIE MOPThH

Mopr/Mporokon __Onmcawwe ____________________________________lfcnonboBaHue

753/TCP Reverse Routing Header OdumumnanbHo
753/UDP Reverse Routing Header OdmuymansHo
753/UDP passwd_server, Kerberos userreg server HeodwnumanbHo
754/TCP tell send OdmuymansHo
754/TCP krb5_prop, Kerberos v5 slave propagation HeodwnumanbHo
754/UDP tell send OdmuymansHo
760/TCP,UDP ns OdumunanbHo
760/TCP,UDP krbupdate, Kerberos registration HeodwnumanbHo
777/TCP,UDP deth, http://Deth.org.ua registration HeodwnumanbHo
782/TCP Conserver serial-console management server HeodwuunaneHo
803/TCP Agnitum Outpost Firewall HeodwnumanbHo
829/TCP CMP HeodwnumanbHo
860/TCP iISCSI OdumunanbHo
873/TCP rsync file synchronisation protocol OdmuymansHo
888/TCP jouflay ptotocol, jouflay protocol—unassigned but widespread use HeoduunaneHo
901/TCP Samba Web Administration Tool HeodwuunaneHo
902/TCP VMware Server Console HeodwnumanbHo
904/TCP VMware Server Alternate Heodwnumanbt:<
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©) ObLlens3BeCcTHbIE MOPThH

Mopr/Mporokon __Onmcawwe ____________________________________lfcnonboBaHue

911/TCP Network Console on Acid—Ilocal tty redirection over OpenSSH HeoduunaneHo
9B1/TCP dovices ranning embeaded Cnock Pornt FireWall1 software. - Heodmuransio
989/TCP,UDP FTP nosepx TLS/SSL OdumunanbHo
990/TCP,UDP FTP nosepx TLS/SSL OdumumnanbHo
991/TCP,UDP NAS OdumunanbHo
992/TCP,UDP TELNET noBepx TLS/SSL OdumumnanbHo
993/TCP Internet Message Access Protocol over SSL OdumunanbHo
995/TCP POP3 noeepx TLS/SSL OdumumnanbHo
1023/TCP,UDP IANA Reserved OduumansHo
15779/TCP Joymax Co. Ltd.'s Silkroad Online's launcher server port HeodwnumanbHo
15780/TCP Joymax Co. Ltd.'s Silkroad Online's Game authentication port HeodwnumanbHo
15881 /TCP Joymax Co. Ltd.'s Silkroad Online's update download port HeodwuunaneHo
15883-15884 /TCP Joymax Co. Ltd.'s Silkroad Online's game world port HeoduunaneHo
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HAY4YHYHO-
MCCIEOOBATEINbCKWV
HEHTP

POPC

B 3aperMCTpMpOBaHble (nonéosenbcxue) OprI
ot 1024 no 49151



e) 3aperMcTpnpoBaHHbIe NOopThl

Mopr/Mporokon __Onmcawwe ____________________________________lfcnonboBaHue

1024/TCP,UDP IANA Reserved OduumansHo
1025/TCP NFS-or-IIS HeoduuunanbHo
1026/TCP Often utilized by Microsoft DCOM services HeodwnumanbHo
1029/TCP Often utilized by Microsoft DCOM services HeoduunaneHo
1058/TCP,UDP nim, IBM AIX OduumansHo
1059/TCP,UDP nimreg, IBM AIX OdumumnanbHo
1080/TCP SOCKS proxy OdumunanbHo
1085/TCP,UDP WebObjects OdumumnanbHo
1098/TCP,UDP rmiactivation, RMI Activation OdumumnanbHo
1099/TCP,UDP rmiregistry, RM| Registry OdomumansHo
1109 IANA Reserved OdumumnanbHo
1109/TCP Kerberos Post Office Protocol HeodwnumanbHo
1119 World of Warcraft MMORPG Loginserver HeodwnumanbHo
1140/TCP,UDP AutoNOC Network Operations protocol OdumumnanbHo
1167/UDP phone, conference calling HeodwnumanbHo
1176/TCP Perceptive Automation Indigo Home automation server OdumumnanbHo
1182/TCP,UDP AcceleNet Intelligent Transfer Protocol OdumumnanbHo
1194/TCP,UDP OpenVPN OdumumnanbHo
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The cajo project Free dynamic transparent distributed computing in

1198/TCP,UDP Java OdomumansHo
1200/TCP i;%,ep:gégfﬂigsiﬂebnﬁ rSe((Jq(S(Ia_S?D virtual worlds server to answer world Cninantie
1200/UDP 2(;(:]2,eprr§:;|clj)tli ;r?ecﬁebrﬁ rSe(;CJ(I;S?D virtual worlds server to answer world ObMLMAnEHO
1200/UDP Steam Friends Applet HeodwuumanbHo
1214/TCP Kazaa OdumumnanbHo
1220/TCP QuickTime Streaming Server administration OdurumnanbHo
1223/TCP,UDP TGP, TrulyGlobal Protocol, also known as «The Gur Protocol» OdmuymanbHo
1234/UDP VLC Media Player, notokoBoe Buaeo, IPTV HeoduumanbHo
1241/TCP,UDP Nessus Security Scanner OdomumanbHo
1248/TCP NSClient/NSClient++/NC_Net HeodwuumanbHo
1270/TCP,UDP Microsoft System Center Operations Manager) agent OdmuymansHo
1311/TCP Dell Open Manage Https HeodwuumanbHo
1313/TCP Xbiim HeoduumanbHo
1337/TCP WASTE Encrypted File Sharing Program HeoduunanbHo
1352/TCP IBM Lotus Notes/Domino RPC protocol OdmuymansHo
1387/TCP,UDP cadsi-lm) LM OdumumnanbHo
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1414/TCP IBM WebSphere MQ OdmuymansHo

Reverse Gossip Transport Protocol, used to access a
General-purpose Reverse-Ordered Gossip Gathering System bulletin

st board, such as that implemented on the Cambridge University's DT
Phoenix system
1433/TCP,UDP Microsoft SQL Server — Server OdmumanbHo
1434/TCP,UDP Microsoft SQL Server — Monitor OdumumnanbHo
1494/TCP ‘C))ri:)r:gc)((jlenApp Independent Computing Architecture thin client OcbUlManbHo
1512/TCP,UDP Microsoft Windows Internet Name Service OdumumnanbHo
1521/TCP nCube License Manager OdumunanbHo
1521/TCP S£S$Ig4d8a:;tabase default listener, B 6yaywmx pennsax odpuumansHO HeodbuunansHo
1524/TCP,UDP ingreslock, ingres OdomumansbHo
1526/TCP Oracle database common alternative for listener HeodwuumanbHo
1533/TCP IBM Sametime IM—Virtual Places Chat OdomumansHo
1547/TCP,UDP Laplink OdumumnanbHo
1550 Gadu-Gadu HeodumumnanesHo
1581/UDP MIL STD 2045-47001 VMF OdmuymanbHo

1589/UDP Cisco VQP / VMPS HeodumumnansHo



©) 3apernctprposatHbie nopTbl

Mopr/Mporokon __Onmcawwe ____________________________________lfcnonboBaHue

1645/TCP,UDP
1646/TCP,UDP
1627
1677/TCP,UDP
1701/UDP
1716/TCP
1720/TCP,UDP
1723/TCP,UDP
1725/UDP
1755/TCP,UDP
1761/TCP,UDP
1761/TCP

1762—1768/TCP,

UDP
1812/TCP,UDP
1813/TCP,UDP

1863/TCP

1900/UDP

radius, RADIUS authentication protocol

radacct, RADIUS accounting protocol

iSketch

Novell GroupWise clients in client/server access mode
Layer 2 Forwarding Protocol & Layer 2 Tunneling Protocol
America's Army Massively multiplayer online role-playing game
h323hostcall

Microsoft Point-to-Point Tunneling Protocol

Valve Steam Client

Microsoft Media Services

cft-0

Novell Zenworks Remote Control utility
cft-1 to cft-7

radius, RADIUS authentication protocol

radacct, RADIUS accounting protocol

MSNP, used by the .NET Messenger Service and a number of Instant

Messaging clients

Microsoft SSDP Enables discovery of UPnP devices

HeodwnumanbHo
HeoduumanbHo
HeodwnumanbHo
OdumumnanbHo
OdumunanbHo
HeoduumanbHo
OdumunanbHo
OdumumnanbHo
HeodwnumanbHo
OdumumnanbHo
OdumumnanbHo

HeoduumanbHo
OdurumnanbHo

OdumumnanbHo

OdurumnanbHo
OdumumnanbHo

OdmuymansHo
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Adobe Macromedia Flash Real Time Messaging Protocol «plain»

1935/TCP protocol OdomumansHo
19471TCP POHCXORUT dopes noKamL M Ao A CrynGy 10 TOP/ 47 OPHLABNEHO
1970/TCP,UDP Danware NetOp Remote Control OdomumansHo
1971/TCP,UDP Danware NetOp School OduunanbHo
1972/TCP,UDP InterSystems Caché OdomumansHo
1975—1977/UDP Cisco TCO OduunanbHo
1984/TCP Big Brother—network monitoring tool OdomumanbHo
1985/UDP Cisco HSRP OduumnanbHo
1994/TCP,UDP Cisco STUN-SDLC protocol OdmuymansHo
1998/TCP,UDP Cisco X.25 over TCP service OduumnanbHo
2000/TCP,UDP Cisco SCCP OdmuymansHo
2002/TCP Secure Access Control Server for Windows HeodwuumanbHo
2030 Oracle Services for Microsoft Transaction Server HeodumumnanesHo
2031/TCP,UDP mobrien-chat—obsolete OduumnanbHo
2041/TCP Mail.ru AreHT communication protocol HeodwuunansHo
2042/TCP Mail.ru AreHT communication protocol HeoduuunanbHo
2049/UDP Network File System OdomumanbHo
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2049/UDP shilp OdumumnanbHo
2053/UDP lot105-ds-upd Lot105 DSuper Updates OdumumnanbHo
2053/TCP lot105-ds-upd Lot105 DSuper Updates OdumunanbHo
2053/TCP knetd Kerberos de-multiplexor HeoduunaneHo
2056/UDP Civilization 4 multiplayer HeodwnumanbHo
2073/TCP,UDP DataReel Database OdumumnanbHo
2074/TCP,UDP Vertel VMF SA OduumansHo
2080/TCP,UDP Autodesk license daemon HeoduunaneHo
2082/TCP Infowave Mobility Server OdumumnanbHo
2082/TCP CPanel default HeodwuunaneHo
2083/TCP Secure Radius Service OdumumnanbHo
2083/TCP CPanel default SSL HeodwuunaneHo
2086/TCP GNUnet OdumunanbHo
2086/TCP WebHost Manager default HeodwuunaneHo
2087/TCP WebHost Manager default SSL HeodwnumanbHo
2095/TCP CPanel default Web mail HeodwuunaneHo
2096/TCP CPanel default SSL Web mail HeodwnumanbHo
2102/TCP,UDP zephyr-srv Project Athena Zephyr Notification Service server OdomumansHo
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zephyr-clt Project Athena Zephyr Notification Service serv-hm

2103/TCP,UDP connection OdomumansHo
2104/TCP,UDP zephyr-hm Project Athena Zephyr Notification Service hostmanager OdmuymansHo
2105/TCP,UDP IBM MiniPay OduumansHo
2105/TCP,UDP eklogin Kerberos encrypted remote login HeodwuunaneHo
2105/TCP.UDP zephyr-hm-srv Project Athena Zephyr Notification Service hm-serv HeodbuunansHo
connection
2106/TCP Lineage2 AUTH port HeodwuumanbHo
2161/TCP APC Agent OdomumanbHo
2181/TCP,UDP EForward-document transport system OduumnanbHo
2190/UDP TiVoConnect Beacon HeodumumnaneHo
2200/UDP Tuxanci game server HeoduuunanbHo
2219/TCP,UDP NetlQ NCAP Protocol OdmuymansHo
2220/TCP,UDP NetlQ End2End OdumunanbHo
2222/TCP DirectAdmin default HeodwnumanbHo
2222/UDP Microsoft Office OS X antipiracy network monitor HeodwuumanbHo
2301/TCP HP System Management Redirect to port 2381 HeodwuunansHo
2302/UDP ArmA multiplayer HeoduuunanbHo
2302/UDP Halo: Combat Evolved multiplayer HeoduumanbHo
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2303/UDP
2305/UDP

2369/TCP

2370/TCP

2381/TCP
2404/TCP

2427/UDP
2428/TCP
2447/TCP,UDP

2483/TCP,UDP

2484/TCP,UDP
2546/TCP,UDP
2593/TCP,UDP
2594/TCP,UDP

© fors.gtechs.ru

ArmA multiplayer
ArmA multiplayer

Default for BMC Software CONTROL-M/Server—Configuration
Agent, though often changed during installation

Default for BMC Software CONTROL-M/Server—to allow the
CONTROL-M/Enterprise Manager to connect to the
CONTROL-M/Server, though often changed during installation

HP Insight Manager default for Web server

IEC 60870-5-104, used to send electric power telecontrol messages
between two systems via directly connected data circuits

Cisco MGCP
Cisco MGCP
ovwdb — OpenView Network Node Manager daemon

Oracle database listening for unsecure client connections to the
listener, replaces port 1521

Oracle database listening for SSL client connections to the listener
Vytal Vault—Data Protection Services
RunUQO — Ultima Online server

Old Paradise — Ultima Online server

HeodwnumanbHo

HeoduumanbHo

HeodwnumanbHo

HeoduuunanbHo

HeoduuyunansHo
OdumumnanbHo

OdumumnanbHo
?

OdumumnanbHo
OduumnanbHo

OdmuymanbHo
HeoduuunanbHo
HeoduunanbHo

HeoduuunanbHo
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new |ICA—when Session Reliability is enabled, TCP port 2598

2598/TCP replaces port 1494 HeodwnumanbHo
2612/TCP,UDP QPasa from MQSoftware OdumumnanbHo
2710/TCP XBT Bittorrent Tracker HeodwnumanbHo
2710/UDP XBT Bittorrent Tracker experimental UDP tracker extension HeoduvuunanbHo
2710/TCP Knuddels.de HeodwnumanbHo
2735/TCP,UDP NetlQ Monitor Console OdumumnanbHo
2809/TCP corbaloc:iiop URL, per the CORBA 3.0.3 specification OdumunanbHo
2809/TCP IBM WebSphere Application Server Bootstrap/rmi default HeodwnumanbHo
2809/UDP corbaloc:iiop URL, per the CORBA 3.0.3 specification. OdumunanbHo
2944/UDP Megaco Text H.248 HeoduvuunansHo
2945/UDP Megaco Binary H.248 HeodwuunaneHo
2948/TCP,UDP WAP-push Multimedia Messaging Service OdmuymansHo
2949/TCP,UDP WAP-pushsecure Multimedia Messaging Service OdurumnanbHo
2967/TCP Symantec AntiVirus Corporate Edition HeodwnumanbHo
2992/UDP Wrpa Bnagbikn AcTtpana HeodwnumanbHo
3000/TCP Miralix License server HeodwuunaneHo
3000/UDP Distributed Interactive Simulation, modifiable default Heodwnumanbtio
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3001/TCP Miralix Phone Monitor HeodwnumanbHo
3002/TCP Miralix CSTA HeoduumanbHo
3003/TCP Miralix GreenBox API HeodwnumanbHo
3004/TCP Miralix InfoLink HeoduumanbHo
3006/TCP Miralix SMS Client Connector HeodwnumanbHo
3007/TCP Miralix OM Server HeoduumanbHo
3025/TCP netpd.org HeodwnumanbHo
3030/TCP NetPanzer HeoduunaneHo
3030/UDP NetPanzer HeodwnumanbHo
3034/TCP Plain Manager Port BlueCoat ProxySG services HeodwuunaneHo
3036/TCP Secure Manager Port BlueCoat ProxySG services HeodwuunaneHo
3050/TCP,UDP gds_db OdumumnanbHo

3074/TCP,UDP Xbox Live OdumunanbHo

HTTP used by Web caches and the default for the Squid cache &

SISO Kerio Winroute Firewall G LILERE
3260/TCP,UDP iISCSI target OduumansHo
3268/TCP,UDP msft-gc, Microsoft Global Catalog OdmuymansHo
3269/TCP,UDP msft-gc-ssl, Microsoft Global Catalog over SSL OdumunanbHo

3283/TCP Apbple Remote De<kton renortina OdbuiiansHO
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3300/TCP TripleA game server HeodwnumanbHo
3305/TCP,UDP odette-ftp, Odette File Transfer Protocol OdumumnanbHo
3306/TCP,UDP Cuctema ynpasneHunsa 6azamum gaHHbix MySQL OdumunanbHo
3306/TCP,UDP Cuctema ynpaeneHnust 6azamu gaHHeix MS SQL HeodwnumanbHo
3307/TCP,UDP Cuctema ynpasneHunsa 6azamu gaHHbix MySQL HeodwnumanbHo
3333/TCP Network Caller ID server HeoduunaneHo
3386/TCP,UDP GTP' 3GPP GSM/UMTS CDR logging protocol OdomumansHo
3389/TCP \I\//Iviicr;]rdosvc\)fst ;errr;??le?ri:’ler OdumumanbHO 3aperncTpupoBaHo Kak HeodhuumansHo
3396/TCP,UDP Novell NDPS Printer Agent OdumunanbHo
3455/TCP,UDP Reservation Protocol OdmuymansHo
3544/UDP npotokosn Teredo HeodwnumanbHo
3632/TCP distributed compiler OdmuymansHo
3689/TCP E)i(gpi:z!:\udio Access Protocol—used by Apple’s iTunes and AirPort OcbULMAnBHO
3690/TCP,UDP Subversion version control system OduumnanbHo
3702/TCP.UDP ng,.?—. ?fer\l_/IiTcae;MD\Xzsgz)i\cl:v SDi\j,iZ’(:;/ew, NCNOSIb3yeTCs HEKOTOPbIMU ObMLMAnEHO
3724/TCP,UDP World of Warcraft Online gaming MMORPG OdumumnanbHo
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3784/TCP,UDP Ventrilo VolP program used by Ventrilo HeodwnumanbHo
3785/UDP Ventrilo VolP program used by Ventrilo HeodwuunaneHo
3868/TCP DIAMETER base protocol OdumunanbHo
3872/TCP Oracle Management Remote Agent HeoduunaneHo
3899/TCP RAdmin HeodwnumanbHo
3900/TCP udt_os, IBM UniData UDT OS OdmuymansHo
3945/TCP,UDP EMCADS service, a Giritech product used by G/On OdumunanbHo
3949/TCP,UDP OER communications — Optimized Edge Routing OdomumansHo
4000/TCP,UDP Diablo Il game HeodwnumanbHo
4007/TCP PrintBuzzer printer monitoring socket server HeoduvuunansHo
4089/TCP,UDP OpenCORE Remote Control Service OdumumnanbHo
4090/TCP,UDP Kerio VPN OdumumnanbHo
4093/TCP,UDP PxPlus Client server interface ProvideX OdumunanbHo
4096/TCP,UDP Bridge-Relay Element ASCOM OdmuymansHo
4100 WatchGuard Authentication Applet—default HeodwnumanbHo
4111/TCP Xgrid OdumumnanbHo
4111/TCP Microsoft Office SharePoint Portal Server administration HeodwnumanbHo
4125/TCP Microsoft Remote Web Workplace administration HeodwnumanbHe
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4226/TCP,UDP Aleph One HeodwnumanbHo
4224/TCP Cisco CDP Cisco discovery Protocol HeodwuunaneHo
4500/UDP IPsec NAT traversal OdumunanbHo
4569/UDP Inter-Asterisk eXchange HeoduunaneHo
4662/TCP,UDP OrbitNet Message Service OdumunanbHo
4662/TCP often used by eMule HeoduunaneHo
4664/TCP Google Desktop Search HeodwnumanbHo
4672/UDP eMule—often used HeoduunaneHo
4747/TCP Apprentice HeodwnumanbHo
4750/TCP BladelLogic Agent HeodumuynansHo
4894/TCP,UDP LysKOM Protocol A OdumumnanbHo
4899/TCP,UDP RAdmin—nporpamma ans yganeHHOoro yrnpassieHus OdmuymansHo
4900/TCP,UDP Kommute—dannoobMeHHbIN KNNeHT HeodwnumanbHo
5000/TCP commplex-main OdmuymansHo
5000/TCP UPnP—Windows network device interoperability HeodwnumanbHo
5000/TCP,UDP VTun—VPN Software HeodwnumanbHo
5001/TCP commplex-link OdumumnanbHo
5001/TCP,UDP Iperf HeodwnumanbHe
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5001/TCP Slingbox and Slingplayer HeoduunaneHo
5003/TCP,UDP FileMaker OdumumnanbHo
5004/TCP,UDP RTP media data OduumansHo
5005/TCP,UDP RTP control protocol OdumumnanbHo
5031/TCP,UDP AVM CAPI-over-TCP HeoduumansHo
5050/TCP Yahoo! Messenger HeoduunaneHo
5050/TCP NatlCQ getway HeodumumnansHo
5051/TCP ita-agent Symantec Intruder Alert OdmuymansHo
5060/TCP,UDP Session Initiation Protocol OdumumnanbHo
5061/TCP Session Initiation Protocol over TLS OdmuymansHo
5093/UDP SPSS License Administrator HeodwnumanbHo
5104/TCP IBM Tivoli Framework NetCOOL/Impact HTTP Service HeoduvuunansHo
5106/TCP A-Talk Common connection HeodwnumanbHo
5107/TCP A-Talk Remote server connection HeodwuunaneHo
5110/TCP ProRat Server HeodwnumanbHo
5121/TCP Neverwinter Nights HeoduumanbHo
5154/TCP,UDP BZFlag OdumumnanbHo
5176/TCP ConsoleWorks default Ul interface HeodunumanbHo
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5190/TCP ICQ and AOL Instant Messenger OdmumanbHo
5222/TCP Extensible Messaging and Presence Protocol client connection OdmuymansHo
5203/TCP ggtfnsmle Messaging and Presence Protocol client connection over HeotbulnanbHo
5269/TCP Extensible Messaging and Presence Protocol server connection OdmuymansHo
5298/TCP,UDP Extensible Messaging and Presence Protocol link-local messaging OdmuymansHo
NAT Port Mapping Protocol—client-requested configuration for
SRR inbound connections through network address translators QEUENIEE
5353/UDP Multicast DNS OdomumanbHo
5355/TCP.UDP LLMNR—Link-Local Multlcast Name Resolution, aIIovys hosts to OcbULMAnBHO
perform name resolution for hosts on the same local link
5402/TCP.UDP mftp: Stratacache OmniCast content delivery system MFTP file SIS
sharing protocol
5405/TCP,UDP NetSupport OdurumnanbHo
5421/TCP,UDP NetSupport 2 OdmuymansHo
5432/TCP,UDP PostgreSQL OdmumanbHo
5445/UDP Cisco Unified Video Advantage HeoduunanbHo
5495/TCP Applix TM1 Admin server HeodwuumanbHo
5498/TCP Hotline tracker server connection Heoduumanbro
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5499/UDP
5500/TCP

5501/TCP
5517/TCP
5555/TCP
5556/TCP,UDP
5631/TCP
5632/UDP
5666/TCP
5667/TCP
5800/TCP
5814/TCP,UDP
5900/TCP,UDP
5938/TCP,UDP
5984/TCP,UDP
6000/TCP

6001/UDP
© fors.gtechs.ru

Hotline tracker server discovery

VNC remote desktop protocol—for incoming listening viewer, Hotline

control connection
Hotline file transfer connection

Setiqueue Proxy server client for SETI@Home project

Freeciv versions up to 2.0, Hewlett Packard Data Protector, SAP

Freeciv

pcANYWHEREdata, Symantec pcAnywhere data
pcANYWHEREstat, Symantec pcAnywhere status
NRPE

NSCA

VNC remote desktop protocol—for use over HTTP
Hewlett-Packard Support Automation

Virtual Network Computing remote desktop protocol
TeamViewer remote desktop protocol

CouchDB database server

X11—used between an X client and server over the network

X11—used between an X client and server over the network

HeodwnumanbHo
HeoduumanbHo

HeodwnumanbHo
HeoduumanbHo
HeodwnumanbHo
OdumumnanbHo
OdumunanbHo
OdumumnanbHo
HeodwnumanbHo
HeoduumanbHo
HeodwnumanbHo
OdumumnanbHo
OdurumnanbHo
HeoduumanbHo
OdurumnanbHo
OdumumnanbHo

OdumunanbHo
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Default for BMC Software CONTROL-M/Server—Socket used for

6005/TCP communication between CONTROL-M processes—though often HeodwnumanbHo
changed during installation
6014/TCP,UDP Autodesk license daemon HeodwnumanbHo
6050/TCP Brightstor Arcserve Backup HeodwuumanbHo
6051/TCP Brightstor Arcserve Backup HeodwnumanbHo
6086/TCP PDTP—FTP like file server in a P2P network OdumunanbHo
6100/TCP Vizrt System HeodwnumanbHo
6110/TCP,UDP softcm, HP Softbench CM OdumunanbHo
6111/TCP,UDP spc, HP Softbench Sub-Process Control OdumumnanbHo

«dtspcd»—a network daemon that accepts requests from clients to

FATEE DL execute commands and launch applications remotely CRMIETISHE
6112/TCP Blizzard's Battle.net gaming service, ArenaNet gaming service HeoduumanbHo
6113-6119 World of Warcraft MMORPG Realmservers HeodwuumanbHo
6129/TCP Dameware Remote Control HeodwnumanbHo
6257/UDP WinMX HeodwuumanbHo
6346/TCP,UDP gnutella-svc, Gnutella OdumunanbHo
6347/TCP,UDP gnutella-rtr, Gnutella alternate OdumumnanbHo
6444/TCP,UDP Sun Grid Engine—Qmaster Service OdumunanbHo
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6445/TCP,UDP Sun Grid Engine—Execution Service OdumumnanbHo

6502/TCP,UDP Danware Data NetOp Remote Control HeodwuunaneHo
6522/TCP Gobby HeodwnumanbHo
6543/UDP Paradigm Research & Development Jetnet default HeoduunaneHo
6566/TCP SANE — SANE network scanner daemon HeodwnumanbHo
6600/TCP Music Player Daemon HeoduunaneHo
6619/TCP,UDP odette-ftps, Odette File Transfer Protocol over TLS/SSL OdumunanbHo

6665-6669/TCP IRC OdmuymansHo

6679/TCP IRC SSL — often used HeodwnumanbHo
6697/TCP IRC SSL — often used HeodwuunaneHo
6699/TCP WinMX HeodwnumanbHo
6771/UDP Polycom server broadcast HeodumuymnansHo
6D?381'6887/TCP’U BitTorrent part of full range of ports used most often HeodwnumanbHo
6888/TCP,UDP MUSE OdumumnanbHo

6888/TCP,UDP BitTorrent part of full range of ports used most often HeodwnumanbHo
3?389_6890/TCP’U BitTorrent part of full range of ports used most often HeodwuumanbHo

\ "~ 4
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6891-6900/TCP,U
DP

6891-6900/TCP,U
DP

6901/TCP,UDP
6901/TCP,UDP

6902-6968/TCP,U
DP

6969/TCP,UDP
6969/TCP

6970-6999/TCP,U
DP

7000/TCP

7001/TCP

7002/TCP

7005/TCP,UDP

BitTorrent part of full range of ports used most often

Windows Live Messenger

Windows Live Messenger

BitTorrent part of full range of ports used most often
BitTorrent part of full range of ports used most often

acmsoda

BitTorrent tracker
BitTorrent part of full range of ports used most often

Default for Azureus's built in HTTPS Bittorrent Tracker

Default for BEA WebLogic Server's HTTP server, though often
changed during installation

Default for BEA WebLogic Server's HTTPS server, though often
changed during installation

Default for BMC Software CONTROL-M/Server and
CONTROL-M/Agent—Agent-to-Server, though often changed during
installation

Default for BMC Software CONTROL-M/Server and

HeodwnumanbHo

HeoduuunanbHo

HeodwuunansHo

HeoduuunanbHo
HeodwuunanbHo

OdurumnanbHo

HeodunumanbHo
HeoduuunanbHo
HeodunumanbHo

HeoduunansHo

HeoduunansHo

HeoduunansHo
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7010/TCP Default for Cisco AON AMC HeodwnumanbHo
7025/TCP Zimbra LMTP — local mail delivery HeoduuunanbHo
7047/TCP Zimbra conversion server HeodwnumanbHo
7071/TCP Zimbra Administration Console — no npotokony HTTPS HeoduvuunansHo
7133/TCP Enemy Territory: Quake Wars HeoduunaneHo
7171/TCP Tibia HeoduvuunansHo
7306/TCP Zimbra mysq| HeodwnumanbHo
7307/TCP Zimbra mysq| HeoduvuunansHo
7312/UDP Sibelius License Server HeodwnumanbHo
7670/TCP BrettspielWelt BSW Boardgame Portal HeodwuunaneHo
7777/TCP iChat server file transfer proxy HeodwnumanbHo
7777/TCP Game port for Unreal Engine based games HeoduumanbHo
7777/TCP Terraria multiplayer default port HeodwnumanbHo
7777/TCP Default used by Windows backdoor program tini.exe HeoduvuunansHo
7831/TCP Default used by Smartlaunch Internet Cafe Administration software HeodwnumanbHo
8000/TCP,UDP iIRDMI—sometimes erroneously used instead of port 8080 OdmuymansHo

8000/TCP Commonly used for internet radio streams such as those using HeotbulnanbHo

IceCast
-—
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e) 3aperMcTpnpoBaHHbIe NOopThl

Mopr/Mporokon __Onmcawwe ____________________________________lfcnonboBaHue

8000/TCP SHOUTcast HeodumuynansHo
8002/TCP Cisco Systems Unified Call Manager Intercluster HeodwuunaneHo
8008/TCP HTTP Alternate OdumunanbHo

8008/TCP IBM HTTP Server administration default HeodwuunaneHo
8010/TCP XMPP/Jabber File transfers HeodwnumanbHo
8074/TCP Gadu-Gadu HeodwuunaneHo
B0BOITCR o forranming a Wob server as anon-root user o Oduunanho

8080/TCP Apache Tomcat HeodwuumanbHo
8086/TCP HELM Web Host Automation Windows Control Panel HeodwuunanbHo
8086/TCP Kaspersky AV Control Center HeodwuumanbHo
8087/TCP Hosting Accelerator Control Panel HeodumumnaneHo
8087/UDP Kaspersky AV Control Center HeodwuumanbHo
8090/TCP Another HTTP Alternate—used as an alternative to port 8080 HeodwuunansHo
8087/TCP SW Soft Plesk Control Panel HeodwuumanbHo
8118/TCP Privoxy—advertisement-filtering Web proxy OdomumanbHo

8172/TCP Cnyx6a Beb-ynpaeneHnus lIS HeoduunanbHo

\ 4
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e) 3aperMcTpnpoBaHHbIe NOopThl

Mopr/Mporokon __Onmcawwe ____________________________________lfcnonboBaHue

8200/TCP
8220/TCP
8222

8291/TCP

8294/TCP
8303/UDP
8333
8400/TCP,UDP
8443/TCP
8500/TCP
8501/UDP
8585/TCP
8767/UDP
8840
8880/UDP
8880/TCP

8880/TCP
© fors.gtechs.ru

GoToMyPC
Bloomberg
VMware Server Management User Interface. See also port 8333

Winbox—Default on a MikroTik RouterOS for a Windows application
used to administer MikroTik RouterOS

Bloomberg

Teeworlds Game

VMware Server Management User Interface. See also port 8222
cvp, Commvault Unified Data Management

SW Soft Plesk Control Panel

ColdFusion Macromedia/Adobe ColdFusion default
Duke Nukem 3D—default

Tensor GDP—default

TeamSpeak—default

Opera Unite no ymonyaHuio

cddbp-alt, CD DataBase protocol alternate
cddbp-alt, CD DataBase protocol alternate

WebSphere Application Server SOAP connector default

HeodwnumanbHo
HeoduumanbHo

HeodwnumanbHo
HeoduumanbHo

HeodwnumanbHo
HeoduumanbHo
HeodwnumanbHo
OdumumnanbHo

HeodwnumanbHo
HeoduumanbHo
HeodwnumanbHo
HeoduumanbHo
HeodwnumanbHo
HeoduumanbHo
OdurumnanbHo

OdumumnanbHo

Heodwnumanbrc



©) 3apernctprposatHbie nopTbl

Mopr/Mporokon __Onmcawwe ____________________________________lfcnonboBaHue

8881/TCP
8882/TCP
8888/TCP,UDP
8888/TCP
8888/TCP
8888/TCP
9000/TCP
9000/TCP
9000/UDP
9001

9001
9001/TCP
9009/TCP,UDP
9043/TCP
9060/TCP
9080/UDP
9080/TCP
9080/TCP

W 10ISs.gledclis.ru

Atlasz Informatics Research Ltd Secure Application Server
Atlasz Informatics Research Ltd Secure Application Server
NewsEDGE server

Sun Answerbook dwhttpd server

GNUmp3d HTTP music streaming and Web interface
LoLo Catcher HTTP Web interface

Buffalo LinkSystem Web access

DBGp

UDPCast

cisco-xremote router configuration

Tor network default

DBGp Proxy

Pichat Server—Peer to peer chat software

WebSphere Application Server Administration Console secure
WebSphere Application Server Administration Console
glrpc, Groove Collaboration software GLRPC

glrpc, Groove Collaboration software GLRPC

WebSphere Application Server Http Transport default

HeodwnumanbHo
HeoduumanbHo
OdumunanbHo

HeoduumanbHo
HeodwnumanbHo
HeoduumanbHo
HeodwnumanbHo
HeoduumanbHo
HeodwnumanbHo
HeoduumanbHo
HeodwnumanbHo
HeoduumanbHo
OdumunanbHo

HeoduumanbHo
HeodwnumanbHo
OdumumnanbHo

OdumumnanbHo

HeoduumanbHc



e) 3aperMcTpnpoBaHHbIe NOopThl

Mopr/Mporokon __Onmcawwe ____________________________________lfcnonboBaHue

9090/TCP Openfire Administration Console HeodwnumanbHo
9100/TCP JetDirect HP Print Services OdmuymansHo
9110/UDP SSMP Message protocol HeodwnumanbHo
9101 Bacula Director OdmuymansHo
9102 Bacula File Daemon OdumunanbHo
9103 Bacula Storage Daemon OdmuymansHo
9119/TCP,UDP MXit Instant Messenger OdumunanbHo
9418/TCP,UDP git, Git pack transfer service OdumumnanbHo
9535/TCP mngsuite, LANDesk Management Suite Remote Control OdumumnanbHo
9535/TCP BBOSO001, IBM Websphere Application Server High Avail Mgr Com HeodwnumanbHo
9443/TCP WebSphere Application Server Http Transport default HeodwnumanbHo
9535/UDP mngsuite, LANDesk Management Suite Remote Control OdmuymansHo
9800/TCP,UDP WebDAV Source OduumansHo
9800 WebCT e-learning portal HeodwuunaneHo
9999 Hydranode—edonkey2000 TELNET control HeoduunaneHo
9999/TCP Igsrr:;[:glnix UDS-10/UDS100 RS-485 to Ethernet Converter TELNET HeotbulnansHo
9999 Urchin Web Analytics HeodwnumanbHc:

© fors.gtechs.ru -—w



e) 3aperMcTpnpoBaHHbIe NOopThl

Mopr/Mporokon __Onmcawwe ____________________________________lfcnonboBaHue

10000 Webmin—Web-based Linux admin tool HeodwnumanbHo
10000 BackupExec HeodwuunaneHo
10001/TCP Lantronix UDS-10/UDS100 RS-485 to Ethernet Converter default HeodwnumanbHo
Octopus Multiplexer, primary port for the CROMP protocol, which
10008/TCP,UDP provides a platform-independent means for communication of objects OdumunaneHo
across a network
10017 AIX,NeXT, HPUX—rexd daemon control HeodwuumanbHo
10024/TCP Zimbra smtp—to amavis from postfix HeodwnumanbHo
10025/TCP Ximbra smtp—back to postfix from amavis HeodwuumanbHo
10050/TCP,UDP Zabbix-Agent OdumumnanbHo
10051/TCP,UDP Zabbix-Trapper OdumunanbHo
10113/TCP,UDP NetlQ Endpoint OdumumnanbHo
10114/TCP,UDP NetlQ Qcheck OdomumanbHo
10115/TCP,UDP NetlQEndpoint OdumumnanbHo
10116/TCP,UDP NetlQ VolP Assessor OdmumanbHo
10200/TCP Elsilfg;?;tvr;asre International's fpscand virus scanning daemon for HeotbulanbHo
10200-10204/TCP FRISK Software International’s f-protd virus scanning daemon for Heotbulnanbho

Unix platforms
© fors.gtechs.ru ——



e) 3aperncTpmpoBaHHbIE MOPThH

Mopr/Mporokon __Onmcawwe ____________________________________lfcnonboBaHue

10308 Lock-on: Modarn Air Combat HeodwnumanbHo
10480 SWAT 4 Dedicated Server HeodwuunaneHo
11211 memcached HeodwnumanbHo
11235 Savage:Battle for Newerth Server Hosting HeodwnumanbHo
11294 Blood Quest Online Server HeodwnumanbHo
11371 OpenPGP HTTP Keyserver OdumumnanbHo
11576 IPStor Server management communication HeodwnumanbHo
12035/UDP Linden Lab viewer to sim HeoduumanbHo
12345 Eiztrlizfzremote administration tool. Also used by NetBuster. Little HeotbulnanbHo
12975/TCP 17771 will attompt 1 use SSL f both 12675 & 32076 faito conpect  HeoPAManLHO
13000-13050/UDP  Linden Lab viewer to sim HeodwuunanbHo
13720/TCP,UDP Symantec NetBackup — bprd OdumunanbHo
13721/TCP,UDP Symantec NetBackup — bpdbm OdomumanbHo
13724/TCP,UDP Symantec Network Utility — vnetd OduumnanbHo
13782/TCP,UDP Symantec NetBackup — bpcd OdomumanbHo
13783/TCP,UDP Symantec VOPIED protocol OduumnanbHo
\ 4

© fors.gtechs.ru



e) 3aperMcTpnpoBaHHbIe NOopThl

Mopr/Mporokon __Onmcawwe ____________________________________lfcnonboBaHue

13785/TCP,UDP Symantec NetBackup Database — nbdb OdumumnanbHo

13786/TCP,UDP Symantec nomdb OdomumansHo

14147/TCP FileZilla Server admin interface HeodwnumanbHo
14567/UDP Battlefield 1942 and mods HeoduunaneHo
15000/TCP psyBNC HeodwnumanbHo
15000/TCP Wesnoth HeoduunaneHo
15000/TCP hydap, Hypack Hydrographic Software Packages Data Acquisition OdmuymansHo

15000/UDP hydap, Hypack Hydrographic Software Packages Data Acquisition OdumumnanbHo

15567/UDP Battlefield Vietnam and mods HeodwnumanbHo
15345/TCP,UDP XPilot Contact OdumumnanbHo

16000/TCP shroudBNC HeodwnumanbHo
16080/TCP Mac OS X Server Web service with performance cache HeodwuunaneHo
16384/UDP Iron Mountain Digital online backup HeodwnumanbHo
16567/UDP Battlefield 2 and mods HeodwuunaneHo
18158/TCP Trend Micro OfficeScan HeodwnumanbHo
18390/TCP,UDP Battlefield: Bad Company 2 HeodwuunaneHo
19226/TCP Panda Software AdminSecure Communication Agent HeodwnumanbHo
19638/TCP Ensim Control Panel Heoduunaneho

W 10ISs.gledclis.ru



e) 3aperMcTpnpoBaHHbIe NOopThl

Mopr/Mporokon __Onmcawwe ____________________________________lfcnonboBaHue

19813/TCP 4D database Client Server Communication HeodwnumanbHo
20000 g_ll\_ltlj:saaargtloEc[c))'lsused in SCADA systems between communicating ObULMAnBHO

20000 Usermin, Web-based user tool HeodwnumanbHo
20720/TCP Symantec i3 Web GUI server HeodumuymnansHo
22004/TCP,UDP MopT cepBepa MTA Deathmatch HeodwnumanbHo
22347/TCP,UDP WibuKey, WIBU-SYSTEMS AG Software protection system OdmuymansHo

22350/TCP,UDP CodeMeter, WIBU-SYSTEMS AG Software protection system OdumunanbHo

24554/TCP,UDP BINKP, Fidonet mail transfers over TCP/IP OdumumnanbHo

24800 Synergy: keyboard/mouse sharing software HeodwuunaneHo
24842 StepMania: Online: Dance Dance Revolution Simulator HeoduumanbHo
25565 Minecraft HeodwnumanbHo
25666/TCP DooM2D Multiplayer 0.6 HeodwuunaneHo
25667/UDP DooM2D Multiplayer 0.6 HeodwnumanbHo
25999/TCP Xfire HeodwnumanbHo
26000/TCP,UDP id Software's Quake server OdurumnanbHo

26000/TCP CCP's EVE Online Online gaming MMORPG HeoduumanbHo
27000/UDP id Software's QuakeWorld master server Heodwnumanbtio

-—
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3aperncTpupoBaHHbIE MOPThI

Mopr/Mporokon __Onmcawwe ____________________________________lfcnonboBaHue

27000-27009/TCP,

UDP

27010
27015
27374
27500/UDP
27888/UDP
27900
27901/UDP

27960/UDP

28910
28960
28961
29000
29900
29920
30000
30564/TCP

Autodesk license daemon

Half-Life n ero mogbl, Takmne kak Counter-Strike

Half-Life n ero moabl, Takme kak Counter-Strike

Sub7 default. Most script kiddies do not change from this.
id Software's QuakeWorld

Kaillera server

Nintendo Wi-Fi Connection

id Software's Quake Il master server

Activision's Enemy Territory and id Software’s Quake Ill Arena and

Quake Ill and some ioquake3 derived games

Nintendo Wi-Fi Connection

Call of Duty 2 Common Call of Duty 2

Call of Duty 4: Modern Warfare Common Call of Duty 4
Perfect world online gaming mmorpg

Nintendo Wi-Fi Connection

Nintendo Wi-Fi Connection

Pokemon Netbattle

Multiplicity: keyboard/mouse/clipboard sharing software

HeodwnumanbHo

HeoduumanbHo
HeodwnumanbHo
HeoduumanbHo
HeodwnumanbHo
HeoduumanbHo
HeodwnumanbHo

HeoduumanbHo
HeoduuunanbHo

HeoduuunanbHo
HeodwuunanbHo
HeoduuunanbHo
HeodwuunansHo
HeoduuunanbHo
HeodwuunansHo
HeoduuunanbHo

HeodwuunanbHo



©) 3aperncTpmpoBaHHbIE MOPThH

Mopr/Mporokon __Onmcawwe ____________________________________lfcnonboBaHue

31337/TCP Back Orifice — cpeactso Ans yganeHHoro agMmMHUCTPUPOBAHNS HeodwnumanbHo
31337/TCP xc0r3 security HeodumuynansHo
31415 ThoughtSignal—Server Communication Service HeoduunaneHo
31456-31458/TCP  TetriNET HeoduvuunansHo
32245/TCP MMTSG-mutualed 4epes MMT HeodwnumanbHo
LogMeln Hamachi — ncnone3syetca ana nogkntodeHus Kk Mediation
32976/TCP Server; bygeT nbiTatbCa Ucnonb3oBaTb SSL ecnn oba nopta 12975 HeodmumansHo
32976 He NO3BONAT YCTAHOBUTb COeANHEHMNE
33434/TCP,UDP traceroute OdumunanbHo
34443 Linksys PSUS4 print server HeodwnumanbHo
37777/TCP Digital Video Recorder hardware HeodwuumanbHo
36963 Counter-Strike 2D multiplayer HeodwnumanbHo
40000/TCP,UDP SafetyNET p Real-time Industrial Ethernet protocol OdumunanbHo
43594-43595/TCP  RuneScape HeodwnumanbHo
47808/TCP,UDP BACnet Building Automation and Control Networks OdumunanbHo
49151 3apesepsupoBaHo IANA OdumumnanbHo

54
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o p,MHaMqucxue (qaCTHble) T 4912 Ao 65535).

Anpa n gncTpudyTmBbl MHOMMX BEPCUM Linux NCMOSb3yHoT
Onuuo cucTtemMHoro pauna

«/proc/sys/net/ipv4/ip_local port range» aona sagaHug
avanasoHa ncrnonb3dyemMbix noptos oT 32768 oo 61000.




[Mpotokon TCP
(Transmission Control Protocol)



e) [MpoTtokon TCP (Transmission Control Protocol)

npmnamson | 1 FANSMISSION | Npnnaasor

npouecc 1 npouecc 2

Control
\ “ Protocol \ J*

Homep nopta-oTnpaBuTens;

Homep nopta-nonyyarens;

[lons, ons obecnevyeHnst rapaHTUPOBaHHOM OOCTaBKY;
*Ynpasnswouwme naru.
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©) Caasbc NPOTOKOaMu

[MpuknagHon ypoBeHb
(Application Layer)
[NpencraBUTENLCKUN
(Presentation Layer)
CeaHCoBbI YpOBEHb
(Session Layer)

TpaHCI'IOpTHbII/I YPOBEHb
Transport Layer,
CeTeBoM ypOBEHb
(Network Layer)
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©) npotokonsbl: TCP

20 Baur 20 baur
3aronosok IP 3aronosok TCP [axHbie TCP
TCP cermenrt
=3 -
IP gentarpamma
- -

Okter]0 1 2 3 4 5 6 7 8 910111213 141516 1718 19 20 2122 23 24 2526 27 2829 30 31

0 MNopTt oTnpasurens

MopT nonyyarens

4 MopRakosLIA HOMEP
8 Homep noaTeepxaeHus
U|lA|P|IR|S |F
12 Ilm;_'gp-‘iaf- ?;2(:3::322 Rlc|s|s|y]|! Paamep okHa
G|IK|H|TIN|N
16 KonTtponsHas cymma YKkasarenb CPOYHOCTH
20

[ononHuTeneHbie NapameTpul (NnepemMeHHan gnvHa)

3anonHexwne (Hynu)

AanHvie
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©) pacora TCP

CoKeTbl 0JHO3HA4YHO onpeaensoT
rnorn4yeckoe coeanHeHune

fiorm4eckoe coeanHeHune
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©) Vcranoenehve coeanHeHua TCP

KnueHT 3anpoc coeanHeHus (SYN=1, Cepsep
seq=client ISN)

MpepocrasneHune coegnHeHnsa (SYN=1,
seq=server_ISN, ack=client ISN+1)

OteeT (SYN=0, seq=client ISN+1,
ack=server ISN+1)

Bpems y Y Bpems

cemeeoM KOHe4YHOM y3rie, Mo MOX>XHO UCI10S1b308amb KOMaHay

netstat 8 pexxume KoMaHOHOU CMPOKU.
© fors.gtechs.ru

i i Ecnu Heobxodumo y3Hameb, Kakue TCP-coeQUHeHUs1 akmueHbl Ha
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e) Pabota TCP

Y npoLecchl UpS3
= T

TpaHcnopTHbLIN YPOBEHb P _
(Transport Layer)

Mopt”

OTnpaBMT2e1n;| oo TT—
e nony4aTtens nepenasaemoro
(3necb 49152) cermenTa (3nech = 4)
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©) pa6ora TCP
\L: E 3 ‘;J!

= )
FTP-cepBep FTP-knueHT
oTnpaBka MosiydeHne oTnpaBka Mony4vyeHue

6

TpaHCNOpTHLIN YPOBEHL 38rONOBOK
(Transport Layer) e
TCP- cermeHT ’

IP- naket 3aronoBoOK

|IP-appec -agpec S
nonyyarens oTrnpasuTens
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©) pa6ora TCP
‘L; 'ﬁ. = e

FTP-cepBep FTP-knueHT
oTnpaBka MosiydeHne oTnpaBka Mony4vyeHue

5

""!

6

TpaHCMNoOpTHbLIN YPOBEHb

(Transport Layer)

3aronoBoOK

Kagp
AAHHBIX | 3aronoBokK
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Q) [apaHTUpoBaHHaA nepegada AaHHbIX

CermMeHT rnony4eH —
BblAaTb NOATBEPXKOAEHME
(KBUTaAHLUMIQ

KButaHuus
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\6 - MakcumanbHbIn pa3mvep brioka nepegaBaeMbiX aHHbIX

80 00 20 7A 3F 3E 80 00 20 20 3A AE 08 00 IP, ARP, etc. 00 20 20 3A
Destination MAC Address Source MAC Address EtherType Payload CRC Checksum
MAC Header Data
(14 bytes) (46 - 1500 bytes) (4 bytes)

Ethernet Type Il Frame
(64 to 1518 bytes)

802.3AC — yBenunumBaeT MakcumMmanbHbI pasmep dpenma go 1522 —
nobaensietca Q-tag — Hecywmn nugopmaumio o 802.1Q (VLAN tag) un
802.1p (6butbl nog COS)

802.1AD — yBenuumBaeT MakcumMmanbHbIW pa3mep gpenma 0o 1526,
nogaepxka QinQ

802.1AH (MIM) — Provider Bridge Backbone Mac in Mac + 30 6anT k
pa3smepy dpenma

MPLS — yBennumBaem pasmep dopenma Ha cTek MeTok 1518 + n*4, rge n —
KOJINYECTBO METOK B CTEKE.

802.1AE — Mac Security, K cTaHOapTHbIM NONAM O0D0aBNATCA Nons Security
Tag n Message Authentication Code + 68 6anT k pasmepy dpenma. @
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©) rapanTupoBaHHas nepenaya gaHHbIX

KButaHuma Ha naket Ne1

He MonyyeHa — Nochinato CermeHT Ne1 npuHaT,
3aHOBO OTMPaBsIIO KBUTAHLMIO

OLwwmnbKa KOHTPOSTIbHOW CYyM
OTpuuatensHasPRBUTaHUNSA — Bbl4aTb OTpUUATENbLHYHO
NOBTOPUTb Nepeaadvy naketa KBUTAHLMIO

KBUTaHUNS — 3TO KOPOTKOE CryxebHoe
cooOlLeHne 0 TOM, YTO MONy4YeHHoe
coobuweHne (cermeHT Ne1) noctynuno
6e3 owmnbok

Koy kBuTaHUMo
Ha cermeHT Ne1

‘o
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e) OpraHusaunsa obMeHa KBUTaHLUMSIMU

BpeMS

BpeMs
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e) OpraHusaunsa obMeHa KBUTaHLUMSIMU

‘ Pa3vep okHa ‘ ‘ Pa3mep okHa ‘

‘E‘\‘* CermeHT1 Cerm.2 [¥H Cerm.N Cerm.1 Cerm.2 B
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c) OpraHusaumns obmMeHa KBUTaHLMAMMU

\C‘

j

okHa N
asmep okHa N-1

BpeMS

© fors.gtechs.ru

BpeMs




e) OpraHusaunsa obMeHa KBUTaHLUMSIMU

—Paamep-okHa N
Pasmep okHa N-1
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©) pacora TCP
B 5

N~

FTP-knueHT
oTnpaBka MosiydeHne

FTP-cepBep
oTrnpaBka MosiydeHne

iI
iI

W\
/L‘ \ ~ 3aronoBoK
" W\

6|

4

© fors.gtechs.ru



©) pacora TCP

o = .

w Y 5 |

E; ] 4 Ecnu owunbok He A L *\J

h oBHapyXeHo, oTnpaBnsaeTcs =
oTnpaBKa Mnosy4yeHune M oTnpaBKa NnoJjiyd4eHune

_ «KBUTaHUMA» OTipueme
KeutaHuus (nogTeepxaeHune) -
\L‘

aemMble
HOBbI€ CErMEHTbI
(Acknowledgment |

Number)

NOATBEPXOeHne
ACK=1
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©) pacora TCP
W\ Sl

by D
FTP-cepBep FTP-knueHT
oTrnpaBka MosiydeHne oTnpaBka MosiydeHne

/ O \ TCP-cermenT NN
: TCP-cermeHT
m . = e
h mif’,j =

<«  TCP-cermeHT Al

/\ / TCP-cerment [N

a
(
\

[ns npoBepKi NpaBUNbHOCTH
NMONy4YeHHOro CerMmeHTa Ucnomnb3yeTcs .
KOHTpPOJIbHasi CyMMa BCcero coobLueHus @
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©) Pexum rapaHTMpoBaHHO AOCTaBKM

4 TpaHCnopTHbLIN YPOBEHbL
(Transport Layer)
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€) Pexum rapaHTUPOBaHHOW OOCTaBKMU

| Pa3amep okHa |

COCEOET O

| B =
\ "\ F Mepedaya npouseodumcs 3%
OV ceaMeHmamu, 0OHaKO, pasmMep OKHa >

TpaHCnopTul_n"/'l \/NNRALIL
(Transporl 4% |3m 12 12
I—\A
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©) Pexum rapaHTUPOBAHHOM 4OCTABKMN

CEITMEHT-KBUTAHLINA

TpaHCMNoOpTHbLIN YPOBEHb
(Transport Layer)

{ (Acknowledgement number)
= (3gecb)10

\_

© fors.gtechs.ru

OTtcyTCcTBUE B yCTaHOBJ'IeHHoe\ y
BPeMs KBUTaHLMM O3HaYaeT: OwnbokK Her,
9" oLInbKa B CerMeHTe; nocbinato
CEerMeHT MoTepsiH; KBUTAHLMUIO
- KBU A notepsaHa. y




©) Pexum rapaHTUPOBAHHOM 4OCTABKMN

OKHO Time out
\Lx
A Dt M Y 60 7 18
omripasumersib K spems
3/ Jd
Ups, K
rnosny4amerib I | spemMs
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©) Pexum rapaHTUPOBaHHOW OOCTaBKuU

4_s

Pa3mep okHa
npv nepenosniHeHMn npmemMHoro oydgepa
indow) = 5

npu oTKase oT npuema
(window) =0

Y3
(% el
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©) Pexum rapaHTUPOBaHHOW OOCTaBKuU
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©) TCP nopthi

i Capturing from Realtek RTLE139/810x Family Fast Ethernet NIC (Microsoft’s Packet Scheduler) @ \Device\NPF_{ASS4ECO4-CDB9-4...
Fle Cdt View Go Captre Analyze JStatistics Telephony Jools [ntemals Heb

Saaee REXZE A+ T L2 BB QQQBD ¥R %X B

Fiter. icp vl Exprassion. Cesr Save
No. Time Source Destination Protocol  Length Info ~
90 8.403457010.100.100.10210.100.100.107CP 54 watilapp > netbios-ssn [ACK] Seq=1 Ack=2 v

249 27.32178310.100.100.10010.100.100.105m8B 109 Locking AndX Request, FID: O0x800b

250 27.32190310.100.100.10210.100.100.105m8 109 Locking AndX Request, FID: 0x800b

252 27.52161810.100.100.10010.100.100.107CP 60 netbios-ssn > esshase [ACK] Seq=56 Ack=56

344 40.52192110.100.100.1025.79.79.44  TCP 66 nrcabg-Tm > http [SYN] Seq=0 Win=13068 Ler

345 40.55411210.100.100.10210.100.100.10DCERPC 186 Request: call_id: 6 Fragment: Single opnun

346 40.55462210.100.100.10010.100.100.10DCERPC 186 Request: call_id: 3 Fragment: Single opnun,
>

# Frame 252: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0

# Ethernet II, Src: Hewlett-_le:15:9e (00:21:5a:1e:15:9e), Dst: Msi_63:4f:39 (00:16:17:63:4f:39)

# Internet Protocol Version 4, Src: 10.100.100.100 (10.100.100.100), Dst: 10.100.100.102 (10.100.1
= Transmission Control Protocol, Src Port: netbios-ssn (139), Dst Port: esshb

Source port: netbios-ssn (139)

Destination port: essbase (1423) TCP Homep nopra Onucanue
[Stream index: 1]
Sequence number: 56 (relative sequence number) 20 FTP cepeep (kaHan AaHHbIX)
Acknowledgment number: 56 (relative ack number) 21 FTP
Header length: 20 bytes cepeep (kaan KoHTpoNs)
® Flags: 0x010 (ACK) 23 Telnet cepsep
window size value: 255
[Calculated window size: 255] 53 Cucrema nepesogos 30HbI
[window size scaling factor: -1 (unknown)] [oMeHHbIX UMEH
# Checksum: Ox0aa7 [validation disabled]
# [SEQ/ACK analysis] 80 Web-cepsep (http)
cnyx0a ceancos NetBIOS

0000 00 16 1/ 63 41 3Y 00 21 5a le 15 Ye 08 00 45 00 ST = v ) o )
0010 00 28 28 d3 40 00 80 06 f4 6a Oa 64 64 64 Oa 64 JCER, ..o .

0020 64 66 I 9a 84 4 8

0030 | 00 00 00 00

@ ¥ Transmission Control Protocol (tcp), 20 bytes Packets: 9382, Profie: Default
© fors.gtechs.ru




[MpoTokon UDP
(User Datagram Protocol)



e) [NpoTokonbl: User Datagram Protocol (UDP)

TonbkKo IP-npoTokon B KayecTBe TPaAaHCMNOPTHOrO.
HeT KOHTpOnNA.
HeoOs3aTernbHbIU KOHTPOMNb LENOCTHOCTM.

MoonepXka MHOronoToOKOBbIX U MHOro3agavHbIX
cpega.

NMpocToTa.
20 banut 8 baurt
3aronosok IP 3aronosok UDP Hanubie UDP

UDP cermenT

IP pentarpamma
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©) UDP 3aronosok

20 bant

8 baur

3aronosok IP

3aronosok UDP

Hdanxbie UDP

UDP cermenT

IP pentarpamma

Okter10 1 2 3 4 56 6 7 8 910111213 14 1516 1718 19 20 2122 23 24 25 26 27 2829 30 31

0 MopT oTnpasuTens

MopT nonysarens

4 AnuHa genaTarpammel

KoHTponbHas cymma

Haunuie
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e) [1poTokon UDP (User Datagram Protocol)

[MpuknagHoW ypoB
Application Layer

.
TFTP TFTP BOOT-knueHT
oTnpaBka nony4veHue ] otnpaBka nony4vyeHue j] oTnpaBka Mony4vyeHue
N
F— N 0\

(—
g | MpenctasvTensck tomm | |
Presentation Layer\ﬂ A\

CeaHcoBbI YpOBEHb

~

S Session Layer
4 TpaHCnopTHbLIN YPOBE
Transport Layer
W
- 3 S
€TEBON YPOBEHb
3 /P P

Network Layer
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e) [TpoTokon UDP (User Datagram Protocol)

3anpocbl K UDP —
MYTbLTUMNNIEKCUpoBaHue

PacnpeageneHue nakeTtoB —
AemMynbTUNNeKcupoBaHue
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[lpoTtokon UDP (User Datagram Protocol)

[MTopTt otnpasutena (UDP source port)

[MopTt nony4yatens (UDP destination port)

[OnuHa naketa (UDP message length)

KoHTponbHaa cymma (UDP checksum)

3aronoBoOK OaHHble

User datagram
(nonb3oBaTternbckad gantarpaMmma)
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e) [TpoTokon UDP (User Datagram Protocol)

[laHHbIE NPOTOKOMNOB
BbICOKUX YPOBHEW

ll“Lh

[MpuknagHon ypoBeHb Application Layer

|_|pe,D,CTaBI/ITeJ'IbCKI/II7I Presentation Layer

TpaHCMNOpPTHbLIN YPOBEHb

B[] oo

3aroryioBokK AaHHble

User datagram
k (nonb3oBaTternbcKkasa gantarpamMmma) j
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© Tpotokon UDP (User Datagram Protocol)

[MpuknagHon ypoBeHb Application Layer

I'Ipe,D,CTaBMTeanKMM Presentation Layer
- BR[N] e

TpaHCI'IOpTHbII/I YPOBEHb User datagram

Transport Layer
B[] gewnee

i IP-3aronosok |

| : IP nakeT
\ e

o
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e) [TpoTokon UDP (User Datagram Protocol)

[MpuknagHon ypoBeHb Application Layer

E [Mpencrasutenscknn Presentation Layer

. CeaHcoBbI ypoBeHb Session Layer
TpaHCMNoOpTHLIN YPOX Sl 7T

l p-saronosox ] O,
tp-naker
Network Layer

L Kaap Ethernet
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e) [1poTokon UDP (User Datagram Protocol)

[aHHble npoTokonos |4
BbICOKMX YPOBHEN

. [MpuknagHom ypOBeHb Application Layer

a rlpe,El,CTaBI/ITeJ'Ib

[laHHbIe

Do T B fanee
. _ IP-naketr
CeTeBou ypneauL
Network L (P-saronosox | (N[ [ ] Aereeie
KaHaJ'IbeI
C \\ \
\
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©) UDP noptl

. RT1L8139/810

Fle Edt View Go Copture Anafyze Statistics Telephony Tools [nternals Help

Bedad BEEX2E A¢+*>9T L2 BB QQAQA0N @#0B % B
Fiter: wdp ViEnxeaaon Clear Save

No. Time Source Destnation Protocol Length  Info -~
2490 236.9002115/7.15/.10.20115/7.15/.10.25NBNS 92 Name query NB <YZ2><BU><Y9Z2><Yc><YT><8(
2491 237.01399157.157.10.22 224.0.0.252 LLMNR 69 Standard query Oxellb A NPISSEBOD

2492 237.01407192.168.1.11 224.0.0.252 LLMNR 69 Standard query Oxellb A NPISSEBOD
>

# Frame 2491: 69 bytes on wire (552 bits), 69 bytes captured (552 bits) on interface 0

# Ethernet II, Src: IntelCor_49:81:de (00:1b:21:49:81:de), Dst: IPvdmcast_00:00:fc (01:00:5e:
# Internet Protocol Version 4, Src: 157.157.10.22 (157.157.10.22), Dst: 224.0.0.252 (224.0.0.
= User Datagram Protocol, Src Port: 63448 (63448), Dst Port: mnr (5355

Source port: 63448 (63448) UDP Homep nopra Onucanue
Destination port: 1lmnr (5355)
Length: 35 53 Cucrema foMeHHbIX MMeH (DNS)
# Checksum: O0x7fcl [validation disabled] 69 NPOCTOM NPOTOKON Nepeaayy
# Link-local Multicast Name Resolution (query) channos (TFTP)
137 Cnyx6a vmen NetBIOS
138 Cnyx6a pentarpamm NetBIOS
161 CnpocTor NPOTOKON CETEBOro
ynpasnexus (SNMP)
520 MpPOTOKON MapLUPyTHOM
uHcbopmaumm (RIP)

0010 00 3/ 26 aa U0 00 01 11 0a 5d 9d 9d Oa 16 eV 00
0020 00 fc (FEEEISTECNIIPENNEANS! e1 1b 00 00 00 01

0030 00 00 00 00 OO0 00 09 4e 50 49 38 38 45 42 30 44
0040 00 00 01 00 01

@ ¥ User Datagram Protocol (udp), 8 bytes Pack.. Profie: Default
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OcHOBHOW 3aaden TPaHCMOPTHOIO YPOBHS ABMSieTCA obecneyeHne
rapaHTUPOBaAHHOW AOCTaBKN MAaCCMBOB JaHHbIX MPON3BOSIbHOIO pa3smMmepa
MeXOY KOHKPETHLIMU nporpammamMmun, PyHKLUMOHNPYHOLWMMKN Ha pa3sHbIX y3rax
ceTu (pexnm rapaHTUPOBaHHOM OOCTaBKM OCHOBaH Ha NMoaTBEPXXOEHUN
NPUHMMaOLWEN CTOPOHOW (pakTa NonyvYeHnss JaHHbIX);

Ans obecneyYyeHnss 4OCTaBKM AaHHbIX MPOM3BOrbHOrO obbema TpedbyeTcs
yCTaHOBNEHME BUPTYanbHOIo COeaMHEHUS; 1

OCHOBHbIMM NPOTOKOSIaMWN TPAHCMOPTHOIO YPOBHSA ceTU IHTEPHET ABNAOTCS
TCP n UDP;

npotokon UDP obecneynBaeT HerapaHTUPOBaAHHYO OOCTaBKY AAHHbIX;

npoTtokont TCP obecnevnBaeT rapaHTUPOBaHHYO OJOCTaBKY C
YCTaHOBSIEHMEM BUPTYarbHOIo coeauHeHus;

ONna noeHTUUKaunmm KOHKPETHbIX Nporpamm, NCnonb3youwmnx ceTb,
npotokornbl TCP 1 UDP ncnonb3ytoT HOMepa NnopTos;

06beM AaHHbIX, NepegaBaeMbix 40 OTNPaBKM nony4vaTtenem
noaTBepXXaeHus, onpenensetcs pasmepom TCP-okHa, KoTopbIn
cornacyeTcsi Npu yCTaHOBNEHUN COEANHEHMS. @
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