Knacudgikauia 3arpos

6e3neuyl Ta

THpopmaTUKa 9 NOLWKOAXEHHA AAHUX Y
KOMMN ' IOTEPHUX

cucremMmax
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ruin1 $IKI ICHYHOTb 3arpo3m 6e3sneuyi nig yac

§ 4

—— po6oTu 3a kOoMn'roTepom?

[l npaBuiia 6€3rne4YyHoro KoOpuCcTyBaHHSs iHTEPHETOM i 4Yac roLiyKy iHgpopMaLlinHuX
martepiasis;

[] o Take obs1ikoBUi 3armnc KopucTtyBaya,

[] 5K KPUTUYHO OLiIHIOBATHN Marepiasin, 3HauAeHI B IHTEPHETI,;

[l 9K 4OTPUMYBaATUCb aBTOPCbKOIO rpasa.

Bu fgi3Ha€EeTech:

[] iKi iICHYOTb 3arpo3u 6e3reuyi 7a NMoLKOAXKEHHS AaHNX Y KOMIM IOTEPHUX CUCTEMAX,
[] 9Ki pO3PI3HAOTb €TUYHI Ta NMpaBoBI OCHOBU 3axXUCTy AaHUX;

[] 9Ki € LUAXU 3aXUCTY AAHUX;

[ 9K nporpamu Hasaexatb 40 LUKIAJINBUX,

[] 5Ki MOXXYTb OYyTHW O3HaKW 3apa>eHHs KOMI1toTepa LWKIAJINBUMU POrpamMamu.
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Posain 1 fAKi iCHYOTb 3arpo3u 6e3sneui Ta NOWKOAXXEHHS
—— AAHUX Y KOMMN'IOTepHUX cmcremax?

fMonpy  KOPHUCHICTb BHUKOPUCTAHHSA IHTEpPHeTy ANns
HaB4YaHHS, PO3BUTKY Ta po3Bar, ICHYIOTb TaKO> PHU3NKN U

3arpo3n 6e3neuyi. lig 3arpo30r0 pPoO3yMIilOTb MNMOKa3HUKHN
SIKOCTIi CHUCTEeMM U HaBKOJIMLWIHBLOIO cepegoBuiya, SIKi y

BignoBIgHNX yMoBax MO)KYTb BUKJINKAQTH nosiBy
Hebe3neyHoI noagir.

3arpo3za — ye noTeHyinHa
MOJXKJ/IUBICTb NeBHUM YUHOM
nopywunTyn iHjbopmavinHy
6e3nekxy.
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Posain 1 fAKi iCHYOTb 3arpo3u 6e3sneui Ta NOWKOAXXEHHS
—— AAHUX Y KOMMN'IOTepHUX cmcremax?

rnig iHdpopmayinHOO 6e3reKoro po3yMiloTb 3axXULYEeHICTb
AaHNX Ta IHEPPaCcTpyKTypu, WO IT NigTPUMYE, Big 6yaAb-saKnx

BunagxkoBmux abo

3JI0BMUCHMUX AiN,

pe3y/ibTaToOM SIKUX
MO>Ke cTaTH

HaHeCeHHSs WKoaun
6e3nocepegHboO
AaHUM, IX
BJ1aCHukKkaM abo
iIHppacTpyKkrTypi, WO
IT NigTpUMYyeE.
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Posain 1 AKi ICHYIOTb 3arpo3u 6e3neui Ta NOLWKOMKEHHSA
—— AAHUX Y KOMMN'IOTepHUX cmcremax?

ICHyrOTb TPy pi3HOBUAMN 3arpos3:

3arpo3a 3arpos3a
nopyLUeHHS nopyLUeHHS
KOHigeHLUIiNnHOCTI LIiJ1IICHOCTI

3arpos3a BigMOBM!
cny)x6
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Posain 1 fAKi iCHYOTb 3arpo3u 6e3sneui Ta NOWKOAXXEHHS
—— AAHUX Y KOMMN'IOTepHUX cmcremax?

3arpo3za nopyLleHHSsI KOHIgeHLUIiMHOCTI — rnoJsiira€e B
TOMY, LUO AaHI CTarOTb BIJOMNMHN TOMY, XTO HE MA€E y CBOEMY
po3nopsg)><eHHI NMOBHOBAa>e€HHS [OCTyrny A0 HUX.

BoHa Mae Micye jopa3sy, KoOJu
OTPMMAaHO [OCTYN A0 AESIKNX CEKPEeTHNX
AaHunx, Wwo 36epiraroTbCcss B KOMn’

OTEPHIN CUCTEMIi YN nepefaroTbCs Big
oA4HIElI cucremu go iHwoli. IHoai, yepes
3arpo3y nopyweHHs1 KOH@igeHLUIiNnHOCTI,
BUKOPHUCTOBYIOTb TEPMIH <BMUTIK
AaHUX>».
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Pospin 1
§4

fAKi iCHYOTb 3arpo3u 6e3sneui Ta NOWKOAXXEHHS
—— AAHUX Y KOMMN'IOTepHUX cmcremax?

3arpo3a nopyuweHHs1 4izliCHOCTI — BKJ/TI0O4a€E B cebe 6yAb-
SIKY YMMWUCHY 3MIHY pAaHuX, Wo 36epirarotbcsi B KoM’
OTEPHIN CUCTEMI YN nepefaroTbCsl 3 O4HIEI CUCTEeMHN B iHLLUY.

Kosin 3/10BMUCHUKW HaBMMWUCHO 3MIHIOIOTb [JaHi, TOO6TO
NMOPYLUYETbCSA IXHSAA LYINNICHICTb.

LIifTIICHICTb TaKO>@ MO>Ke

6yTn nopyweHa, AKLWO 40
HeCaHKLIOHOBAaHOI 3MIHMA
AaHNX nNpm3BognNTb
BUrnagKoBa NMNoMnJIKa
nporpaMHoOro a6o
anapartHoro 3abe3rne4eHHs.

BUBYAaEMO IHOOPMATUKy Kkd teac




Posain 1 fAKi iCHYOTb 3arpo3u 6e3sneui Ta NOWKOAXXEHHS
—— AAHUX Y KOMMN'IOTepHUX cmcremax?

CaHKLUIOHOBaAHMUMMMN 3MIHaAMM
€ Ti, AKI 3pob6siIeHO
yrnoBHOBa>XeHNMun ocobamm
3 06r'pyHToBaHoOrO MeTomo
(Hanpuknag,

CaHKLIOHOBaHOMO 3MIHOIO €
nepiogmM4yHa 3anjiaHoBaHa
Kopekuyisa gesikoi 6a3u
AaHnNx).
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Posain 1 AKi ICHYIOTb 3arpo3u 6e3neui Ta NOLWKOMKEHHSA
—— AAHUX Y KOMMN'IOTepHUX cmcremax?

3arpo3a BigMoBM ciay>x6 (3arpo3za AOCTYrNnHOCTI), WO
BUHUNKAaE LjOopa3y, KON B pe3ysibTaTti HaBMUCHUX AiA, WO
BUKOHYIOTbCS1 IHLWUMM KopuctyBayemM abo 3/10BMUCHHNKOM,
6/10KyeETbCAA [OCTYN A0 [AE€sIKOro pecypcy KOMI IoTepHOoI
cucremun. PeasibHo 6710KyBaHHs MO)ke byTu:

MOJ>Ke BUKJ/IMKaTHN TIJIbKH

NMOCTiMHNUM, SIKLYO 3aTpUMKYy 3annNTyBaHoOro
3annuTyBaHNN pecypc HIKoJ1n | pecypcy, AOCUTb AOBry AJs
He 6yae oTpMaHO TOoro, wjob BIiH cTaB

HenoTpi6Hum

Y unx eunagkKkax roBopsitb, O pecypc BUYepraHo.
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Hanaa Ha KOMN'IOTepHy cUCTEMY 3
HaMIpoM 3po6UTH KOMI IOTEPHI
pecypcu HeagoCTyrnHUMH
KopucryBa4daM, A4Jis1 AKUX KoM’
roTepHa cucremMa byna npusHadeHa,

Ha3zunBaroTb DoS-arakoro, abo DDos-
aTtaKoro.

(AHrn. DoS attack, DDoS attack,
(Distributed) Denial-of-service
attack — araka Ha BigMOBYy B
obcnyroBsyBaHHI, po3nogisieHa atakKa
Ha BigMOBY B chnyrosysaHHl ).

BUBYAEMO IHOOPMATUKy Kkd teac




Posain 1 AKi ICHYIOTb 3arpo3u 6e3neui Ta NOLWKOMKEHHSA
—— AAHUX Y KOMMN'IOTepHUX cmcremax?

Aii, AKi MO>KyTb 3arpo3n iHgpopMaLinHIin
3aBgaTy wKkogm
iHdbopMmaLinNnHIin Aii, 1o 34iFCHIOTLCS aBTOPN30BAHNMMU
6e3neuyi
opraHi3auil, «ENIEKTPOHHI» METOAN BNINBY, AKI
MO>KHa PO3[iNnnNTm 34iMACHIOIOTECS XaKkepamu

6e3neyi

KOPpUCTYyBadyamu

Ha Ki/ZibKa KomntoTepHi Bipycu
Kareropiu
Cniam
DiLLINHIr

«[lpupoagHI» 3arpo3u
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Posain 1 AKi ICHYIOTb 3arpo3u 6e3neui Ta NOLWKOMKEHHSA
—— AAHUX Y KOMMN'IOTepHUX cmcremax?

Aii, Wwo 34iNCHIOIOTLCA aBTOPMN30BaHUMN KOPUCTyBadYaMu

MNMowkopp>KkeHHs
SHULEHHSI JaHNX AaHnx
Ha pobouyin craHyii| KopucryBadyamMu B
abo cepBepi pe3ysbrarTi
Heobepe)xxHnx giun

LlinecnpsiMmoBaHa
KpagibKKa

=
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Posain 1 AKi ICHYIOTb 3arpo3u 6e3neui Ta NOLWKOMKEHHSA
—— AAHUX Y KOMMN'IOTepHUX cmcremax?

«E/IeKTpoHHIi>» MeToau BnnBYy, sIKi 34iNCHIOIOTbCSI XaKepaMu

Xakep —_ kBanigpikoeannn  IT-¢paxiBeusb, SAKUH
pPO3YMIETbCA Ha pPoO6OTIi KOMM'IOTEPHUX CHUCTEM i 34INCHIOE
BTpy4YaHHs1 [4O Kommn'rotepa, wWob6 6e3 BigoMa BJ/laCHUKAa
AiBHaTncsa pgessiki ocobucri pgaHi, a nNoTiM HUAMMU
CkopucraTrucsi, abo nowkoguTn AaHi, Lo 36epiraroTbCs B
komn’rorepi. IXHIMN MOTMBaMu MO>XKYTb ByTu:

CaMmoBupa>KkeHHs BuHaropopga

(aexro poburp ye 3a[q/19
po3Barm, iHWi — o6 nokasaru
CBOMO KBaJigikayiro)
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Posain 1 fAKi iCHYOTb 3arpo3u 6e3sneui Ta NOWKOAXXEHHS
—— AAHUX Y KOMMN'IOTepHUX cmcremax?

OCTaHHIM 4aCOM rOHSATTA «XaKep>» BUKOPUCTOBYIOTb AJ1S1
BU3HaA4YeHHs1 MepeXxxeBuUX 3J/IOMLUNKIB, TBOpPLIB KOMII
HOTEepHUNX BipyciB U iHWNX Ki6bep3/10YMNHLiIB.

’

Y 6ararbox KpaiHax 3J10M
KOMIM ' rOTEPHNX CUCTEM,
poO3KpagaHHs iHpopMmaLUinHNX
AaHNX, CTBOPEHHS |
noLwnpeHHs1 KOMIMN ' rOTEPHNX
BIpycCiB I LUKIQ/INBOro
nporpamMHoOro 3abe3sne4yeHHs
nepecnigyerbcsi 3aKOHOM.
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Posain 1 AKi ICHYIOTb 3arpo3u 6e3neui Ta NOLWKOMKEHHSA
—— AAHUX Y KOMMN'IOTepHUX cmcremax?

KomMmn ' rorepHi Bipycu

Komn’rorepuun Bipyc (aHrn. computer
virus) — KOMMN'roTepHa nporpaMa, siKka Ma€
34aTHICTb 4O INpPpUXOBaHOIro CaMOIMOLNPEHHS
Ta CripsiMOBaHi Ha 3HULYEHHS, NMOLUKOAXKEHHS,
VL OE L EL T LELT) 6 3HHIKEHHS abo
YHEeMOJ>KJINBJIEHHS nogasibLol npaye3fqaTtHocCTi
onepauinHoOi cucremMu KoMmn ‘rorepa.

BoHn siBN1sAIlOTb C€O060M0 peasibHy Hebe3neKy, wWupoko

BUKOPUCTOBYIOTb KOMIM IOTEpPHI Mepeixxi, IHTepHeT |

€J/IEKTPOHHY MOLUTY.
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Posain 1 fAKi iCHYOTb 3arpo3u 6e3sneui Ta NOWKOAXXEHHS
—— AQHUX Y KOMMN'IOTepHUX cmcremax?

CriamM — Heba>kaHi peK/1aMHi
€JIEKTPOHHI JINCTH,
noBigoOMJIEHHS1 Ha (popymMax,
Tes1eqpOHHI A3BIHKN YN T€KCTOBI
rnoBigOMJIEHHS, WO HagXxoasiTh

6e3 3rogn KopucryBa4a.

Ha gaHmyn MOMEeHT
MOHSATTSA CriaMy BKJ/TIOYAE
B cebe BcCiI pi3HOBMUAMN
MacoOBOI peKJ/iaMM.
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Posain 1 fAKi iCHYOTb 3arpo3u 6e3sneui Ta NOWKOAXXEHHS
—— AQHUX Y KOMMN'IOTepHUX cmcremax?

DilUNHIr

DILUNHI — OANH 3
HanunonysasipHiWnx i
npmnbyrkoBux (As21s1 TUX, XTO UOro
peasi3ye) BngiB atak

CyeHapin arak ¢pilUnNHry:
3JIOBMUCHUK CTBOPIOE CalT, IKUH
y TOYHOCTI KOMIrO€E AN3auH i
MO)XKJINBOCTIi canTa:

BaHK IHTepHer- fMnarixKHoOIr
y MarasmHy CUCTEMMU
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Posain 1 AKi ICHYIOTb 3arpo3u 6e3neui Ta NOLWKOMKEHHSA
—— AAHUX Y KOMMN'IOTepHUX cmcremax?

dani BiH 3aMOBJISE cCraM-poO3CHUIIKY
JINCTIB, Y SIKNX NMEepPeKOHYE CBOIX >epTB
3aATN 3a MNOCHMJIaHHSIM Ha caut |
3arnoBHUTH 6yAb-siKy ¢dopmy, 3
BHECEHHSsIM nepCoHaJ/IbHNX AdaHunx. Sk
npaBsnsio, HMNPUYUHOIO 3annTy AaHux
3a3Ha4yaroTb MNoBigOMJIeHHs1 npo 360i B
iHdbopmavyinHin cncremi U 3arposy
6/10KyBaHHSs1 npogisiro KopucryBaya Yy
BUNagKy, AKWoO He 6yayTb HagaHI AaHi.

Mera — 36ip kKkoHdpigeHUinHOI iIHgpbopMmaLyii — naposni, Kogu
TOLYO.
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rouin 1 S]KI ICHYIOTb 3arpo3u 6e3sneui Ta NOWKOAXKEHHS

= AAAHUX Y KOMN'IoTepHUX cucremax?

Ckpuntu, WO aBTOMatn4yHoO
3anycKaroTbCs Nnpuv BiAKPUTTI
Be6CTOpPIHKN, MOXKYTb
BUKOHYBaTH LUKIQANBI Il Ha
BalLUOMy KOMIM OTepI:

[l BKk/rOYaro4Yun 3MIHY
CUCTEMHOIro peecTpy

[l kKpagiKKy ocobucrmx gaHnx

[l BCTaHOBJIEHHS WKIQ/INBOIro

nporpaMHoOro 3abe3sneyeHHs
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Poin 1 AKi ICHYIOTb 3arpo3u 6e3neui Ta NOLWKOMKEHHSA
—— AAHUX Y KOMN'IOTEPHUX cucreMmax?

BukopunucroByro4dm MmepeixxeBi
T€XHOJ10ril, 3/10BMUCHNKHU
peasii3yroTb atakK1 Ha BigAgaJ/ieHi
KoMr'rorepu U cepsepu
KOMMaHin. Pe3ysibTaTtoM Taknx
artakK Mo)ke byrTu:

[l BuBegeHHSsI pecypcy 3 a1agy,

[l pAicTaBaHHSA MOBHOIro A4OCTyny
A0 pecypcy, a orke, 40 AaHMUX,
ujo 36epirarotbCsi Ha HbOMY.
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Posain 1 fAKi iCHYOTb 3arpo3u 6e3sneui Ta NOWKOAXXEHHS
—— AQHUX Y KOMMN'IOTepHUX cmcremax?

Y 3B'A3Ky 3 NOSABOIO
KpeaguTHNX KapT,
eJ/IEKTPOHHUX rpoLueu i
MOJXKJINBICTIO IX
BUKOPHNCTaHHSA 4Yyepes

IHTepHerT IHTepHeT-
wiaxpancrBo CTtasio OgHUM 3
HanbiNbLU NMownpeHnx
3JI0YUNHIB.
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Posain 1 AKi ICHYIOTb 3arpo3u 6e3neui Ta NOLWKOMKEHHSA
—— AAHUX Y KOMMN'IOTepHUX cmcremax?

«lpupoagHi» 3arpo3un

Ha iHgpbopmaLinHy 6e3rneKy opraHizalii MO>XXyTb BrJinBaTu
PIBHOMAHITHI 30BHILUHI YUHHUKWU: NMPUYNUHOIO BTPaTHN AaHHNX
MOJ>Ke CTaTu:

Kpagibkka
KomMnmn'roTepisB |
HOCIIB

HenpaBunsibHe
36epiraHHs

Dopc-Ma>KOpHI
ob6craBuHU TOLYO
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Pospin 1

s+  Po3rapante pebyc

be3neka '2,
«Pebycn ykpaiHcbkoro» © rebusil.com
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Po3pin 1

s« JloOMaALWlHE 3aBAAaHHSA
T

lNpoaHanizyBaTrmn
§4, c. 32-35
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CropiHKa
35

N—o
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IHpOopMaTuka 9 Askyto 3a yBary!

3a HaB4YaJsibHOIO nporpamoio 2017 poky



