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<html>
Welcome!

</html>
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9710 6b121 MITM* HTTP

*MiTM — Man in The Middle**

**Man in The Middle — Yenosek B cepeanHe***

***nn Monkey in The Middle — Y10 roBopuT 0 NOMYASPHOCTUN aTaku



& [ pikabu.ru oo @
ioe obcyxnaemoe [moé] FAQ peknama

'

SKCKNO3UBHBIN

3aKpenneHHbLIin Ny

MpuseT, Mukaby! Lod
KNACcCHbIM MepyeHaall
NOPOit 3KCKNIO3MBHOE
noanucunkam!

Mpurnawaem Bac o
aHumMe. bonble uHopa
KOHKYPCbI C KpYThIMA BHTapui1 aHA
W y Hac ans Bac noaa {Hano Boixoa
"PIKABU" 1 nonyunte TLT

Ib 6bin Ha BONOCKE, HO BCe 06OLWNOCH..

lootbox bnaﬁ 4G-cmapTdoH
1anx dacr ...







HTTPSecure



HTTP-NMakeT (3anpoc)

[lpuBeT, Brazzers. ECTb
rnaBHa4a CcTpaHuua?




HTTP:-NMakeTt (3anpoc)

‘B7EV "xN'M A t% z7E'N
r# N zj # xN'M




C—-

| ] SSL Error X \

\ C M [ htyss//askleo.com

This is probably not the site

you are looking for!

You attempted to reach askleo.com. but instead you
actually reached a server identifying itself as
secure.pugetsoundsoftware.com. This may be caused
by ' b 2 server or by somethl







[B https://www.google.com J HTTP

[@ www.google.com ] HTTP

{A Not secure www.google.com} HTTP




HTTPS — tBOM 6pO*



*Ho 3TO He TOYHO



KazaxcTtaH-Style









[6 https://www.google.com

[Tapy MUHYT CnycT4

[@ www.google.com
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IT0 6bI1 XSS yepes MiTM

XSS — 2T0 BHeApeHue Ha
CTpaHuLUy CanTa BPpeAOHOCHOro
KJIMEeHTCKOro Koaa



A B e snacrmsun s Hom _

w.google.ru/searcl

-

c,/ ..D/’ YepHbln BnacTenuH Q

Bce KapTuHkmn Bugeo HosocTu Kaptb Ewe HacTpoitkis
f .




5 UepHblil BnacteamH - Mo X

C = ® google.ru/se




(M)



KctaTtn, npo XSS



[TpOMBbILWAGHHbIN WNMUOHaX

- 400 000 py6 / TwT

MpOMBbIWAGHHbIV LUNMOHaX

MNpennaraem ycnyr No B310MYy CeTe U NoAyYeH1 KoHOMAeHUMaNbHON
MHbOpMaUMK:

B3nom 6ecrnpoBoaHbIX CeTew;

B cayyae Hanm4mAa 40CTyNa K ceTy opradusauma attak MITM onga nepexsata
YyYeTHbIX AaHHbIX V1 Naponen;

CKaHMpOBaHHME CeTV Ha HanuyKMe Ya3BMMOoCTen 1 MX AanbHenwasn
3KCNAyaTaums;

CoumansHas MHXeHepus;

MHble Bonpocsl CBA3aHHLIE C 6@30MacHOCTLI IKCNAYaTauny KOMNBOTEPHbLIX
ceTemn.




LeHbl

LleHa 3aBMCMT OT KOHKPETHOM 3aaa4m U 06bema paboT, a Tak e oT
A0N0AHUTeNBLHBIX 38TpaT. B Karkaom 0TaeAbHOM CNyYyae CHayvana Haao onucaTth
CUTYaLMEID U enaemMblit pesynstaT, MeHeoep Co0BLWMT BaMm CTOMMOCTb paborT.

Huixe npueeaeHsl NpubAM3MTeNbHbIE LeHbl:
B3nom Wi-Fi - o1 200 000 p.
Mowck 1 3kcnayaTauma yassmmocTen - ot 700 000 p.
MITM - o1 300 000 p.
CoumansHaa nHxeHnpua - o1 300 000 p.







SS7 Research
XMPP/Jabber: @jabber.otr.im (Off-the-Record ONLY | OTR)

Can no longer be contacted via e-mail.
Research areas: SMS interception. call interception. location data handling and general network data.




FORIS OSS ITo dorosopy Ne Crpanuua 3 u3 3

P?CXOIIB[ PacyY€THOro nepuoaa

CereBoii pecypc 79153444450 Howmep SIM kapTs! /BupTyanbHblil HOMED:
Tapudneie miansr:
MockBa - MAXI (MACC) (SCP) 01.04.2016 - 30.04.2016

M3pacxooBaHHas cymMma: pyo.
ObcayxuBanue:

Bam 3Bonunu! 01.04.2016 - 30.04.2016 22,8810
Bcee, uro nyxno 900 01.04.2016 - 30.04.2016 864,4080
CynepBUT (042015) 27.04.2016 - 26.05.2016 296,6102
YepHsIit CIUCOK 01.04.2016 - 30.04.2016 38,1360
Jeranu3auus pasroBOpoOB 3a MepHOJI (Ha OyMakHOM HOCHTEIIE) 30.04.2016 16:44:53 5,0847
Hetanu3npoBaHHblit CYET, 3a cyTKH (yepe3 MuTepHeT-IToMOoLHNK) 30.04.2016 5:01:40 0,0000
Hoctyn 6e3 HacTpoek: JJobasiieHue ycnyru 29.04.2016 8:11:50 0,0000
Joctyn 6e3 HacTpoek: YaaleHne yCnyru 29.04.2016 2:23:47 0,0000
3anpet HHHOPMHUPOBAHHA NP HobOaBIeHUM/yaaneHuu yeuyr: JJobasienue 29.04.2016 2:23:20 0,0000
yCIyru
Mob6unsusiit Untepuer: Jlobasnenue yciayru 29.04.2016 8:11:50 0,0000
MobuibHbI HTEpHET: Y IalieHie yCIyru 29.04.2016 2:23:47 0,0000
Ciryx6a kopoTkux coobutenuit: JlobaBiieHue yciyru 29.04.2016 8:11:50 0,0000
Ciyx6a KOpOTKMX COOOIICHHIT: Y 1aJleHUe YCIyTH 29.04.2016 2:23:47 0,0000
ITpunyaurensias 6J0KHPOBKA 1O HEOTIIIATE CUCTA ¢ 25.04.2016 11:29:43 o 28.04.2016 8:35:43




M3pacxoioBaHHasi CyMMa: pyo.
Odéfi);;i[;allbie:
Bam 3BOHMITH! 01.04.2016 - 30.04.2016 22.8810
Esxevecsunas rata Smart 04.04.2016 - 03.05.2016 381.3559
SMS MHHGOPMHPOBAHKE TIPH TOOABICHIH/YIANCHHHN YCIYI: Vnanenue 29.04.2016 2:25:14 0,0000
yCIyru
Jocryn 6e3 nacrpoek: JlodaBiicHue ycyru 29.04.2016 4:55:34 0.0000
Jloctyr 6e3 Hacrpoek: JloGaBICHHC YCIYTH 29.04.2016 18:52:18 0,0000
JlocTyn 6¢3 HacTpoeK: Y IajicHuie YCIyru 29.04.2016 2:25:48 0,0000
Jloctyn 6e3 HACTPOEK: Y AaTIeHHe yCIIyrH 29.04.2016 18:45:08 0.0000
3ameHa SIM-kapTel 21.04.2016 20:07:47 0,0000
Banpet HHGOPMUPOBAHNA TIPU fobasren/yanesnn yeyr: JJobasicHue 29.04.2016 2:25:14 0,0000
YCIIYTH
Mobunsusiii Uutepuer: JoOasineHue yciyru 29.04.2016 4:55:34 0,0000
Mobuiasnbiii Mrepnet: Jobasnenue ycryru 29.04.2016 18:52:18 0.0000
Moobuisnetii rrepuer: Y aanciue yeayra 29.04.2016 2:25:48 0,0000
Mobuisislit UaTEpHET: Y1a1eH!e YCIyrH 29.04.2016 18:45:08 0,0000
Crryx6a kopoTkix coobennii: [lobapnenne ycinyr 29.04.2016 4:55:34 0.0000
Ciryx6a KOPOTKHX COOOIUCHMUIA: Y IaTeHne yeayrn 29.04.2016 2:25:48 0,0000
Coctosigumecs pasrosopst o 30.04.2016:

SMS. Mcxomsuee (Mexayropoamast) ) e L B 2 pakT 6,4406

Wroro 410.6775




CBOM yCcTpoucTBa
3eneHbIn 3aMoyek
2 Factor Authentication

BecnnaTtHbi Wi-Fi? g







