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Veranoska u ynanenue naketos B OC Ubuntu Server.

Vrunura df.

Vrunura fdsk.

Vruaurer LVM s yopasnesus Gu3HYeCKHMHA TOMaMHa

Vrumutrel LVM 171 ynpaeieHust TpynnaMid TOMOBa

Vruaure: LVM i yopaBieHus JTIOTHYECKAMHE TOMaMHa

VTuauTel 1t pabotsl ¢ (daiinoBoit cucremoii Xfs.

YTuauTe! 11t paboThl ¢ (ainoBoii cucremoii exté4.

Okcnopt u uMnopt 6a3 nauusix B PhpMyAdmin.

VYeraHOBKa KIHEHTCKUX OHONMMOTEK M cepBepa 0a3 nanusix MariaDB.

Co3nanue monb30oBaTesst ¢ IpaBaMH aJMHUHHCTparopa Ha cepepe 0a3 nanHbix MariaDB.
Hacrpoiika Be6-cepsepa Apache s paboTel napamiensHo ¢ Beb-cepBepoM NginX.
CocraB 1 BO3MOXKHOCTH TI0YTOBOTO cepBepa ¢ BeO-nHTep(eiicom iIRedMail.
ITporoxonsr SMTP, POP3 u IMAPA4.

YcraHoBka modToBoro cepeepa ¢ Bed-unrepdeiicom iRedMail.

Hacrpoiika MexceTeBoro 3kpana ¢ nomoinsio yrunut iptables.

Hacrpoiika ynpexnatoieit 3amutsi AppArmor.



YIIpaBi€HUE ITaKeTaMU

* = IMIPONU3BOJIbHAA 9Y4aCTh MMCHH IIAKCTA

apt update - 3arpyska u3 peno3uTOpHEB aKTyaJbHBIN CIIMCOK
HOMEPOB BEPCUU ITAKETOB

apt list — nmpocMmorp makeroB Mo Ha3BaHHIO

apt install - ycranoBka makeToB

apt remove - yjancHue MakeToB ¢ COXpaHCHHEM KOH(MHUTypaIluu
apt purge - ynancHue makeToB 0e3 COXpaHCHUS KOH(PUTYpaIu
apt upgrade — o0HOBIICHIE YCTAHOBIICHHBIX ITAKETOB



root@server: /home/vm-admin$ df

Filesystem 1K-blocks
udev 472968
tmpfs 100884
/dev/mapper/ubuntu--vg-ubuntu--1v 4062912
tmpfs 504400
tmpfs 5120
tmpfs 504400
roup

/dev/1loop0 906128
/8935

/dev/loopl 96256
/9066

/dev/sda?2 999320
tmpfs 100880

1000

Used Available Use%

0
1000

3829776

0
0
0
96128
96256

147592
0

472968
990884
7040
504400
5120
504400

0

0

782916
100880

0%
1%
100%
0%
0%
0%

100%

100%

16%
0%

Mounted on
/dev
/run

/
/dev/shm
/run/lock

/sys/fs/cg
/snap/core
/snap/core

/boot
/run/user/




root@server: /home/vm-admin df -T

Filesystem Type 1K-blocks Used Available Use% M
ounted on

udev devtmpfs 472968 0 472968 0% /
dev

tmpfs tmpfs 100884 1000 99884 1% /
run

/dev/mapper/ubuntu--vg-ubuntu--1lv ext4 4062912 3829808 7008 100% /
tmpfs tmpfs 504400 0 504400 0% /
dev/shm

tmpfs tmpfs 5120 0 5120 0% /
run/lock

tmpfs tmpfs 504400 0 504400 0% /
sys/fs/cgroup

/dev/loop0 squashfs 96128 96128 0 100% /
snap/core/8935

/dev/loopl squashfs 96256 96256 0 100% /
snap/core/9066

/dev/sda?2 ext4 999320 147592 782916 16% /
boot

tmpfs tmpfs 100880 0 100880 0% /

run/user/1000




[root@dist-backup distadmin]$# df
®auNoBasl CHCTEMa

1K-6JOKOE HCHONBbB3OBAHO [JOCTYNHO HCNONBBOBAHO% CMOHTHPOBAHO B

devtmpfs 8117244 0 8117244 0% /dev

tmpfs 8128816 0 8128816 0% /dev/shm

tmpfs 8128816 66048 8062768 1% /run

tmpfs 8128816 0 8128816 0% /sys/fs/cgroup
/dev/mapper/centos dist--backup-root 207083520 123221040 83862480 60% /

{dev/sdal 508588 286320 222268 57% /boot

tmpfs 1625764 0 1625764 0% /run/fuser/1000
[root@dist-backup distadmin]# df -T

$ainoBasl CHUCTEMa THun 1K-6JM0KOE MCHoNb50BaHO JOCTYNMHO MCHONb50OBaHO% CMOHTHPOBAHO B
devtmpfs devtmpfs 8117244 0 8117244 0% /dev

tmpfs tmpfs 8128816 0 8128816 0% /dev/shm
tmpfs tmpfs 8128816 66048 8062768 1% /run

tmpfs tmpfs 8128816 0 8128816 0% /sys/fs/cgroup
/dev/mapper/centos dist--backup-root xfs 207083520 123222340 83861180 60% /

/dev/sdal xfs 508588 286320 222268 57% /boot

tmpfs tmpfs 1625764 0 1625764 0% /run/user/1000

[root@dist-backup distadmin]# I




root@server: /home/vm-admin$f fdisk /dev/sda

Welcome to fdisk (util-linux 2.31.1).

Changes will remain in memory only, until you decide to write them.
Be careful before using the write command.

Command (m for help): m
Help:

Generic

delete a partition

list free unpartitioned space

list known partition types

add a new partition

print the partition table

change a partition type

verify the partition table

print information about a partition

Hd DB A

Misc
m print this menu
X extra functionality (experts only)




change a partition type
verify the partition table
print information about a partition

print this menu
extra functionality (experts only)

Script
I load disk layout from sfdisk script file
) dump disk layout to sfdisk script file

Save & Exit
W write table to disk and exit
q quit without saving changes

Create a new label
create new empty GPT partition table
create new empty SGI (IRIX) partition table
create new empty DOS partition table
create new empty Sun partition table

Command (m for help): I



Command (m for help): p

Disk /dev/sda: 20 GiB, 21474836480 bytes, 41943040 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disklabel type: gpt

Disk identifier: BBB60D64-4D5C-47E8-A31C-1541BD212956

Device Start End Sectors Size Type
/dev/sdal 2048 4095 2048 1M BIOS boot
/dev/sda?2 4096 2101247 2097152 1G Linux filesystem

/dev/sda3 2101248 41940991 39839744 19G Linux filesystem

Command (m for help): F

Unpartitioned space /dev/sda: 0 B, 0 bytes, 0 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

Command (m for help): I



Command (m for help): d
Partition number (1-3, default 3): 3

Partition 3 has been deleted.
Command (m for help): n
Partition number (3-128, default 3): 3

First sector (2101248-41943006, default 2101248):
Last sector, +sectors or +size{K,M,G,T,P} (2101248-41943006, default 41943006

j B

Created a new partition 3 of type 'Linux filesystem' and of size 19 GiB.

Do you want to remove the signature? [Y]es/[N]o: n
Command (m for help): w

The partition table has been altered.
Syncing disks.

root@server: /home/vm-admin# rebootl




root@server: /home/vm-admin# pv
pvchange pvcreate pvmove pvresize pvscan
pvck pvdisplay pvremove pvs
root@server: /home/vm-admin# pvdisplay
-—-- Physical volume ---

PV Name /dev/sda3

VG Name ubuntu-vg

PV Size <19,00 GiB / not usable 0

Allocatable yes

PE Size 4,00 MiB

Total PE 4863

Free PE 3839

Allocated PE 1024

PV UUID UlmeSc-I55)]-MQT0-xSxG-KhEY-3]Jf0-JWcG8y

root@server: /home/vm-admin# I




root@server: /home/vm-admin# pvresize -h
pvresize - Resize physical volume (s)

pvresize PV ...
[ --setphysicalvolumesize Size[m|UNIT] ]
[ --reportformat basic|json ]
[ COMMON OPTIONS ]

Common options for lvm:

-d|--debug ]

-h|--help ]

-q|--quiet ]

-v|--verbose ]

-yl--yes ]

-t|--test ]
-—-commandprofile String ]
-=-config String ]
--driverloaded y|n ]
--longhelp ]
--profile String ]
--version ]

e B B e B o DN e PR oy B o B O s T o T o B |

Use --longhelp to show all options and advanced commands.
root@server: /home/vm-admin# pvresize /dev/sda3 I




root@server: /home/vm-admin# vg

vgcfgbackup vgconvert vgextend
vgcfgrestore vgcreate vgimport
vgchange vgdisplay vgimportclone
vgck vgexport vgmerge

root@server: /home/vm-admin$# vgdisplay
--- Volume group ---

VG Name ubuntu-vg
System ID

Format lvm2
Metadata Areas A |

Metadata Sequence No 4

VG Access read/write
VG Status resizable
MAX LV 0

Cur LV g }

Open LV :

Max PV 0

Cur PV 1

Act PV 1

VG Size <19,00 GiB
PE Size 4,00 MiB
Total PE 4863

Alloc PE / Size 1024 / 4,00 GiB

vgmknodes
vgreduce
vgremove
vgrename

vgs
vgscan
vgsplit




root@server: /home/vm-admin# vgresize ubuntu-vg

vgresize: command not found

root@server: /home/vm-admin# vgex

vgexport vgextend

root@server: /home/vm-admin# vgextend ubuntu-vg
No command with matching syntax recognised. Run 'vgextend --help' for more
information.

Correct command syntax is:
vgextend VG PV

root@server: /home/vm-admin# vgextend ubuntu-vg /dev/sda4
Device /dev/sda4 not found.
root@server: /home/vm-admin# I




root@server: /home/vm-admin$ 1lv

lvchange lvextend lvmdiskscan lvmsadc lvrename
lvconvert lvm 1vmdump lvmsar lvresize
lvcreate lvmconf lvmetad lvreduce lvs
lvdisplay lvmconfig lvmpolld lvremove lvscan

root@server: /home/vm-admin#f lvdisplay
--- Logical volume ---

LV Path /dev/ubuntu-vg/ubuntu-1v

LV Name ubuntu-lv

VG Name ubuntu-vg

LV UUID bOXN2i-TjeU-ZuNw-ymli-PpR7-bWzT-£XWiC3
LV Write Access read/write

LV Creation host, time ubuntu-server, 2020-04-04 13:28:19 +0000
LV Status available

# open |

LV Size 4,00 GiB

Current LE 1024

Segments n |

Allocation inherit

Read ahead sectors auto

- currently set to 453

Block device 253:0



root@server: /home/vm-admin## lvresize /dev/ubuntu-vg/ubuntu-lv /dev/sda3
Size of logical volume ubuntu-vg/ubuntu-lv changed from 4,00 GiB (1024 exte

nts) to 19,00 GiB (4863 extents).
Logical volume ubuntu-vg/ubuntu-lv successfully resized.




root@server: /home/vm-admin# xfs

xfs admin xfs estimate xfs info xfs metadump xfs repair
xfs bmap xfs freeze xfs io xfs mkfile xfs rtcp
xfs copy xfs fsr xfs logprint xfs ncheck

xfs db xfs growfs xfs mdrestore xfs quota

root@server: /home/vm-admin# xfs growfs /dev/mapper/ubuntu--vg-ubuntu--1lv
xfs growfs: specified file ["/"] is not on an XFS filesystem
root@server: /home/vm-admin# D

[root@dist-backup distadmin]# xfs growfs /dev/mapper/centos dist--backup-root
meta-data=/dev/mapper/centos dist--backup-root isize=256 agcount=46, agsize=1147392 blks
= sectsz=512 attr=2, projid32bit=1

crc=0 finobt=0 spinodes=0
data = bsize=4096 blocks=51773440, imaxpct=25
o sunit=0 swidth=0 blks
naming =version 2 bsize=4096 ascii-ci=0 ftype=0
log =internal bsize=4096 blocks=2560, version=2
= sectsz=512 sunit=0 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

[root@dist-backup distadmin]# I




[root@dist-backup distadmin]# xfs growfs /dev/mapper/centos dist--backup-root
meta-data=/dev/mapper/centos dist--backup-root isize=256 agcount=46, agsize=1147392 blks
= sectsz=512 attr=2, projid32bit=1
= crc=0 finobt=0 spinodes=0
data = bsize=4096 blocks=51773440, imaxpct=25
= sunit=0 swidth=0 blks

naming =version 2 bsize=4096 ascii-ci=0 ftype=0
log =internal bsize=4096 blocks=2560, version=2

= sectsz=512 sunit=0 blks, lazy-count=1l
realtime =none extsz=4096 blocks=0, rtextents=0
[root@dist-backup distadmin]l# [




root@server: /home/vm-admin$ res

reset resize2fs resizecons resizepart

root@server: /home/vm-admin# resize2fs /
resize2fs 1.44.1 (24-Mar-2018)
open: Is a directory while opening /

resolveip

root@server: /home/vm-admin# resize2fs /dev/mapper/ubuntu--vg-ubuntu--1lv

resize2fs 1.44.1 (24-Mar-2018)

Filesystem at /dev/mapper/ubuntu--vg-ubuntu--lv is mounted on /; on-line resi

zing required
old desc _blocks = 1, new _desc blocks = 3

The filesystem on /dev/mapper/ubuntu--vg-ubuntu--1lv is now 4979712 (4k) block

s long.

root@server: /home/vm-admin# df

Filesystem 1K-blocks
udev 472968
tmpfs 100884
/dev/mapper/ubuntu--vg-ubuntu--1lv 19540624
tmpfs 504400
tmpfs 5120
tmpfs 504400
roup

/dev/loop0 96128

/8935

Used Available Use$%

0

1000
3835852
0

0

0

96128

472968 0%
99884 1%
14849712 21%
504400 0%
5120 0%
504400 0%

0 100%

Mounted on
/dev
/run

/
/dev/shm
/run/lock

/sys/fs/cg

/snap/core
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root@server:/tmp/iRedMail-1.2.1# apt install mariadb-client-10.1

UTeHne COMCKOB IakKkeToB.. I'OTOBO

[locTpoeHMe nepeBa 3aBUCHMMOCTEMN

UreHme mHOOpMAIIMM O COCTOSIHMM.. I'OTOBO

Cnepgymume NakKeTH yCTaHABJIMBAJMCHL aBToMaTUMYeCcKM M Oonbume He TpebyoTcs:
libcgi-fast-perl libcgi-pm-perl libencode-locale-perl libevent-core-2.1-6
libfcgi-perl libhtml-parser-perl libhtml-tagset-perl
libhtml-template-perl libhttp-date-perl libhttp-message-perl
libio-html-perl liblwp-mediatypes-perl libtimedate-perl liburi-perl
mysqgl-server-core-5.7

Insi MX ypayjeHusi MCHoJb3ymTe «sudo apt autoremovex».

BynyT ycTaHOBJIEHH Clenynlye IONOJHUTEJNLHEE INaKeTH :
libconfig-inifiles-perl libdbd-mysgl-perl libdbi-perl libjemallocl
libmysglclient20 libterm-readkey-perl mariadb-client-core-10.1
mariadb-common

[IpennaraeMsie NakKeTH :
libclone-perl libmldbm-perl libnet-daemon-perl libsqgl-statement-perl

Cnepnyioumme naxkeTs OoynyT YIAJIEHB:
default-mysqgl-client mysqgl-client-5.7 mysgl-client-core-5.7 mysqgl-server
mysqgl-server-5.7

Cnenyiomme HOBLEE nakeTs OyOoyT yCTaHOBJIEHH :
libconfig-inifiles-perl libdbd-mysgl-perl libdbi-perl libjemallocl
libmysqglclient20 libterm-readkey-perl mariadb-client-10.1
mariadb-client-core-10.1 mariadb-common




root@server: /home/vm-admin# apt install mariadb-server
YTeHMe CIMNCKOB IIakKkeToB.. I'OTOBO
[locTpoeHMe nepeBa BaBUCHUMOCTEM
UreHnme mMHOOpMaAIIMM O COCTOSIHMM... I'OTOBO
Cnenymoumi NakKeT YyCTaHABJIMBAJICS aBToMaTHMYecku M Oolbume He TpebyerTcs:
libevent-core-2.1-6
Insi ero ypaneHuss MCHolabsyuTe «sudo apt autoremovex».
Cnenyiomme HOBBE nakeTs OyOoyT yCTaHOBJIIEHE :
mariadb-server
O6bHoBJleHO 0 makeToOB, YCTAHOBJEHO 1 HOBEX NaKeTOB, IS ynajleHusi orMeueHo 0 mak
eToB, M 7/ makeToB He OOHOBJIEHO.
Heobxomgmmo ckauvaTe 12,9 kB apxmBOB.
[locyie pmaHHOM oIepanuy OOBEM BaHATOI'O OMCKOBOI'O NPOCTPaHCTBA BoBpacTEéT Ha 66,6
kB.
Mon:1 http://archive.ubuntu.com/ubuntu bionic-updates/universe amd64 mariadb-
server all 1:10.1.44-0ubuntu0.18.04.1 [12,9 kB]
HNonyuyeno 12,9 kB sa Oc (54,3 kB/s)
Bribop paHee He BHOpaHHOTO nakera mariadb-server.
(Urenme 6asm OAHHHEX .. Ha JAHHEM MOMEHT ycCcTaHOBJIeHO 124650 ¢amnoB M kKaTaljlIoT'oOB.

)
[logroToBKa K paclIakKoBKe m/mariadb—server_1%3a10.1.44—0ubuntu0.18.04.1_all.deb

PacnakoBrBaeTca mariadb-server (1:10.1.44-Oubuntu0.18.04.1)
HacTpamBaeTcss naketr mariadb-server (1:10.1.44-0Oubuntu0.18.04.1)



MariaDB — otserBiicHNE OT cuctemsbl yrpapieHus 6azamu manasix MySQL,
paspabarsiBacmoe coobmecrsom nox auneHzucii GNU GPL. Pa3paGorky u
nomnepxxky MariaDB ocymectsiser komnanus MariaDB Corporation Ab u
¢oux MariaDB Foundation.

TonmukoMm K co3maHMIO CTalla HEOOXOAUMOCTh 00eCIIeueHUs CBOOOJHOIO cTaryca
CVYb/l, B nporuBoBec nonutuke JuneH3upoanus MySQL kommnanneii Oracle.
OcHoBaTeIsIMH MPOSKTa BHICTYIHIMN TIepBoHauaibHbIe paspadorunkn MySQL.
Cucrema nunersupoBanns MariaDB o06s3bBaeT yuacTHHKOB, KEIAONUX J0OABUTH
cBOM koa B ocHOBHYIO BeTKy CYDBJl, 0OMeHHUBaTbCSI CBOMMHU aBTOPCKHUMH IpaBaMu C
MariaDB Foundation n1s oxpaHbI THIICH3UH B BO3MOXKHOCTH CO3/1aBaTh
kputndeckue ucnpasieHus s MySQL.



MariaDB namvmepen nogaepxuBaTrh BEICOKYI0 coBMecTuMocTh ¢ MySQL,
obecnieunBas Tounoe coorBercTBue ¢ APl 1 xomannmamu MySQL. B cocras
MariaDB sximroucHa nmoacuctemsl xpadneHus gaHHEBIX XtraDB nis BosmoxkHOCTH
3ameHsl INNODB, kak 0CHOBHOM MOACKUCTEMBI XpaHEHHUSs TaK)KEe BKIFOYCHBI
noacucremel Ariafen], PBXT u FederateX.

Benymuii pazpadotunk — Mukasns BujgeHnyc, aBTOp OpUTrHHAIBHOW BEPCUM
MySQL u ocroBarens kommaanu Monty Program AB. MariaDB naspana,
BO3MOXXHO, B 4eCTh ero miasmei qouepu Mapuu (Maria), nono6H0 TOMY, Kak
MySQL npeanonoxurensHo Obllla Ha3BaHa B Y4ECTh APYroil €ro gouepu — Mio

(bun. My).



root@server: /home/vm-admin# mysql

Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 2031

Server version: 10.1.44-MariaDB-Oubuntu0.18.04.1 Ubuntu 18.04

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement
MariaDB [ (none) ]> create user vmadmin@localhost identified by '1l';

Query OK, 0 rows affected (0.00 sec)

MariaDB [ (none)]> grant all privileges on *.* to vmadmin@localhost with grant

option;
Query OK, 0 rows affected (0.00 sec)

MariaDB [ (none) ]> flush privileges;
Query OK, 0 rows affected (0.01 sec)




root@server: /home/vm-admin## vim /etc/apache2/ports.conf

root@server: /home/vm-admin## vim /etc/apache2/sites-available/
000-default.conf 002-owncloud.conf

00l-wordpress.conf default-ssl.conf

root@server: /home/vm-admin# vim /etc/apache2/sites-available/000-default.conf

root@server: /home/vm-admin# vim /etc/apache2/sites-available/00l1-wordpress.co
nf

root@server: /home/vm-admin# vim /etc/apache2/sites-available/002-owncloud.con
f

root@server: /home/vm-admin# service apache2 restartl

12



Listen 8080

<IfModule p
Listen 8443
</IfModule>

<IfModule
Listen E443
</IfModule>




<VirtualHost E>
ServerName forum.zhuk.by
ServerAdmin webmaster@localhost
DocumentRoot /var/www/phpBB3
ErrorLog ${APACHE LOG DIR}/ .log

CustomLog ${APACHE_LOG_DIR}/access.log combined
</VirtualHost>
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How to configure your mail client applications (MUA)

ail.zhuk.by 3a 2020-05-05 08:31

* POP3 service: port 118 over STARTTLS (recommended), or port 995 with SSL.
* IMAP service: port 143 over STARTTLS (recommended), or port 993 with SSL.
* SMTP service: port 587 over STARTTLS.

If you need to support old mail clients with SMTP over SSL (port 465),
ntps.html

please check our tutorial: https://
* CalDAV and CardDAV server addresses: https://<server>/SO0Go/dav/<full email
address>

For more details, please check detailed documentations:

https:// ;. iredmail.org/#mua
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Preferences Logout

iRedAdmin
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Add user under domain: zhuk.by » Admin ‘ Users
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ks £ by v Need a random password?

TkUx9475Q5
New password * cecesccsae
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iRedMail Project | News & Announments | Support
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& > C & https://mail.belstu.by/phpmyadmin/index.php

phpMyAdmin

REle0 %6

HepasHee WabpaxHoe

baltik

cluebringer
information_schema
iredadmin

| mailer

mysql

owncloud
performance_schema
phpmyadmin
redirector

retracker
roundcubemail

test
u780692866_db
vmail

— epeep 0.0

() Baswbipganueix L] SQL (g, Cocrosuue

& WNamennTe napons

25 YyeTHble 3aNUCKH Nonb3oBaTenen

= ConocTaBneHne KOAWPOBKU COEAUHEHUA ©): | utf8mb4_unicode_ci

7]

DID|D (D P BBOOIOIPID|Q2EQD|C % ¢

=l Skcnopr  [& WMmnopr 4”7 Hactpoitku :

Cepsep oas aariiui

& Asuik - Language @ ’ Pyccruit - Russian

d

&) Tema: ’pmahomme "

« Paamep wpudra: ’82% '\

J" JlononHUTENEHEIE HACTPOMKK

HacTpoiku BHelUHero Bmaa .

2| f ||l x| +
* B O A

v Ewe

Cepeep: 127.0.0.1 via TCP/IP
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Bepcua cepeepa: 5.5.54-0ubuntu0.12.04.1 - (Ubuntu)
Bepcua npotokona: 10
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Apachef2.2.22 (Ubuntu) mod_ssl/2.2.22 OpenSSL/1.0.1
mod_wsgi/3.3 Python/2.7.3

Bepcua knuenTa basel ganHeIX: libmysgl - mysqind 5.0.12-
dev - 20150407 - $ld:
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Bepcua PHP: 7.2.16

phpMyAdmin
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OduyuaneHan ctpasuya phpMyAdmin

MNoxepTBOBaTL
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SMTP (aum1. Simple Mail Transfer Protocol — npocroii
IIPOTOKOJI MEPEAaYr IMOYThI) — 3TO MIUPOKO HCITOIL3YEMBIH CETECBOM
IIPOTOKOJI, HpGI[HaBHaIIGHHHﬁ I 1ICpCaadn BHGKTpOHHOﬁ IIOYTHI B CCTAX

TCPI/IP.

SMTP Buepsriec Ob11 onucad B RFC 821 (1982 ron); nmocnennee
oounoBiieane B RFC 5321 (2008) sxirouaer Macmrabupyemoce
pacmupenne — ESMTP (anri. Extended SMTP). B nacrosmiee
BpeMs 1o «1potokoiaoM SMTP» kak npasuito moapa3yMeBarOT U €ro
pactmupenns. IIporokon SMTP npennasnadeH i1 mepemadu UCXOIAIICH
IOUTHI ¢ Hcnoib3oBanueM mmopra TCP 25.

14



B To Bpems, KaKk AJIEKTPOHHBIC IMOYTOBBIC CEPBEPHI U JPYTHE arcHTHI
nepecbutku coobmeHuit ucronb3yror SMTP 11 oTripaBky 1 MOTydYeHHS
MIOYTOBBIX COOOIICHUI, PAa0OTAIOIINE Ha MOJIH30BATEIHLCKOM YPOBHE
KJIMCHTCKHE IMOYTOBBIC MPHIIOKEHUS 00bIdHO UcIonb3yoT SMTP Tonbko
JUISL OTIPABKK COOOIIEHUM HA MOYTOBBIM CEPBEP ISl PETPAHCIALMUa JJIs
MOJIYYSHHS COOOIIEHUN KIMEHTCKHUE MPHIIOKEHUSI OOBIYHO HCIIOIB3YIOT
moo POP (anri. Post Office Protocol — mporokon mouroBoro
otneneuus), 1160 IMAP (anrni. Internet Message Access
Protocol), 1160 narenroBannnic cucrtemnl (Takue kak Microsoft
Exchange u Lotus Notes/Domino) 111 noctyna x y4éTHOM
3alFCH CBOETO ITOYTOBOTO SIITMKA Ha CEPBEPCa



POP3 (aur. Post Office Protocol Version 3 — 1nporokoi mo4ToBOro OTACICHUS
Bepcus 3) — CTaHIAPTHBIM MHTEPHET=IIPOTOKOJI IIPUKIIATHOTO YPOBHSy HCIIOIb3YEMbIH
KJIMEHTAMM 3JICKTPOHHOMN MOYTHI I IOJYyYECHHUS IOYTHI ¢ yaajaéuHoro cepsepa nmo TCP-
COCTUHEHUIO

POP noxnepxuBaeT IpocThie TPEOOBAHUS «3arpy3U=H=yIaau» i JOCTYIa K YIaJIEéHHBIM
TIOYTOBBIM SIITUKaM. XOTs Oosbinas yact POP-k1MeHTOB mpenocTapiseT BO3MOKHOCTh
OCTaBUTH TOUTY Ha cepBepe Iocie 3arpy3ku, ucnoinsytonme POP kireHTh 00bIYHO
COCIUHSIOTCSy; U3BIICKAOT BCE MUCHhMa, COXPAHSIOT UX HA MOJIb30BATEIBCKOM KOMITBIOTEPE KaK
HOBBIE€ COOOIIECHUS, YIAIAIOT UX C CEPBEPA, MOCIE YETO Pa3bEIUHSIIOTCS .

POP3-ceprep npocnymmusaet obmen3sectabiii mopt 110. Hludposanue cesasu 1 POP3
3alIpalIfBacTCs TOCIIe 3aIycKa MPOTOKOIA ¢ TTOMOIIbIo 11u00 koMaHael STLS (eciu ona
noaacepxxuBactcs), 160 POP3S, xoropas coemunsercs ¢ cepBepoM, UConb3ys TLS wiu
SSL o TCP-nopry 9985.



IMAP (auri. Internet Message Access Protocol) — nporokon mpukiagHoro
YPOBHS JUJISL IOCTyIa K 3JIEKTPOHHOW ITOYTE.

basupyercs Ha TpancnoptaoMm npotokoine TGP u ucnonssyer nopr 143, a IMAPS (IMAP
noBepx SSL) — nopr 993. IMAP paGoraer TOIBKO ¢ COOOIICHUSIMH M HE TpeOyeT KaKhuX=
100 MAKETOB CO CHELHUAIBHBIMU 3ar0JI0BKAMU.

IMAP mpenocraBiseT moJb30BaTeIIi0 IMHUPOKUE BO3MOKHOCTH JUISl paOOTHI ¢ TTOYTOBBIMU
SIUKAMH, HAaXOISAIIUMHUCS Ha TIOYTOBOM cepBepes IlouToBasi mporpaMmma, MCIOJIb3YIOIIAs 3TOT
IPOTOKOJI, MOJYYaeT JOCTYIT K XPAaHWIHIY KOPPECIOH/ICHIIMYM Ha CEpBEpe TaK, Kak OyATo 3Ta
KOPPECIOH/ICHIIMS PACIIOI0KEHA Ha KOMIIBIOTEPE MOIydareliss JJICKTPOHHBIMU ITUChMaMU
MOKHO MaHMITYJINPOBATh C KOMITbIOTEpa IoJib3oBareis (KineHTa) 0€3 MOCTOSHHON IEPEChUIKH
C cepBepa W 0OpaTHO IOJIHOTO COJIEPIKAHUS TTUCEMa



ﬂa root@mail: /home;/mailadmin

root@émail: /home/mailadmin# netstat -1lp
C MHTepHeToM (only servers)

AKTHBHEE COEOUHEHHUSH
Proto Recv-Q Send-Q
tep 0 0
tep
tep
tep
tep
tep
tep
tep
tep
tep
tep
tep
tep
tep
tep
tep
tep
tep
tep
tep

OO0 0000000000000 0C0O0O0OO0o
OO OO0 0000000000000 0OO0o

Local Address Foreign Address State
* =

localhost:10025
localhost :imysql
*:submission
localhost:11211
*:pop3
localhost:9998
*:imap2
localhost:10031
*:http
172.16.192.251:domain
*:ftp

*:smtp
localhost:953
*:https

*:sieve
localhost: 7777
*:imaps
*:zabbix-agent
*:pop3s
localhost:10024

¥ % ¥ X X ¥ X X X ¥ ¥ X X X X X X ¥ *

*

¥ X X X X X X X ¥ X X ¥ X X X X ¥ ¥ *

PID/Program name

LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN

10117 /smtpd

8557 /mysqgld

52495 /master

2443 /memcached
52506 /dovecot

9657 /amavisd {(chlb5-
7751 /imap-login
1477 /perl

4565 /apache2

6141 /named

969 /vsftpd
10320/smtpd

6141 /named

4565 /apache2

52506 /dovecot

41040 /python

7751 /imap-login
2636/zabbix agentd
52506 /dovecot

9657 famavisd (chlb-



ﬂa root@mail: /home/mailadmin

root@mail: /home/mailadmin# netstat -1lp --numeric-ports
AKTHBHEE COEOMHEHMS C MHTEepHeToM (only servers)

Proto Recv-{ Send-Q Local Address Foreign Address State PID/Program name

tep 0 0 127.0.0.1:10025 0.0.0.0:% LISTEN 10117 /smtpd

tep 0 0 127.0.0.1:3306 0.0.0.0:% LISTEN 8557 /mysqld

tep 0 0 0.0.0.0:587 0.0.0.0:%* LISTEN 52495 /master

tep 0 0 127.0:0.1:11211 0.0.0.0:%* LISTEN 2443 /memcached

tep 0 0 0.0.0.0:110 0.0.0.05% LISTEN 52506 /dovecot

tep 0 0 127.0.0.1:9998 0.0.0.0:% LISTEN 10954 /amavisd (chl0
tep 0 0 0.0.0.0:143 0.0.0.0:% LISTEN 7751 /imap-login
tep 0 0 127.0.0.1:10031 0.0.0.0:% LISTEN 1477 /perl

tep 0 0 0.0.0.0:80 0.0.0.0:% LISTEN 4565 /apache2

tep 0 0 172.16.192.251:53 0.0.0.0:% LISTEN 6141 /named

tep 0 0 0.0.0.0:21 0.0.0.0:% LISTEN 969 /vsftpd

tep 0 0 0.0.0.0:25 0.0.0.0:% LISTEN 10320 /smtpd

tep 0 0 127.0.0.1:953 0.0.0.0:% LISTEN 6141 /named

tep 0 0 0.0.0.0:443 0.0.0.0:% LISTEN 4565 /apache2

tep 0 0 0.0.0.0:4190 0.0.0.0:% LISTEN 52506 /dovecot

tep 0 0 127.0.0.1:7777 0.0.0.0:% LISTEN 41040 /python

tep 0 0 0.0.0.0:993 0.0.0.0:% LISTEN 7751 /imap-login
tep 0 0 0.0.0.0:10050 0.0.0.0:% LISTEN 2636 /zabbix agentd
tep 0 0 0.0.0.0:995 05000 LISTEN 52506 /dovecot

tep 0 0 127.0.0.1:10024 0.0.0.0:% LISTEN 10954 /amavisd (chl0



@ diskstation.belstu.by X »<  Download the latest iRedMail relea: X -+

e

C & iredmail.org/download.html * @B 6

K

Download the Latest iRedMail
Release, or Deploy from Web

. & DEPLOY FROM WEB ¥¥ DOCKER (ALL-IN-ONE)
U CUELEI] o\ ) (cK UPGRADE, TECH SUPPORT BETA. NOT PRODUCTION READY.
Guides
Release Notes' and Up.grfzde Tuton.als . ® STABLE
- Source code: iRedMail, iRedAPD, iRedAdmin, V1.2.1 (APR 30, 2020)
mlmmjadmin.

Subscribe to our mailing list B so that you won't miss announcements, latest
updates, bug fixes of iRedMail.

https://qgithub.com/iredmail/iRedMail/archive/1.2.1.tar...
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root@server: /home/vm-admin# cd /tmp
root@server: /tmp# tar xzf iRedMail-1.2.l1.tar.gz
root@server: /tmp# 11

total 268

drwxrwxrwt 11 root root 4096 Mmass 1 13:54

drwxr-xr-x 24 root root 4096 amp 14 14:50 ..

drwxrwxrwt 2 root root 4096 Masg 1 12:39 [T Riierb

drwxrwxrwt 2 root root CIR IR el S N VAl . TCE-unix

drwxrwxr-x 10 root root 4096 amp 30 02:52 1RedMall [
-rw-r--r-- 1 wordpress www-data 226066 Mags 1 13:50 iRedMail-1.2.1l.tar.gz
drwx------ 3 root root 4096 Mmass 1 12:39 systemd-private-337lebca
56le4665badc4752f0blc247-apache2.service-UQmY3d/

drwx——=——=—- 3 root root 4096 Mmass 1 12:39 systemd-private-337lebca
561le4665badc4752f0blc247-systemd-resolved. service-Gaffhe/

drx====== 3 root root 4096 Mmaszs 1 12:39 systemd-private-337lebca
56le4665badc4752f0blc247-systemd-timesyncd. service-5wEZcm/

drwxrwxrwt 2 root root 4096 Mmag 1 12:39 B=

drwxrwxrwt 2 root root 4096 Mmaszs 1 12:39 B

drwxrwxrwt 2 root root 4096 Mmass 1 12:39 @peailf

root@server: /tmp# cd iRedMail—1.2.1I




root@server:/tmp/iRedMail-1.2.1# 11
total 140
drwxrwxr-x 10 root root 4096 amp 30 02:52 ./

drwxrwxrwt 11 root root 4096 Mmas 1 13:54.J;/
-rw-rw-r-- 1 root root 81960 amp 30 02:52 ChangelLog
drwxrwxr-x 2 root root 4096 amp 30 02:52 conf/
drwxrwxr-x 2 root root 4096 amp 30 02:52 dialog/
=rw-rw-r-- 1 root root 307 anp 30 02:52 Documentations
drwxrwxr-x 2 root root 4096 amp 30 02:52 functions/
drwxrwxr-x 2 root root 4096 amp 30 02:52 .github/
-rw-rw-r-- 1 root root 5244 amp 30 02:52 iRedMail.sh
drwxrwxr-x 2 root root 4096 amp 30 02:52 pkgs/
-rw-rw-r-- 1 root root 1172 amp 30 02:52 README.md
drwxrwxr-x 24 root root 4096 amp 30 02:52 samples/
drwxrwxr-x 2 root root 4096 amp 30 02:52 tools/

drwxrwxr-x 7 root root 4096 amp 30 02:52 update/
root@server:/tmp/iRedMail-1.2.1# chmod -R 777
root@server:/tmp/iRedMail-1.2.1# ./iRedMail.sh I



root@server:/tmp/iRedMail-1.2.1# ./iRedMail.sh
<< ERROR >> Please configure a fully qualified domain name (FQDN) in /etc/hos
ts before we go further.

Example:

127.90.0.1 mail.iredmail.org mail localhost

root@server:/tmp/iRedMail-1.2.1# vim /etc/hosts
root@server:/tmp/iRedMail-1.2.1# ./iRedMail.sh I

127.0.0.1 localhost
127.0.1.1 mail.zhuk.by maillserver

e | ip6-localhost ip6-loopback
fe00::0 ip6-localnet

ff00::0 ip6-mcastprefix

ff02::1 ip6-allnodes

ff02::2 ip6-allrouters

L



ﬁ’ C\Windows\System32\drivers\etc\hosts - Notepad++ [Administrator]

-Ejhosts EBI

®aitn Mpaska [MMouck Bua Koauposku CuHTakomcel Onwm Makpocsl 3anyck Mnarmdel OkHa  ?

AR s cB|dmD|2e|mk|t | BE%I1[EDE
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1.00..

100.

6 elowud.zhuk.by
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iRedMail: Open Source Mail Server Solution

Welcome to the iRedMail setup wizard, we will ask you some simple
questions required to setup a mail server. If you encounter any trouble
or issues, please report to our support forum:
https://forum.iredmail.org/

NOTE: You can abort this installation wizard by pressing key Ctrl-C.




iRedMail: Open Source Mail Server Solution

Please specify a directory (in lowercase) used to store user mailboxes.
Default is: /var/vmail

NOTES :

Depends on the mail traffic, it may take large disk space.
Maildir path will be converted to lowercases, so please create this
directory in lowcases.
It cannot be /var/mail or /root.
Mailboxes will be stored under its sub-directory: /var/vmail/vmaill/
Daily backup of SQL/LDAP databases will be stored under another
sub-directory: /var/vmail/backup.
1q
x/var/vmail
m




iRedMail: Open Source Mail Server Solution

Choose a web server you want to run.

TIP: Use SPACE key to select item.

The fastest web serve
I don't need any web applications on this server




iRedMail: Open Source Mail Server Solution
D

It's strongly recommended to choose the one you're familiar with for
easy maintenance. They all use the same webmail (Roundcube) and admin
panel (iRedAdmin), and no big feature differences between them.

TIP: Use SPACE key to select item.

g x
() O An open source implementation of LDAP protocol
m MariaDB An enhanced, drop-in replacement for MySQ X
() P Powerful, open source database system X




iRedMail: Open Source Mail Server Solution

Please specify password for MySQL administrator root on server x
127000 i

WARNING:

* Do *NOT* use double quote (") in password.
* EMPTY password is *NOT* permitted.
* Sample password: RIMIJmMHHeiEkXqgzLE4auGikTmLLfdL




iRedMail: Open Source Mail Server Solution
Please specify your first maii domain name.
EXAMPILE :
* example.com

WARNING:

It can *NOT* be the same as server hostname: mail.zhuk.by.

We need Postfix to accept emails sent to system accounts (e.g. root),
if your mail domain is same as server hostname, Postfix won't accept
any email sent to this mail domain.

1g x

xzhuk.by

m X




iRedMail: Open Source Mail Server Solution

Please specify password for the mail domain administrator:

* postmaster@zhuk.by

You can login to webmail and iRedAdmin with this account.

WARNING:

* Do *NOT* use special characters (like $, white space) in password.

* EMPTY password is *NOT* permitted.
* Sample password: tQOriXS5wecelmFGuZGKu6oloJMqug$S




iRedMail: Open Source Mail Server Solution

* DKIM signing/verification and SPF validation are enabled by default.
* DNS records for SPF and DKIM are required after installation. X

Refer to below file for more detail after installation:

* /tmp/iRedMail-1.2.1/iRedMail. tips
1g
[*] R Popular webmail built with PHP and AJAX

[*]) SO PR B Bleiebmail, Calendar, Address book
[*] n AwesomeAwesome system monitor

[*] i Official web-based Admin Panel
[*] F Ban TPBan IP with too many password failures

X




khkkkkhkkkkhkkkkhhkkkhkkhhkkhkhkkhhkkkhhkkhkhkkkhhkkhkhkkkhhkkhkkkhhkkhkhkkkhhkkhkkkhhkkkhkkkkk
kkkkkkkkkkkkkkkkkkkkkkkkkkkkk,x WARNING ***,kkkkkhkkkhkhkkhkhkkhkhkkhkhkkhkhkkhkhkkhkhkkhkhkkhkhkkhkhkkhkhkkhkkkk
kkkkkkkhkkkkkkkhkkkkhkhkkkkkkkhkkkkkkkhkkkhkkkkhkkkkkkkkhkkkkkkkhkkkhkkkkkkkkkkkkkkkkkk
*

* Below file contains sensitive infomation (username/password), please
* do remember to *MOVE* it to a safe place after installation.

* /tmp/iRedMail-1.2.1/config

hkkhhkhhhhhhhhhdhhhhhhdhhhhhhdhhhhhhdhhhhhhdhhhhhhhhhhhhhdhhhhhdhhhhhhhhhhhhkdkhkk
kkkkkkkkkkkkkkkkkkkk*x* Review your settings **kkkkxkkkkkkkkkkkhhrrrhkkkkk
khkhkkhhhhhhhhdhhhhhhhhhhhhhhhhhhhhhdhhhhhhhdhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhkk

Storage base directory: /var/vmail

Mailboxes:

Daily backup of SQL/LDAP databases:

Store mail accounts in: MariaDB

Web server: Nginx

First mail domain name: zhuk.by

Mail domain admin: postmaster@zhuk.by

Additional components: Roundcubemail SOGo netdata iRedAdmin
Fail2?ban

* % ¥ ok F F F *

< Question > Continue? [yIN]yﬂ



kkkkkkkkkhkhkhkkkkkhkkhhhkkkhkkkhkkhhhkkkkkhhhkkkkhkkhhhkkhkkkkhkhhkkkkkhkhhkkhkkkkkhkhhkkkkkkkkk

* Start iRedMail Configurations
hkkhkhkkhhkhkdhhhhhhhhkhhhkhhhkhhhdhhhhhhhhhhhdhhhdhhkhhhhhhhhhhhkhhkhhhkhkkhhkkk

HHHI—IP_IHHI—'IP_IHU‘F-II_IHHHI_IT—I

8

INFO
INFO
INFO
INFO
INFO
INFO
INFO

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

]

1
]
1
1
]
]

d  hd hd b hd d hd bd bd b

Generate self-signed SSL cert (4096 bits, expire in 10 years).
Generate Diffie Hellman Group with openssl, please wait.
Create required system accounts.

Configure
Configure
Configure

Nginx web server.
PHP.
MariaDB database server.

Setup daily cron job to backup SQL databases with /var/vmail/backup/

ackup mysql.sh

Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure

Postfix (MTA).

Dovecot (POP3/IMAP/Managesieve/LMTP/LDA) .

mlmmj (mailing list manager).

ClamAV (anti-virus toolkit).

Amavisd-new (interface between MTA and content checkers).
SpamAssassin (content-based spam filter).

iRedAPD (postfix policy daemon) .

iRedAdmin (official web-based admin panel).

Roundcube webmail.

SOGo Groupware (Webmail, Calendar, Address Book, ActiveSyn
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URLs of installed web applications:

Roundcube webmail: https://mail.zhuk.by/mail/

SOGo groupware: https://mail.zhuk.by/S0Go/

netdata (monitor): https://mail.zhuk.by/netdata/

Web admin panel (iRedAdmin): https://mail.zhuk.by/iredadmin/

You can login to above links with below credential:

- Username: postmaster@zhuk.by
- Password: 1

*
*
*
*
*
*
*
*
*
*
*
*
*
*

khkkkkkhkkkhkkhkhkkhkhkhkkhkhkkhkkhkhkkhkhkhkkhkhkhkkhhkhkhhkkhkhhkhhhkkhhkhkhhkkhkhhkkhkhhkhhkhkkhkhkkhkkhhkkhkkhkhkkhkkhkkhkkkkkkkx

* Congratulations, mail server setup completed successfully. Please

* read below file for more information:
*

* - /tmp/iRedMail-1.2.1/iRedMail.tips

*

* And it's sent to your mail account postmaster@zhuk.by.
*

*
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# Loop device.
-A INPUT -i lo -3j ACCEPT

# Allow PING from remote hosts.
-A INPUT -p icmp --icmp-type echo-request -j ACCEPT

# ssh
-A INPUT -p tcp --dport 12345 -j ACCEPT
-A INPUT -p tcp --dport 12345 -j ACCEPT

# http, https
-A INPUT -p tcp --dport 80 -j ACCEDPT
-A INPUT -p tcp --dport 443 -3j ACCEPT

# smtp, submission

-A INPUT -p tcp --dport 25 -3j ACCEPT

-A INPUT -p tcp --dport 587 -j ACCEPT

! pop3, pop3s

-A INPUT -p tcp --dport 110 -j ACCEPT

-A INPUT -p tcp --dport 995 -j ACCEPT
#-A INPUT -p tcp --dport 10110 -j ACCEPT
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root@server: /home/vm-admin# iptables -A INPUT -p tcp --dport 8080 -j ACCEPT
root@server: /home/vm-admin## iptables -A INPUT -p tcp --dport 8443 -3j ACCEPT
root@server: /home/vm-admin# iptables -A INPUT -p tcp --dport 21 -j ACCEPT

root@server: /home/vm-admin$# iptables-save > /etc/default/iptables
root@server: /home/vm-admin$ D




root@server:/tmp/iRedMail-1.2.1# echo "/usr/sbin/mysqgld { }" > /etc/apparmor.
d/usr.sbin.mysqld
root@server:/tmp/iRedMail-1.2.1# apparmor parser -v -R /etc/apparmor.d/usr.sb
in.mysqgld

Removal succeeded for "/usr/sbin/mysqgld".
root@server:/tmp/iRedMail-1.2.1# systemctl restart mariadb
root@server:/tmp/iRedMail-1.2.1# service mysqgld start
root@server:/tmp/iRedMail-1.2.1# D

/usr/sbin/mysqlE {

/ krw;




apt install apparmor-utils

root@server: /home/vm-admin# apt install apparmor-utils

UTeHNe cCOMCKOB nakeToB.. I'oToBo

[locTpoeHMe nepeBa S3aBUCHMMOCTEMN

UreHme mHOOpMAIIMM O COCTOSIHMM.. I'OTOBO

Cnenymoumi HNaKeT YyCTAHABIMBAJICS aBToMaTHMYecKM M Oonblle He TpebyeTcs:
libevent-core-2.1-6

Inss ero ypajleHuMsT UMCHONB3yuTe «sudo apt autoremovex».

BynoyT yCTaHOBJEHH ClenynlMe NOIIOJHUTEJbHBE IIaKeTH :
python3-apparmor python3-libapparmor

root@server: /home/vm-admin# vim /etc/apparmor.d/usr.sbin.mysqld
root@server: /home/vm-admin# aa-enforce mysqgld

Setting /usr/sbin/mysgld to enforce mode.

root@server: /home/vm-admin##f service apparmor reload
root@server: /home/vm-admin# service mysql restart
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