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Tun cepsuca (ToS) -> gndpdepeHumnpoBaHHble cepuchl (DiffServ, RFC 2474)
MocnegHue 2 6uta B ToS -> Explicit Congestion Notification (ECN, RFC 3168)
O6wasa anuHa: 20 6aunT ... 65 535 bant

CmeleHne oparMeHToB: namepsietca 8-bamtosbimu drnokamm (0 ... (2413-1)*8)
[MpoTOKON BEPXHErO YPOBHS: NnepBoHavanbHbin cnucok B RFC 790



"2/ NVIDIA nForce MCP Networking Adapter Driver (Microsoft's Packet Scheduler) - Wireshark
File Edit View Go Capture Analyze Statistics Telephony Tools Help

Beoee EEXEE AacesnT /BB QQARN FEB % B

Filter: ‘ ] ¥ Expression... Clear Apply
Mo. Time Source Destination Protocol Info
1 0.000000 10.18.130.222 10.18.130.77 TCP privatechat > http [ACK] Seq
2 0.000515 10.18.130.77 10.18.130.222 HTTP continuation or non-HTTP tra
3 0.000598 10.18.130.222 10.18.130.77 TCP privatechat > http [FIN, ACK
4 0.000969 10.18.130.77 10.18.130.222 TCP http > privatechat [ACK] Seq
5 0.0005978 10.18.130.77 10.18.130.222 TCP http > privatechat [FIN, PSH
6 0.000987 10.18.130.222 10.18.130.77 TCP privatechat > http [ACK] Seq
7 0.175801 Quantaco_h8:35:4d Broadcast ARP who has 10.18.130.17 Tell 1
8 0.336024 Pegatron_ld:3c:8d Broadcast ARP who has 10.18.130.1587 Tell
5 0.376590 feB80::f150:2a6f:ef30:d3b0 TEOZEEES2 DHCPV6 Solicit XID: 0xSh1125 CID: 0

‘ >

# Frame 3: 54 bytes on wire (432 bits), 54 bhytes captured (432 bits)
# Ethernet II, Src: Elitegro_73:8F:bc (00:14:2a:73:8F:bc), Dst: HewlettP_21:4a:%a (00:1b:78:21:4a:%a)
= Internet Protocol, Src: 10.18.130.222 (10.18.130.222), Dst: 10.18.130.77 (10.18.130.77)
version: 4
Header Tength: 20 bhytes
= Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00)
0000 00.. = pifferentiated Services Codepoint: pefault (0x00)
.0, ECN-Capable Transport (ECT): 0
SN ARESOEERECN=CEASD
Total Length: 40
Identification: 0x4701 (18177)
= Flags: 0x02 (pon't Fragment)

0... .... = Reserved bit: Not set
2 = pon't fragment: Set
0 3 = More fragments: Not set

Fragment offset: 0
Time to Tive: 128
Protocol: TCP (6)
# Header checksum: 0x9a7f [correct]
source: 10.18.130.222 (10.18.130.222)
Destination: 10.18.130.77 (10.18.130.77)
+ Transmission Control Protocol, Src Port: privatechat (1735), Dst Port: http (80), Seq: 1, Ack: 675, Len: O

Q000 00 1b 78 21 4a %a 00 14 2a 73 8f bc 08 00 ZF 00 LLxPdols ¥s L L L3
0010 00 28 47 01 40 00 80 06 Sa 7f 0a 12 82 de 0Oa 12 LGBl .. ..
0020 82 4d 06 ¢7 00 50 37 04 8 38 85 al ad f3 50 11 M.LLP7. LB.LL WP,
0030 fb 5d 19 6a 00 00 ] e e

e‘ Header Lengthr (ip.hdr;lenj, 1 byte | Packets: 39 Displrayed': 39 Marked: 0 Droppéd: 0 Profile: Default




IP O0nokanbHbIN agpec

3agayn ypoBeHa ceTeBbIX MHTEPXENCOB:

1) ynakoBaTb NakeT B Kagp COOTBETCTBYOLWENO ANs AaHHOW CETU
dopmarta (Ethernet, Token Ring, ATM, ...)

2) cHabanTb AaHHbIN Kagp NoKanbHbIM agpecom
crneayroLlero MapLupytusaropa

ARP (Address Resolution Protocol) — npotokosn paspelueHust agpecos



3anpoc:

OTBeT:

MMpumep ARP-3anpoca u -
oTBeTa

ITone 3unayenue

Tun cern 1 (0x1) Uona Ethernet
Tun npoTokoJa 2048 (0x800) Oons ip

JAnuna nokajibHOro ajpeca 6 (0x6)

nuna cereBoro aapeca 4 (0x4)

Onepauust 1 (Ox1)

JlokanbHBINM aapec oTHpaBuUTeNns 008048EB7E60

CeTeBoOii afipec oTnipaBUTeJIsA 194.85.135.75

JlokanbHbII (MCKOMBI) azpec nojgy4yarens 000000000000

CeTeBoii azpec nonyuaress

194.85.135.65

Ilone 3uayenmne
Twun ceTn 1 (Ox1)

Tun nporokosia 2048 (0x800)
Jdnuiia nokannbHOro aapeca 6 (0x6)
dnwvuna cereBoro aapeca 4 (0x4)

Onepanus +€0x1) 2 (0x0002)
JlokanbHblH anpec oTnpaBuTens O0EOF77F1920
CereBoi aapec oTrrnpasuTesns 194.85.135.65
JlokansHbli (MCKOMBIH) azpec noJiydaresist 008048EB7E60

CereBoit anpec nosnyusarens

194.85.135.75




ARP: cTpykTypa nakerta

Ethernet transmission layer (not necessarily accessible to
the user):
48.bit: Ethernet address of destination
48.bit: Ethernet address of sender
16.bit: Protocol type = ether_type$ADDRESS_RESOLUTION
Ethernet packet data:
16.bit: (ar$hrd) Hardware address space (e.g., Ethernet,
Packet Radio Net.)
16.bit: (ar$pro) Protocol address space. For Ethernet
hardware, this is from the set of type
fields ether_typ%<protocol>.
8.bit: (ar$hln) byte length of each hardware address
8.bit: (ar$pln) byte length of each protocol address
16.bit: (ar$op) opcode (ares_op$REQUEST | ares_op$REPLY)
nbytes: (ar$sha) Hardware address of sender of this
packet, n from the ar$hln field.
mbytes: (ar$spa) Protocol address of sender of this
packet, m from the ar$pln field.
nbytes: (ar$tha) Hardware address of target of this
packet (if known).
mbytes: (ar$tpa) Protocol address of target.

https://tools.ietf.org/html/rfc826
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MMpumep ARP-3anpoca

"“' NVIDIA nForce MCP Networking Adapter Driver (Microsoft's Packet Scheduler) - Wireshark
File Edit View Go Capture Analyze Statistics Telephony Tools Help

Beoee BEXEE Aacr0Ti(EE QAR FEB K% B

Filter: ! | ¥  Expression... Clear Apply

Mo, Time Source Destination Protocol Info ~|
b SRV IR VL VLV B LN B AW e LD LoV Y AW LU LIV &8 & 1—r III.I.P o PI Ivavcwaiiau LAA-IN _)Cb'—U!J PR = R

5 0.000978 10.18.130.77 10.18.130.222 TCP http > privatechat [FIN, PSH, ACK] Seq=67:

6 0.000987 10.18.130.222 10.18.130.77 TCP privatechat > http [ACK] Seq=2 Ack=676 wir
7 0.175801 QuantaCo_b8:35:4d Broadcast who has 10.18.130.17 Tell 10.18.130.26 |

8 0.336024 Pegatron_ld:3c:8d Broadcast ARP who has 10.18.130.15987 Tell 10.18.130.38

9 0.376990 fe80::f180:2a6f:ef30:d3b0 RO DHCPVE Solicit XID: 0xShll25 CID: 0001000113ae7c:

10 1.282613 10.18.130.222 10.18.130.77 NBNS Name gquery NBSTAT *<00><00><00><00><00><0(

11 1.28265%4 192.168.253.1 10.18.130.77 NBNS Name gquery NBSTAT *<00><00><00><00><00><0(

12 1.282671 152.168.197.1 10.18.130.77 NBNS Name gquery NBSTAT *<00><00><00><00><00><0(
121 2R2NG1T 1N 1R 123N 77 1IN 1R 13N 222 MRKS KMame mMiery resnnnse MRSTAT A

i >

# Frame 7: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
# Ethernet II, Src: Quantaco_bh8:35:4d (00:1e:68:b8:35:4d), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Address Resolution Protocol (request)

Hardware type: Ethernet (0x0001)

Protocol type: IP (0x0800)

Hardware size: 6

Protocol size: 4

Opcode: request (0x0001)

[Is gratuitous: False]

sender MAC address: QuantaCo_h8:35:4d (00:1e:68:h8:35:4d)

sender IP address: 10.18.130.26 (10.18.130.26)

Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)

Target IP address: 10.18.130.1 (10.18.130.1)

m

Q000 ff ff ff ff ff ff 00 1e 68 b8 35 4d 0B 06 00 01 ........ h.5M. ...
0010 08 00 06 04 00 01 00 1e 68 b8 35 4d 0a 12 82 1la ........ h.5M. ...
0020 00 00 00 00 00 00 0a 12 82 01 00 00 00 00 00 00  ........ teinvennnn
0030 00 00 00 00 00 00 00 00 00 QO QO QO ..., e




NMpumep ARP-Tabnuubl

IP-anpec MAC-anpec Tun 3anucu
194.85.135.65 00EOF77F1920 Hunnamuueckuit
194.85.135.75 008048EB7EG0 JunaMmuyeckui
194.85.60.21 008048EB7567 Cratuyeckuit

CtaTuyeckue 3anmcu cosgaroTcs BPYYHYIO C NMOMOLWbBbIO YTUITUTbBI arp
HE NMEIOT CPOKa XKNU3HN

OvnHaMmuyeckue 3anmcu co3garoTca aBToMaTUYECKU
nepmnoanyeCckn OOJTKHbI obHOBNATbLCA
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