Kak Ha canTe upM TOSIbKO KapTUHKa apyrasd
IT-6e3onacHoCcTb U HhbopMaLMOHHaA 6e30NacHOCTb AJ1S Ballero ousHeca
Obecneynm 3alUnTy BalMX NporpamMmm, camnTtoB N MHPOPMaLMNOHHbIX 6a3 oT
KpaXu, yTpaTbl U HECAHKLMOHNPOBAHHOIO AOCTYNa CO CTOPOHbI KOHKYPEHTOB,
XaKepoB U APYrnx CTPYKTYp

CepTndurunpoBaHHbI€ OMbITHLIE 3KCNEPTbI
[apaHTUKn pesynerarta

KomnriekcHas 3awmra oT BceX BMOOB Yrpo3 U pUCKOB
Pabotaem no Bcemy KaszaxcrtaHy

SN

3akaxmte 6ecnnaTHyr 3Knpecc-AnarHoCTUKY BallnX MHGOOPMaLNOHHLIX
PECypCcoB - MOMy4YnTe NEPeYEHb UMEIOLLIMXCS PUCKOB N pekoMeHdaunm no nx
peLleHunto

BecnnaTtHasa
ANarHocTuka



Npobnema 6usHeca B anoxy IT

B anoxy aumkntanuaaumm n IT-TexHonoruin 6onbLuas YacTb OM3HEC NPOLIECCOB , KOMMYHUKaLMIA C
KNMeHTamu 1 paboTa Cc AOKYMEHTaMWU MPOUCXOAAT BHYTPWU cMapTdoHa UM KoMnbloTepa .
MoaTomy yTpaTa MHdopMaLUn U HECAHKLIMOHMPOBAHHbLIX JOCTYMN K HEN MOXXET NOBMeYb 3a
cobon npocToun B paboTe KoMmnaHun , yObITKM UK Aaxe NoTepto Bcero bmusHeca .

[MoaTomy obecneveHmne ctabuneHo paboTatowen n 6esonacHon IT-uHPpaTpykTypsbl (1C, CRM,
CanTbl,NPUNOXEeHNNA,NoYTa U T.4.) ABNSIETCS OOHOM U3 NPUOPUTETHBLIX 3aaa4 Ans ntobdon kKomnaHum ,
HaLeneHHoM Ha ycneLwHyo n 6ecnepebonHyto pabory .

A Onsi cobCTBEHHMKA U pykoBoauTensa 6usHeca 6e3onacHOCTb MHGOpPMaLUK — 3TO BO3MOXHOCTb
CMOKOWHO cnaTb 1 paboTaTtb B yAOBONLCTBUE HE OTBIEKASICb HA AAaHHbIE PUCKMN.



Be3onacHoe xpaHeHue n
nepepa4ya uHopmauumm

Mpo6nembi/Pucku
KOHKYpeHT unu gpyras CTpyKTypa MOXeT
NonyYnTb HECAHKLUNOHUPOBAHHbLIN AOCTYN K
NMHopecypcam BaLlen KoMrnaHum (PMHaHCOBO
yyeTHas cuctema , CRM 1 knueHTtckas 6asa,
canTbl N T.4.)
Mocne 4ero ckonupoBaTb UK yaanuUTb UX.

PeweHue
Mol pasmecTuMm Bawum MHGOPECYPChbl B HAOEXHOe
KpunToxpaHunuiie n obecneynm
3andpoBaHHble KaHanbl AN nepegayu
MHopMaLun .
Mocrne aToro HAKTO HU IPUANYECKUMU HU
TEXHUYECKNMU METOAAMU HE CMOXET NONYYUTb

OOCTYyMn N3BHE . <
3awuTa Kom eép4v4eCKOU TanHbI

OT CBOUX COTpyAHUKOB

Mpo6nembl/Pucku
Balu coTpyaHVK MOXET YWTU K KOHKYPEHTY (M 06patuTcs K pyrum
CTPYKTYypaM) W yHecTu c cobon koHdeaeHUmManbHbIe AaHHbIE (
KnueHTtckasi 6asa , puHaHcoBasi MHO,HOY xay W T.4.)

PelweHue
MbI paspaboTaem 1 NoAnNULLEM C BalIMMK COTPYOHUKaAMU
OOKYMEHTaLMI0, KOTOpasi NO3BONMT BO3NOXNUTb Ha HUX (PUHAHCOBYO U
YrONOBHYIO OTBECTBEHHOCTb 3a pasrfalleHne 1 yTedky AaHHbIX . Takne
Mepbl NO3BONAT NPeaynpeanTb NHUEAEHTDI.
A B cCaMOM KpalHeM cryyae nonyyYnTb KOMMEeHcaLMI0 OT COTPYAHMKA U
BO3MECTUTb yLLEPO.

Hawwu ycnyru

B0O3MOXHOCTb OTKITHOYEHMUS
IT-MHPPACTPYKTYPbI KOMNAHUN OOHOWM
KHOMKOM Ha cMapTdoHe

Mpo6nembi/Puckun
KOHKypeHT unu gpyras CTpykTypa MoXxeT
HECaHKLMOHNPOBAHO MPOHUKHYTb B OCYNUC KOMMNAHWM 1
nony4nTb AOCTYN K BaWMM MHO4aHHbIM (Hanpuvep
pengepckun 3axeaTt u NogodHoOro poga AencTBuUs)

PeweHne
Mol HacTpouM Ha BaLleM cMapTgOoHe PYHKLNIO ,
KOoTOpas NO3BOMNT O4HOM KHOMKOW 3aKPbITb AOCTYM KO
BCeM BaLLmm nHopopecypcam (1C, CRM nT.4.)

PaspaboTka Mep AN cOOTBETCTBUS
3aKOHY
«0O 3awWwmnTe NepcoHanbHbIX JaHHbIX»

Mpo6nembl/Puckn
MepcoHanbHble AaHHble — 3TO Ntobble cBeaeHUst (ro,HoMep,
WWH..) ,KOTOpbIE Bbl MOSyvaeTe OT kKnneHToB. HecobntogeHve
3aKoHa 06 1x 6e30MnacHOM XpaHeHUn BrieYeT 3a COOOM
6onbLune WTpadbl 1 CONyTCTBYOLWME NPOBNEMbI B cryvae
NPOBEPOK OPraHOB MM >arnob CO CTOPOHbI KITMEHTOB.

PelweHne
Mbl paspaboTaem Heobxoanmble PUaNANYECKME U
TEXHUYECKMNE NHCTPYMEHTbI ANs1 3alnTbl NepCOoHarbHbIX B

AyanTt nudopmaLiMoHHOM
Ge3onacHocTH
no ctaHgaptam ICO/IEC 27001

NMpo6nema/Puckn
1.Bo3MOXHO Bbl HE YBEPEHBLI B HAAEXKHOCTH
MMeEoLLENCS Y Bac CUCTEMbI MHG06e30MacHOCTH , UNu
B YPOBHE KOMMETEHLMM BalLMX CneumnanncToB
2.BO3MOXXHO KTO TO YK€ FOTOBUT «aTtaKy» , HO Bbl HE
3HaeTe 00 3ToM
3.Bo3MOXHO BalLa MHPaCTPYKTYp yxe
CKOMMpOMETUpOoBaHa (BUpycChl ...)

PeweHne
Mbl npoBeaem ANarHOCTUKY BCEX 30H BaLLEN it-
WHPACTPYKTYpPbI , HAMAEM MMEIOLLNECS YSI3BUMOCTH
N PUCKM ,a TakkKe NpeanoxXnm peLueHme.
BblsiBUM dhakTbl MOArOTOBKM K aTake.

BHe.qpeHMe MHCTPYMEHTOB Ans
KOHTpPONA pa60Tb| COTPYAHUKOB Ha
vyAalrieHkKe

Mpo6nembl/Pucku
PaboTa coTpyaHVKOB Ha yaaneHke CroXHO
KOHTPONMPYETCH ,4TO Brie4eT 3a co60om (huHaAHCOBbIE
PUCKM 1 pUcKn nHpobesonacHoCTL.

PeweHune
1.MbI obecneynm yganeHHbIn 4OCTyN K cucteme (Hanpumep k 1C ),
yooGHbIV ANs COTPYAHUKOB 1 6e3onacHbIv Ans Bac.
2.HaCTp0I/IM CUCTEMY MOHUTOPUHIA aKTUBHOCTU COTPYAHUKOB U
nporpammy y4deta pabo4ero BpEMeHH .



+UKOHKM J06aBUTb

[na koro nogonayT HaWM ycnyru

0 KomnaHum na nodon otpacnu
0 BaHku n douHcekTop

[0 O6LecTBEHHbIE OpraHmM3auum



+Jlorotnnbl 4O6GaBUTL
Hawun
KIUEeHTbI

< ArpoxonguHr «Qazyna»

¢ KybaHb kpeanT BaHk

< MockoBcKasa akagemusa domHaHCOBOro KOHCyfbTUpoBaHus uM. Floranaa3se
% Group IB

$lMpomcBa3b6aHK

<MCK Npynn

< DdunHaHcoBasa KoMmnaHuss BUKUHr

PexkomeHOauuu u KOHmMakmal om 3aKka34ukos rpedocmasum rno
3arpocy



B pamkun ToHKMe caoenatb
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Ynpasnenue ®CB Poccuu no Camapckoit o61acru
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nC3 % 0012079 sk  PerNe2678 | 10, wapra 2017

Ha NPOM3BOACTBa,
3 cHeTem u

cucrem, c
(KpuNTOrpaduuecKiX) CPEACTS, BoINONHEHMA PABOT, OKA3AHHA YCAYT B OBAACTH WHGPOBaHMA

MHOOPMAUMOHHBIX  CHCTEM 1 cucrem,
1 ) cpeacts (3a

ecm
MHGOPMAUHOHHBIX  CHCTEM W cncrem,
bp cpeacs,

HYHE MG wnn

npeanpuHumarens).

Buass paor (yeyr), B cocTae it »

COOTRTCTBHH ¢ 9aCTHO 2 CTaThH 12 DEACPATLHOND 3aK0HA «O JHUCHIMPOBUINI OTACTHHAX BILIOB

EKTENRHOCTHY (yRammsacs  Coommercrumn ¢ TEpesien palor (YIT) JETAOMISHIMN BUNEHI 0 NUEKSHpoRNAN

[N ———

PaGOTH, NpeayCMOTPENHbe NYHKTaMK 2, 3, 7-15, 17, 18, 2028 Mepeunn BuINOMNAEMbIX PaBOT
yenyr, 8 oTHOWeHMN

cpeacTs, K
16anpenn2012roaa  Ne313

BRPMEIROE WAEHIRIENE), GPF AN ISHSHO-TPANCA QO OPNTAISCHTED TS, (4NN, HH (b VWA, GC3M MNEETER) OTIECTRD
DRRRYSILNCD [PESEIRHNERESE, BRI W PEXWICNTI AOKYMENTA, YAOCTOREROIGETD €10 THOSTS)

O6uiecTny ¢ OrpaHHUeHHO OTBETCTBEHHOCTbI0 " Liki-3c-Tw" (000 "/oks-3c-Tu")

Ocuosio
npeanpmmmatens) (OIPH) 1096317007269

?») CEPHA ()] 0229

HA QEATENBHOCTb NO TEXHUYECKOW 3ALUUTE
KOHOUAEHUMANBHOW MHOOPMALIMMA
Perucrpanmwonnnii momep 3046  or 30 cemrsbpu 2016 1.
Munensun (m“l’y

ol 3c-Tew
(000 Jlaxw-c-Trn)
OFPH 1096317007269, MHH 6317084770

r. Caseapa, ya, ¢ n112A

r. Casapa, ya1. all2A

Mepevens padom u yeayz,

xowrpo. or

MCCANKHNOMMPORANNOID J0CTYMR W €6 MOIMGMKAUNM B CDEICTBAX W CHCTEMAX

oprutmnum:
»

CPEASTR W CHCTEM . HHBOpMaTHIADOY
e

)
-y

YETANORKS, MOWTAA, WCHMTANINE, PEMONT CPENCTE AMINTEL  MIPOPMARNN
TPOTPANMHBIX. (DO PAMMMNO-TEXHHSSSKH) CPEACTR OBPEBaTION HIOPMAIININ, MPOTPNMIBLX

JTuuensus npedocmasiena
Ha ocnosanuu npuxara DCTIK Poccuuom 30 cenmabpa 20162 N 485-1
unen Geccpouno




+UKOHKMU 000aBUTb HaLI_IVI

5 [MpenmyllecTBa
Bonbwoun OnbIT U AKCNEePTHOCTLb

Hawmn akcnepTbl UMEOT BCe Heobxoanmble cepTudukaTbl u 6onee 10 neT onbiTa paboTkl B chepe
NHGOPMaLMOHHOM 6€30MacHOCTU B KPYMHbIX KOMMNAHUAX U roc.opraHax

FapaHTUm

Mbl yBEpPEHbI B HAAEXHOCTUN peanuayembiX MHCTPYMEHTOB, NO3TOMY rOTOBbI MOCIe peanu3aumn NpoekTa NPonuTy
He3aBMCUMbIV ayanT CO CTOPOHbI MPUBNEYEHHOIO BaMu 3KcnepTa .

[oBOpMM Ha O4HOM fi3blKe C COOCTBEHHUKaMu 6M3Heca

OnbIT pa6OTbI BHYTPU KPYMHbIX KOMMaHWW , NO3BOSIAET HAaM NMOHUMAaTb C MnoJ1ycrioBa I'IOTpe6HOCTI/I N noXxxemnaHuA
3dKa34nKOB , N JOHOCUTb CJTOXKHYIO TEXHNYECKYHO Mchopmau,mo NPOCTbIMN CITOBamMu



KaK Ha canTe upm
JTanbl

1.BecnnaTtHaa guarHocTUKa WU KOHCyNbTauus

Haw skcnept coenaeTr 6ecnnaTHy AUarHoCTUKY BallMX MHOOPMALIMOHHbIX
PECYPCOB 1 NpoBeaeT NHTEPBLIO C COOCTBEHHNKOM U PYKOBOACTBOM ANS MOHUMaHUS
notpebHocTel . Nocne Yero mMmbl NPeaoCTaBMM NepevyeHb UMEIOLLIMXCH PUCKOB

2.Monb6op peweHnn
[Moabepem onTuManbHble Nog Baw 6H0OKET UHCTPYMEHTHI .
Cornacyem cMeTy 1 nognuiuemM 4oroBop

3.Peanusauun
Paspabotaem 1 HacTpomm HeODXoaMMble NUHCTPYMEHTLI

4.TectupoBaHue
[MpoBegem TeCcTUpoOBaHUE , NPU HEODXOANMOCTN BHECEM KOPPEKTUBHI

5.CTOPOHHHUU AyauT (NO XeraHuio)
[Tocne peanusaumm NpoeKTa, No BalleMy XKenaHuI, Bbl MOXETE MpuBrevb CTOPOHHNX
9KNEPTOB AS19 NPOBEPKM HaLLEW paboThl U NOATBEPXKOEHMNSA KaYecTBa.



3akaxuTe 6ecnnaTHYI0 3Knpecc-GUarHoCTUKY BallnX MHPOPMAaLIMOHHbIX BecnnatHas

pecypcoB - noiny4vnTte nepeveHb MMEeLLNXCA PUCKOB 1N peKoMeHdaunn rno nx ONarHoCTuka
peLLeHunto
MO AHAJTIOIMNI
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