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[MpoToKOnNbI

TPaHEMNOPTHOro YPOBHSA
/HZ TCP/IP

Transmission Control Protocol User Datagram Protocol
RFC* 793, 1982r RFC* 768, 1980r
rapaHTMpoBaHHasi JoCcTaBKka AaHHbIX AOCTaBKa AaHHbIX

C MakKCnMaJibHbIMA YCUITNAMMU

FTP, Telnet, HTTP, SMTP,
MpuknagHow yposert | g\ Mp TFTP

TpaHCMOpTHLIA YpOBeHb TCP, UDP

Ceresoit ypoBeHs IP, ICMP, RIP, OSPF
YpoBeHb ceTeBbiX
uHTEphencos He pernameHTupyercs

*RFC - Request For Comments
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MopT - Bblgensembln Ans NpunoXxeHns (npouecca) CUCTEMHbIN pecypc (ovepean)

ans obMeHa AaHHbIMU C CETbIO.



OUTPOSTPRO

¥ HacTporiku

Mos 6e30nacHoOCTbL CeTtepasn aKTMBHOCTE

BpaHAMaysp npouecc ID npouecca  Hanpaenenwe, MpoTokon NokaneHer aapec:MopT ¥ aaneHHeIn aapec:MopT OTnpaBneHJ‘nonyquo 6anT  Mpr4rHa

CeTesan akTHMEHOCTb 2

=] @ THUNDERBIRD.EXE 2724 24 719 / 195 515 OTKpPbITO COe AUHEHWHA: 5

Mcnonb3yemMble NOPThI S
THUNDEREBIRD.EXE 2724 OUT TCP localhost:loopback: 1037 localhost:loopback: 1036 0/ 4027 allow local TCP activity

lNpoakTuBHaA 3awura THUNDEREBIRD.EXE 2724 INTCP localhost:loopback: 1036 localhost:loopback: 1037 4027 1 0 Allow local TCP activity

AKTHBHbIE NPOLECCh! THUNDERBIRD.EXE 2724 OUT TCP localhost:loopback: 1042 localhost:loopback: 1041 0/ 1173 Allow local TCP activity

JocTyn K haiinam n peecTpy THUNDERBIRD.EXE 2724 INTCP localhost:loopback: 1041 localhost:loopback: 1042 1173/ 0 allow local TCP activity

. THUNDEREBIRD.EXE 2724 OUT TCP nova: 1123 mail.gubkin.ru: 993 10479 [ 67 089 (S5L) Mozilla Thunderbird IMAP con.

XypHan cobbiTuiA =l & CHROME.EXE 1676 147 459 / 668 645 OTKPbITO COEAMHEHMH: 52
CHROME.EXE 1676 OUT TCP nova: 2230 srv.marketmap.ru: HTTP 17 965 | 51 439 Google Chrome HTTP connection
CHROME.EXE 1676 OUT TCP nova: 2231 stv.marketmap.ru: HTTP 1088 } 69 538 Google Chrome HTTP connection
CHROME.EXE 1676 OUT TCP nova: 2232 194,186.179.160: HTTP 631 [ 37 277 Google Chrome HTTP connection
CHROME.EXE 1676 OUT TCP nova: 2233 §7.242.88.6: HTTP 533/ 3 489 Google Chrome HTTP connection
CHROME.EXE 1676 OUT TCP nova: 2234 194,186.179.160: HTTP 6381 [ 37 277 Google Chrome HTTP connection
CHROME.EXE 1676 OUT TCP nova: 2235 srv.marketmap.ru: HTTP 13961 [ 21 563 Google Chrome HTTP connection
CHROME.EXE 1676 OUT TCP nova: 2236 srv.marketmap.ru: HTTP 12 715/ 10 320 Google Chrome HTTP connection
CHROME.EXE 1676 OUT TCP nova: 2237 srv.marketmap.ru: HTTP 13 445 [ 10 545 Google Chrome HTTP connection
CHROME.EXE 1676 OUT TCP nova: 2239 srv.marketmap.ru: HTTP 15 240 30 208 Google Chrome HTTP connection
CHROME.EXE 1676 OUT TCP nova: 2240 host03.rax.ru: HTTP 938 J 983 Google Chrome HTTP connection
CHROME.EXE 1676 OUT TCP nova: 2241 bs.yandex.ru: HTTP 3974 [ 2596 Google Chrome HTTP connection
CHROME.EXE 1676 OUT TCP nova: 2242 87.242.88.11: HTTP 0/ 1 136 Google Chrome HTTP connection
CHROME.EXE 1676 OUT TCP nova: 2243 sryv.marketmap.ru: HTTP 3494 /5 414 Google Chrome HTTP connection
CHROME.EXE 1676 OUT TCP nova: 2244 bw-in-f139.1e100.net: HTTP 1 546 [ 988 Google Chrome HTTP connection
CHROME.EXE 1676 OUT TCP nova: 2245 bw-in-f102.1e100.net: HTTP 1 251 [/ 818 Google Chrome HTTP connection
CHROME.EXE 1676 OUT TCP nova: 2246 wiww-12-02-sncS.Facebook.com: HTTP 692 | 9 936 Google Chrome HTTP connection
CHROME.EXE 1676 OUT TCP nova: 2248 a92-122-190-58.deploy. akamaitech. .. 3159 [ 9393 Google Chrome HTTP connection
CHROME.EXE 1676 OUT TCP nova: 2249 a92-122-190-58.deploy. akamaitech. .. 1910/ 6 916 Google Chrome HTTP connection
CHROME.EXE 1676 OUT TCP nova: 2250 a92-122-190-58.deploy. akamaitech. .. 1913/ 6041 Google Chrome HTTP connection
CHROME.EXE 1676 OUT TCP nova: 2251 a92-122-190-58.deploy. akamaitech. .. 1912 [ 6 533 Google Chrome HTTP connection
CHROME.EXE 1676 OUT TCP nova: 2252 a92-122-190-58.deploy. akamaitech. .. 1917 [ 6 061 Google Chrome HTTP connection
CHROME.EXE 1676 OUT TCP nova: 2253 a92-122-190-58.deploy. akamaitech. .. 2583 7 082 Google Chrome HTTP connection
CHROME.EXE 1676 OUT TCP nova: 2255 srv.marketmap.ru: HTTP 8141 [ 2 471 Google Chrome HTTP connection
CHROME.EXE 1676 OUT TCP nova: 2256 www, gubkin,ru: HTTP 2114 10 856 Google Chrome HTTP connection
CHROME.EXE 1676 OUT TCP nova: 2257 §7.242.868.21: HTTP 0/ 1 136 Google Chrome HTTP connection
CHROME.EXE 1676 OUT TCP nova: 2258 195,10.39.82: HTTP 1290/ 1025 Google Chrome HTTP connection

Well-known ports: 0-1023
Registered ports: 1024—-49151
Dynamic ports: 49152-65535

http://www.iana.org/assignments/port-numbers
http://ru.wikipedia.org/wiki/Cnucok_noptos_TCP_n _UD

peructpatop - IANA



Firewalls overview

Proactive Security Challenge
64

http://www.matousec.com/projects/
proactive-security-challenge-64/results.php

Products tested against the suite with 110 tests

Product

Protection level

Jetico Personal Firewall 2.1.0.13.2471
ESET Smart Security 6.0.316.0
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CokeTbl

CokeT (socket) - napa (IP-agpec, Homep nopTa)

[MpuknagHom npouecc 0AHO3HAYHO UOEHTUULMPYETCA COKETOM B Npeaenax cetTn u xXocTa.

Coketr DNS-cepsepa 1 DNS-cepaep 1 %DNS-cepsep 2 fi' Coxer DNS-cepsepa 2
(tP1, UDP-nopr 53) Q;: = = _‘a?% i - ?4r...(IP2. UDP-nopr 53)
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NMpoTtokon UDP

MNMopT oTnpaBuTens — 0,ecnn He Ucnonb3yeTcsd bits 0-15 16 — 31
lpv4, lpv6e ’ S
(Ip pve) 0 Source Port Number | Destination Port Number
OnuHHA — 3aronoBoK+aaHHble B banTax 32 Length Checksum
Min — 8 byte |

Max - 65 507 byte Data
(65,535 - 8 byte UDP header — 20 byte IP header)
KoHTponbHasa cymma — 3arofioBOK+aHHble
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NMpotokon TCP.
MynbTnnekcupoBaHue

FTP
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IIporoxkoa TCP.
Jlornyeckoe coeIMHEHHUe

Jlornyeckoe coegnHeHMe O0QHO3HAYHO UOEHTUDULNPYETCHA NAPON COKETOB

(IP3, n3) ,
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IIporoxkoa TCP.
JleMmyabTHIIEKCUPOBaHUE
HA OCHOBE COCAMHEHUSA

www1.model.ru - IP1 www2.tour.ru - IP2
\\
CoeauHeHune
Coepunenve ; d , 6paysep k-cepsep www2
Opaysep k-cepsep www1 2 e ( (IP2, 80)}
(IR, n), (IP1, 80)}.-T/" 1 A0R ) )
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JAunarpamma cocrossnua TCP

CONNECTKSYN (Step 1 of the 3-way-handshake)

................. » unusual event
= Client/receiver path (Start) _ ettt s e

CLOSE!/-
———e= S€IVET/sender path LISTEN/- A
: CLOSE/-

(Step 2 of the 3-way-handshake) SYN/SYN+ACK LISTEN
A
Y Y
RST/- : : SEND/SYN
sYN ........................................................ e > sYN
RECEIVED | .o, SYN/SYN+ACK | (simultaneous open) ... SENT
Data exchange occurs
— | ESTABLISHED | e o
> =
(Step 3 of the 3-way-handshake)

: CLOSE/FIN

: CLOSE/FIN FIN/ACK
:— _________________________________ Active CLOSE passive CLOSE|| :

|

: Y FIN/ACK | !
I FINWAIT1 | > cLOSING L CLOSE WAIT :
: FIN+ACK/ACK i : ) .
‘ : [ | :
|
i ACKI- ) CLOSE/FIN :
¢ - : : :
: I I |
i : Y b :
‘ FINWAIT2 | e >| TIME WAIT b LAST ACK :
: FIN/ACK ) i
: Timeout b {
e s D 1 0 e B 5

(Go back to start) _-(



IIporoxkoa TCP.

3aroJioBok
Bitoffset| 0. 1| 2/ 3 4/ 5 6 7| 8 910/11/12/13/14 1516 17 18|19 20 21|22 23 24|25 26 27|28 29|30 /31
0 Source port Destination port
32 Sequence number
64 Acknowledgment number
96 | Dataoffset = Reserved S é g E g ; g 1; Window Size
RIE|G|K|/H|T|N|N
128 Checksum Urgent pointer
160 Options (if Data Offset > 5)

padding

[MocnepoBaTenbHbIM HOMEP — CMELLEHNE CerMeHTa OTHOCUTENBLHO NOTOKa
[MoaTBEPXXOEHHBLIN HOMEP — MaKCUMarnbHbIN HOMEpP banTa B NOy4YEHHOM CErMeHTe + 1
[dnnHa 3aronoBka — KonNn4ecTBo 4-6anTHLIX CroB B 3aronoske (5-15)

URG — Ykasatenb BaxkHocTu (Urgent pointer field is significant)

ACK — Homep noateepxaeHua (Acknowledgement field is significant)

PSH — (Push function)

RST — O6opeaTtb coeanHeHus, cbpocntb bydep (Reset the connection)

SYN — CuHxpoHmnsauma Homepos nocriegosatensHOCTU (Synchronize sequence numbers)

FIN — 3aBeplieHne coeanHeHmnsa (FIN bit)
Pasmep okHa — pa3Mmep AaHHbIX B 6anTax, KOTopoe oTnpaBUTENb MOXET nepeaartb

6e3 noaTeepXKaeHus



