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Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

- OueHKa 6e30nacHOCTM paboyen cTaHLUMM
= 3awmTa BIOS 1 3arpysumka cuctembl

= [laposbHas 3awmTa

=  AAMMHUCTpaTUBHbIE CpeACcTBa

= JloCTyrnHble ceTeBble CNYXKObI




ObecneyeHue
6e30nacHoOCTU cepBepa

>

-

-

>

3awmTa cnyx6 ¢ noMmouwbo o6os104eK TCP u xinetd
3awmrta HTTP-cepBepa Apache
3awmTta FTP

OnpeaeneHne OTKpPbITbIX NOPTOB




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

= 3amura OKpykeHus Linux HauynHaeTrcs ¢ padodei
CTAaHIMU. byap TO 3aluTa JIMYHOIO KOMIIBLIOTEPA
WJIH 1[EJI0TO MPEANPUATHS, TIOJIMTUKA
O0€30IaCHOCTM =~ HAYMHAETCA C  OTACIBHOIO
KoMmIbroTepa. KM BooOOIlE, KOMIIbIOTEpHAs CETh
3alMIICHAa HACTOJIBKO, HACKOJIBKO 3alIHUIIEH €€
CaMbIH YSI3BUMBIHN y3€1.

= OuenuBas 0e30mMacHOCTh paboueil ctaHuuu Linux,
IPHUMHUTE BO BHUMAHHE CICAYIOIICE:

=~ Sawuma BIOS u 3aepy3uuxa cucmemovr — CMOXKET
I HEAaBTOPU30BAaHHBIA IOJL30BATENb IIOJIyYUTh
g)I/IBI/I‘IeCKI/II/I JTOCTYII K KOMIIBIOTEPY U 3arpy3UThCS

€3 Mapoyisi B MOHOIIOJBHOM PEXHUME WIIH PEKUME
BOCCTAHOBJICHUS !




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

[TaponpHas 3ammra — HacCKOIbKO CHIIBHBI HapOId
IOJIH30BATEJIEN CUCTEMBI?

AJIMHUHUCTPATUBHBIE CpelcTBA — KTO MMeeT ydETHbIE
3allUCU B CUCTEME M KAKUE aJIMUHUCTPATHBHBIE ITpaBa
YM JIaHbI?

JlocTtynHble ceTeBble Ciayx0bl — Kakue ciykObl
IMIPUHAMAIOT 3alpoChl M3 CETHU M JIOJDKHBI JIK OHH
BOOOIIE paboTaTh?

Ilepconanbubie Opanamays’pbl — HeobOxogum s
OpaHamaysp, 1, €CJ1 Jia, TO KaKoro tuma?

CpencrBa CBsi3M C YIy4dllI€eHHOM 3amuTon — Kakue
CpPEACTBA CJIEAYET HWCIOJb30BaTh JJISI CBSI3U MEXKIY
pabouYMMHU CTAHIUSIMH, & KAKHUE — HET?



Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

= 3ammra BIOS u 3arpy3umnka cucteMsl
= I'maBHBIN cr1oco0 — 3ammTa PU3UYECKOro JOCTyIIA.
- IlaposibHas 3amura

~ Ilaponu — OCHOBHOM cOCO0 OMNpeaeaIeHUsT TOAIUHHOCTH
MOJIb30BaTENs, HCMoJb3yeMbld B Linux. Bor mnodemy
MapoJIbHAS 3allUTa YPE3BbIYAWHO BaXXHA JUUISI 3aILUTHI
MOJIb30BaTEsl, paboueil CTaHIIMU U CETH.

~ Ilo coobpaxkeHUsIM 0O€30MaCHOCTH MpOorpaMma yCTaHOBKH
3aaercTByer B cucreme MDS (Anroput™m BBIOOPKH
coobmenuss — Message-Digest Algorithm) u TeHEeBBIC
IIapoJin. HacrosarensHo PCKOMCHAYCTCA HC HM3MCHATH OTHUX
HaCTpOEK.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

~ Ecnu Bo BpeMsi yCTaHOBKM OTKIIOYMTH naponu MDS, Oyner
UCIIOIb30BaThCs cTapblil cTanaapt mu@poanusa gaHHbix DES (Data
Encryption Standard). B »ToMm cTanaapre mnapoiaud OrpaHUYCHBI
BOCEMbIO aI()aBUTHO-LIM(POBBIMU CUMBOJIAMM (3HAKU MpPEHUHAHUS
U JIPyTrU€ CIELCUMBOJIbI 3aMPEIIEHBI) U UCIIOIB3YETCSI CKPOMHOE 56-
ouTHOE mudpoBaHUE.

~ Ecnu Bo BpeMs yCTaHOBKHM OTKJIIOYMTh TEHEBBIC TMApOJIH, BCE
apoJy, IIPOIIEIIINE OJTHOCTOPOHHEE npeoOpa3oBaHue,
COXpaHAIOTCS B JJOCTYITHOM BCEM Ha uteHue ¢aiine /etc/passwd, uto
JIeaeT CUCTeMY YS3BUMOM JJIsl aTaK aBTOHOMHOTO Io00pa mapoJis.
Ecnu B3MOMIUK TOMYYUT AOCTYN K KOMIIBIOTEPY IIOJ HMEHEM
O0OBIYHOTO TOJI30BATENs, OH CMOYKET CKOIMPOBaTh (haiii /etc/passwd
HAa CBOM KOMIIBIOTEp M CKOJBKO YIOAHO MOAOUpaTh MApOJH C
MOMOIIBIO PA3IUYHBIX TPOTPAMM.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

~ Eciau B sTOM (hailyie okaxyTcss HeOE30IMacHbIe Mapod, MX B3JIOM
OyJIeT BCETo JIUIIb JASJIOM BPEMEHH.

~  TeHeBble MApOJIU CNACAIOT OT TAKOM aTakW, TaK KaK XJ3IIW HapoJieu
coxpaHsatoTcs B (aitne /etc/shadow, 1ocTynmHOM Ha YTEHHE TOJIHKO
I10JIb30BATEIIIO IOO0t.

=  DTO BBIHYXKJAET MOTEHIUAIBHOIO B3JIOMIIMKA MepedupaTh Mnapoiu
yaan€HHO, TOAKIIYAsCh K CETeBOM  CIIykOe€ KOMITbIOTEepa,
Hanpumep, Kk SSH wiau FTP. Ilepebop maposss Takum Crnocooom
BBITIOJTHSCTCSL TOPa3g0 MEJICHHEE M JIETKO OOHApyKHUBaeTCs, TaK
KaKk B CHUCTeMHBIX (haiinax OyayT 3aMKCHpPOBaHbI COTHU MOIBITOK
Bxozaa. KoHeuHo, eciii B3JIOMIIUK HANaAET Ha CUCTEMY CO CIa0BbIMU
MapoJiIMA HOYBIO, JI0 PAcCBETa OH CMOXET MOJYYUTh JOCTYN H
CKPBITh CBOM CJIE]IbI, IIOANPABUB (Pailiibl ’KypHAIIOB.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

- Camoe ITIaBHOC, 4YTO AOOJDKCH CACIaThb II0Jb30BATCIIb AJId 3alllMThI cBOEH

Y4E€THOM 3alKUCH OT B3JIOMA MapoJisi — 3a/1aTh CUIIbHBIN MMapOJIb.
~  Co3naHue CHIIBbHBIX NAapoJieh

=  IlpuaymbiBass ~ CUJIBHBIA  [MAPOJb,  CICAYWTE  NPUBEAEHHBIM  HUXKE
PEKOMEHJALIUSM:

~ He nenaiite cienyroniero:

~ He ucnonb3yitite ToNBKO ciioBa WM yucia — Hukorga He UCHONIB3yUTE B
[1apoJIe TOJIBKO CJIOBA WUJIU YUCIIA.

~ Bot nmpumepbl HeOE30MaCHBIX MAPOJICH:
~8675309
~juan

~hackme




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

- He wncnone3yiite m3BeCTHBIX cloB — Crexyer
n30erarb UMCH COOCTBEHHBIX, CJIOB M3 CJIOBaps U
(dpa3 13 TEICBU3MOHHBIX Mepeaad Uil KHHUT, Jaxe
€CJIM OHM BKJIIOYAIOT B ¢€0sI U PHI.

= Bot npuMepsl HeOE30IIaCHBIX APOJICH:
= johnl

-  DS-9

= mentat]23

= He wucnonb3yute CJlI0B U3 APYIrUX SA3BIKOB —
IIporpamMmmbl mojg0opa maposisi 4acTo IMepeOuparoT
napojb IO CIUCKY, BKJIIOYAIOIIEMY CJIOBapu
MHOTHX S3bIKOB. llojmararecsi Ha WHOCTpPaHHBIE
SI3BIKU C 1EJIbI0 3al[UTUTh Hapojb HE OS30I1aCHO.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

=  Bot nmpumMepsl HeOE30MaCHBIX MAPOJICH:
= cheguevara
~  bienvenidol

= 1dumbKopf

=  He ucnone3yiite cieHr xakepoB — Eciu BBl Aymaere, 4TO OTHOCUTECH K 3JIUTE,
MOTOMY 4YTO HCIMOJb3yeTe B CBOEM MapoJie CIEeHT, nogymaiite emé pa3. CieHr

BKJIIOYEH BO MHOTHE CITMCKH CJIOB.
- Bot npumMepbl HeOe30IMacHBIX TApPOJICH:
- H4XO0R

- 1337



Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

=  He wucnone3yiiTe nuunble cBeaeHuss — 30eraiite ynoTpeOneHus] JMYHBIX

cBeneHnii. Ecny B3JOMINMK y3HAeT, KTO BbI, 3a7ada OTTaJbIBAaHUS IapOJIs
CTaHOBHUTCS Tpoie. Huke mepeunciieHbl CBEIEHHUs, KOTOpbIe HE CIeayeT

MCIIOJIb30BaTh, MPUIYMbIBas MAPOJIb:
~  BoT npumepsl HeOE30MMaCHBIX MAPOJICH:
=~  Bame umsa
=  MMeHa momanrHux JKUBOTHBIX
=  lIMeHa 4JICcHOB CEMbH
= JIroOble THU POXKIICHUS

~  Bam Homep Tenedona winm uHIEKC




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

~  He nmepeBopaunBaiite U3BECTHBIX CIIOB — XOPOIIUE MPOTPaMMbl TTO00PA MapOIIs
BCErJa IMEpPeBOPAYMBAIOT CTaHIApTHBIC CIIOBa, MOJTOMY IE€pPEBOpaUYMBaHUE

IJIOXOr0 mapoJisd HE ACIaCT €T0 JIy4lic.

-~  He 3anmceiBaiiTe cBoi maponb — Hukorma He 3anuchiBaiiTe CBOM Iaposib Ha

oymare. ['opa3no 6e3omacHee 3alTOMHUTH €TO.

- He HCHOHBBYﬁTe OIHWH IIapOJIb Ha BCCX KOMIIBIOTCPAX — Baxno npuaymarb
OTACJIIBHBIC ITApOJHM JId  Pa3HbBIX  KOMIIBKOTCPOB. Tor,ua, CCJIN 6y1[eT
CKOMIIPOMCTHUPOBAH OAWH KOMIIBIOTCP, BCC OCTAJIbHBIC KOMIIBIOTCPBI HC OKAXXYTCs

B OITIACHOCTH.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

=~ [enaiite cienyrouiee:

= llpupymbiBaiiTe napoiab JUIMHOW HE MEHBIIE BOCBMH CHUMBOJIOB — YeM uiMHHEE
napoib, TeM Jyuiie. Ecnu Bbl ucnonslyere napoiau MDS, criienyer BpIOMpars maposiu u3
15 cumBonoB u anunnHee. Wcnonb3ys maponu DES, co3nmaBaiiTe ux MakcUMaibHO

JUTMHHBIMH (BOCEMBb CUMBOJIOB).

~  CwmemmBaiiTe OykBHI BepxHero u HikHero perucrpa — Cucrema Red Hat Enterprise
Linux 4yBCTBHUTENIbHA K PETUCTPY, IO3TOMY CMEIIMBANUTE PETUCTP, YTOOBI YCHUIIUTH CBOM

napoJb.

=  CwmemuBaiite OykBbl U 1IUGpsl — Jl06aBUB mapoiau HUPpPbI, 0COOEHHO, BCTABISIS UX B
cepeluHy (a He MPOCTO B HAYaJlo WJIM KOHEIl), Bbl TaK)K€ YBEIMYMBAETE CTOMKOCTH

napoJsl.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

=~  Bimouaiite He andaBuTHO-IMGPOBBIE CcUMBOJIBI — ChnenuanbHble CHUMBOJIBI
(Harpumep, &, $ ¥ >) 3HAYUTEIHLHO YCHJIMBAIOT MapoJib (MX HEJb3s HMCIIOJIb30BaTh B

napoisix DES).

~  llpuaymaiite maposb, KOTOPBIA BbI MOXKETE 3allOMHUATH — Jlyymmil B Mupe mapoib
BOBCE HE XOpOIll, €CJIM Bbl HE MOXKETE €0 3allOMHUTH; UCIIOIB3YHUTE COKpALECHUS WU

Ipyrue NpuéMbl, 00Jeryaronye 3aoOMUHaHUE TTapOJIeH.

- Ilocne 3HakoMcCTBa C ATUMU IIpaBUJIaMH, MOXCET IIOKA3aTbCiA, 4YTO CO34aThb IIapOJib,
COOTBCTCTBYIOHII/Iﬁ BCCM KPHUTCPHUAM XOpOoIICTo IIapoJId MU HE HOHa,Z[aIOH_II/Iﬁ B
KaTeropuro INNIOXHUX — OYCHb CJIOXKHO. K CH4aCTbrO, C€CTb AaJITOPUTM CO3JdaHUsA

3aIlIOMHMHAaCMBIX, 0e30MIacHBIX r[aponei/'l.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

- MeTtoauka co3naHus 0€301acHOTO MaPOIIs

- Ecth MHOXECTBO c1I0c000B co3maHust 6e30nmacHbIX maponeid. OAUH U3 CaMbIX TOMYISIPHBIX —

MCIIOJb30BaHue cokpanienuid. Hanpumep:

- BcenomuuTe Kakyro-HHOYb (hpa3y, HarpuMmep:

- «T10 JIecaM, 10 TOpaM, CETO/IHS 3/1€Ch, 3aBTPaA TaM.».
- 3arem crenaiite u3 He€ COKpalleHre (BKII0Yast 3HAKU NPEUHAHNUSA).

- IULIL,C3,3T.

- VYenoxuute ero, 3aMeHHMB OyKBbl IM(PpaMu U CHEUUAIbHBIMM CcHUMBOJaMu. Hampumep,

MOJICTaBbTE 3 BMECTO 3, a CUMBOJ (() BMECTO C:

- 1, (3,3T.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

|2

VYBenuubTe CIOXKHOCTH €lIé OObIle, cliesiaB OOJIBIIION XOTS Obl OJHY

OykBy, Harpumep I1.

XoTs mpUAyMbIBaTh O€30MacHbIE MAPOIU KpailHe HEOOXOAUMO, TaAKXKE
BOXXHO IIPABUJBHO C HHUMH OOpaIllaThCs, OCOOCHHO [IJII CHCTEMHBIX
aJMUHHUCTPATOPOB B OOJIBIIMX OpraHu3anusix. B ciemyromemM paszzaene
MOAPOOHO OMUCAHO, KaK MPAaBUIILHO CO3/1aBaTh MAPOJIM MOJIb30BaTEIIeH

" YIIPaBJIATb UMW B OPTaHU3AlIHUH.



Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

- Cosnanue nmaposieit mojib3oBaTesieil B OpraHu3aium

- Ecan B opraHMu3anun pa60TaeT 3HAYUTCIBbHOC YHCIIO HOHBSOBaTeHeﬁ, CHUCTCMHBIC
AIMHUHUCTPATOPBI MOTI'YT IPUHYAUTb HX HMCIIOJB30BATb CHJIBHBLIC IIAPOJIHW ABYMSI
crocobamu. OHU MOT YT CO34aBaTb IIapOJn IJIsd M0JIb30BaTeJIel WM MO3BOJIUTH UM

CO3/1aBaTh MapOJI CAMOCTOSITENIHO, MPOBEPSISI IPU 3TOM Ka4eCTBO STUX MapOIeH.

= Co3pmanue naposei Uil MoJb30BaTeNIel rapaHTUPYET, YTO HapOIr XOPOIIH, HO 3TO
CTAHOBUTCS HETOCHWJIBHOM 3aJlaueil o Mepe pocrta opraHusanuu. [Ipu sTom Taxxe
YBEJIMYMBAETCS ONACHOCTh TOTO, YTO IOJb30BAaTENM HAYHYT 3alUCHIBATh CBOU

apoIy.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

> HOSTOMy MHOTHUC CHUCTCMHBIC aAMUHUCTPATOPHI MPCAITOYNUTALOT, YTOOBI IT0JIB30BaTEIIH
MpUAyMbIBaJIN cebe mapojin caMr, U IIpH 3TOM IIOCTOSHHO IIPOBCPAIOT HX Ka4CCTBO,
BbIHYXKIast OJIb30BaTeeH NEPpUOANYCCKH MCHATH IIApOJIH, OTIpaHUYMBas CpPOK HX

JIICUCTBUAL.
~  TpeboBaHuEe CUIIBHBIX MAPOJIEH

=  CucTeMHble aJIMUHUCTPATOPbI CAENAIOT MPABUIBHBIN X0, €CJIM B LENSIX 3allUThl CETU
OT BTOpKEHHsI OyIyT MPOBEPSITh, HACKOJIBKO CHIIBHBI HCIIOJIB3yeMbIe B OpraHU3aIliH
naponu. Korja nosip3oBarento npeajgaraeTcsi co3laTh WIM CMEHUTh Mapojb, OHU MOTYT
UCIIONIb30BaTh MPWIOKEHWE KOMaHAHOM CTpoku passwd, mogaepxuBatouiee PAM
(Pluggable Authentication Modules), u, Takum o6pa3om, OyzneT Mpou3BeIeHa MPOBEPKA,

JIETKO JIM B3JIOMaTh Maposib ¢ nmomoiibio PAM-monymst pam_ cracklib.so.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

~  Tax xak PAM MOXHO HacTpauBaTh, BBl MOXETE J100aBUTH JOMOJHUTEIHHBIC
NpoLEAYphl MPOBEPKH KayecTBa Mapojs, HAampuMmep pam_passwdqc WM Hamucarb
HOBBIN MOJyJIb. 3a CIIMUCKOM CYIIEeCTBYIOIIMX Moayiieit PAM oGparuteck mo aapecy. 3a
JoTnoHUTENpHON nHpopManueit o PAM, obpatutech k miaBe [loakimrouaembie MOIyIn

npoBepku noanuuHoctu (PAM) B CripaBounom pykoBoacTBe Red Hat Enterprise Linux.

= OpnHako cieayer 3aMeTHTb, YTO MapOJIH MPOXOIAT ATy MPOBEPKY B MOMEHT CO3TaHUSA, U
3TO CPENCTBO HE TaK JEHWCTBEHHO, KAaK 3allyCK MPOrpaMMbl Iepedopa mapoieit uis

IIPOBEPKHU BCEX APOJIEH, UCIIONIB3YEMBIX B OPTaHU3aLIAH.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

= B Red Hat Enterprise Linux Oymer paboTrare MHOXECTBO MPOTrpaMM MoAOOpa mapodis,
HO HU OJIHA M3 HHMX HE€ MOCTaBISIETCAd C cUCTeMOW. Huke mpuBEnEH KpaTKuii

CIIHCOK HanboJee pacpOoCTPaHEHHBIX TPOrPaMM B3JIOMa MaPOJIS:

= John The Ripper — ObicTpas u rudkas nporpamma noadopa maposust. OHa MOXKeET
UCIIOJIb30BaTh HECKOJBKO CIIMCKOB CIIOB M MOAOMPATh Mapoib METOJOM IpyOoi

CHIIBI.

=  Crack — BO3MOXxHO, Hanbosee u3BeCTHas mporpamma B3jioM mapoinen. Crack
TaK)ke OYeHb OBICTpasi MporpaMMma, XoTs U He TaK IPOCTa B UCIOJIb30BAHUH, KaK

John The Ripper.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

= Slurpie — nporpamma Slurpie moxoxa Ha John The Ripper u Crack, Ho oHa paccunTana

Ha paboTy cpa3y Ha HECKOJIbKMX KOMIIbIOTEpax, M TO3BOJIIET MPOBECTU
pacupenenéHHblii B3ioM mapons. EE, a Takxke apyrue cpeiactBa OopraHu3aluu

pacnpenenéHHON aTaku, MOXKHO HAWUTH IO aJIpecy

~  Bcerma, mpexae 4eM NpUCTyNaTh B CBOEH oOpraHu3aluu K mepedopy mnapolie,

MOJTyYUTE Ha 3TO MMCbMEHHOE pa3pellIeHHUE.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

- Cpok nercTBHs maposist

- OrpaHudeHre cpoka JIEHUCTBHS Mapoyii — em€ OJUH MPUEM, UCIOJIb3YeMbId CHUCTEMHBIMHU
angmuHuctpatopamu. OH 03HAYaeT, YTO MO0 UCTECUCHHUH 3aJIaHHOTO BpeMeHHU (00baHO 90 mHEl)
MOJIB30BATEII0 MPEIIaraeTcsl CMEHUTh Mapoiib. CMBICT 3TOr0 COCTOMT B TOM, 4YTO €CIH
MOJIb30BaTeNb OyJET BBIHYXKIEH MEPUOIUYECKA MEHAThH Mapoiib, MOJA0OPAHHBIN B3JIOMIIMKOM
napoib Oymer JedCTBOBaTh OrpaHUYeHHOE Bpems. OJHAKO 3TO UMEET W HETaTUBHBIC

MMOCICACTBUA — IMOJIB30BATCIM MOT'YT Ha4aThb 3allMChIBATh ITapPOJIN.

- st ompenenieHusT Cpoka JIGWCTBHS IMapoiss B Linux B OCHOBHOM UCHOJB3YIOTCS JIBE
mporpaMMbl: KomaHnaa chage u rpaduueckoe mnpuiokeHue MeHeKkep MoIb3oBaTene

(system-config-users).




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

[Tapametrp -M komaHIbI chage ompenenseT MaKCHUMaIbHBIA CPOK JICHCTBHS MApOJs B JIHSX.

Hanpumep, 9To0BI CpOK JIEHCTBHS TAPOIIS MOJIb30BaTENs CTeKal yepe3 90 aHel, BHITIOTHUTE:

chage -M 90 <username>

3aMeHuTe B ATOM KOMaHJe <username™> MMEHEM IMojb3oBareis. YToObl mepuoauieckas CMeHa
napojisi He TpeGoBajach, 0OOBIYHO HCIOJNB3YIOT 3HaueHHe 99999 nocne napamerpa -M (mpu

3TOM NIEPUOJI CMEHBI OyJleT HEeMHOTUM Oouiblie 273 jer).



Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

- OnpenenuTh MOTUTHKH CPOKA JACHCTBUS TApOJ TaKKEe MOXKHO B TpapUuecKoM NPUIIOKESHUH
Menemxkep nons3oBareneit (User Manager). UToOBI 3aITyCTHTh 3TO TPUJIOKECHHE, BRIOEPHUTE B
[Ipunoxenus (Ha manenu) => CucremHble napamerpbl => [lonmp30BaTenu W TPYNIbl WIK
BBEIMTE B MPHUIVIAIICHHH 000JI0UKH system-config-users (Hampumep, B TepMuHaie X Term wim
GNOME). Ilepetinute Ha Bkiaaky llomb3oBarenu, BBIOEpUTE IMOIH30BATENS M3 CIHCKA U

NIETKHATE B MeHIO KHOTIKKM CBOMCTBa (MJIM BRIOCpUTE B IIIaBHOM MeHI0 Daiin => CBoiicTBa).

- 3arem HepeﬁHHTe Ha BKJIaJKy Csenenus o mapoji€ u ONpEACIIUTE, CKOJIBKO JHeH I[efICTByeT

apoJIb.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

- VYrpasiisisi JOMaHUM KOMIIBIOTEPOM, TOJIh30BaTEb JIOJDKEH BBIMOIHATH HEKOTOPbIC JCUCTBUS O]
WMEHEM root WIH TOJTYYUTh MPUBWIETHH 100t, C IIOMOIIBI0 Tporpamm setuid, Harpumep sudo wiu su.
IIporpammsr setuid — 3T0 mporpammel, paboraromue ¢ kojgom mojb3oBarens (UID) Branmenbiia
MPOTpaMMBbI, a HE 3aIlyCKaoIIero UxX Moib3oBaress. B moapoOHOM crimcke (aiiiioB 3TH mporpammbl

BBIJICIISIIOTCS] MAJICHBKOM OYKBOH S B pasJielnie BliaJieliblia, KaK MOKa3aHO HIKe:
- -rwsr-xr-x 1 root  root 473 May 1 08:09 /bin/su

- OI[HaKO CUCTCMHBIC aIMUHHUCTPATOPbI OPraHu3an JOJIKHBI ONPCACINTDb, KaKUC aIMUHHUCTPATUBHBLIC

IpaBa JOJKHBI UMETH I1OJIB30BATCIIN Ha CBOUX KOMIIBIOTEpAX.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

= C nomompbto PAM-momynst pam console.so HEKOTOpble JACUCTBUS, OOBIYHO
pa3peni€HHble TOJIBKO IOJIb30BATENI0 root, HampuMep, INepe3arpy3ky M HU3BIeUeHHE
ChEMHBIX YCTPOWMCTB, MOXKHO pa3pelIuTh MEPBOMY BOIIEAIIEMY Ha (U3HUYECKYIO
KOHCOJIb T0JIb30BaTeN0. OJHAKO BBIMOIHEHHUE APYTUX BaKHBIX aJMUHUCTPATUBHBIX
3a/1a4, TAaKUX Kak HM3MEHEHHE IIapaMeTpPOB CETH, HACTPOMKA HOBOW MBIIIA WIH
MOJIKJIFOUEHUE CETEBBIX YCTPOMCTB HEBO3MOXKHO 0e€3 TMpaB aJMHHHUCTparopa. B
CIIEJICTBUE OTOTO  CHUCTEMHBIC  AJMUHHUCTPATOPhl  JOJKHBI ~ PEIIUTh, KaKHe

AJIMUHHUCTPATUBHBIC ITOJTHOMOYHUS JOJIKHBI ITOJTYYUTD ITOJIB30BATCIIN UX CCTH.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

- Pazpemenne noctyna root

- Ecnu monb3oBareny opraHusaiyu JAOBEPSIOT ApyT APYry M pa3OMparoTcs B KOMIIbIOTEpax,
BO3MOXKHO, JOITyCTUMO Ha3HauuTh MM mpasa root. Haxenenuwe ux mnpaBamu root Oyner
03Ha4aTh, YTO MPOCTHIE ONEpAlNH, TAKHE KaK J0OABICHUE YCTPOUCTB WIIM HACTPOMKA CETEBBIX
uHTEepQEiicoB, OyayT BBINIOIHATH CAMH TIOJB30BATEIH, OCBOOOXKIAs aJAMHUHUCTPATOPOB IS

pelIeHHs BaKHBIX PoOIeM, HallpuMep, CETeBON OE30MMacHOCTH.

- C papyroif CTOpPOHBI, Ha3HAuY€HHE OTAEIHHBIM IOJH30BATENsIM IMpPaB ToOt MOXKET CO37aTh,

HaTpUMep, CIeaAyIoue mpoOIeMbl:




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

- Hesepnas HacTpolika koMmmnberorepa — I[lonb30BaTenu ¢ npaBamMu root, MOTYT HENIPaBUIIBHO HACTPOUTh
CBOM KOMIIBIOTEPHI, MTOCJIE YETO UM MOTPeOyeTCs MOMOILb, HITH, YTO el XyKe, MOT'YT CO3/aTh JIbIPHI B

6630HaCHOCTI/I, HEC norajabiBasiChb 00 TOM.

- 3anmyck HeOe3omacHbIX ciayx0 — Ilonb3oBarenu ¢ mpaBamMu root MOTYT 3alyCKaTh Ha CBOMX
KOMIIbIOTEepax HeOe3omacHble ciyx0bl, HarpuMep FTP uin Telnet, 4to cTaBuT moj yrpo3y ux UMeHa u

mapoJiu, nepeaaBa€MbI€ 110 CETU OTKPBITBIM TCKCTOM.

- 3arycK MMOYTOBBIX BJIOXKEHHUH 101 MMEHEM root — XoTs BuUpychl Uit Linux — penkocts, HO BCE ke

OHHM ecTh. U oHH OpeaACTaBJIsAIOT coboi YIpOo3y, TOJIBKO €CJIN UX 3allyCKacT I10JIb30BaTe/Ib root.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

- Ecau 110 9TUM WM JpYTMM IpUYMHAM aJIMHHHACTPATOPY HE XOUEeTCs, YTOOBI MOJIB30BATEId UMEIH TpaBa
root, mMapoiib root CleAyeT XPAHUTh B CEKPETE U 3aIPETUTH JOCTYIN K MEPBOMY YPOBHIO BBIIIOJHEHUS

WJIH MOHOIIOJIBHOMY PEKUMY, 3aIIUTUB 3arPy34rK MapoJIeM.
- OTKITI0OYeHNE 000JIOUKH oot

- YroObl 3alpeTUTh II0JIL30BATENISIM  HEMOCPESACTBCHHBIA BXOJ IOJ HMEHEM root, CHCTEMHBbIH
aJMMHUCTPATOP MOXKET 3a7arh il root o00osiouky /sbin/nologin B daiine /etc/passwd. D10
OPEIOTBPATUT JOCTYH K YYETHOW 3amicd root ¢ IMOMOIIbI0 KOMAH[, HCIONB3YIONIUX 000JI0UKY,

Harpumep su u ssh.

- [IporpamMmel, He HyXJaroIKecs B 000JI0YKe, HAPUMEp, MOYTOBBIE KIMEHTHI MK KoMaHzaa sudo, mo-

MIPEXKHEMY MOTYT paboTaTh M0J HMEHEM T00t.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

- 3amper Bxoma root

- Uto05! emé Oomplie OrpaHUYNTh AOCTYIT K YIETHOW 3alMCH 0ot, aMHHHACTPATOPBI MOTYT 3allpPEeTHTh
BXOJl TI0Jl UIMEHEM Toot ¢ KOHCOJIH, OTpeakTupoBas (ailn /etc/securetty. B atom (haiine nepeuncieHsl
BCE yCTPOICTBA, C KOTOPBIX MOXET perucrpuponarscs root. Ecnu daiin He cymecTByer, nonb3o0Bareiib
root CMOXET BOUTH B CUCTEMY C JIFOOOr0 ycTpoicTBa, Oyab TO KOHCONb MM ceTeBOH uHTepdeiic. 1o
OIIaCHO, TaK KaK I0JIb30BaTe)Ib MOXKET BXOAUThH B CUCTEMY, MCIIOb3Yys Telnet, a mpu 3TOM ero maposib
nepeaaéTcest Mo ceT B OTKpbIToM Buje. [1o ymomnuanuto, B Red Hat Enterprise Linux aiin /etc/securetty

pasperaeT root MOAKII0YATHCS TOJIBKO ¢ (PU3NYECKH HOAKIOUCHHON K KOMIIBIOTEPY KOHCOJIH.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

- YTtoObI 3a1peTUTH BXOJ T00t, OYUCTUTE COAEPKUMOE 3TOTO (haiiia, BEIITOIHUB CIEAYIONIYI0 KOMAHY:
- echo > /etc/securetty
- [lycroii aiin /etc/securetty He mnpemoTBpaliaeT yHaJEHHBIM JOCTYH root ¢ IOMOIUBIO Habopa

uHCTpyMeHToB OpenSSH, Tak Kak KOHCOJIb OTKPHIBAETCA MOCIIE MPOBEPKH MOUIMHHOCTH.

- 3ampert Bxoma root gepe3 SSH

- UToOBI 3ampeTuTh PETHCTPAIMIO 0ot C HCIOoNb30BaHMeM mpoTokona SSH, oTpemaktupyiite Qaiin

Hactpoek gemoHa SSH (/etc/ssh/sshd config). 3mMeHuTe CTPOKY, B KOTOPO# HANTMCAHO:

- # PermitRootLogin yes Ha cienyrolyo:

- PermitRootLogin no




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

=  Otkirouenue root ¢ momombro PAM

~  PAM-monyns /lib/security/pam_listfile.so naér GombIirie BO3MOXHOCTH 1O
OTKJIFOUEHUIO YUETHBIX 3aMucedl. A IMUHUCTPATOP MOXKET yKa3aTh JUISl 3TOTO
MOJIYJISI CIIMCOK TTOJIb30BaTeNeH, He UMEIOIINUX pa3penieHus Ha Bxon. Huxke
npUBEAEH IPUMED UCTIONB30BaHus MOy ais nemoHa FTP-cepsepa vsftpd
B (aitne konpurypamuu PAM /etc/pam.d/vsftpd (cumBon \ B koHIIe TepBOI
CTPOKE HE HYXCH, €CJIH BCE TIOMEIIACTCS B OJHON CTPOKE):

~ Auth required /lib/security/pam listfile.so item=user\ sense=deny
file=/etc/vsttpd.ftpusers onerr=succeed




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

=~  Ot0 ykazanue PAM npouurtars ¢aiin /etc/vsftpd.ftpusers u 3akpbITh
JOCTYIl K CIOyXOe TIepEYUCICHHBIM B HEM  IOJIH30BATEIISIM.
AnMuHUCTpaTop BOJIEH BbIOMpaTh HUMsS dToro (ailyla U BecTu
OTACJIbHBIE CHHUCKU JJIA Pa3HbIX CIyXO0 WIM HCIONb30BaTh OJIUH

CIIUCOK JIJIS1 3alpeTa JOCTyNa K HECKOJIbKUM CIIy)0am cpasy.

~ Ecnum agmuHucTpaTop KemaeT 3ampeTHTh JOCTYN K HECKOJbKUM
Ci1y>k0aM, MoJJOOHYIO CTPOKY MOKHO J100aBUTh B KOHuUrypaiuo PAM
JUIsL 3TUX CIyk0, Hanpumep, B /etc/pam.d/pop u /etc/pam.d/imap s

MOYTOBBIX KJIIMEHTOB Wiu /etc/pam.d/ssh nist knmuentoB SSH.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

- OIpaHMYCHHE JOCTyIma root

~  BwmecTto TOro, utoObl MOJHOCTHIO 3aKpbIBAaTh JOCTYII MOJIb30BATENIO TOOt,
aIMUHUCTPATOP MOXKET Pa3pelIuTh JOCTYN TOJBKO K Iporpammam setuid,

Harnpumep, K su wiu sudo.
~  Komanpa su

- Korna IMOJIB30BATCJIb BBIIIOJHACT KOMAHAY Su, €My IpCJiaracrcsi BBCCTU

mapoJib root, 1 mocJie IMPOBCPKU OH MOIMAJACT B ITPUTTIANICHUC 000JIOYKH root.

- 3apeFI/ICTpHpOBaBH_II/ICI) C IIOMOIIIBKO KOMAHABI SU, ITIOJIB30BATCIIb ABJISACTCA
OJIB30BAaTEJIEM 00t 1 UMEET BCE IIpaBa aIMUHHUCTPATOPA CUCTCMBI. KpOMe
3TOr0, €CJIH IMOJB30BATEIb CTAJI root, C MOMOIIBI KOMaHIbl SU OH MOYKET

CTaTh JIOOBIM APYTUM TIOJIBb30BATCIICM CUCTCMbI, HC 3HAA CI'0 IIApOJIA.



Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

>~  YuuThIBas MOILIb 3TOM NPOrpaMMbl, aIMHUHUCTPATOPAM B OpraHU3alUsiX,

BO3MOKHO, 3aX04CTCA OI'paHUYNTh KPYT JIKI, HMCIOIINUX K HEH JOCTYII.

=  Ilpormie Bcero 3To MOKHO cJiefiaTh, 100aBUB MOJIb30BaTEIEH B CIIEHUAIBHYIO
aIMUHHUCTpaTuBHYIO Tpymiy wheel. J{Jis 3TOro BBIMOJHUTE OT UMEHHU root

CJICIYOTIYIO KOMaHTY:
= usermod -G wheel <username>

- B »Toi komaHe 3aMeHUTE <username™> UMEHEM IIOJIB30BATCJIsAA, KOTOPOI'O BBI

XOTUTE JI00aBUTH B rpymmy wheel.

=  YrtoObl mpojenarb TO *e€ caMoe ¢ MOoMOIIbl0 MeHemxkepa Mojab30BaTeseH,
BbIOEpUTE B MeHIO [Ipunoxenus (Ha manenn) => CUCTEMHbIE MaApaMETPhl =>

[Tonp30BaTeNn U rPYIIIIHI.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

~  Jlpyroii cnoco® - BBeOUTE B MPUIVIAIIEHUU OOOJIOYKHM KOMaH]y
system-config-users. [lepeiinute Ha Bkianaky Ilonb3oBarenu, BiOepUTE
MOJIB30BATEIIS U3 CIHCKA U IIETKHUTE B MEHIO KHONKM CBoMcCTBa (MM
BbIOEpUTE B INIaBHOM MeHI0 Daiinn => CBolicTBa). 3areM nepeianuTe Ha
BKiIaaky [pynmel u ormersTe rpymiy wheel. 3atem oTkpoiite daiin
HacTporiku PAM s xomanael su (/etc/pam.d/su) B TEKCTOBOM

penakTope u yoepure KOMMEHTapuil [#] B cieayroiei CTpoke:

- auth required /lib/security/$ISA/pam wheel.so use uid Cnaemnas, 310
BBl OTKPOETE JOCTYyH K JTOM MPOTpaMMe TOJIBKO I0JIb30BaTEIISIM
rpynnbl aamMuHucTparopoB wheel. Ilonas3oBaTens root Mo yMOJIYaHUIO

BKJIIOYEH B rpynny wheel.



Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

-  Komannma sudo

~  Komanga sudo npenocTaBisioT Apyryro BO3MOXHOCTb MOIYYUTh IpaBa
aaMuHucTparTopa. Koraa noBepeHHbIE MOJIb30BAaTENMN YKa3bIBAIOT HEPET
aMUHUCTPATUBHOW KOMaHJI0M sudo, MM mpenjaraeTcs BBECTH HUX
COOCTBEHHBII MApOJIb. 3aTEM, €CIIH €r0 MOMIMHHOCTD MTOATBEPKIAETCS
U €My pa3pelieHa JaHHas KOMaH/a, 3Ta KOMaHaa Oy/leT BbIIOJHATHCS,

Kak OyJTO OHa 3amyIlleHa MoJIb30BaTeIeM 1oot.
= OO0mwuit hopmat komaHa6I sSudo MOKa3aH HUXKE:
= sudo <command>

~ B arom npumepe <command> Hy*’HO 3aMEHHUTh KOMaHJIOWU, OOBIYHO

BBITIOJIHSIEMOM TI0JIB30BATEIIEM TOO0t USer, HapuMep, mount.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

~  Ilomp3oBarenu, 3amyckaronue koManay sudo JOJDKHBI, TTOKUAsT CBOM
KOMITBIOTEP, BBIXOJIUTh W3 CHUCTEMBI, TaK KaK €CJIM BBIIIOJHUTH OTY
KOMaHy eué pa3 B TEUEHHUE MSATH MUHYT, OHA HE CIIPOCUT Mapoib. ITy
HACTPOWKY MOKHO U3MEHUTH B (paiiie koHdurypamuu /etc/sudoers.

~  Tonbko monw3oBaTenu, nepedyrciaceHubie B ¢aite /etc/sudoers, MoryT
BBINIOJTHUTh KOMaHay sudo, m 3Ta KomaHJa OyAeT BBINOJIHEHA B
000JIOUKE II0JIL30BaTeNsA, a HEe root. ITO 3HAYMUT, YTO OOOJIOUKA root
MOJKET OBITh MOJTHOCTBIO OTKIIOUYCHA.

~ Komanga sudo Benér wucuepnwiBaromuii ayaut. Kaxkmas ycrneniHas
MOMBITKAa BXOoAa peructpupyercs B (aiie /var/log/messages, a
BBITIOJIHEHHAs KOMaHJa, BMECT€ C HWMEHEM BBINOJHSIONIETO €&
noJsib3oBartesis B daiine /var/log/secure.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

= Jpyrum npeumymiecTBOM KoMaHnbl sudo SIBIsSE€TCS TO, UTO
aJIMUHUCTPATOP MOXKET OTKPBITh IOJb30BATEISIM JOCTYN TOJIBKO K
HY>KHBIM UM KOMaH/IaM.

=~  AJIMHHHUCTPATOPHI, KEJAIOIINUE OTPEAaKTUPOBaTh (hailyl KoHpurypanuu
sudo, /etc/sudoers, TOMKHBI UCIIOJIB30BATh KOMaHAY visudo.

= YroObl 1gaTh KOMY-TO BCE MNPHUBWUJIICTHH aJIMHHHCTPATOpPA, BBEAWTE
visudo u noGaBbTe B paszjiesl MPUBWICTHUN IOJIb30BATEIS MPUMEPHO
TaKyIO CTPOKY:

~  juan ALL=(ALL) ALL

~ B stoM mpumepe mosib30oBarenb juan MOXKET HCHOJb30BaTh sudo ¢
JT1000T0 KOMITBIOTEPA U BHITIOJIHUTH JIFOOYIO0 KOMaH.TY.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

B npuBenéHHOM HUKE MpUMEpE MOKa3aHO, KaK MOKHO OY€Hb TOHKO

HacTpauBath sudo:
%users localhost=/sbin/shutdown -h now

B nanHoM mpumepe 1000 MOIb30BaTEIb, PAOOTAIONINN HA KOHCOJIH,

MOJKET BBIIOJIHUTEL KoMaHay /sbin/shutdown -h now.

[TonpoOHOe omucaHue mapaMeTpoB dSToro ¢aiiia MOKHO HAWTH Ha

cTpaHuiie man sudoers.



Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

=  JlocTymnHbIE€ CETEBBIE CITYKObI

-~ Torma kak JOCTYI TOJIB30BATENEeH K CPeACTBaM aIMUHUCTPUPOBAHUS
— Ba)XHBIM BOMPOC, BOJTHYIOIIUN aJMUHUCTPATOPOB B OpPTraHU3AIINH,
YETKOE MOHMMAaHUE TOTO, KAKUE CETEBBIC CIIyXObl pabOTaroT, KpaiiHe
BAXHO TSI BCEX, KTO aJMUHUCTPUpPYET cucTteMy Linux u pabortaer B

HEMH.

~  MHorue ciay0bl, cyliecTByromue B Linux, sBIAOTCSA ceTeBbIMU. Eciu
Ha KOMIIBIOTEpE paboTaeT ceTeBas Ciy»k0a, 3TO 3HAUUT, UTO CEPBEPHOE
MPUWIOKEHNUE, HA3BIBAEMOE JEMOHOM, OXHUIACT TMOAKIKOYEHUN K
OJTHOMY WJIM HECKOJBKHUM CETEBbIM mopTaM. Kaxmayro u3 3Tux ciyxo0

CICAYCT paCCMATPUBATDL, KaK BO3MOXHOC HAIIPABJICHUC ATAKH.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

~  OmnacHoctu ciayx0

~  CereBble ciyx0bl B cucteMe Linux MoryT ObITh onacHbl. Hike mpuBenéH crmcok

HEKOTOPBIX OCHOBHBIX YTPO3 0€3011aCHOCTH:

=~ Araku tuna otka3 B oOcayxuBaHuu (DoS - Denial of Service Attacks) — Ilpu
arake Takoro TUIa cily>k0a 3a0pachIBaeTcs 3alpocaMy, U CUCTEMa MOXKET MPOCTO

OCTAaHOBUTLCH, NIBITAACH O6pa6OTaTB BCC 3aIIpOChl 1 OTBCTUTL HA HUX.

=~  Artaku ysa3BUMBIX clieHapueB — Eciin BeO-cepBep BBINIONHSET HAa CBOCH CTOPOHE
CIICHApUHU, B3JIOMIIUK MOXXET TPOBECTH aTaKy Ha CIEHApWUW, HAIWCAHHBIE C
ommuOkamu. Takue araku 9acTo MPUBOJIAT K MEPEMOIHEHNUIO Oyepa Ui MO3BOISIOT

B3JIOMILIMKY U3MEHUTH (paillibl Ha 3TOM KOMITbIOTEPE.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

~  Artaku Ha nepenoiHeHue Oypepa — CayxObl, moaxioueHHble K noptam ¢ 0 mo 1023,
JIOJDKHBI paboTaTh OT UMEHH aJIMUHHUCTparopa. Eciiu B 3TOM NPUIIOKEHUH POUCXOTUT
nepenojaHeHue Oydepa, HanaJaUil CMOXKET MOJIyUYUTh JOCTYII K CUCTEME C IIpaBaMu
HOJIb30BaTelIsl, 3alyCTHBLIETO JeMOHa. Tak Kak IepenonHeHus Oydepa Hepenkw,
B3JIOMIIMKH IPUMEHSIOT aBTOMAaTHYECKHUE NPOTrpaMMbl JUIs BBISBIEHHUS CUCTEM C
TaKUMH YSI3BUMOCTSIMU U, MOJYYUB K HUM JOCTYIN, OHU HUCHOJB3YIOT MHCTPYMEHTHI

CKPBITOTO yrpaBiieHus (rootkits) st coxpaHeHUs 3TOTO TOCTYTIA.

=~  Yrposa arak Ha mepenoiiHeHue Oydepa cHukaercs Onmaromapsi peanu3oBaHHor B Red
Hat Enterprise Linux TeXHOJOTMHM 3allMTHI W CETMEHTAIMU HCIOTHICMON IMaMsATH

ExecShield, mognepxuBaeMoit 0THO 1 MHOTO-TIPOIIECCOPHBIMHU siipaMu X86.



Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

=  ExecShield cumxaer omacHOCTh mepenojiHeHus Oydepa, pasaenss BUPTYyaJIbHYIO
namsITh Ha HCIOJHSEMbIE M HEHCIONHSeMble cerMeHThl. JIt000il mporpaMMHBIN KO,
OBITAIOIIUICS 3allyCTUThCS BHE HCIHONHAEMOTO CErMEHTa (3TO MOXET OBITh
BPEIOHOCHBIN KOJ BHEAPEHHBIN Onarogaps rnepenoineHuio Oydepa) BbI3bIBaET OLIHOKY

CCrMCHTALlN U 3aBCPUIACTCA.

=~  Peammzamus  Execshield Taxke mnomnepxkuBaer TexHoioruro No eXecute (He
ucnonaate) (NX) nHa mnarpopmax AMD64 u Texnomormio eXecute Disable
(Ucnonnenne 3anpemeno) (XD) mns cuctem Itanium u Intel® EM64T. DOtu
TEXHOJOTHH, pabotatonme coBMecTHO ¢ ExecShield, mnpemorBpamarr 3amyck
BPEIIOHOCHOTO KOJIa B HEHCITOIHSAEMOM pa3zielic BUPTYyaJbHOW MaMATH ¢ TOYHOCTBIO JI0

4 KGaiiT Koza, ¥ CHIDKAIOT yTpo3y aTak Ha NepernorHeHne Oydepa.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

- UTOOBI CHU3UTH BEPOSITHOCTh aTaK Ha CETEBBIE CITYXKObI, BCE HCHY)KHBIC CITY)KOBI JTOJKHBI
OBITh OTKJIIOUEHHI.

- Wnentudukamms 1 HaCTporKa CiIyxo

- B nensx ycunenus 6e30macHOCTH MHOTHE ceTeBble cyxObl, ycraHoBieHHble B Red Hat
Enterprise Linux, mo ymondanuto BeIKIIOUEHBI. OTHAKO €CTh U HEKOTOPHIE HCKITFOUCHHUS:

- cupsd — Cepgep neyaru, ucnonb3yembiii B Red Hat Enterprise Linux mo ymoia4anuro.
- Ipd — AnbTepHaTHBHBIN CEpBEp MEYATH.

=  xinetd — CynepcepBep, yNpaBisIOLUIl MOAKIIOYEHUSIMH K TOAYMHEHHBIM CEpBEpawm,
Hanpumep, vsftpd u telnet.

- sendmail — IlouToBbIil arenT Sendmail Mo yMom4aHHUIO BKJIIOYEH, HO HACTPOEH Ha MPHUEM
COEIMHEHUH TOJIBKO OT JIOKAJIBHOTO y3I1a.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

= sshd — Cnyx6a OpenSSH, crasimas 6e3onacHoit 3amenoit Telnet.

=  Omnpenensisi,  Kakue  CiIyKObl  clIeayeT  OCTaBUTh,  JIy4lle
PYKOBOJICTBOBAThLCS 3PAaBbIM CMBICIIOM U MIEPECTPAX0OBATHCS, YEM UTO-
TO ymycTuTh. Hampumep, ecnu y Bac HET MNPUHTEPA, OTKIIOUNTE
cnyk0y cupsd. To xe camoe kacaercsi portmap. Eciu Bbel He
noakoyaere Toma NFSv3 u He ucnonszyere NIS (ciyxba ypbind),

portmap cienyeT OTKIIOYUTh.

~ B Linux BXoasT Tpu mporpaMMsbl, IpeIHaA3HAYCHHBIC /1JIs1 BKIIOUEHUS U
oTKJIIOUeHHs ciyx)0. 910 HacTtpoiika cimyx6 (Services Configuration

Tool) (system-config-services), ntsysv u chkconfig.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

= Ho mnpocro ompenenutb, Kakue CIy»XObl 3allyCKarOTCA IMpU 3arpyske,
HEJOCTAaTOYHO. XOPOIIHUE CHUCTEMHBIE AIMUHHUCTPATOPHI TAKXKE JOJKHBI

IIPOBEPSTH OTKPHITHIC MTOPTHI.
~  Hebe3onacHble cityKObl

- HeKOTOpI)Ie CCTCBLIC IIPOTOKOJIBI 110 CBOCH IpUupoaAc MCHCEC 3alllMIICHbI, YCM

npyrue. K HUM OTHOCSITCS BCE CITyKObl, KOTOpBIE:

= IEPEAaroT MO CETU UMEHA U MapOJIM OTKPBITBIM TEKCTOM — MHOT'HE CTapble
npotokoibl, Takue kak Telnet u FTP, e mmdpyroT nanHbie npu npoBepke

MNOAJIMHHOCTH, ITOTOMY UX HYKHO n30erarb BC34C, I'I€C OTO BO3MOXKHO.

- nepeaaroT I10 CCETH BaXHBIC [JAaHHBIC B OTKPLITOM BHAC — MHuorue

IMPOTOKOJIbI IIEPEAAIOT JAHHBIC 11O CCTH HGSaH_IPI(I)pOBaHHBIMI/I.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

~ B uucno atux nporokosioB BxoasaT Telnet, FTP, HTTP u SMTP. Bo mHOTHX
ceTeBbIX (alyioBbIX cucTemax, B yacTHocTh, NFS u SMB, nanubie Takxke
nepefaroTcs Mo cetu  HezamudpoBaHHbIMU. Kak wHcmonb30BaTh ATU
MPOTOKOJIBI, YTOOBI HE IOMYCTUTh YTEUKHU BaXKHBIX JIAHHBIX, JOJDKEH pelliaTh

I10JIB30BAaTCIJIb.

-~  Kpome atoro, cmyx0bl ymanéHHOTO gammia mamstTd, mogoOHbie netdump,
nepearT M0 CETH COICPKUMOE TMaMITH B OTKPHITOM Buiae. B mamsaru
MOTYT HAXOIWUTHCS MAPOJIA, WM, YTO em€ XyKe, 3alricu 0a3bl JTaHHBIX H

npyrasi BaxxHas nH(popmarus.

-~  Hpyrue cuyxOb1, Bpone finger u rwhod, moka3piBaioT WHGOPMAIMIO O

MNOJIB30BATCIIAX CUCTCMBI.




Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

B kauectBe mnpumMepoB Ciyk0, HeOE30MacHBIX IO TPUPOAE, MOXKHO TPUBECTH

CJIEAYIOLIHE:
rlogin

rsh

telnet

vsftpd

CrnenyeT n30eraTh UCIOIB30BAHUS MTPOrPaMM YIAIEHHOTO BXoaa U 000mouku (rlogin, rsh

u telnet), u ucnonp3zoBarb SSH.

[Iporokon FTP He Tak omaceH, Kak ymaJ€HHbIE OOOJIOYKH, HO, TEM HE MEHEe, YTOOBI

u36exarb nmpoodaem, FTP-cepBep HyKHO HacTpauBaTh aKKypaTHO.



Ob6ecnevyeHue 6e30MacHOCTU
paboyen cTaHLMM

~ K cmyx0am, koTopele HY)XHO HAcTpawBaTh OY€Hb aKKypaTHO U 3allUlIaTh
OpaHaMay’poM, OTHOCSITCS:

~  finger

=~  identd

= netdump

=~ netdump-server
- nfs

= rwhod

= sendmail

=~  smb (Samba)

=~  yppasswdd

~  ypserv

-~ ypxfrd




ObecneyeHue
6e30nacHoOCTU cepBepa

-~  Korzma xommbrotep paboTaeT B OTKPBHITOM CETHM B Kaue€CTBE CEpBEpPa, OH

CTAHOBUTCS 1EJbI0 ISl aTak. [103ToMy yKperieHue CUCTEMBI U OJIOKUPOBKA
CITy0 KpaitHe BaXKHBI JIJI CHCTEMHOTO aIMUHHUCTPATOPA.

~  Ilpexne yem yrayOUTBCS B 3TH BOIMPOCHI, O3HAKOMBTECH CO CIETYIOIIMMHU
OOILIMMHU COBETAMM MO YCUJICHUIO O€30MacCHOCTH CepBepa:

~  CBOEBpEeMEHHO OOHOBIISITE CIIykObl, YTOOBI HUCIPABUTh HEJABHO
HaWJIEHHBIC YA3BUMOCTH.

~  Hcnonb3yiite 6e301acHbIe TPOTOKOJIBI, BE3/IE, TI€ 3TO BO3MOXKHO.

= Ecimm 3T0 BO3MOXKHO, BBIJICTSWTE IS KaXKIOTO THIA CETEBBIX CIYKO
OTAEIbHBIN KOMIIBIOTED.

- BaumarensHO cieguTe 3a HOI[OSpI/ITeJ'IBHOI\/’I AKTMBHOCTBIO Ha BCEX CCPBEpaAX.




ObecneyeHue
6e30nacHoOCTU cepBepa

= 3amura ciry0 ¢ nomoiibio ob6osouek TCP u xinetd

= O6on0uku TCP 1mo3BONSIOT yIpaBisTh TOCTYIIOM K Pa3iHYHBIM CIIyXO0am.
BonbIIMHCTBO COBpEeMEHHBIX ceTeBbIX Ciyxk0, Takux kak SSH, Telnet u
FTP, ucnionw3ytot o6omouku TCP, cTosmue Ha CTpake MKy BXOIAITUMU

3arpocamu U CIy>KOOH.

~  IIpeumymiectBa o6onouek TCP yBenuuuBaroTcs, eciiv Ucnoiib3yercs xinetd
— cynepcnyx0a, arolias JOTOJHUTEIbHBIE BO3MOXXHOCTH YIIPaBICHUS
JOCTYTIOM, BEJIEHHUEM >KypHaJla, TMPUBS3KOH, TMEpEeHANpPaBICHUEM U

UCII0JIb30BAaHUEM PECYPCOB.

~  byner npaBUJIbHBIM UCTOJB30BaTh MpaBuiia Opanamayspa [PTables Bmecte
c obomoukamu TCP um xinetd st JBOMHOrO OrpaHWYEHUs] JOCTyNma K

CITy>KOaMm.




ObecneyeHue
6e30nacHoOCTU cepBepa

= Ycuienue 0e30I1acHOCTH ¢ TOMOIIBI0 00oouek TCP

- 3a TIOJHBIM CIIHCKOM BO3MOKHOCTeH oOonouek TCP wm onmcanuem

YHOPaBISIOIETO S3bIKa, 00paTUTECh K cTpaHulle man hosts_options.
~  OO6onouku TCP u 6aHHEpHI COETUHEHUI

=  IlocnaB xiMeHTaM, MOJKIIFOUAOIIMMCS K CIIykOe, ycTpalaroimuii baHHep,
BBl CKpoeTe MH(OPMAIUIO O CUCTEME, B KOTOPOil paboTaeT cepBep, U B TO
K€ BpeMsl JaJUTE BO3MOXKHOMY B3JIOMIIUKY IIOHATh, YTO CHCTEMOM
3ampaBisgeT OAUTENBHBIN agMuHHUCTpaTop. UTOOBI chemath A CITy»KOBbI

oanuep ¢ nomotpbio TCP 060104uek, BOCIONIB3YHTECH TapaMeTpOM banner.




ObecneyeHue
6e30nacHoOCTU cepBepa

=~ B arom mpumepe Oymer co3nan O6annep uist cyxObl vsftpd. [[ns Hadana cosmaiite daiin
O0anHepa. OH MOXXET HaXOIMTHCS TIE YrOJHO B CHCTEME, HO OH JIOJDKEH HOCUTh WM

nemona. Hanpumep, daitn MoxkHO Ha3BaTh /etc/banners/vsftpd.
=~ Conepxxumoe ¢aiina Oynet mpruMepHO TaKUM:
o 220-Hello, %c
= 220-All activity on ftp.example.com is logged.
= 220-Act up and you will be banned.

~  BwMmecro mapkepa %c OyayT MOACTaBIEHBI CBEICHUS O KIWEHTE, HANpUMEpP, UMs
MoJIb30BaTeNiss U KoMIbioTepa uinu ero IP-aapec, uto nmenmaer coenuHeHue eme Ooiee

yCTpaIIaroIuM.




ObecneyeHue
6e30nacHoOCTU cepBepa

- Uto0bl 3TOT OaHHEp BBITABAJICS JUISI BCEX BXOMSANIUX COCJAMHEHWH, J00aBbTe B (DA

/etc/hosts.allow cnemyrolyto CTpoKy:

- vsftpd : ALL : banners /etc/banners/

- O60m0uku TCP u ipemynpexaeHus 00 aTake

- Ecim nipu monbITKe ataku Ha cepBep ObLUTH MOHMAaHbI KaKHe-TO Y3JIbl Wiin ceTH, 000704k TCP,
clefysl yKa3aHMIO spawn, MOTYT COOOLIaTh BaM O MOCIEAYIOIIMX arakax 3THUX Y3JI0OB WIH

ceTen.

- B stom nmpumepe mpenmnonaraeTcs, 4To HPU HONBITKE HAMaJCHHs HA cepBep ObLI MOiiMaH
B3oMMK u3 ceru 206.182.68.0/24. Cnenyromas cTpoka, MOMemEHHas B  dailn

/etc/hosts.deny, 3anpeniaeT MOAKIIOYCHUE U PETUCTPUPYET TOMBITKY B CIIEIIUATBHOM Qaiiie:




ObecneyeHue
6e30nacHoOCTU cepBepa

- ALL : 206.182.68.0 : spawn /bin/ 'date' %c %d >> /var/log/intruder_alert

~  Bmecto mapkepa %d Oynet moAcTaBIeHO UM CITYKObI, K KOTOPO# MBITANICS 00PaTUTHCS

B3JIOMILIHK.

- Yr1oObI PaspClinuTb IIOAKIIFOYCHUC C peTHCTpaHPIeﬁ B XYPHAJIC, IOMCCTUTC YKa3aHUC

spawn B (aiin /etc/hosts.allow.

- Tak kak yka3zaHWe Spawn MOXXET BBITIOJHUTH JIFOOYI0O KOMaHJy OOOJOYKH, CO3[aiTe
CHEIUATBHBINA CIIEHApUl, COOOIIAOIMINNA aIMUHUCTPATOPY WU BBITIOTHSIONIUN CEPUI0

KOMaH]J B cj1y4dac, €CIIn KOHKpGTHHfI KIIMCHT MBITACTCA MOAKIIIOUUTLCA K CCPBCPY.




ObecneyeHue
6e30nacHoOCTU cepBepa

\l

O6onouku TCP u ynydilieHHOE BeIeHHE XypHaia

Ecnu coenuuenust omHOW Cy»KOBI Oojiee MHTEPECHBI, YeM APYrod, YPOBEHb BEICHUS

AKypHasa 3TOH Ci1y>KObI MOYKHO YBEIMUYHUTH C IIOMOILBIO ITapaMeTpa Severity.

[Ipenrmonoxum, 94TO YEIOBEK, MBITAIONTUICS MOAKIIOUATECS K TIopTy 23 (mopt Telnet)
Ha FTP-cepBepe — B3ioMuuk. YToObl BBISIBUTH €0, YCTAaHOBHUTE (har emerg, BMECTO

durara o ymonganuto info, v 3arpeTuTe CoeAMHCHHE.

s aToro nmomecture B /etc/hosts.deny crieayronryro CTpoKy:

in.telnetd : ALL : severity emerg



ObecneyeHue
6e30nacHoOCTU cepBepa

- [Ipu sTOM OymeT HWCIOB30BAaHO CTAHJAPTHOE CPEACTBO BEICHHS >KypHana authpriv, HO

IPUOPUTET MOAHUMETCS ¢ 00bIYHOrO info 10 emerg, U cooOueHNsT OyAyT BHIBOAUTHCS MPSMO

Ha KOHCOJIb.
- VYeuneHue 3amThl ¢ HOMOIIbBI0 Xinetd
- Cymnepcepsep xinetd — emé oHO Moie3HOE CPEICTBO YIIPABICHUS JOCTYIIOM K TOTYMHEHHBIM

emy cnyxxOam. B a3Tom pasmene paccmarpuBaeTcs, Kak € TOMOIIbIO Xinetd MOXHO
YCTaHABJIMBAThL JIOBYIIKH JUIS CIIY’)KO W OTpaHUYHMBATH PECypChl, UCTOJIb3yeMbIe CITy)OaMu
xinetd, 71 mpeAOTBpallleHUsl aTak TUIA OTKa3 B 0OCITyKMBaHUU. 3a Ooyiee MOJHBIM CITUCKOM

BO3MOXKHOCTEH 00paTUTECh K CTpaHUI[aM man, mocBAmEHHBIM Xinetd u xinetd.conf.




ObecneyeHune
6e30nacHoOCTU cepBepa

>  YCTaHOBKa JIOBYIIIKH

~ BaxHoll BO3MOXHOCThbIO XInetd sSIBISE€TCA €ro CrnocoOHOCTH
N00aBIATH Y3Jbl B MIOOAIBHBINA CIUCOK NO_Aaccess. Y3Jiam M3
ATOTO CIHCKa 3alpelleHbl TOIKIIOYEHUS K  CiIyk0am,
yIpaBiisieMbIM xinetd, B Te€4eHHE 3aJaHHOTO MEPUOia BPEMEHU
uin 10 nepeszanycka xinetd. [ns 3Toro cmyXuT aTpuOyT
SENSOR. C moMompr 3TOW BO3MOXKHOCTH MOXHO JIETKO
3a0JI0KUPOBATH Y3JIbl, CKAHUPYIOIIUE TTOPTHI CEpBEpA.

= Omnpenensass SENSOR, mnepBbiM Je10oM HYXHO BBIOpaTh
CIIy>KO0y, KOTOPYIO Bbl HE IUIAHUPYETE UCMOJb30BaTh. B 3TOM
npuMepe BbiOpaHa ciyx0a Telnet.

=  Otpenaktupyite ¢aiin /etc/xinetd.d/telnet u uamenure cTpoxy
flags cnenyronum oOpazom:




ObecneyeHue
6e30nacHoOCTU cepBepa

~ flags = SENSOR
= JloOaBbTE B CKOOKAX CICAYIOIIYIO CTPOKY:

= deny time =30

= Omna 3ampemaer goctyn Ha 30 MUHYT Y371y, HNpPOOYIOIIEMY
MOJKIIOYUTHCA K OPTY. [IpyrumMu npueMiaeMbIMU 3HAYEHUSIMU
arpubyta deny time saBnsierci FOREVER (HaBcerga),
O3HayYarolllee, 4To 3anper OyaeT AeWCTBOBATh 1O NEepe3amnycka
xinetd, 1 NEVER (Hukorna), nomyckaroiiee MOAKIIOUYCHUE U
PETUCTPHUPYIOLIEE ETO.

= U, HakoHell, NOCIEaHAS CTPOKA OyJIeT TaKOM:

- disable = no




ObecneyeHue
6e30nacHoOCTU cepBepa

~  HcnonszoBanue SENSOR — 310 xopomuii cnocoO BBISIBUTH U HE
JOMYCTUTh TOAKIIOYEHUS IUJIOXUX Y3J0B, HO y HEro €cTh JiBa
HEJOCTATKA:

=  OH He cracaer OT CKPhITOrO CKAaHUPOBAHUS.

-  Hamaparomuii, 3naromuii, uto padoraetr SENSOR, MokeT yCTpOUTH
aTaky TWUMa OTKa3 B OOCITY)XKMBAaHUM TPOTHUB KOHKPETHBIX Y3JIOB,
MOJIKJIFOYASACH K 3alpeIEHHOMY TOPTY ¢ uX [P-anpecamu.

~  YmpaBlieHHE pecypcaMu cepBepa

- FEmé ogHoll BaXHOW BO3MOXKHOCTBIO Xinetd sABIgEeTCI €ro
CIIOCOOHOCTBD OTPaHUYHUBATh pecypchl, UCITOIb3YEMBbIC
MOMUYNHEHHBIMU €MY CITYKOaMHU.

> ODTO BBINOJHAECTCS C MIOMOIIBIO CICIYIOINX YKa3aHUN:




ObecneyeHue
6e30nacHoOCTU cepBepa

=  ¢ps = <UHCJIO MOAKIKYEHUI> <HNepUoA_OXKHUIaHUuI> — OTrpaHuYMBaEcT
YHCJIO MOAKIIOUEHHH K CITyK0e 3a CeKyHAY. 3/1eCh JO0IMYCKAIOTCS TOJIBKO
LEJIbI€ 3HAUCHHUS.

= Instances = <4UCJIO MOAKIIOYEHUI™> — OrpaHUYUBaeT 0O0IIEe YHUCIIO
MOAKIIOUEHUH K Ciayk0e. 3/1eCh yKa3bIBaeTCs IeJI0€ 3HAUYCHHE WIIN
UNLIMITED (6e3 orpanuueHuii).

=~  per_source = <UUCIO MOAKIOYEHUN> — OrpaHUYMBaET YUCIO
HNOJKIIOYEHUM K CIy>K0€e C OJHOro y3Jja. 37eCh YKa3bIBaeTCs IIeJI0e
3HayeHnue uin UNLIMITED (6e3 orpannuenuit).

= rlimit_as = <yucno[K|M]> — OrpanuuuBaetr 00bEM NaMsITH, KOTOPHIN
MOXKET 3aHWMaTh CIyk0a, B KujoOalTax wiu Meradaitax. 31ech
yka3zbiBaeTcs 1eoe 3Hadenune i UNLIMITED (6e3 orpanudenuit).




ObecneyeHue
6e30nacHoOCTU cepBepa

= rlimit cpu = <uucno cexkyHa> — OrpaHuyuBaeT NPOILIECCOPHOE
BpEMs, OTHUMaeMoe CIIy>)kKOOM. 3/1ech YyKa3bIBaeTCsl 1I€J10€ 3HAUYCHHE
unu UNLIMITED (6e3 orpanuuenuit).

=  OTHU yKa3aHUsi MOTYT MPEJOTBPATUTD 3a]IaBIMBAHUE CUCTEMbI CITY KOOI

xinetd, u TakuM 00pa3oM, 0TKa3 B 0OCTYKMBaHUHU.
=  3ammra HTTP-cepBepa Apache

~  HTTP-cepBep Apache — ojHa U3 caMbIX CTAOWJIBHBIX U 3AITUIIEHHBIX
CITY>k0, BXoasmux B coctaB Linux. Jlns 3ammutel Apache npumymano
HEeCU€THOE KOJMYECTBO IApPAMETPOB M MPUEMOB, CIHIIKOM MHOTO,

yTOOBI MOAPOOHO Pa3doUpPaTh UX 37ECh.




ObecneyeHue
6e30nacHoOCTU cepBepa

~ Hwmwxke mnepeunciiensl napameTpsl KOH(MUrypaluu, HCIOIb30BaTh

KOTOPBIE HY’KHO OYEHb OCTOPOXKHO.
~  FollowSymLinks

= OJTO yKazaHWE 110 yMOJIYaHHWIO BKJIIOUEHO, IOATOMY OyIbTe OYCHB
BHUMATEJIbHBI, CO3/1aBasi CHMBOJIMYECKHUE CChIJIKM B KOPHEBOM KaTajiore
JTOKYMEHTOB  BeO-cepBepa. Hampumep, He cToMT co3daBaTh

CUMBOJIMYECKHE CCHUIKH HA /.




ObecneyeHue
6e30nacHoOCTU cepBepa

-  Ykasauue Indexes

= OTO yKa3zaHME IO YMOJYaHUIO BKJIIOUEHO, HO 3TO MOXET ObITh
HexkenareabHo. YToObl TpeAoTBpaTUTh MPOCMOTP MOCETUTEIIMU

CIKCKOB (hailJIOB Ha cepBepe, yOepUuTe 3TO yKa3aHUE.
=  VYkazanue UserDir

~  VYkazanne UserDir mo yMoOJYaHHUIO OTKIIOUYEHO, TaK KaK C €ro
MIOMOIIBI0 MOYKHO ONPEAEIHUTH CYIIECTBYIOIIUE B CUCTEME YUYETHBIC
3anucu. YToOBl pa3peliuTh Ha CepBEpe MPOCMOTP KAaTaJlOroB

MOJIb30BaTEJICH, ONIPEICTUTE CIACTYIONINE YKA3aHUS:

=  UserDir enabled UserDir disabled root




ObecneyeHue
6e30nacHoOCTU cepBepa

=  OTH yKa3zaHus pa3periaroT MpOoCMOTP KaTajloroB BCEX IMOJIb30BaTElCH,
3a uckiaoueHnueMm /root/. YUtoObl HoOaBUTH I10OJB30BATEIEH B CIOUCOK
3aMpeIIéHHBIX YUETHBIX 3allUCEH, MEpPeUnciuTe UX dYepe3 Mpooden B

ctpoke UserDir disabled.
~  He ynansiite ykazanue IncludesNoExec

= Ilo ymomuanuro MOIy/b BKIIOUCHHI Ha CTOpOHE cepBepa (server-side
includes) He MoOXeT BBINOJHATHL KOMaHAbl. HacrosTembHO
PEKOMEHAYETCS HE M3MEHATH JTOT IapaMmeTp, €CId y Bac HET Ha TO
BECKHX MPHYMH, TaK KaK 93TO MOXET TIO3BOJIUTh B3JIOMIIHMKY

BBIIIOJIHATH KOMAaH/IbI B Balllel CUCTEME.




ObecneyeHue
6e30nacHoOCTU cepBepa

=  OrpaHuybTe IOCTYI K KarajoraM ¢ UCIOJHSIEMbIMU (hailiamu

=  Y0enutech B TOM, UTO BO BCEX Karajorax, CoJepKaliux ClieHapuu Uin
CGI, pa3pelnienre Ha 3aUCh UMEET TOJBKO root. ITO MOKHO CHEJATh,

BBITIOJTHUB CJICTYIOIINE KOMAH/IbI:
=  chown root <directory name>
=  chmod 755 <directory name>

= A Takke 00s3aTesIbHO IIPOBEPsIITE, MPABUIIBHO I PA0OTAIOT CLICHAPUHU

B Balllell cucTeMe, IPEXKE YEM 3aTyCTUTh UX B padoTYy.




ObecneyeHue
6e30nacHoOCTU cepBepa

=  3amwura FTP

=  File Transport Protocol (IIporokon nepenauu daiino), unu FTP — noxwnon
TCP-nipotokon, pa3paboTanHbIil sl miepeaadn (aitioB mo cetu. Tak kak
oOMeH JaHHBIMH C CEPBEPOM, B TOM YHCJIC W IPHU MPOBEPKE IMOMIUHHOCTH,
IIPOUCXOIUT B OTKPBITOM BHJE, STOT MIPOTOKOJI CYMTACTCSI HEOS30MaCHBIM U

IIPH €r0 HACTPOUKE CIISIYeT COOMI0NATh OCTOPOKHOCTD.
-~  Red Hat Enterprise Linux npemnaraer nsa FTP cepsepa.

~  gssftpd — ocHoBanHubiii Ha xinetd FTP-gemon, nogaepsxusatomuii Kerberos,

H II09TOMY HC Hepe,uafoumﬁ 10 CE€THU yqéTHBIC JaHHBIC B OTKPBITOM BHJIC.




ObecneyeHue
6e30nacHoOCTU cepBepa

=~  vsftpd — oraenbHas, opueHTHpOBaHHAsE HA OE30MACHOCTh peaIn3alus CIIyKObI

FTP.

=  Crenytonme pekoMeHaanuu kacatorcs Hactporku FTP-cimyx0s1 vsftpd.
= 3arosioBok ¢ mpuBerctBuem FTP

=~  Ilpexnae yeM monp30Barenh MepeaacT UMsS U MapoJib, OH YBUAUT 3aroJIOBOK C
npuBercTBUeM. [lo ymomyaHuio, B 3TOM 3arojioBKe OyIyT yKa3aHbl CBEJACHHS O
BEPCHUH, a C UX MTOMOIIBIO B3JIOMITUKH MOTYT OIpPEACIUTh ciiadble MeCcTa B Ballei

CHUCTEMC.

=  UYroObl WM3MEHUTH 3arojoBoK c mnpuBercTBueM s vsftpd, noGaBsre B (haiin

/etc/vsttpd/vsftpd.conf crnenyromiee ykazanue:




ObecneyeHue
6e30nacHoOCTU cepBepa

-~  ftpd banner=<insert greeting here>

=  3ameHHTe B 3TOM yKa3aHUM <insert greeting here> TEKCTOM MPUBETCTBHUS.

= ]Iy MHOTOCTPOYHBIX 3arojIOBKOB JIYYIII€ HCITOJIB30BAaTh OTACIbHBIN (aiiin. UToOs
YIOPOCTHUTH YIPABICHUE Pa3HBIMU 3arojIOBKaMH, IIOMECTUTE MX B OJMH KaTayor
/etc/banners/. B atoM mpumepe 3aronoBok s FTP-coenuHenuit HaxomuTcs B

/etc/banners/ftp.msg. Huwxke nmoka3zaHo, Kak MOXKET BBIIVISICTh 3TOT (haii:

~  HHEHRHHHHEH A Hello,  all  activity  on

ftp.example.com #

~  #is logged. # #HHHHHIHIHIHIHEHHHHRHHHIHEHEH




ObecneyeHue
6e30nacHoOCTU cepBepa

>~  AHOHMMHBIN JOCTYII

~  IlpucyrctBue karanora /var/ftp/ BkitodaeT aHOHUMHYIO YYETHYIO 3aIUCh.

- Hpome BCCTO CO3aaTb 3TOT KaTajJdoI' MOKHO, YCTAHOBHUB ITAKCT VSftpd. DTOT IMakeT
HaCTpanuBacT ACPCBO KATAJOI'OB IJI1 daHOHHMMHBIX MOJIb30BaTeIC U ,Z[aéT UM B

OTHUX KaTaJIorax TOJIBKO IIpaBO YTCHHUA.




ObecneyeHue
6e30nacHoOCTU cepBepa

- Ilo YMOJTYaHUIO aHOHHMMHBIHN MI0JIL30BaTEIb HE MOXKET 3alMCHIBAaTh HU B OJIMH KaTaJor.

- Pa3pemast anonumusbliid noctyn Kk FTP-cepBepy, nmpoBepbTe, I1e HaX0AATCS BayKHbIC JAHHbBIE.
- AHOHHUMHas 3aKayka

- YTo0ObI aHOHUMHEIE TT0JIb30BaTE/IM MOIIIM 3aKauylBaTh (baﬁnm, PCKOMCHAYCTCA CO31aTh KaTaJIOTr

B /var/ftp/pub/ ¢ mpaBOM TOJIBKO Ha 3aIHCh.
- Jlu1st aTOTO BBEIUTE:
- mkdir /var/ftp/pub/upload

- 3areM U3MCHUTE paspeuicHusd, yTOOBI aHOHUMHBIE I10JIb30BATEIN HE BUJCIIN, YTO HAXOOUTCA B

KaraJiore:

- chmod 730 /var/ftp/pub/upload




ObecneyeHue
6e30nacHoOCTU cepBepa

= OToT Katajor B Is -la OyneTr BIIISIIETh TaK:

= drwx-wx--- 2 root ftp 4096 Feb 13 20:05 upload

- AI[MI/IHI/ICTpaTOpBI, pa3pcimaromuce aHOHUMHBIM ITIOJIb30BATCIIAAM YUTATh
K nMcarb B KaraJOru, 4acTo O6Hap}’)KI/IBaIOT, 4qTO HX CCpPBCpa

CTAHOBATCA CKIaAOM IMUPATCKOI'O ITPOrpaMMHOIO 00eCIIeUEeHHS.

- Kpome osroro, gns  ciayxOel  vsftpd gobaBeTe B (aiin

/etc/vsftpd/vsttpd.conf cienyromtyto cTpoky:

=~ anon upload enable=YES




ObecneyeHue
6e30nacHoOCTU cepBepa

=  YUETHBIE 3aIIMCH I10JIh30BaTelIEH

- Tak kak B mnporokose FTP wnmena wu maposu mosb30oBaTeieu
NEpPEealoTCsl MO HE3AlIUMIIEHHBIM CETSIM B OTKPBITOM BHUJE, OyAeT
IIPABUJILHO, €CJIA BBI 3AIPETUTE JOCTYI K CEPBEPY IOJIb30BATEIAM C UX

yLIéTHI)IMI/I JaHHBIMU.

~ UroObl OTKIIOYNTH Y4YE€THBIC 3aMKMCH Mojb3oBarener s vsftpd,

nobaseTe B /etc/vsftpd/vsftpd.conf caenyromee ykazanue:

~ local _enable=NO
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=  OrpaHnyeHre YYETHBIX 3aMKUCEN MOJIb30BaTENECH

=  3anperuts noctyn K FTP cepBepy omnpenen€éHHbIM IOIb30BATEISAM,
HaIrpuMep, root WIM JIPYyrUM C NpUBUIETUAMHU sudo, Jerde BCEro ¢
nomotiplo (daitna PAM. ®aitn kondurypauuu PAM nna vsftpd

Ha3bIBaeTcs /etc/pam.d/vsftpd.

- Taxxe MOKHO OTKJIIOUUTH yqéTHBIG 3aIlIMCHU HCITOCPCACTBCHHO B caMou

CITyXKOe.

=  YToOBI OTKIIIOUUTH YUETHBIE 3aMMMCH TTOJIb30BaTeneit B vsftpd, 1obaBbTe

uMsl TIoJib3oBares B /etc/vsftpd.ftpusers.
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= OnpeneneHue OTKPBITHIX TOPTOB

-~  Ilocne HacTpoHKHM ceTeBbIX CHOyXKO BaXHO OOpaTUTh BHUMAaHHE Ha IIOPTHI,
NPUHUMAIOIINE TOAKIIOUEHUSI Ha CeTeBbIX HHTepdeiicax. JItoOble OTKpPBITHIE MOPTHI

MOTYT OBITH JA0Ka3aTCJIbCTBOM BTOPIKCHUSA.

~  IIpocMOTpeTh OTKPBITHIE MOPTHI MOXKHO ABYyMsI crioco0amu. MeHee HaaAEKHBINA CIOCcO0
— ONPOCUTH CETEBOM CTEK ¢ MOMOIIBIO KoMaH bl netstat -an uiu Isof -1. DToT crnocod
HE OYeHb HaJI&KEH, TaK KaK 3TU MPOrpaMMbl He TIOAKIIIOYAIOTCSA K KOMITBIOTEPY I10 CETH,
a MMPOCTO OMPEAEISIOT, YTO MPOUCXOAUT B cucteMe. [1o 3Toil mpuunHe, 3TH NPUIOKEHUS
YacTO MOJMEHSIOTCS HalaJaroluMu. TakuM criocoOOM B3JIOMIIMKH TBITAIOTCS CKPBITH

CBOM CJICIbl, €CJIM OHU HE3aKOHHO OTKPBLIN ITOPTHI.
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~ Jpyrum Oonee HaAEKHBIM CIOCOOOM MPOBEPKUA OTKPBITHIX
MOPTOB SABJISIETCA WCIOJIB30BaHUE CKAHEpa MOPTOB, HAPUMEP
nmap.

- Crenyromas KOMaHJa, 3alylIeHHAass C KOHCOJUW, ONPENEISET,
kakue noptel KayT TCP-coennHenni u3 ceTu:

= nmap -sT -O localhost
= DTa KOMaH/a BBIBOAUT IPUMEPHO CICAYIOIINE PE3YIBTATHI:

= Starting nmap 3.55 ( http://www.insecure.org/nmap/ ) at
2004-09-24 13:49 EDT

= Interesting ports on localhost.localdomain (127.0.0.1):
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= (The 1653 ports scanned but not shown below are in state:
closed)

= PORT  STATE SERVICE
-~ 22/tcp open ssh

= 111/tcp open rpcbind
= 113/tcp open auth
= 834/tcp open unknown

~ 37ech BHJAHO, 4TO paboTaeTr portmap, Tak Kak 3amylieHa
ciayx0a sunrpc. OTHAKO €CTh U HEKas TaMHCTBEHHAas CIIy»KO0a,
oTkphIBIIas nopt 834. UToObI NpOBEPUTH, HE CBSI3aH JIM ATOT
MOPT C KaKOW-JIMOO U3BECTHOM CITY>KOOM, BBEJUTE:

= cat /etc/services | grep 834




ObecneyeHue
6e30nacHoOCTU cepBepa

= JTa KOMaHJia HE BO3BpAIAET pe3yjbTara. ITO O3HAYAET, YTO
XOTSI TIOPT HAXOAUTCS B 3ape3epBUPOBAHHOM jauariazone (ot 0
10 1023) 1 1714 €ro OTKPBITHUS HYKHBI TIpaBa root, OH HE CBsi3aH
HU C OJHOM M3BECTHOM CITY>KOOM.

= 3areM MpOBEphTE, YTO O HEM COOOIIMT KOMaHIa netstat wim
Isof. UroObl mnpoBepuTh mOpT 834 ¢ mOMONIBIO netstat,
BBIIIOJTHUTE CIICAYIOIYI0O KOMaHOY:

~ netstat -anp | grep 834
- KomaHzia Bo3Bpalaer cienyomnmn pe3yabrar:
= tcp 0 00.0.0.0:834 0.0.0.0:* LISTEN 653/ypbind
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|
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To, u4ro KOmaHza netstat mnokasana 3TOT IOPT,
YCIIOKAWBAET, TAaK KaK 3JIOYMBIIIJICHHUK, OTKPBIBIINI
MOPT Ha B3JIOMAHHOM KOMIIBIOTEpPE, CKOpEE BCEro, HE
3aX04eT, 4YTOObl ATa KOMaHAa ero BbiBena. Kpome storo,
napametp [p] mokaseiBaeT koj mpoiecca (PID) ciryxOsl,
OTKpPBIBIIEH NOPT. B MaHHOM ciy4dae OTKPBITBIM TMOPT
npuHagiexuT RPC-cnyx0e ypbind (NIS), paboTtaromieit
COBMECTHO CO CITy>K00M portmap.

Komanpga 1sof mokaspiBaeT IOXOKU€E CBEOCHHSA, TaK KaK
OHAa TaKXe MOXKET CBs3aThb OTKPBITbIE MOPThI CO
CIy>KOaMM:

Isof -1 | grep 834
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= OTM HHCTPYMEHTHI IIO3BOJISIIOT y3HAaTh O
COCTOSHMU paldOTaloNMX Ha KOMIBIOTEpE
cny:)k0 mHOroe. OHH OYEHb TUOKH W MOTYT
IpPEOCTABUTh MacCy MH(MOPMAIIMKA O CETEBBIX
cnyk0ax U ux KoHpurypauuu. [loaroMy oueHb
PEKOMEHAYETCsS 00paTUThCS K CTpaHUIIaM man,
NOoCBAIIEHHBIM 1sof, netstat, nmap u services.



