KoMnbloTEpPHbIE BUPYCHI U
aHTUBUPYCHbIE NMporpamMmbl

ABTOp:
npenogaBartesib MH(popMaTUKKN

MOY «LeHTp ob6pa3oBaHus» T.
YpronuHcka Bonrorpaackou
obnactu

MepuHoBa EneHa BacunbeBHa




KoMnbloTeEpPHbIE BUPYCHI U
aHTUBUPYCHbIE NporpamMmmel

[lepcoHanbHbIK  KOMMLIOTEP WUrPaeT B  KU3HU
COBPEMEHHOIo 4erioBeka BaXXHYH pPOSb, MOCKOSIbKY OH
nomMoraer e€emy Tno4YTM BO Bcex obnactax ero
neaternbHocTn. CoBpeMeHHOe o00LWecTBO Bce Oonblue
BOBNeKaeTca B BupTyanbHbin Mup WHTepHeta. Ho C
aKTUBHbIM pa3BUTUEM rnobarnbHbIX CETEN aKTyallbHbIM
SIBMAETCA BOMPOC MHMPOpMaLMOHHON Be30nacHOCTH, Tak
KaKk MpoOHUKaloWwmne ux CceTun BUPYCbl MOMyT HapywuTb
LEeNOCTHOCTbL W COXPaHHOCTb Ballen WHMpopMaLun.

3aluuTa KoOMrbloTepa OT BUPYCOB — aTo Ta 3agava,
pelwaTb KOTOPYHO MPUXoamTtcA BCEM TMOJib3oBaTesidAM, U

OCODOEHHO TeM, KTO aKTUBHO nonb3yetcss WHTepHeTom
nnn paboTaeT B FIOKarnbHOWM CETMW.




Pasrapaute pedyc. [lante onpepneneHue
3awncppoBaHHOIO NOHATUSA.
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Pasrapaute pedyc. [lante onpepneneHue
3awncppoBaHHOIO NOHATUSA.
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Pasrapaute pedyc. [lante onpepneneHue
3awndgpoBaHHOro NOHATUA.
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NMCTOPUA KOMIMBbIKOTEPHbIX
BUPYCOB

[MepBasn «annaemMus» KOMNbOTEPHOro BUpYyca
nponsowna B 1986 rogy, koraa BUpyc rno UMeHwu
Brain (aHrn. «Mo3r») «3apaxarn» AUCKETbI
nepcoHaribHbIX KOMMbLIOTEPOB. B HacTosLlee BpeMS
N3BECTHO HECKOMNbKO OECATKOB TbICAY BUPYCOB,
3apakaloLmx KOMMNbTEPbI N pacnpoCTpPaHAKLLNXCA
MO KOMMbLIOTEPHbLIM CETAM. I/‘!(' %
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YTo e Takoe Bupyc? U yem bmonormvyeckmm
BUPYC OTNIMYaeTCA OT KOMNbKTEPHOro?

ObGpaTmca K BUPYCHOM 3HUMKNONeaun
«JTabopaTopumn Kacnepckoro», aneKTpoHHOM
saHuuknoneamu Kupunna v Medoauna um K
TOJIKOBOMY crioBapto pycckoro sisbika C.WU.

Oxerosa un H.1O. LLiBegoBow




Bupyc — menwuaiiwan HeknetouHasn
yacTuua, pasMHOXKatoLLasacs B
XXUBBIX KIleTKax, Bo3byanTensb
MHAEKLIMOHHOIo 3abosieBaHus.

TornkoebIU crioeapk PyccKO20 A3biKa
C. N. Oxeeoea u H. FO. lllsedoeoli




KoMnbloTepHbIN BUPYC -

cneumanbHO co3naHHas HebonbLUas
nporpamMmma, cnocobHas K
caMoOpa3MHOXEHW, 3aCOPEHMIO
KOMMNbOTEPA U BbIMOSTHEHUIO OPYrUX
HeXXenaTernbHbIX AENCTBUMN.

SHYuUKnonedus supycos
«Jlabopamopuu Kacriepckozo
http.//www.viruslist.com/ru/viruses/encyclopedia




UTo Xe obuiero mexay buonornyecknm
N KOMMNbIOTEPHBIM BUPyCcaMUn?

1. CNOCOBHOCTb K pa3MHOXEHMIO.

2. Bpen ona 300poBbsi YeNoBeKa U
HeXXenaTtenbHble AencTBuUga Angd
KOMMbHOTEPA.

3. CKPbITHOCTb, T.K. BUPYCbl UMEKT
MHKYOaLMOHHbLIN Nepuoa.




NCTOPUA KOMIMNBbIOTEPHbIX
BUPYCOB

[lepBbIN NPOTOTUN BUPYCa NOABUIICA eLle B
1971r.. NporpammmncTt bob Tomac, nbiTasicb
pewnTb 3agady nepegadn MHgopmauum c
OQHOro KoMnbKTEPA Ha Apyron, cosgan
nporpammy Creeper, camonpoun3BosibHO
«MepenpbirMBaBLUYyO» C OAHON MalUUHbI Ha
OPYryto B CETU KOMMNbIOTEPHOIO LEHTPA.

[lpaBaa aTa nporpaMmma He
camMopasMHo)Karnachb, He
HaHocuna yulepba.




NCTOPUA KOMIMNBbIOTEPHbIX
BUPYCOB

I'IepBble nceriegoBaHnNAa CaMopa3mMHO-
KaALWNXCA UCKYCCTBEHHDbIX KOHCprKLI,I/I|7I
rnpoBoAUI1IaCb B cepeanHe npowsioro
CTOJ1IETNA YHEHBIMU

dooH HenmaHoOM ©
BuHepowm.




Jlxkon ¢pon Hemman
(1903 - 1957)

HopOepT Bunep
(1894 - 1964)

Ppex Kosn
1984



HYEM ONACEH
KOMMNbIOTEPHbBIN BUPYC?

[Tocne 3apaxeHna KoMnboTepa BUPYC MOXET
aKTUBU3NPOBATLCA M Ha4YaTb BLINOMHATL BpeAHbIe
OEVNCTBUA NO YHUYTOXEHUIO NMporpamMmm U AaHHbIX.

AKTnBM3aUNsA BUupyca MOXeT ObITb CBA3aHa C
Pa3JiINv4YHbIMU COObLITUAMM:
* HacmyririeHuem oripedeniEHHoU 0amsl Unu OHA Hedernu
* 3aI1yYCKOM rpo2pamMmbl
* OMKpbImuemMm OOKymMeHma. ..
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« 0obulee 3amenrneHme paboThbl
KOMNbKOTEPA U YMEHbLLEHUE
pasmMmepa cBobogHOM onepaTuBHOM
namsiTu;

HEeKOTopble NporpaMMbl NepecTarT |
paboTaTb N NOABNSAKOTCSA Pasnuy- | 4
Hble OLUMOKK B NporpaMmmax;

* Ha 3KpaH BbIBOOAATCA NOCTOPOHHUE CUMBOJIbI U
COOBLLEHNS, MOABNAKTCA pa3fnnYHbIE 3BYKOBbLIE U
BUOEeo3PpPeKTHI;

* pa3Mep HEKOTOPbIX UCNONMHUMbIX halnoB 1 BpeMs nx
cOo34aHNSA U3MEHSIOTCS;

* HekoTopble harnbl U ONCKM OKa3biBalOTCH
NCMOPYEHHbIMMU;

* KOMIMbKOTEP nepectTaeT 3arpyxXartbCqd C XeCTKOro anmcKa.



Knaccudoukauma KOMNbOTEPHbIX
BUPYCOB




l[ NMPN3HAKMN KJIIACCUKALLNA }
I
o oomamn

Ocob6eHHOCTH [ecTpyKTUBHbIE
anroputmMma paboTtbl BO3MOXHOCTM




CPEQA OBUTAHUA
e [ ]
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®AUJTIOBbIE BUPYChI

BHeapsatoTca B nporpamMmmbl 1 aKTUBU3NPYIOTCA MPU
nx 3anycke. 'locne 3anycka 3apaxeHHou
nporpamMmMon MOryT 3apakaTb gpyrme daunbl 4o
MOMEHTA BbIKITIOYEHNA KOMMbIOTEpPa NUnu
nepesarpys3kum onepaumoHHON CUCTEMDI.




dannoBblie BUPYCbI

Inepe3anucbiBalOIIu
€

g KOMIIAHBbOHBI

(pansioBBIC YEPBU

napasuTuueckKue &%

¥ BHPYCHI-3BEHbSI

opakauue Ko
_
NporpamMmm




[1To cnocoby 3apaxeHunsa pannosble
BUPYCbI pa3genatoTcs Ha:

[lepesanucbiBalolme BUPYChl. 3anncbiBalOT CBOE TeNo BMECTO Koaa
nporpamMmbl, He U3MEeHAS Ha3BaHMe NUCMOSTHAeMoro panna,
BCeACTBME Yero nporpaMmma nepecrtaeT 3anyckaTbCs.

Bupyckl-komnaHboHbl. CO30al0T CBOK KOMNUIO HA MECTe 3apaaemMom
NporpamMmmsbl, HO HE YHUYTOXaKT OpUrMHarnbHbIM dpann, a
nepeMMeHOBbLIBAlOT ero unu rnepemeluatot. [lpu 3anycke nporpaMmmbl
BHa4yarne BbINOMNHAETCA KOoA BUpYyca, a 3aTeM ynpaBneHue
nepenaeTca opurnHarnbHOW nporpamme.

dannosBble 4YepBM co3aatoT CODCTBEHHbIE KOMUN C
npuBnekaTtenbHbIMX A51A NoNb3oBaTeNs Ha3BaHUAMU B Haaexae,
YTO OH UX 3aryCTUT.

Bupycbl-3BEHBS HE N3MEHSIOT Ko nporpammel, a 3actasnsatot OC
BbINOMHUTL CBOM KOA, U3MEHASA agpec MECTOMNOMOXEHNS Ha ANCKEe
3apakeHHoW nporpaMmmel, Ha COBCTBEHHbIN agpec.



[1To cnocoby 3apaxeHunsa pannosble
BUPYCbI pa3genatoTcs Ha:

5. [Mapasutnyeckme BMpycbl UBMEHSOT cogepxmmoe ganna, gobasnas
B Hero ceou kof. [1pn 3aToM 3apaXeHHas nporpamMma CoxXpaHsieT
MNOSTHYIO NN YacTUYHYIO paboTocnocobHOCTb. Koa MoXeT
BHEAPATbLCA B HA4ano, cepeanHy nnu KoHew, nporpamMmel.

6. Bupychbl, nopaxaroume ncxogHbelin ko nporpamMvbl. Bupycbel gaHHOro
TMNa NopakartT UCXOAHbIN KO NporpaMmmsl NN €e KOMMOHEHTbI
(.0OBJ, .LIB, .DCU). lNocne koMmnnnaunm nporpamMmmbl OKa3biBaOTCS
BCTPOEHHLIMU B HEE.




MAKPOBUPYCDhbI

3apaxatoT dannbl JOKYMEHTOB, HanpMmMep
TEeKCTOBbIX. [Tocne 3arpy3kun 3apakéHHOro AoKyMeHTa
B TEKCTOBbIN peakTop MakpoOBUPYC MOCTOAHHO
NMPUCYTCTBYET B ONEPATUBHOMN NaMsATU KOMNbOTEPA U
MOXXET 3apa)kaTb gpyrme [OKYMEHTHI.
Yrpo3a 3apa)keHusi npekpaLlaeTcsa TONbKO Nocrie
3aKpbITUSI TEKCTOBOTO




CETEBbIE BUPYCDhbI

MoryT nepenaBaTtb N0 KOMMNbIOTEPHLIM CETAM
CBOW NporpamMMHbIN KOA U 3anyckaTb ero Ha
KOMMNbloTEpPaXx, MNOAKMNIOYEHHbIX K 3TON CETH.
3apaeHne ceTeBbIM BUPYCOM MOXET MPOU30nNTH
npun paboTte ¢ 3NEKTPOHHOWN NOYTON UMK NpuU
«nyTewecTemax» Nno BcemMmpHoOM nayTuHe.
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CeTeBble BUPYChHI

ad CETEBbIC YEPBU

TPOSIHCKHUE
IPOrpaMMbl

XaKepCKHe
YTHJINTBI




CeTeBble BUpPYChH

CeTeBble YePBU — NporpaMmMsbl, pacnpocTpaHsatoLLme
CBOM KOMNUM N0 NoKanbHbIM UK rrnobanbHbIM CETSAM C
Lienbio:

- MPOHMKHOBEHUS Ha YAaNeHHblIE KOMMbIOTEPHI;
- 3anycka CBOEeN KOMuu Ha yaaneHHOM KOMMbIOTEPE;
- JanbHeWLero pacnpocTpaHeHns Ha apyrme




CeTeBble BUpPYChI

TpOFIHCKVIe NMpPorpaMmMbl. «TposHCKNA KOHbY

yr|0Tpe6J'|;|eTcs'-| B 3HAYEHUN. TalHbIN, KOBaprIIZ 3amMbIcern. OTH

nporpamMmbl oCywecTBiAaAOT pa3iimdHble HECAaHKLUNOHNPOBAHHbLIE
Nnonb3oBaTereM JeUCTBUS:

cbop nHdopmauum n ee nepegada 3rnoyMblLLNIEHHUKAM;
paspyLieHne nHbopmMauum nnm anoHamepHas MmoanduKauus;
HapyLeHne paboTocnocobHOCTN KOMMNbIOTEPA;

NCMonb30BaHNEe PeCYpPCoOB KOMMbIOTEPA B HEONAroBUAHbIX LENSIX.




CeTeBble BUpPYChI

Xakepckue yTUNUTLI U Npoyune

BpeAOHOCHbLIEe NMpPporpamMmmMbl.
K AaHHOW KaTteropun OTHOCATCS:

YTUNUTbI aBTOMAaTM3aL MM CO34aHUS BUPYCOB, YEPBEN I
TPOSIHCKMX NPOrpamm;

nporpaMmmMmHble bUbMoTekn, paspaboTaHHble AnNsa co3gaHus
BpenoHocHoro [10;

XaKepCcKue yTUnuTbl CKpbITUA Koga 3apaXXeHHbIX oanos OT
aHTUBUPYCHOW NPOBEPKMU;

nporpamMmmebl, coobLiatoLme nosib3oBaTesto 3aBeoMO JTIOXKHYH
NHpopMaLMIO O CBOUX OENCTBUAX B CUCTEME;

npoyne nporpaMmmbl, TEM MU NHBIM CNOCOOOM HaMepPEHHO
HaHOCSLLNE NPSAMON UM KOCBEHHbIN yLLepO AaHHOMY UMK
yOaneHHbIM KOMMbTEPaM.




OCOBEHHOCTUA AJITOPUTMA PABOTDbI
| cTeJIC- I
pPe3UIEHTHOCTD
AJTOPUTMBbI
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OcobeHHOCTU anropntma paboThl

Pe3naeHTHbIU BUPYC npy MHOULMPOBAHUM KOMIbIOTEPA
OCTaBMSET B ONepaTMBHOM NaMSATU CBOK PE3UAEHTHYIO YacTb,
KOTOpas 3aTeM nepexBaTbiBaeT obpalleHns onepaLOHHOWN
CUCTEMbI K 00beKkTaM 3apaxxeHns 1 BHeOPSEeTCS B HUX.
Pe3naeHTHble BUPYCbl HAXOAATCS B NaMSATU U ABMASIOTCA aKTUBHbIMY
BMMOTb [0 BbIKITIOYEHUSI KOMMbIOTEPA UK Nepes3arpys3ku
onepaLMoHHON cuctembl. HepeanaeHTHble BUPYChl HE 3apaxkatoT
NamMsaATb KOMMbIOTEPA U COXPAHAOT akTUBHOCTb OrpaHNYeHHoe
Bpemsl. Pe3angeHTHbIMM MOXXHO CYMTaTb MaKpO-BUPYChl, MOCKOMbKY
OHW MOCTOSIHHO NPUCYTCTBYIOT B MaMsATU KOMMNblOTEPA Ha BCE BPeEMS
paboTbl 3apaXxeHHOro peaakTopa.

Ncnonb3oBaHne CmMeJsi-asi2opuimmoe no3sorseT BMpycam
MNOMHOCTbLIO NN YaCTUYHO CKPbITb cebsi B cucteme. Hanbonee
pacrnpocTpaHeHHbIM CTENC-anropuTMOM SIBNSIETCA Nepexsar
3anpocoB OC Ha yTeHune/3annchb 3apaXeHHbIXx 0bbekToB. CTenc-
BUPYCbI MPpY 3TOM NMBO BPEMEHHO nevaTt nx, MMbo «NoacTaBnAKT»
BMECTO Cebd He3apaXeHHble y4acTKN MHoOpMaLUn.



OcobeHHOCTU anropnutma paboThl

CamowugposaHue U nosIuUMoOpPUYHOCMb
NCMOSIb3YIKOTCA MpPakTUYEeCKM BCeMW TunamMm BUPYCOB AOfNA TOro,
YTOObLI MaKkCuMMarbHO YCNOXHWUTL nNpoueaypy AeTEKTUPOBAHUS
BUpYyca. [Tonumopdmk-Bmpychl - aTO OOCTaToO4YHO
TPYyAHOOOHapYXUMble BUPYCbl, HE WMeEKLIMe curHatyp, T.e. He
cogep)awme HM  OOHOrO MOCTOAHHONO y4yactka kopga. B
bonbWKMHCTBE cnyvYaeB pABa obpasua oOOgHOrO UM TOro  Xe
nonimMmopduk-Bupyca He 0yayT MMEeTb HU OOHOro coBnafeHusi. ITO
OOCTUraeTca  WndgpoBaHMEM  OCHOBHOIO Tena Bupyca W
MoanPUKauMAaAMmM nporpamMmmbli-pacLlunpoBLLMKa.

PasnunyHble HecmaHdapmele rpueMbl 4acTo NCMNONb3YHTCH
B BUpYycax Anga Toro, 4tobbl Kak MOXHO rmybxe cnpaTtatb cebsi B
aape OC, 3aWnTUTL OT OOHAPYKEHUS CBOKO PE3NLAEHTHYIO KOMMUIO,
3aTpyaHUTb neyeHne ot Bupyca u T.4.



AECTPYKTUBHbBIE BOSMOXXHOCTMW
| 0e3BpeaHbIe HEOMACHbIE I
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[To AeCTPYKTUBHbLIM OCOOEHHOCTAM
BUPYCbl MOXHO pa3aeninTb Ha:

6e3epedHble, T.e. HAKAK He BRusOWKME Ha paboTy KommnbioTepa
(KpoMe yMeHblueHns cBOOOAHOM NaMsATU Ha AUCKe B pes3ynbraTe
CBOEro pacrnpocTpaHeHus);

HeornacHble, BNUSAHUE KOTOPbIX OrpaHMYMBaETCs YMEHbLUEHNEM
cBoOOgHOM NMamMATU Ha AUCKe U rpauyecknmMmn, 3BYKOBbIMU WU Mp.
adopekTamu;

oracHble eUupychbl, KOTOPbIE MOTYT NPUBECTU K CEPbE3HBLIM COOSIM B
paboTte KoMNbITEPA;

o4YeHb OfacHble, B anroputMax paboTbl KOTOPbIX 3aBegoMO
3ano)XeHbl npoueaypbl, KOTopble MOryT nNpUBECTU K noTepe
nporpamMm, YHUYTOXWUTb [JaHHble, CTepeTb Heobxoaumyto AOnis
paboTbl KOMMbioTEPA WHAOPMALMIO, 3arMUCaHHYI B CUCTEMHbIX
obnacTtax namsaATU, U gaxe, Kak rnacuT OaHa N3 HenpoBEpPEeHHbIX
KOMMNbIOTEPHbIX NereHn, crnocobcTBoBaTb ObICTPOMY  M3HOCY
OBVXKYLLUMXCA YacTell MexXaHM3MOB - BBOAUTb B Pe30HaHC W
pa3pyLLaTh roNoBKN HEKOTOPbIX TUMOB BUHYECTEPOB.



PU3KYyNbMUHYTKA

YnpaxHeHue nepBoe.

PE3KO 3aXXMYPUTb rMasa Ha 2-3 CeKyHAbl: U LUMPOKO
OTKPbITb HA 2-3 CeKyHAObl, NOBTOPUTL yNpaXXHeHune
10 pas.

YnpaxHeHue BTOpoOe:
YacTo-4acTo MopraTb rnasamum, nostoputb 10 pas.

YnpaxHeHue TpeThbe:

NOAHATL rfiasa BBeEPX, MPM 3TOM ronosa OCTaeTCcHd B O4HOM
NONOXEeHUN, 3agepxaTb B3rNA4g Ha 2-3 cekyHabl, 3aTem
OMNyCTUTbL f1la3a BHM3 N 3a4epKaTb B3rNga4 Ha 2-3 CeKyHAbl

%i'lOBTOpI/ITb ynpaxHeHue 10 pas .
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BUPYCOB




* [mobanbHasa ceTb Internet

* DNEKTPOHHAas rno4ta

 JlokanbHasa ceTb

» Komnbtotepbl «ObOLLEro Ha3Ha4YeHNA»

* [lnpaTtckoe nporpaMmmHoe obecrie4yeHme
* PEMOHTHbLIE CnyXObl

e CbeMHble HakonutTenu



|_|yTI/I NPOHNKHOBEHUNA BNPYCOB

[nobanbHas cetb IHTEpHeT

OCHOBHbIM NCTOYHUKOM BUPYCOB Ha
CErogHALWHNN AeHb ABMAETCS
rnobanbHasa ceTb Internet. BoamoxxHo
3apaxeHue 4Yepes cTpaHuubl
NHTepHeT BBMAOY HaNnyma Ha
CTpaHMLax BCEMUPHON NayTUHbI
Pa3NMYHOro «akTUBHOIO»
coaepXumoro: ckpmntoB, ActiveX-
KOMMNOHEHTbI, Java-annneToB. B aTom
cllyyae Ucnosb3yTca YA3BUMOCTU
nporpaMmMHoro obecrne4yenus,
YCTaHOBJIEHHOIO Ha KOMIMbOTEpPE
nonb3oBaTend, NMMbdo ya3BMMOCTU B
MO BnagenbLa canTa, a HUYEro He
nogo3peBatoLlne norb3oBartenn 3anasd
Ha TakOW CalT PUCKYIOT 3apa3snTb CBOWU
KOMMbIOTEP.




[1yT" NpOHNKHOBEHUSI BUPYCOB

ANEeKTPOHHaA no4yTta

----------

Cen4yac oguH 13 OCHOBHbIX KaHaNoB D e
pacnpocTpaHeHusi BupycoB. OBbIYHO BUPYCHI B - —
NMcbMax 3yIEKTPOHHOW NOYTbl MAaCKMPYHOTCSH Noa ~o
6e300maHbIE BITOXKEHUSA: KAPTUHKU, OKYMEHTHI, ‘
MY3bIKY, CCbIJTKM HA canuTbl. B HEKOTOpPLIX NMMCbMax
MOTYT coAepXaTbCHA AEUCTBUTENBHO TOSBKO
CCbIJIKMN, TO €CTb B CaMUX MMCbMaxX MOXET U He
ObITb BPEAOHOCHOIO KoAa, HO eCnu OTKPbITb
TaKyo CCbISIKY, TO MOXHO MonacTb Ha cneunansHo
co3faHHbIN BED-calnT, cogepKallmmn BUPYCHbIN
kKod. MHorne no4toBble BUPYChI, NOMNaB Ha
KOMNbIOTEP NOfb30BaTenNs, 3aTeM UCMNONb3YHT
afpPEeCHY0 KHUTY U3 YCTAHOBSIEHHbIX MOYTOBbIX
knneHToB TMNa Outlook ana pacceinku camoro
ceba ganbLue.

___] JaMeTKH
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[1yTN NPOHUKHOBEHNS BUPYCOB

INNokanbHbIE ceTn

TpeTnn NyTb «BObICTPOro 3apaKeHusa» —

nokanbHble ceTn. Ecnn He npuHNUMaTbL

HeobXoaMMBbIX Mep 3aLUUTbl, TO 3apaKeHHas

paboyasi cTaHUUSA NpU BXOOE B CETb 3apa)kaeT

OLWH UMW HECKOMNBLKO CIy>XebHbIX bansioB Ha

cepBepe

Ha cneayiouwmmn geHb nonb3oBaTenun npu Bxoae B

CETb 3anyckatoT 3apaXeHHble doaunsbl C cepsepa, U
BUPYC, TaKuMm obpasom, rnosy4yaeTt AoCTyn Ha

KOMMbKOTEPbLI I'IOJ'Ib3OBaTeJ'IeI7I. :
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[1yTN NPOHUKHOBEHNS BUPYCOB

[MepcoHanbHbIe KOMMNbLIOTEPbI «OOLLEro NoNbL30BaHUAY»

OnacHOCTb NPeaCcTaBnNsT TakKe KOMMbIOTEPDLI, YCTAHOBIEHHbIE B
y4eOHbIX 3aBeeHnAX. Ecnu oanH n3 yyalumxca npuHecC Ha CBOUX
HOCUTENSIX BUPYC U 3apa3sui Kakon-rimbo y4ebHbIM KOMIMbIOTEp, TO
o4YepenHylo «3apasy» nony4var U HOCUTENN BCEX OCTasTbHbIX
yyalimxcs, paboTtaroLmx Ha 3TOM KOMMbOTEpE.

To e OTHOCUTCS N K JOMALLHUM KOMMbOTEPaM, €CIN Ha HUX
paboTtaeT bonee ogHOro YernoBeka.

MupaTckoe nporpamMmmHoe obecrnevyeHune
HeneranbHble konnn nporpaMmmHoro obecne4yeHus,
Kak 3To ObINo Bceraa, SABNSATCS OAHOW U3
OCHOBHbIX «30H pucka».YacTto nupartckme

KOMUW Ha AaucKax coaepXkat darnnsbl,
3apa)keHHble caMbIiM/ pa3HOObpasHbIMK
TUNammn BUPYCOB.




[TyT” NPOHNKHOBEHNA BUPYCOB

PeMOHTHbIe CnyXObl

[locTatouHO peako, HO A0 CUX NMop BMOSIHE
pearnbHO 3apaXeHne KOMMNbTEPa BUPYCOM
Npu ero peEMoHTE UNn NPodPUNaKTUYECKOM
ocMoTpe. PEMOHTHUKKM — TOXe ntoaun, u
HEKOTOPbIM N3 HUX CBOMCTBEHHO
HanneBaTernbCkoe OTHOLWEHME K
3fieMeHTapHbIM npaBmam KOMMbTEPHO
Oe3onacHocTw.

CbeMHble HakonuTenu

B HacTosiwee Bpems O0sibLLIOe KOSIMYECTB
BUPYCOB PacrnpoCTpaHSETCs Yepes
CbEMHbIE HAKOMUTENMW, BKItoYas LMJPOBE
doTtoannapartsl, UMdpPoBbIE BUOEOKAMEPE
undposble nreepsbl (MP3-nneepobl),
COTOBbIe TeNedOHbI.







e 3allTa NoKanbHbIX CETEN
* lcnonb3oBaHue gmuctpubytmsHoro O
* Pe3epBHOE KONMpoBaHne nMHopmMaLlunn

* Vlcnonb3oBaHne aHTUBUPYCHbLIX
nporpamm

* He 3anyckatb Henpo-
BEPEHHbIE hannbl




AHTUBUPYCHbIE NporpamMmel




Kpurepuu BbIOOpa aHTUBUPYCHBIX
IporpamMmm

HagexHocTb 1 ygobCcTBO B
pa6OTe [Cxomrre B naGopoTopuio ﬂ

obHOBUTE aHTUBUPYCHI!
KayecTBO 0bHapyxeHUs
BUPYCOB

CyuiecTBoBaHME BEPCUU
noa Bce nonynspHble
nnatgopMbl

CKopoCTb paboThl

Hanunymne oononHUTEnNbHbIX
doyHKLUMN 1 BO3MOXKHOCTEWN




NMPOLIECC SAPAXEHWUA
BUPYCOM U JIEHMEHNA ®AUJIA

KoMnbloTepHbIN
BUpPYC

He3apaxeéHHas

nporpamMmma

3apaXeHHbIU KoMnbloTepHbIN
dann BUpPYC

AHTMBUpPYCHas
nporpamma

BbliNe4YeHHbIN
cdann




'[ AHTUBUPYCHbLIE NMPOIrPAMMDI }
CKAHEPDI CRC-CKAHEPbI
(darn, nonudvarn) (peBn3opb)

Srompomer
e

YHuBepcarnbHble
Pe3naeHTHbIe
Hepe3naeHTHble
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[IporpamMmmbl-geTeKkTophbl

[MpuHUMN padboThl
aHTUBUPYCHbIX
CKaHepoOB OCHOBaH Ha
npoBepke pannos,
CEKTOPOB U
CUCTEMHOWU NaMATU U
NoucKe B HUX
BUPYCOB




[lporpammbl-goKTOpPAa

[MpnHUKMN paboThl
aHTUBUPYCHbIX
CKaHepoOB OCHOBaH Ha
nposepke dpannos,
CEKTOPOB U
CUCTEMHOWU NaMATU U
NoucKe B HUX
BUPYCOB




[ lporpamMmbI-peBU3OPLI

[MpuHUMN nX paboTbl COCTOUT B
noacyeTe KOHTPOSIbHbIX CYMM AS15
NPUCYTCTBYIOLLMX Ha ONCKE
drannioB/CNCTEMHBIX CEKTOPOB. ITH
CYMMbI 3aTeM COXpaHATCA B Hase
OaHHbIX aHTUBMpPYCa, KakK, BNpoYeM, n
HekoTopas gpyrad nHopmaums:
ONVHbI bansnos, AaTbl X NOCNeaHEN
Moandoukaumm n T.4. MNpn
nocneaytowem 3anycke CRC-ckaHepbl
CBEPSAIOT AaHHble, coaepXalimecsd B
6ase gaHHbIX, C pearbHO
nogcyYnTaHHbIMM 3Ha4YeHNnaAMKU. Ecnn
NHopmauma o panne, sanncaHHas B
Oa3e gaHHbIX, HEe coBnaaaeT c
pearnbHbiMK 3Ha4YeHnamMmu, To CRC-
CKaHepbl CUrHaNU3npyT O TOM, YTO
doann 6611 N3SMEHEH UK 3apakeH
BUPYCOM.




[ lporpamMmmbI-QUNLTPLI

AHTNBUPYCHbIE BNMOKNPOBLLMKN
— 3TO pe3naeHTHble
nporpamMmmeil,
nepexsartbiBaloLne «BUPYCO-
onacHble» CUTyaunm u
cooOLatowme 0b aTom
nonb3oBartento. K «Bupyco-
onacHbLIM» OTHOCATCS Bbl30BbI
Ha OTKpbITME ONS 3annucu B
BbIMOSIHAEMble (pannbl, 3anmcb
B boot-cekTopa ANCKOB Unm
BUHYEeCTEpa, NOMNbITKA
nporpamm ocTtaTbCs
Pe3naeHTHO U T.4., TO eCTb
BbI30Bbl, KOTOPbIE XapaKTepPHbI
08 BUPYCOB B MOMEHTHI N3
Pa3MHOXeHUS.




[IporpamMmmbl-BaKUUHBI

UMMyHM3aToOpbI
OenAaATcA Ha ABa TUna:
UMMYHUN3aTOPbI,
coobLwarwme o
3apaXkeHuu, n
UMMYHUN3aTOPbI,
onokupyowme
3apaxeHne Kakum-nmobo
TUNOM Bupyca.
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€ ESET Smart Security

ESET Smart Securitv 4

Business Edition

g CocroAHne 3aLuThl ﬂ MakcumManbHaa cteneHb 3aLlnThl

O
;\

— v 3alKTa OT BUPYCOB U LUMMOHCKWX NPOrpamm
OB6HoBNEHKe R
O v [MepcoHanbHblit dpaliepeon

v Mogaynb 33LnTbl OT cNama

# Hactpoiika

@ Cnpaeka U NoaaepxKa Konunuecteo oBHapy»keHHbIX aTak: 0
Bepcua eupycHoi Basbl gaHHBIX CUrHATYp: 4798 (20100122)

Bua: 0BBIYHEIN pexkxum  VSMeHUTE.., we protect your digital worlds







B0O3MOKHOCTH IIPOrpaMMbI

AaTnBupyc Kacnepckoro

3almMTa OT BUPYCOB, TPOSHCKUX NPOrpaMm 1 YepBeEW;

3adllinTa OT WWIMMOHCKNX, PEKITaMHbIX U OPYInNX
NnoTeHUNAlIbHO OMNaCHbIX MPorpaMmMm,

npoBepka pannos, NOYTbl N UHTEPHET-TPAUKA B
pearibHOM BPEMEHMU;

NpoaKkTMBHAas 3allimTa OT HOBbIX U HEU3BECTHbIX
yrpos,

aHTMBUPYCHAas NpoOBeEPKa AaHHbIX Ha NOLIX TUNax
CbEMHbIX HOCUTENEW;

npoBepka n riedeHne apxmBnpoBaHHbIX dannos;

KOHTPOJSb BbINOSTHEHMST ONACHbLIX MAaKpOKOMaH/, B
nokymeHTax Microsoft Office;

cpeacTBa co3faHus gMcka aBapunHOro
BOCCTaHOBIEHUA CUCTEMBI.



e AnTueupyc Kacne pckoro 6.0 ana Windows Workstations

Kaspersky ]
Anti-Virus v HacTporika ? Cnpaska

‘ K 3awura . Cepsuc
- :
A AP AR A Mrhopraumn o nporpasme
Bepcua: 6.0.3.837
A Mersasvrrusu=sm s=innar s CpoyHoe oBHOBNEHHE: b.c.d.e
A U JaTta BbINyCKa CHrHaTyp: 17.12.2008 12:59:56
o ~mnle . KONMYECTEO CHrHATYP! 1468877
‘ M”_aﬂ Wopraun o cacTene
B OnepauroHHan Microsoft Windows XP Professional Service
/ CHCTEMA! Pack 3 (build 2600}
| ﬂ Mnurk runvrnr
A ‘ Mixhopmaums o rmeHsHm
L E—L-e BC Bnaaeneu: OYcpeanaa Ol 3 "ObpasoBaTentHed LEHTP" A
| B 1 MapTeiHOBa Onbra BnaavMMpoBHa
(OfHOBNEHME Poccha
np-T FarapuHa ¥
Danne JaHHBIX Homep: 0B2C-0003F4-03CAZ2F7
- Tuvn: KoMMep4eckan Ha 89 KOMNeHTEepOoB
ABAPHHHBIA AMCK AlaTa OKOHYaHHA: 03.01.2011 2:59:59

Moaaepuka

kaspersky.ru viruslist.ru







nhaBa 28

«llpecmynneHusi 8 cghepe
KOMMNbrOMepHoOU UHopmMayuu»

YronoBHOro Kogekca
Poccunckon ®epgepauunm

Ctatbsa 273



Crtatbga 273 rnacwur:

«Co30aHue rpoepamm 0nsg IBM unu eHeceHue usmeHeHUU 8
cywecmesyrouue rnpoepamMmmel, 3a8e00MO rnpuBOOSWUX K
HecaHKUUOHUPOBAHHOMY YHUYMOXEHUI, bBITOKUpOB8aHU!o,
Moougbukayuu nubo KorupoeaHuro UHghopmayuu, HapyweHUr
pabombl 3BM, cucmembl 9BM unu ux cemu, a pagHo
ucronib3oeaHue nubo pacripocmpaHeHUe makux rpoepamm, umnu
MalWUHHbIX Hocumerseu ¢ makumu rpoapammamu, —
HaKa3sblearomcs riuweHuem ceobookl Ha CpOK 00 mpex siem co
wmpagom 8 pasmepe om dgyxcom 00 rnamucom MUHUMaIbHbIX
pa3smepos orniambsl mpyoa, 8 pasmepe 3apabomHou rnamsl, Unu
UHO20 doxo0a OCyXOeHHO020 3a nepuod om 08yx G0 NAMU Mecsues.

To xxe OesiHue, rosreKkwee rno HeoCMOPOXKXKHOCMU MSKKUE
rnocrnedcmeusi, — Hakasblgaemcs riuweHuem ceoboObl Ha CPOK om
mpex 00 cemu riemy.



Ucnonb3ysa BbINUCKY u3 rnaebl 28 «[lpectynneHusa B cdepe
KOMNbOTEPHOU uUHGopmaumn» YronoBHoro Kopgekca Poccumuckoun
depepauun oOTBeTbTe Ha cneaywwunm Bonpoc: «MoXxHO nu
KBanuduuupoBaTtb AeUCTBUA nNuua (rpynnbl N1u) B ONMCaHHOU CUTyauuun
KaKk npoTtuBonpaBHblie?» OTBeT HeobxoAMMO o0OOCHOBaTb, YKa3aB
COOTBETCTBYHLNA HOPMAaTUBHbIA OOKYMEHT, €ro CTaTbi MYHKT CTaTbMW.

3apava 1.

[1. ['l. AHQpeeB, cOTpyaHMK ogHoro n3 goununanos NT-
baHka, BHeapwus B KOMMbOTEPHYO DAHKOBCKYO CUCTEMY
BUPYC, YHUUTOXMBLLUNIN UCNONHAEMble dpannbl (doanrsbl C
pacluMpeHnem .exe). B pesynerate BHEQPEHUA ITOrO
Bupyca obino yHn4ToXXeHO 40% OaHKOBCKUX
NporpaMmMHbIX NPUINOXEHNIN, YTO MPUHECSIO DaHKY
MaTepuanbHbIn yulepb B pasmepe 750 000 pybnen.



Ucnonb3ya BbINUCKY w3 rnaBbl 28 «[llpectynneHunsa B cdepe
KOMNbOTEPHOU UHpopmaumn» YronoBHoro Kopgekca Poccuuckom
dPepepaumm oTBeTbTe Ha cneaywwunm Bonpoc: «MoxHo num
KBanuduuupoBaTtb AeUCTBUA nuua (rpynnbl nMu) B ONMCaHHOW CUTYyaLuu
KaKk npoTtuBonpaBHble?» OTBeT Heob6XxoaAMMO OOOCHOBaTb, YKa3aB
COOTBETCTBYHOLWMUN HOPMATUBHbIN OOKYMEHT, ero CTtaTbi MYHKT CTaTbM.

3aaava 2.

byoet nu yooBneTBopeH UCK koMmnaHum «MHTepmeana» o
NPUBIEYEHNN K YrONOBHOW OTBETCTBEHHOCTU
rpaxagaHuHa P. 1. Cu3oBa u Beinnate num oupme
OEHEXHOW KOMNeHcaumn, ecnm oH BHeOpWn B
KOMIMbIOTEPHYO CETb KOMMNAaHUM nporpamMmy, 4eNCcTeue
KOTOPOU 3aKITIHOYAETCs B YHUYTOXEHNN NCMOMHSAEMBbIX
doanrnos B Kakon-NnMboO KOMMbIOTEPHON CETU?
OyYyHKUMOHMPOBaHME AAaHHOW NporpamMmMbl NPUHECNO
YyObITKM pasHbIM OpraHM3aunsm Ha oOLLyH0 CyMMYy

670 000 pybnen.



CPEACTBA 3ALUUTDI
 MEPCOHAIIbHOW UHOOPMALIMK |

aHmueupycHbIe rnpo2pamMmabli \

6paHOMay3pbl unu ¢haupeorsibl I




Oyaxknuu panupBoJia

* MHPOPMUPYET Nosib3oBaTeNA O NOMbITKaX
N3BHE NONY4YnTb HECAHKLUMOHUPOBAHHbIN
OOCTYN K pecypcam JaHHOro KoMnbloTepa, a
Takke BroKMpyeT 3Th NOMbITKY;

* NpegoTBpallaeT NonbITKA
HeCaHKUMOHNPOBAHHO NepeaaTh B CETb
MHJOOPMaLMIO C BalLero KoMmnbloTepa
(XnLweHne naponen n KoHpunaeHUmanbLHoOu
MHdoopmauun);

* OTCNEeXMBaeT Nobble UBMEHEHNSA B pasMepax
BbIMONHAEMbIX pansrioB, KOTOPblE MOryT ObITb
CBUOETENbCTBOM 3apaXXeHnUa BUPYCOM,;

* ONIOKMPYET peKraMHble OKHA Ha
MHTEPHETOBCKNX CanTax;



Oyaxknuu panupBoJia

npeaynpexaaeT, Korga ogHa nporpamma
NbITAeTCA 3anyCTUTb APYryko nporpammy (310
TOXE MOXET ObITb crneacTemem pabdoTbl BUpyca);

3adKpbiBaA€T OT BO3MO>XHOIO AOCTYIa
onpeanerieHHble ceTeBble MOPTbl KOMIMbHOTEPA,

npenynpexagaeT O Tak Ha3biBAEMOM
CKaHMPOBaHMK NOPTOB BaLLEro KOMMNbOTEPA, TakK
KakK 9TO MOXET ObITb NPeABECTHNUKOM XaKEePCKOM
aTaKku;

BroKnpyeT BbINONHEHNE Pa3NUYHbIX LUMMOHCKUX
nporpamm;

npenoTBpaLlaeT AEeCTPYKTUBHbIE OENCTBUS
TPOSAHCKMX NPOrpamMm.



I1lyTu MpOHUKHOBEHUA
PEKJIAMHBIX IIIIHOHOB

e cKaymBaHue becnnaTtHoro NporpamMmmMHoOro
obecnevyeHus;

* BUPYCbl N TPOSIHBI;
* CaiTbl COMHUTENBbHOIO coaepXaHus.



N3 npeanoxeHHoro cnucka ybepmnte TepMuHbl, He
OTHOCSLLIMECS K aHTUBUPYCHbBIM MporpamMmam:

* NEeTEeKTopbI

e Aokrtopa (dparn)

°* peBU30pbLI

°* MHTepnpeTaTopbl

°* peBU30pbLI

e oUNbLTPLI

e ApanBepbl

* BaKUuMHbl (MMMYHN3aTOPbI)



NMAMATKA
60e3onacHOCTU ONA nNonb3oBaTens
AOMaLLHero KomnbloTepa

OrpaHnunTb U3NYEeCKN OOCTYM K KOMMbIOTEPY,
YCTaHOBWUTb Maposib Ha BXOL B CUCTEMY U OTKIIHOYATb
goctyn B VIHTepHET, Koraa OH He HYXeH;

nognmcaTbCa Ha MHPOPMAaLMOHHbIE DIONNEeTEHN
Microsoft n perynsapHo obHOBNATE ONepaLNOHHYIO
CUCTEMY;

OTKINKOYNTb BCE HEUCTOJIb3yEMbIE CJ'Iy)K6bI N 3aKpPbITb
NOPTbl, Hepe3 KOTOPbIE MOTYT OCYLLECTBINATbLCA aTaku,

TLWATENbHO HACTPOUTb BCE NMporpammbl, paboTarolimne ¢
HTepHeT, HaunHasa ¢ bpay3epa — Hanpumep, 3anpeTnTb
ncrnonb3oBaHue Java un ActiveX;

YCTaHOBUTb M OOHOBNATbL aHTUBUPYCHYIO NPOrpamMmy;



NMAMATKA
60e3onacHOCTU ONA nNonb3oBaTens
AOMaLLHero KomnbloTepa

ncnornb3oBaTb bpaHaMayap, XoTs Obl BCTPOEHHbIA B CUCTEMY, U
BHMMAaTENbHO aHaNM3npPoBaTb €ro COOOLLIEHNS U TOTU;

KpanHe akkypaTHO paboTaTb C NOYTON, a Takke nporpaMmmamMun ang
obmeHa coobueHnamMun n padoTbl ¢ hanfTioobMeHHbIMU CETAMMU,
Hanpumep, crieayeT OTKIIYUTL ucnonb3osaHme HTML B
NPUHUMAEMbIX NMUCbMaXx;

HUKorga He 3anyckaTb MporpamMmmMbl COMHUTENBHOMO NMPOUCXOXOEHUS,
OaXke NoryyYeHHble U3 3acny>XMBatoL X AOBEPUSA NCTOYHNKOB,
Hanpumep, U3 NPUCIIaHHOIo APYromM NMCbMa;

HN NMPU KakKuX yCIoBUAX HE MnepenaBsartb Mno TeJ'IerOHy UJIN MO rno4Te
CBOU nepcoHalribHble AaHHbIE, 0CcobeHHO Naporin,

peryJiapHo co3faBaTtb pe3epBHble KON KPUTUYECKNX AaHHbIX.

Bnadumup Kamanos,
ucronHumerbHbIU OUPEKMop KoMnaHuu «3rikomcogpm
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Bonpockl N0 ropnU3oHTanum:

1.AHTMBMPYCHAas Nporpamma, NpuHUMn paboTbl KOTOPOU
OCHOBaH Ha NpoBepKe Paunnos, 3arpy304HbIX CEKTOPOB
OVCKOB N onepaTtuBHOM NaMATU B MOUCKE B HUX
N3BECTHbLIX N HOBbIX BUPYCOB.

3.YTnnurta gnsi co3gaHns HOBbIX KOMIMbIOTEPHbLIX BUPYCOB.
5.Hayka, oT koTopon npuLlno Ha3BaHue "Bupyc".

/. Bupycobl, nopaxatowmne gokymeHtol MS Office,
OCHOBaHHbIE€ Ha UCNONb30BaHNN MaKPOKOMAaHI.

10.MMNporpamma, crnocobHasi K caMmopasMHOXEHMUIO.

13. Bupychbl, He nsmeHsawuwme dannsl, HO co3garlime ans
.EXE dannos .COM dannbl C TEM XE UMEHEM.

16.MyTauns smpycos.
17 .AHTMBMPYCHaA nporpamma, To e 4YTo 1 nonudar.



Bonpockl N0 BepTUKanu:

1.B|/|pyc, npeanpunHnmMarowine creunalsibHble Mepbl And 3atpyaHeHnd nx nomcka m
aHalnunaa, He cogepxat HM OQHOro NnoCToAHHONo y4acTtka Koada.

2.[Mporpamma NpoTmMB BUPYCOB.
4.04HO0 13 rnaBHbIX CBOMCTB BUPYCOB, CMOCOBHOCTL K co3aaHmnio cebe nogobHbIX.

6....-4epBun. Bupychbl, pacnpocTpaHsloLmecs B CETU BO BIOXEHHbIX dpannax B no4ToBoe
cooOLLeHme.

8.AHTVIBI/1pyC, yen npmnHUKUN p860TbI OCHOBaH Ha noagc4yeTe KOHTPOJIbHbIX CYMM AJ14
NMPUCYTCTBYHOLLNX Ha ANCKE C*)&WIJ'IOB.

9.Bupyc-"HeBngmmka".

11.Pe3angeHTHO HaxoadaLwascs B onepaTtnBHOM NnamaTy yTunmTa, Kotopasi no3sBonseT
BbIABNATb «N0403pUTENBbHbIE» AENCTBUA NOMb30BaTENLCKNX NporpaMmm, a npu
oBOHapyXeHUn «Nogo3puTeENbLHON» PyHKUMM NGO BbiAAET Ha 3KpaH CoobLLEeHME,
nnoo BroKMpyeT BbINOSTHEHME NepexBavyeHHOW pyHKunK, NMbo cosepLuaeT apyrue
crneymanbHble OEeNCTBUS.

12.BngonsmeHeHne supyca.
14. TpOAHCKUK-...
15. "NNevawmn" aHtTmBupyc.
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PU3KYyNbMUHYTKA

YnpaxHeHwue 1.
BoinonHaeTtca cuas. beicTpo moprath B TedeHue 30 cek.

YnpaxHeHue 2.

BbinonHaeTcs ctod. CMOTpeTb BAArb NpaMo nepen codoun
2-3 C, NOCTaBUTb Nariey pyku no cpeaHen NMHumM nuua Ha
pacctosagHnn 25-30 cm OT rnas, NnepeBecTu B3rNsa4 Ha
KOHEL, nanbLa U CMOTPETb Ha Hero 3-5 ¢, onyCTUTb PYKY.
[loBTOPUTL S pas.

<y

YnpaxHeHue 3.
PactepeTb HapyXHble U BHYTPEHHME NOBEPXHOCTU
nagoHeun 0o owyueHnsa Tenna.
YnpaxHeHue 4.

KMCTn nocTeneHHo CXXnumaTtb B Kynaku, BCe Kpenye n Kkpenye
Ha cyeT 1-6. BCTpsAXHYTb KUCTSIMU, paccnabutbecsa Ha
cyeTt 7-9.



CITACHB0
30 GHILNAHIE



ABTOp npeseHTauumn aBnseTca
YY4aCTHMKOM KOHKYypcCa KOMMNbIOTEPHbIX
npes3eHTaunn NnpoBoANMOro Ha canTe

«VIHdopmMaTuKka B LLIKONEY
www.inf/77.narod.ru
NpPW CMOHCOPCTBE M3gaTenbCKoro goma
«lnTtep»




