TpodaHCKMe nporpamMmmsl
N 3almMTa OT HUX



TPOAHCKUE NMPOIrPAMMBI

TposiHckasa nporpamma, TposiHewl (OT aHrn. trojan) — BpeaoHOCHas
nporpamMmma, KoTopas BbIMNOSTHAET HECAHKLMOHNPOBAHHYIO MNosSib30BaTeENeM
nepegavy ynpasrneHns KOMNbLIOTEPOM yaaneHHOMY Nosib30BaTernto, a
Takke OENCTBUSA MO yaaneHuo, mogudukaumm, cbopy 1 nepecoisike
NHopmMmauun TPETbLUM NLIAM.

TposiHcKkue
nporpamMmbl 0ObIYHO
NPOHUKAKOT Ha
KOMMbIOTEP KaK
CeTeBble YepBYU, a
pasnuyarTcs
Mexay cobon no
TeM OENCTBUAM,
KOTOPblE OHU
NpPOn3BOAAT Ha
3apake€HHOM
KOMMblOTEPE.




TPOAHCKUE NMPOIrPAMMBI
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KonnyectBo obHapyxmBaembix aHanutukamm "flabopatopum Kacnepckoro"
HOBbIX "TPOAHCKMX" MporpaMmm



TPOAHCKUE YTUINMNWTbI YOANEHHOIO ADMUHUCTPUPOBAHUA

YTUNUTbI CKPbITOro YNpaBneHnsa No3BONsSOT NPUHMUMATh NN OTCbINaTtb
dannbl, 3anyckaTb U YHUHTOXaTb UX, BbIBOAUTb COODLLEHMS, CTMpaTh
NHOpMaLMIO, Nepes3arpykaTb KOMMNbIOTEP U T. A.

[1pu 3anycke TposHeL,
yCcTaHaBnmBaeT cebs B
cucTemMe n 3aTem
creauT 3a HeW, npu
9TOM MNOfb30BaTeNo He
BblJaeTCA HUKaKMNX
coobLeHun o
OENCTBUSX TPOSHCKOM
nporpamMmmbl B CUCTEME.

B 2003 roay wmnpokoe pacrnpocTpaHeHne nonyyusra TposaHckada nporpamma Backdoor.Win32.
BO, KoTopas ocyLlecTBNsAeT creayowme JENCTBUS:
* BbICbIJTAET MMEHa KOMMbOTepa, Nosfib3oBaTens n MHGQopMaLmio O CUCTEME: TUM npoLeccopa,
pasmep namaTu, BEPCUI0 CUCTEMBI, MHpOpMaLUMo 00 yCTaHOBMNEHHbIX YCTPOMUCTBAX;
* NocbINIaeT/NPUHUMAaET, YHUYTOXAET, KONMUPYET, NepenMeHOBbLIBAET, UCNOSTHAET Jtobon danr;
* OTKIOYAET nonb3oBaTesisi OT CETY;
* «3aBeLUMBaET» KOMMbIOTEP;

* YyuTaet unu moanduunpyeT CUCTEMHbLIN peecTp.



TPOAHCKUE NPOIPAMMBI, BOPYROLLULME MHO®OPMALIUIKO

TposiHCKMe nporpammbl BOpyoLWmMe MHpopMaLmio, Npu 3anycke Uyt
dannbl, XpaHsLme KoHUAeHUNanbHy NHpopmMaLuo o rnosib3oBarersie
(baHKOBCKME PEKBU3UTDI, Naponn goctyna K IHTepHeTy 1 Ap.) n oTcbiiaoT
ee Mo yKasaHHOMY B Ko[e TPOSAHLIA 9fIEKTPOHHOMY aZipecy unuv agpecam.

TposiHUbI AaHHOro TUMNa Takke coobLatoT
NHGOPMaLINIO O 3apaKeHHOM KOMMbloTepe (pasmep
namMsaT U AUCKOBOIO NMPOCTPaHCTBa, BEPCUIO
ornepaunoHHon cuctemsl, IP-agpec n 1. n.).

HekoTopble TPOsiHLbI BOPYHOT PErMCTPaLIMOHHYHO
NHOPMaLINIO K NPOrpaMmMHOMY 0BecrneyYeHmio.



TPOAHCKUE MNMPOIrPAMMbBI -
UHCTAINATOPbI BPEOOHOCHbIX MPOIMPAMM

TposiHCKMe nporpaMmmbl 3TOrO Knacca CKPbITHO MHCTaNUPYOT
Apyrne BpeaoHOCHbIE NPorpamMm U UCNONb3YTCA AN
«MNOACOBbIBAHNA» Ha KOMMbIOTEP-XEPTBY BUPYCOB UMW APYTrnX
TPOSAHCKMX MpOrpamm.

3arpy>xeHHbole 6e3
BegoMa Nosib3oBaTers
n3 NIHTepHeta
nporpamMmmbl NMbo
3anyckarTcs Ha
BbINOSIHEHUE, NUBO
BKITHO4AKOTCS TPOSIHUEM B
aBTO3arpysky
onepaunoHHON CUCTEMDI.




TPOAHCKUE NMPOIMPAMMbI - LLUMAOHDI

[1aHHbIe TPOSIHLLI OCYLLECTBMAKT 3MIEKTPOHHbIN LLUMMOHAX 3a
Nnonb3oBaTesfieM 3apaeHHOro KoOMnblTeEpPaA: BBOAMMASA C
KnaBuaTtypbl MHOpMaLUs, CHAMKN 3KpaHa, CMUCOK aKTUBHbIX
NPUNOXEHUN N OEUCTBUA NONb30BaTeNA C HUMW COXPaHAOTCS B
KakoM-nnbo dhanne Ha AUCKE U NMepPUognNYECKN OTNPaBnstoTCS
3NOYMbILLUIEHHUKY.

] ,{? TpodaHCKMe nporpammbl 3TOro TUna 4acTto
’> NCMNOSb3YTCSA AN KpaXn nHpopmauymmn
A nonb3oBaTenen pasfimdHbIX CUCTEM OHITaNHOBbIX
nnarexxem n 6aHKOBCKUX CUCTEM.

TposiHCcKMe nporpaMmbl YacTO U3MEHSIIOT 3anucu
CMCTEMHOrO peecTtpa onepaLmoHHON CUCTEMBI,
NO3TOMY ANS UX yaaneHust Heobxoanmo B TOM Yucne
BOCCTaAHOBIEHNE CUCTEMHOIO peecTpa.




KOMMNbIOTEPHbLIU NMPAKTUKYM

3awmTa OT TPOAHCKUX NnporpamMm

3adaHue. C nomouwibro rnpoespammel eoccmaHosrieHusi cucmemsi CCleaner

ucripasumab owubku cucmemHo20 peecmpa.

£ piriform CCleaner
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