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N
UHopmaumnoHHON 6e30naCcHOCTbLIO Ha3biBaKOT

KOMMMNEKC OpraHn3aLMOHHbIX, TEXHUYECKUX U
TEXHONOrMYecknx Mep no 3awmTte nHdopmaumm oT
HeaBTOPM30BaHHOIO AOCTYyna, pa3pyLleHus,

MoandomKaLum, packpbiTUS N 3aJepXKek B AOCTYNE.



NHdopmaunoHHas 6e30nacHOCTb OAa€T rapaHTUIo TOro, YTo
OOCTUralTCAa criegyroline uenu:

KOH¢hudeHyuasibHOoCcmb NMHGOPMaLMN (CBONCTBO
MHJOPMaLMOHHbLIX pecypcoB, B TOM Yncne MHopmauun,
CBA3a@HHOE C TEM, YTO OHM He CTaHYyT OOCTYMNHLIMU N He
ByayT packpbITbl ANt HEYNOSTHOMOYEHHbIX NNLL);
yesiocCmHocmb MHOPMAaLKUN N CBA3AHHbLIX C HEW
npoueccoB (HEUM3MEHHOCTb MHJOpMaLKnK B npoLecce ee
nepegayn nnun XxpaHeHus);

docmyrnHocmsb NHOPMaLKMKN, KOraa OHa Hy>Ha (CBOMUCTBO
MHJOPMaLMOHHbLIX pecypcoB, B TOM Yncne MHopmauun,
onpegenstoLliee BO3MOXHOCTb UX NOSyYeHUS U
NCNONbL30BaHUSA NO TPEDOBAHUIO YMNOMTHOMOYEHHbIX JTNLL);
y4yem BCeX NPOLECCOB, CBA3aHHbIX C MHOPMaLUEN.
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ObecneyeHne 6e3onacHOCTMU
WHOPMaLMKN CKNaabIBAETCS
N3 TpeEX COCTaBMNAOLWMX:

sKOHOMaeHumanosHoCTN,
sLlenocTtHocTn,
s[lOCTYyNHOCTW.

TouKamM MpANoXeHIs MPOLIEcEa

3awmTbl MHOpPMaUnK
K MHpOopMaLIMOHHOWN
CUCTeME ABMAKTCA:

mannapaTHoe obecneveHue,
sfiporpaMmmMHoe obecnevyeHne

m0becneveHune
CBSA3UN (KOMMYHUKaLNK).

Camu npoueaypbl(MexaHU3mbl)
3almThl pa3genarTcs Ha

=3aLLUNTY PUINYECKOTO YPOBHS,
=3aLUMTYy NepcoHana
=OPraHM3aLUNOHHbIN YPOBEHb.
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Yrpo3a 6e30nacHOCTU KOMMNbLIOTEPHON CUCTEMBI - 3TO
NOTEHUMArIbHO BO3MOXXHOE NpoucLLecTBme (NpegHamMepeHHoe nnu

HeT), KOTOPOe MOXET OKasaTb HexernaTeribHoe BO34enNCTBUe Ha camy
CUCTEMY, a TaKke Ha MH(oPMaLMIO, XPaHALLYIOCH B HEW.

AHanms yrpos npoBefeHHbIX areHTCTBOM HaLMoHarnbHOM accounaumen
nHdopmaumoHHon 6esonacHocTtn (National Computer Security
Association) B CLLUA BbissBUN crieqyrowyo CTaTUCTUKY:

OcHOBHble MH(POPMALMOHHbIE YrPOo3bl

M cbon obopynoBaHua
8%

M HeymMenble Unn HenpaBulibHblE
AencTBns nepcoHarna

-IBpeanTenbcKkune nencTBns
CODOCTBEHHbIX COTpPYOHMKOB

L BHelWwHWe aTtaku no cetn (UHTepHeT)

M BO3OencTBMNeE KOMIMbOTEPHbLIX BUPYCOB



Buabl THOpMaLUUMOHHbLIX YIrpo3

WHdopmaloHHbIE

Yrpo3bi

TexHonorn4yeckmne

dusnyeckmne

[IporpammMHbIe
(normnyeckue)

OpraﬂmaauMOHwa .

BosaencrBue Ha
nepcoHarn

YeroBex

JoKanbHBLIN HapyILINT el

YaaneHHbIM HapyLINTesb

NepPCcoHall

HencTBus
rnepcoHana

NepcoHan

HeymbllineHHbIE AencTBIS
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NMonutnka 6e30nMacHOCTU - 3TO KOMMIEKC MeP N aKTUBHbIX

OEVUCTBUW NO ynpaBfieHUo N COBEPLLEHCTBOBAHUIO CUCTEM
N TEXHONOrMm 6e3onacHoOCTM.

3akoHogaTernbHbIN
YPOBEHb

AOMUHNCTPaATUBHbLIN
YPOBEHb

NMpouenypHbIN YPOBEHDb

@ @ . .‘ ,, RARA L [ @ :‘

TeXHU4YEeCKUN YPOBEHb
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OpraHusaunoHHas 3almTa

= OPp2aHu3ayusi pexuma U oxXpaHbil.

m Op2aHu3ayusi pabomsbi c compydHukamu (Noabop 1 paccTaHoBKA
nepcoHana, BKro4Yasd 03HaKOMIIEHNE C COTPYAHUKAMM, UX N3YyYeHMne,
obyyeHune npaBunam paboTbl C KOHPMOEHUNANBHON MHGOPMaLKEN,
O3HaKOMJ1IEHNE C MepaMyn OTBETCTBEHHOCTU 3a HApPYyLUEHNE NPaBUIT
3awmTbl MHopmMauum n ap.)

s Op2aHu3ayusi pabomsbi ¢ O0OKyMeHmamu 1 JOKYMEHTUPOBAHHOM
nHopmaumen (paspaboTka, UCNONb3oBaHUE, YYET, UCMONHEHME,
BO3BpaT, XpaHEeHNE N YHUUYTOXEHNE OJOKYMEHTOB U HOCUTENEN
KoH(uaeHuuansHou nHopmauymmn)

s Op2aHu3ayusi uUcroJsib308aHuUsi mexHuU4YecKux cpedcme coopa,
00paboTKM, HAKOMNEHUS N XpaHEHNA KOHUOEHUNANBLHON
nHpopmauuu;

m Ope2aHu3ayusi pabomsbl No aHaau3y HYMpPEHHUX U 8HEeWHUX y2po3
KOHUAeHUnansHom nHdopmaummn n BeipaboTke mep No obecneyeHuto
ee 3aluThl;

= Op2aHu3ayus pabomsi no npoeedeHUD cucmeMamu4ecKo20
KoHmMpoJiss 3a pabomol nepcoHasia ¢ KoHdUaeHLUNanbHON
NHopMaLIMen, NOPSAKOM y4eTa, XPaHEHUSI U YHUYTOXEHUS
[OKYMEHTOB U TEXHUYECKNX HOCUTENEN.
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TexHn4yeckme cpeacrtea 3alUUThI

MHpOPMaLIUN

[1na sawmnTbl nepumeTpa MHdopmMaLUMoOHHOWU CUCTEMDI
co3gatoTcs:

=CUCTEMbI OXPaHHOW U NOXapPHOW CUrHanmM3auuu,
=CUCTEMBI LIMPPOBOro BUAEO HabnoaeHns;
mCUCTEMbI KOHTPONA U ynpasneHna goctynom (CKYL).

3awmTa nHdopmauum oT ee YTe4KN TEXHNYECKMMIN KaHanamm
CBS13K 0becnevmBaeTcs crneaywmmMmm cpeacteamm u
MEepPONPUATUAMMN:

=/ICMONb30BaHNEM SKPaAHMPOBAHHOIO Kabensa u npoknaaka
NPoBOAOB 1 Kabernen B 3KpaHNPOBaHHbIX KOHCTPYKLUUSX;

mYCTAHOBKOM HA NUHUAX CBA3WN BbICOKOYACTOTHbLIX OUNLTPOB;
aMNOCTPOEHME IKPAHNPOBAHHbLIX MOMELLEHUN («KarCys»);
=/ICMOJIb30BaHNE SKpaHMPOBAHHOIO 000PYaOBaAHUS;
myCTAaHOBKA aKTUBHbIX CUCTEM 3aLUyMJIEHUS;

=CO3[aHNE KOHTPONIMPYEMbIX 30H.
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AnnapaTHble cpeacTea 3alUThbl

MHJPOPMaLINK

= CneumanbHbie permcTpbl AN XpaHeHUs PEKBU3UTOB 3aLLUTbI:
naponemn, naeHTUULMPYIOLLNX KOOO0B, rpUdOB U YPOBHEN
CEKPETHOCTU;

= YCTpOWCTBaA U3MEPEHUS HANBUAYATbHbBIX XapakTepUCTUK
Yyenoseka (rorioca, oTne4YyaTkoB) C Lerbio ero naeHTuduKauum;

= Cxewmbl npepbiBaHUs nepegadn nHbopmauum B NMUHUN CBSA3U C
Lienblo NepmoanyecKkon NpoBepKn aapeca Bblaadun JaHHbIX.

= YCTpoucTBa 4na wudposaHUa MHOOpMaL K
(Kpuntorpaduyeckne MeToabl).

s Cucrembl becnepebonHOro NnMTaHuA:
cTouHUKN 6ecnepedbomnHoro nMTaHus;
PesepBunpoBaHne HarpysKku;
[eHepaTopbl HANPsSXXeHUs.
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[ lporpaMmmHbIe cpeacTBa

3aLlUTbl MHQOPMAaLIUA

s Cpencrea 3awmtbl OT HeCaHKUMOHUpoBaHHoro agoctyna (HCL):
Cpeqnctea aBTOpM3aLum;
MaHpaTHoe ynpaBneHme OoCTYNnoM;
N3bupaTenbHoe ynpasrneHme goCTynow;
YnpaeneHue JOCTYyNOM Ha OCHOBE pornewu;
XKypHanupoBaHue (Tak e HasblBaeTcs AyauT).

s  Cucrtembl aHanmMaa n MogenmMpoBaHUa MHPOPMALIMOHHBLIX MOTOKOB

(CASE-cuctemsl).

s  CUCTEMbI MOHUTOPUHIa CETEN:
CucTtembl 0OHapyxeHna 1 npegoTepaweHns sBTopxxeHuin (IDS/IPS).
CuctemMbl NpeaoTBpaLLEHUs yTedek KoOHuaeHUnanbHoOM NHdopmMaumm
(DLP-cuctemsl).

= AHanusatopbl NPOTOKOMOB.

=  AHTMBUpPYCHbIE CpeacTBa.



[ lporpaMmmHbIe cpeacTBa
3aLlUTbl MHQOPMAaLIUA

MexxceTeBble 3KpaHbl.
KpunTtorpadunyeckme cpeacraa.
LLindpposaHue;
Lindpposasa nognuce.
Cuctembl pe3epBHOro KONMpoBaHuUs.
Cuctembl ayTeHTUOUKaLNN:
[Mapornb;
Kntou goctyna (donandeckmin nnn anekTpoHHbIN);
Ceptudukar;
BuomeTtpus.
HCTpyMeHTanbHble cpeacTBa aHanm3a cMctemM 3allnThl:
MOHNTOPMHIOBbLIN NPOrpaMMHbIN MPOAYKT.
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BI/I,EI,I:I AHTUBUPYCHbIX NMPOI'PAMM

[eTeKkTopbl NO3BONAKT OOHapYXuBaTb (Pansibl, 3apaXXeHHble OAHUM U3
HECKOMNbKMX M3BECTHbIX BUPYCOB. HEKOTOPbIE NPOrpaMMbl-A4ETEKTOPbI TaKKe
BbINONHAOT 3BPUCTUYECKMIN aHann3 oannoB U CUCTEMHbIX 0bnacTen
OWCKOB, YTO YacTo (HO OTHIOAb HE BCerga) no3pondeTr obHapyXmBaTb
HOBblE€, HE U3BECTHbIE NpOorpaMmmMe-aeTEKTOPY, BUPYCHI.

s PuUNLTPLI - 3TO pe3naeHTHbIE NPOorpamMMbl, KOTOPbIE ONOBELLLAT
nonb3oBaTens 0 BCexX NonbITKax Kakon-nmbo nporpamMmbl 3anncaTbcs Ha
OUCK, a YK TeM bonee oTchopmMaTMpoBaTh €ro, a Takke 0 ApYrux
NOA03PUTENBbHbLIX AENCTBUSIX.

s [lporpammebl-gokTopa unu darn He TONbKO HaXoO4AT 3apakeHHble BUpycamm
doannel, HO N «JledaT» Ux, T.€e. yaanswT 13 panna Teno nporpaMmmol-BMmpyca,
BO3BpaLlas hansbl B ICXOOQHOE COCTOSIHUE.

s PeBu30pbLl 3aNOMMHAKOT CBEAEHUS O COCTOAHMN PannoB U CUCTEMHbIX
obnacTen QUCKOB, a NpY NocreayrLmuxX 3anyckax — CpaBHUBAKT UX
COCTOSIHME UCXoaHbIM. [pn BbIABIIEHMN HECOOTBETCTBUIA 06 3TOM
coobLuaeTca nonb3oBaTento.

s CTOopoxa unu unsTpbl pacrnonararTcs pe3snaeHTHO B ornepaTuBHOMN
NamMsaT KOMNbKOTEPA U NPOBEPSAIOT HA HanNU4ne BUPYCoB 3anycKkaemble
doannbl n BctaBnsiemble USB-HakonuTtenu.

= [lporpammbi-BakLIMHbI UM UMMYHMU3ATOPbl MOAMMULIMPYIOT NPOorpamMMbl 1
OVCKN Taknm o0Opa3oM, YTO 3TO He OTpaxkaeTcsi Ha paboTe nporpaMmm, HO TOT
BMPYC, OT KOTOPOIro NPOU3BOANTCS BaKLMHALNSA, CHUTAET 3T NpOrpaMmmbl
NN OUCKN yXKe 3apakEHHbIMM.
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HepoctaTtkm aHTUBUPYCHbIX

nporpamm

= HwuogHauns CyweCTBYOLLNX aHTUBUPYCHbIX TEXHOSTOTNN HE MOXET
obecnevynTb NOMHOM 3aWmnTbl OT BNPYCOB.

= AHTMBMPYCHas Nporpamma 3abupaeT 4acTb BbIYUCIINTENbHbIX
PECYpPCOB CUCTEMBI, Harpy»as LeHTPanbHbIN MPOLECCOP W XXECTKNN OUCK.
OcobeHHO 3TO MOXET BbITb 3aMETHO Ha cnabbiX KOMMbOTEPAX.

s AHTUBMPYCHbIE NPOrpaMmmbl MOTYT BUAETb Yrpo3y TaMm, rae €€ HeT (NOXHble
cpabaTbiBaHUs).

s AHTUBMpPYCHbIE NpOrpamMmbl 3arpyxatot obHoBneHnsa n3 HTepHeTa, Tem
caMbIM pacxoays Tpadomk.

» PasnunyHble meToabl WMpOBAHUS N YNAKOBKM BPEAOHOCHbIX NporpamMmm
aenarT gaxke N3BecTHble BUPYCbl He OBHapyXMBaeMbIMU aHTUBUPYCHLIM
nporpaMMHbIM obecrieyeHnem. [Jna obHapy>XeHUs aTnx
«3aMacKMpOBaHHbLIX» BUPYCOB TPebyeTCs MOLHbIN MEXaHN3M pacrakoBKy,
KOTOPbIN MOXET gewwmngpoBaTtb dpannbl nepen nx nposepkon. OgHako BO
MHOIMMX aHTUBUPYCHbIX NporpamMmmax 31a BO3MOXXHOCTb OTCYTCTBYET U, B
CBSA3M C 3TWM, YaCTO HEBO3MOXHO OBHAPYXUTb 3alunMdpoBaHHbie Bupychl.



[ToHATME KOMMBIOTEPHOro BMUpYyca

KomnbromepHbIUu supyc — 310
cneunanbHasa nporpamMmma, HaHocsLlas
3aBeOMbIV Bpea KOMMNbITEPY, Ha
KOTOPOM OHa 3anycKaeTcs Ha
BbIMOMNHEHWE, UM APYITMM KOMMNbIOTEPAM B
CeTW.

OcHoBHOW pyHKLUMEN BUpYyCa ABMSETCS ero
pasMHOXeHMe.



Knaccunukauma KoOMNbOTEPHbIX
BUPYCOB

no cpeae oomntaHus;

Nno onepauyuoHHbLIM CUCTEMaM;

No anropuTtmy paodoTbl;

No AEeCTPYKTUBHbIM BO3MOXHOCTAM.



1) Mo cpepne obuTaHusA

daunoebie

eupychbl
HaHocAaTt Bpea
doannawm.
CospgatoT
doann-aBOMNHUK
C UMEHEM
opurnHana.

3a2py304YHbie

eupychl
BHEOPAIOTCS B
3arpy304HbIN
CEeKTOop Aucka.
OnepaunoHHas
cuctema npu
9TOM
3arpy»aetcs C
oimbkamu n
cooamu

Makpo-

eupychbl
«loptaT»
OOKYMEHTDI
Word, Excel n
Apyrnx
NpUKNagHbIX
nporpamMmm
onepaunoHHON
CUCTEMBI
Windows.

Cemesnblie

eupychbi
PacnpocTpaHs
IOTCS MO
Internet yepes
9NEKTPOHHbIE
nnucbMa nnu
nocne
noceLwleHmns
COMHUTENbHbIX
CanToB.



2) INo onepayMOHHbLIM CUCTEMAM

[1na kaxxgon onepaunoHHOM CUCTEMbI CO30atoTCA
CBOM BUPYChbI, KOTOpblE DyayT «paboTtaTb» TOMbKO
B Hen. Ho cyLlecTBYyOT K YHMBEpPCAnbHbIE
BUPYCbl, KOTOPbIE CMOCOOHLI BHEAPATHCH B
pasnn4yHble onepaunoHHble CUCTEMBI.



3) Mo anroputmy paboTbli

N T

Pe3udeHm-
HOCIMMb
Bupychl,
obnapatowune
9TUM
CBOWUCTBOM
OEUCTBYIOT
NOCTOSAHHO
noka
KOMMNbIOTEP
BKJTHOYEH.

Camowugppo
eaHue u
nosiumop-

usm
Bupychbl-
NoNMMopPdUNKM
N3MEHSIOT CBOU
KoL WUnn Teno
npor-pamMmeil,
YTO UX TPYAQHO
ODHapPYXUTb.

Cmenc-

asizopumm
Bupychbl-
HeBUOVNMKHN
«NPAYYTCA» B
onepaTuBHOM
namMaTn u
aHTUBUpPYCHas
nporpamma nx
He MOXeT
OOHapPYXUTb.

HecmaH-
dapmHbie

npuemMbi
[TpnHUMNMans
HO HOBbIE
MeToAbl
BO3OEUNCTBUS
BMpYyca Ha
KOMMbIOTEP.
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OnacHblie
YHUUYTOXAIOT
nHdoopmauumio
B (pamnax.
«lMoptaT»
doaunnsil,
aenarwoT nx
HEecC4YUTbIBa-
eMbIMN U T.4.

4) lNo AeCTPYKTUBHbIM
BO3MOXH OCTF%
/
be3eped- HeonacHble
Hble HaAHOCAT
He HaAHOCAT MoOparsibHbIN
HMKaKOro yuiep6b
Bpeaa Hu NonbL3oBaTento
nonb3oBare- DBbli3biBaloT
N0, HY BU3yarbHblE
KoMMbloTepy, rpaduyeckne
HO 3aHMMalT WM 3BYKOBbIE
MEeCTO Ha 9 eKTHI.
XKECTKOM

ANCKeE.

Oy4eHb

ornacCHsbIe
cbmBaloT npouecc
3arpy3kun OC,
nocre 4yero
TpebyeTca ee
nepeycTaHoBKa;
NN «NOPTAT»
BUHYECTEP, YTO
ero Tpebyetcs
dopmaTunpoBaTthb
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BpeOdoHOoCcHbIe npo2pamMmbl

s TPOSIHCKUU KOHb - 3TO NporpaMmma, cogepxailasi B cedbe HeKOTopyto
paspyLiaroLyo QYHKUUID, KOTopast akTUBU3UPYETCS MpU HAcTynfeHUN
HeKOTOpOro YCroBus cpabatbiBaHus. OBbIYHO Takve NporpaMmbl
MaCKMPYIOTCS MOA Kakne-HNbyab nonesHble yTunutbl. Bugbl 4eCTPYKTUBHBIX
OENCTBNN:

YHuYTOXEHME nHdopmMauumn. (KoHKpeTHbIN BbIOOP 06BHEKTOB 1 CNOCOBOB YHUUYTOXEHNS
3aBUCUT TONbKO OT ddaHTa3nn aBTopa Takom nporpammsl 1 BodamoxxHocTen OC. OTa
dyHKUMSA aBnaeTcs obuen ana TPOSAHCKMX KOHEN U 3aKnagok).

[MepexBat n nepenada nHpopmaumn. (naponen, Habmpaemblix Ha Knasuatype).
LleneHanpaBneHHOE n3aMeHeHne nporpaMmmbi.

n  Yepesmu Ha3bIBAOT BUPYCbI, KOTOPLIE PACMNpPOCTPAHAKTCS Mo rnodasnbHbIM
ceTsaM, nopaxasi Lenble CUCTEMbI, a HE OTAENbHbIE NPOrpamMmbl. 3TO caMbin
onacHbIN BN BUPYCOB, Tak Kak 06bekTaMn HanageHnst B 3TOM criy4vae
CTaHOBATCA MH(OPMALMOHHbIE CUCTEMBbI FOCYAapCTBEHHOIO MacwTtaba. C
nosiBneHMem rrnobansHom cetu Internet aToT BMA HapyweHust 6esonacHOCTU
npeacTaBnsieT HanbonbLY Yrpoay, T.K. eMy B Nl06ON MOMEHT MOXET
noaBepPrHyTbCs NboM N3 KOMNLIOTEPOB, NOAKITHOYEHHbBIX K 3TON CETMW.
OcHoBHast pyHKLUNS BUPYCOB JAHHOro TuUna — B3r1IOM atakyeMOW CUCTEMSI, T.
e. NpeoorneHne 3aWmThbl C LUeNbO HapyLeHnst 6e3onacHoOCTM K
LIENTOCTHOCTM.




s UoeHTUpUMKauma — 3To HasbiBaHUE
nMuom cedbsa cucteme;

s ayTeHTU(PUKaumna — 3TO YCTaHOBIIEHUE
COOTBETCTBUA Nnuua HazBaHHOMY UM
naeHTUuuKaTopy;

= aBTOpMU3auua — NnpeaocrtaBlieHne 3ToMy
Uy BO3MOXXHOCTEN B COOTBETCTBME C
NONOXEHHbIMN eMY NMpaBaMn UnNu
NpoBepKa HanM4ns rnpas rnpu NonbITKe
BbINOSTHUTb Kakoe-nnbo aencreue




