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TunnyHble meToabl obecneyeHus
0e30MnacHOCTU

» MogenupoBaHue yrpos

» CTaTtn4yeckne aHanmaaTopsbl Koga

» ABTOMaTU4eCKoe TeCcTUpoBaHMeE Koga
» Code review

- BE>xegHeBHas cbopka ¢ NpoBEPKON BCEX
TECTOB

* MnHUMHn3auus «TMOBEPXHOCTU aTaKnN»



CTaTn4yeckmne aHanmsaTtopbl Koaa

HaxoaaT gonornHuTenbHble OWNBKK BO BpeMS
KOMMUIiAaumnmn
. [lpnBeaeHnsa TMNoBs
. bbicTpogencTens
. besonacHocTH
. Onepauun c namMaTbio

YTUNNTLI:
PREfast, Vivac4

Kntoun ctyaunm Visual Studio 2005 Team Edition
for Software Developers

/analyze
/GS
/Wp64



MopgenupoBaHue yrpos

1. [Owarpammbl NoTOKOB AaHHbIX (data flow diagram, DFD).

2.  Cnuckn Bcex cLieHapmeB UCMoNb30BaHUSA MPUIOXEHNS,

CMUCKU YPOBHEN NpMBUIIErM NOMNb30BaTENEN, CMNCKU
3almuiaemMblx LeHHOCTEN (assets)

3. BoamoOXxHble cueHapun B3fnoma
knaccudpukaumsa no STRIDE

oueHka no wkane onacHoctn DREAD

YTUnntbl OOCTYMNHbIE C canTa www.microsoft.com:
e Microsoft Threat Analysis & Modeling tool
e Threat Modeling Tool



Stride: Kateropusauus Yrpoa3

«  Cucrematmyeckuii 063op apxXUTEKTYPbI C TOYKN 3pEHNS
aTakyloLlero

- OnpepneneHne pecypcoB, Yrpos, ysi3BUMOCTEN, MEXaHN3MOB
3alUUTbl U PUCKOB

- VmeeT bonblLoOe 3Ha4YeHWEe NS TeCTUpoBaHMs 6e3onacHoOCTH

Spoofing Authentication
Tampering Integrity
Repudiation Non-repudiaton
Information Disclosure Confidentiality
Denial of Service Availability
Elevation of Privilege Authorization




Dread: oueHKa pucka ya3BMMOCTU

« Damage potential: KakoBa Benun4iunHa yLiepoba
Npn UCNONb30BaHUN YA3BMMOCTU?

* Reproducibility: Hackonbko nerko noBTopuUTb
aTaky?

« Exploitability: Hackonbko nerko sanyctutb
aTaky?

» Affected users: Kakon opneHTUPOBOYHbIN
NPOLIEHT Nonb30oBaTeNnen 3arparnBaeTca?

* Discoverability: Hackonbko nerko HanTtm aty
YA3BUMOCTb?



PaclLumpeHHoe TeCcTupoBaHMe

* Visual Studio 2005 Team Edition for Testers

» Visual Studio 2005 Team Edition for Database
Professionals

Buabl TecTtoB

»  MogaynbHble (Unit) TecTnbl

* Web TecTbl

» Harpy3souyHble (Load) TecThbl

*  Py4Hble (Manual) TecTbl

- BHewHune (Generic) TecTbl

*  YnopsgoyeHHble (Ordered) TecThl



HoBble cpencrTBa 6e3onacHOCTU B
Visual Studio 2005

* YnydlleHHasqa 3almTa oT rnepenonHeHus dydepa
(/1GS)

« Ctatnyecknn aHanmsa ncxogHoro koga (/analyze)

» [nHamundecknmn aHanuns (AppVerifier)

- besonacHble cTaHgapTHbIE ONOMNOTEKN
(SafeCRT)

» BcTtpoeHHbin FxCop

- Otnagka B 3oHax (Debug in Zones)

* YnyJweHHas paboTbl C UCKIHYEHNSMN

« PermCalc — aHanu3 TpeboBaHnn 6e30nacHOCTH



BctpoeHHbI FXCop

* FxCop - vactb Visual Studio
» CTatn4yeckum aHanums yrnpasnsemoro Kkoga

» MoxHO BbIDpaTb Xernaemble rnpoBEPKM B
CBOMCTBaX NpPoOeKTa

» HaxoanT npobnemebl
. besonacHocTun

. bbICTpooencTems
. HagexxHocTu



Kateropmn Bo3MOXHbIX Npobnem ¢
KOOaoMm

* Input validation

» Authentication

» Authorization
 Configuration management
- Sensitive data

» Session management

» Cryptography

- Parameter manipulation

» Exception management

» Auditing and logging



Input Validation: be3onacHkle
CTPOKOBbIE PYHKL NN

CopoepxaTtcs B
 Visual Studio 2005

» Windows SDK HaunHaga ¢ Microsoft
Windows XP SP1

» Windows Driver Kit (WDK)
* Driver Development Kit (DDK)



DOyHKIIMH Heanb 3amensier
RtiStringCbCat u ap. Ckneuka OByX CTPOK strcat
wcscat

RtIStringCbhCatN wn ap | Cknenka 2-6anToBbIX strncat
CTPOK wcsncat

RtIStringCbCopy u ap. | KonposBaHue CTpokn U3 | strcpy
bydepa wcscpy

RtIStringCbCopyN u KonnpoBaHue cTpokn B | strncpy

ap. Bbydep ¢ orpaHnyeHnemMm | wesncpy
ONNHbI

RtIStringCbLength u OnpeneneHne OnuHbl strlen

ap. CTPOKM wcslen

RtIStringCbPrintf n ap. | Cosganune sprintf
dopmMmaTupoBaHHOU swprintf
CTPOKM _snprintf

_snwprintf

RtIStringCbVPrintf u Cos3paHue vsprintf

ap.- dopmMmaTnpoBaHHOU vswprintf
CTpPOKu ¢ 1 gon. _vsnprintf
napamMeTpom _vsnwprintf




Code access security .NET
Framework

 [lpaBa gocTtyna Ko K cuctemMe ¢ pmnbsTpalmen:
Simple assembly name
Code location (URL)
. Zone of origin
Strong assembly name
Cryptographic hash
. Authenticode signature

[leknapaTtuBHbIN 3anpoca NPUIIoKeHNA npaB Af1s1 CBoen COOpPKU

assembly: FilelOPermission(SecurityAction.RequestMinimum,
Unrestricted=true)]



!¢ NET Framework 2.0 Configuration

File Action Yiew Help
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(] Console Root
=- :‘5‘ .NET Framework 2.0 Configuration
= jt:J. My Computer

@ Assembly Cache
{48} Configured Assemblies
.@ Remoting Services
= @ Runtime Security Policy
= % Enterprise
- LJ Code Groups

€ all_Code
L@ Permission Sets
(g Policy Assemblies
—)-[E Machine
#-Lgl Code Groups
Cﬁl Permission Sets
Q) Policy Assemblies
(S ﬁ User
B- ’:;] Code Groups
= Q All_Code
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= Ls?:l Permission Sets
= FuIlTrust
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Create Permission Set

Assign Individual Permissions to Permission Set

Each permission set is a collection of many different permissions to various

resources oh the computer. Select the permissions that you would like to have in

this permission set.

Axyailable Permissions:

Directory Services Add >>

Assighed Permissions:

Environment Yariables

Ewvent Log

File 10 << Remove

File Dialog
|solated Storage File

Message Queue
Performance Counter

Reaistry Properties

Reflection
Security
User Interface

Service Controller
Socket Access
SOL Client

‘“Web Access
X509 Store

DNS
Printing

< Back Finish

Cancel




AyTeHTudukauma B .NET

Tunbl ayTeHTUPUKaumm B .NET Framework:
* Windows

» Generic

* Custom



Cryptography:
Kpuntorpaguyeckmne yHKLnUn

« SQL Server 2005 - nepBasi Bepcua SQL cepsepa, B
KOTOPOM NosiBUNach cepbesHasi nogaepxkka
Kpuntorpagoun.

« .NET Framework ncnonb3syet umudgpoByto noanucb ans
cbopoK 1 crieunanbHble Kracchl, peanuaytowine
CUMMETPUYHOE U aCUMMETPUYHOE LU poBaHME B
npocTtpaHcTBe UMeH System.Security.Cryptography



[locTKEeHUs

CornacHo BHYTPEHHUM UCCedoBaHMAM Koprnopaumm
Microsoft, komnbtoTepbl ¢ OC Windows XP ¢ naketom
obHoBneHus 2 (SP2) B 13—15 pa3 MeHee noaBepXeHb!
3apaxxeHuto BpeaoHocHbIM 10O, yem kKoMMnbOTEPLI NOA
yrnpaerneHnem npegblaywmx sepcmn Windows XP.

B Windows Server 2003 6b1510 o6HapyxeHo Ha 50 npoueHToB
MeHbLLE YA3BMMOCTEWN, YeM B npeabiayLien sepcumn, Windows
Server 2000.

C momeHTa Bbinycka B 2003 r. nocnegHen Bepcun Beb-
cepBepa kopnopaumn Microsoft, Internet Information

Services 6.0, B HeM ObISo o6Hapy>KeHo TONbLKO ABa YSA3BUMbIX
MecTa.

B SQL Server 2005 He obHapyXeHO HM ogHoro aedekrta
C MOMEHTa BblINycka 3Toro npoagykra B Hoabpe 2005 roaa.

(http://www.microsoft.com/rus/midsizebusiness/security/sdl.mspx)
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