Pazpgen 2. KoMmnblOTEpPHbIE KOMMNJIEKCblI U CUCTEMbI

Ypok Ne 9

JlokanbHble BblYUCTINTENbHbLIE CeTU




OCHOBHbIE NMOHATUSA, HAa3HAUYEHMUe.

Noa nokanbHoM BbluncnutenoHom cetbio (JIBC, LAN - Lokal Area
Network) noHMMatloT COBMECTHOE MOAKITIOYEHNE OTAESbHbIX KOMMBIOTEPOB
(pabouynx cTaHUMW) K KaHany nepegaqun gaHHbIX.

B 3aBucumocTn ot pacctosaHun mexay MK pasnuyaiot cnegyowme BblHUCTINTENbHbIE CETU:

* NokKanbHble BblyucnurenbHble cetn — JIBC (LAN — Local Area Networks) —
KOMMbIOTEPHbIE CETU, pacnonoXeHHble B nNpeaenax HebonbLUIOW OrpaHNYeHHON TEPPUTOPUN
( 3gaHnmn unu B coceHux 3aaHusix) He 6onee 10 — 15 km;

* TeppUTOpUanbHbIe BbIYUCTIUTENbHbIE CETU, KOTOPbIE OXBaTbIBAIOT 3HAYMUTENLHOE
reorpaduyeckoe NpocTpaHcTBO. K TepputopmanbHbIiM CETSIM MOXHO OTHECTU CETU
pernoHanbHble (MAN - Metropolitan Area Network) n rmobtansHblie (WAN - Wide Area
Network), nmeroLme pervoHarnbHble Unu rnodarnbHble MacluTabbl COOTBETCTBEHHO.

JlokanbHbIe eblvuciumesibHbie cemu obecrnevyusarom:

1. Pacnpenenexne gaHHbix (Data Sharing). [laHHble B JIBC xpaHaTca Ha ueHTpanbHom 1K
N MOryT ObITb AOCTYMHbI HA paboynx CTaHUMAX, NOITOMY Ha KaXaoM pabodem mecTe He
HaZo UMETb HAKONUTENWN ANl XpaHEHNA OQHOW N TOMW XXe MHdopMaLmn.

2. PacnpegeneHne MHOPMaLMOHHbIX U TEXHUYECKUX pecypcoB (Resource Sharing):
norn4yeckme ONCKN n gpyrne BHewwHue 3anommHatrowme ycrponctaea (CD-ROM, DVD, ZIP);
KaTanoru (nanku) n cogepxawmecst B HUX dpansbl; nogkntoyeHHole K K ycTponcTea:

3. Pacnpenenenune nporpamm (Software Sharing). Bce nonb3oBatenn nokanbHbIX
BbIYNCNUTENBbHbIX CETEN MOrYT COBMECTHO MMETb AOCTYN K NporpamMmmam (CeTeBbIM
BEPCUSAM), KOTOPbIE LEHTPaNnM3oBaHHO yCTaHaBMNBAKOTCA B CETH.

4. ObmeH coobLeHnamn no anekTpoHHoun noyte (Electronic Mail). Bce nonb3oBatenun cetu
MOryT onepaTtnBHO 0bMeHMBaTbLCS MHOpMauren mexay cobon nocpeacTBoM nepeagaydn
COOOLLIEHUN.



Knaccundukaumsa JIBC

Tunbl knaccundpukaumm JIBC

Mo ypoeHto ynpaesneHus ebidesissrom credyroujue JIBC:
* JIBC pabouunx rpynn, KoTopble COCTOAT U3 Heckonbkux [NK, paboTtatowmx nog ogHon OC.
* JIBC cTpyKkTypHbIX nogpasaenenunn (otaenos). [laHHble JIBC cogepxat HeCKOMbKO
necatkoB 1K 1 cepBepbl TUNA: ann-cepBep, cepBep neyaTtn, cepsep 6a3 AaHHbIX;
« JIBC npeanpusatun (dupm). 3mn JIBC moryt cogepxatb cBbilie 100 KoMnboTEPOB U

cepBepbl TUNAa: dpann-cepsep, cepeep neyatn, cepeep 6a3 AaHHbLIX, MOYTOBLIN CEPBEP
Mo Ha3Ha4YeHUr0 cemu Noopa3oesisTIromcs Ha:

* BbIYUCIIUTENBbHLIE CETU, NPEeAHAa3HaYEeHHbIE ANA pacyeTHbIX paboT;

* NHOOPMAaLMOHHO-BbIYNCIIUTENBbHbIE CETU, KOTOPLIE NpeaHa3HaYeHbl, Kak Ang BeaeHUs
pacyeTHbIX paboT, Tak U ANga npeaocTaBreHns MHPOPMAaLMOHHLIX PECYPCOB;

* NHOOPMaLIMOHHO-COBETYOLLME, KOTOPblE HA OCHOBE 06paboTkM AaHHbIX BblpabaTbiBatoT
NHOpMaLMIO ANA NOAAEPKKU NPUHATUA peLLEeHNN;

* NHOOPMAaLIMOHHO-YNPaBNSOLWLNE CETU, KOTOPbIE NPeAHa3Ha4YeHbl ANs yrnpaBneHuns
00beKToB Ha ocHoBe 06paboTkM NMHGOpMaLMN.

Mo cnocoby e3aumodelicmeusi KOMMNbLOMEPOS:

» JIBC c ueHTpannsoBaHHbIM yripaBrieHNeM (C BblAeNEeHHbIMU cepBepamMm).
LleHTpanu3oBaHHbLIE fIOKanbHble CETU CTPOATCH HA OCHOBE apXUTEKTYpbl "KIMeHT-cepsep”,

« JIBC 6€e3 ueHTpanM3oBaHHOro yrnpasreHus (aeueHTpanmu3oBaHHbIE) Nnn

OfHOpaHroBble (OAHOYPOBHEBLIE) CETN.

Mo apxutektype (Ethernet, Token Ring, FDDI n T.4.)
Mo Tononorum (LUKMHHas, KonbueBas, “3Be3aa’).




HacTtpouka cereBoro noaknroueHusa JIBC

Ycnoeusi pabombl o0HopaHz2o0eo0U cemu( npomokosi TCP/IP)
KomnbloTepbl HaxoadaTcst B ogHoW paboyen rpynne
CeTeBble NOAKNIOYEHNST HACTPOEHbI COOTBETCTBYHOLLUM 06pa3om

—

BOWCTBA CHCTEM 22X

BoccTaHoBneHWe cycTEMB!

Ha cmpo aKa pa 6oqe a epynnb’ As'rorvjf_ajmuecme oﬁHanenuf YpanerHble ceaHch!

O6wue O6opyaosaH1e JonoaHurentHo

I_IaHeJ-I b yl-lpaBJ-IeHMH - CMCTeMa - M Mﬂ KOM I-I meepa 'L !;;dSaHHble HUWXE CBSA;HMFI UCNOAB3YOTCA ANA

e WAEHTUPUK UMM KOMNBIOTEPE B CETU.

HaxxaTb KHOMKY U3MEHUTb U BBECTM UMsI paboyel rpynnb

—

Hanpumep: "Komnetotep & roctuHoir™ uau
"Komnetotep AHapes’.

Hacmpolika cemeeo20 nodknro4eHuUst g =

;. WORK
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1 - nyCK - noaKnioLleHuﬂ = Ha)K'amb npaeolj KHO”KOCI Ha Yrobbl BBISEATE MACTED CETEBOM UAEHTUPUKSUMIA
019 NPUCOEAWHEHUA KOMMNBIOTEPE K A0MEHY,

MOOKYeHUU - 8biIbpamb ceolicmea _— S
A e
2. Bbibpatb npotokon TCP/IP n SHCTBa: 11pOTONOA VIRTE pHETa

kHonky "Mameruts'’.
HaXaTb Ha CBOUCTBA
MapameTpbl [P MOrYT HA3HAYSTLCA ABTOMATUYECKM, ECAM CETb O6wve | NonoaHuTensHo
3 . B BeCTU I P—a.u' peC, Ma CKy, L N NOAAEPKUBAET 3TY BOSMOKHOCTb, B NPOTUBHOM CAYYaE NapaMeTpbl

O6wue

IP MOMHO NOAYYMTE Y CETEBOMD AAMUHUCTPATOPA. MoaknioyeHue yepes:

npoeepKa noal{ﬂfoquUH \O T HY Realtek RTL8139/810x Family Fast

®Hcnonezoeare cneayoww IP-aapec: KoMNoHeHTE!, MCnonb3yemble 3TUM NOAKAKYEHWEM:

I_IyCK - BblnonHMTb |P-agpec: 192 .168. 0 . 2 2 Qﬂnanuposmuk naketos QoS ~

V] %= OreeTuik 06HAPYKEHUA TONOAOTWM YPOBHSA CEASH

Ping 192.168.0.1 Macka nogceru: 255 .255.255. 0

—

v
OcHoBHOM Witos: £ : : < >
I

Onucanue

(® Wcnonbzosate cneayowme agpeca DNS-cepeepos: G A 3
:\WlNDOWS\!,Stem:’Z\cmd.exe I'Ipo‘r:)Kon TCRAP - CTEHASPTHBIV MPOTOKOA raoGanbHblx

MNpeanouvraemeni DNS-cepeep: ) X ) CeTell, 06eCNeYMBaIOWMIA CBASE MEKAY PaSAMYHBIMU

Microsoft Windows XP [Bepcus 5.1.26001] B3aUMOAEHCTBYIOWMMA CETAMM,

(C> Kopnopauusa Mavkpocoor, 1985-2001. r AnbTepHaTueHbil DNS-cepeep:

:\Documents and Settings\Admin>ping 192.168.0.2 [[] Opu noak atoseriu BblBecTy sHatoK & 06AGCTH YBEAOMAEHMI

YBenomMaaTe NPU OFPEHUYEHHOM MK OTCYTCTBYIOWEM

naketamu ¢ 192.168.0.2 no 32 saur: NOAKAKYEHWN

or 192.168.0.2: yucao saut=32 spemalimc TTL=128
ot 192.168.0.2: yucao sanut=32 spemalimc TTL=128 l 0K J[ e ] {

0K ]I OTtmeHa J

or 192.168.0.2: yucao saut=32 spemalimc TTL=128
or 192.168.0.2: yucao sant=32 sBpemalimc TTL=128

tatucTtuka Ping naa 192.168.0.2:

MNaketoB: oTnpaBaeHo = 4, noAyyeHo 4, notepano = 0 <0% noTvepb).
NpueAU3HUTEABHOE BpEMA NpUEMa—Nepenaydu MC

MunumaabHoe = Omcexk, MakcumaabHoe 0 mcexk, CpenHee = 0 mMcek




CeteBoe obopyaoBaHue

O6opynoBaHue, Ncnonb3yeMoe B CETU MOXHO pasfaenuTb Ha TPU KaTeropun:

1) KnuneHtckoe obopynosaHue (KnueHT) - paboyas ctaHUus, HOYTOYK, TenedgoH u T1.4.
2) CepsepHoe obopyngoBaHue (Cepsepbl) - 3TO CBOEro poaa XpaHunuuia JaHHbIX.
3) CeteBoe obopyaoBaHue - obopygoBaHue, KOTopoe obecrneumBaeT

nepepadvy nHdopmauum no cetn mexgy KnueHtamm n Cepepamu

Lns obbeduHeHus KnueHmoes u Cepgepos 8 cemu mex0y cobou ucrionb3yemcsi cemeegoe
obopydosaHue - MoOOeMbl, KOMMYymamophbl, Mapwpymu3amopb! U KaHarlbl ces3U.
1. Mopem ("mMoaynaTop-gemonynsatop') - 3To0 YCTPOMCTBO, KOTOPOE MNO3BOSISAET
npeobpasoBbiBaTb MHGOPpMaLNO 1U3/B LMGPOBOro Buaa B/u3 aHanoroBble CUrHanbl u
nepenaBaTtb €€ Mo KaHanam cBs3n - MegHbIM NpoBodam, onNTuke, pagmo U T.4.
2. KommyTatop (Switch unn HUB) - no3sonseT nepenasatb ceTeBble NAKeThI
NHOPMaLINN MeXaY YCTPONCTBAaMU, KOTOPbIE BKITHOYEHbBI B HEMO HaMpsiMyto, Kak
nNpaBuno creyuanbHbiM MeaHbIM Kabenem obbl4HO Ha HeborbLoM (He bonee
HECKONbKNX OEeCATKOB METPOB) PACCTOSAHMM OT KOMMYTaTopa.

3. MapwpyTtusartop —
nepenaet naketol
nHopmauumn B
rmobanbHOM ceTu

— MHTEPHET Yepes Tabnuuy

MapLUpyTM3aLUunun.

4. KaHan cBA3un — 00ObI4HO
MCMOSIb3YeTCH CeTeBom
kabenb «BuUTada napa» (5
Kar.)
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CeTeBoe nporpaMMHoe obecneyeHue

Tunbl cetesoro [10:
1) CeteBble OC
2) CerteBble yTUNUTLI

3) [lpuknagHble ceTeBbIE NPOrpaMmbl

CeTeBble onepaunoHHbIe CUCTEMbI, NoAAEPKMBAs pacnpeneneHHoe BbINoHEHNE
npoueccoB, X B3anmogencTane, obMeH JaHHbIMK MeXay npoLeccopamu, A0CTY
nosib3oBareneun kK obwmm pecypcam n gpyrme dyHkumm (Windows, Unix, Netware)

CeTeBble YTUNUTbI NpegHasHa4vyeHbl 4N HAaCTPOnKK, 06CnyXMBaHUs N 3aWUTbl CETU:
1)  MoHuTOpbI N CKaHepbl CeTH
2) bpaHamayapbl
3) [lpokcu cepsepbl
4)  AHTMBUPYCbI N @aHTUCMNAMepPbI U T.4.

Tunbl NpUKNaaHbIX cCeTeBbIX NPOrpamMmm:

- 6paysepsbl (Internet Explorer, Opera, Mozilla Firefox, Netscape Navigator),
- gayHnoagepsbl (ReGet, FlashGet, WinMX, GetRight, eDonkey),

- TepMmuHansl (telneat),

- MecceHgxkepbl (Mirabilis ICQ, SIM, RQ, Jabber, MSN, Yahoo, xchat, licq),
- yaT-knneHTbl (Miranda IM, Y-Chat, BORGChat),

- Mann-knneHTobl n cepeepbl (Outlook Express, The Bat!, Kerio Mail-Server),
- ftp-knneHTbl U cepBepbl (Total Commander, putty, CuteFTP,),

- HTTP-cepBepbl (apache)

- YTUNNTLI yaaneHHoro agMmmnHuctpuposaHnsa (RAdmin, Citrix Metaframe)




CeTteBas 6e30nNacHOCTb

Cemeesasi 6e3onacHocmb — 3TO OrpaHNYEHNE HeXenaTenbHOro 4oCTyna B
CETb U COXPAHHOCTb AaHHbIX U 3P EKTUBHOE (PYHKLIMOHNPOBaHNE
KOMIMbIOTEPHOW CETU B LIESIOM.

OcHoeHble npuHyunbl cemesou 6e3onacHocmu:
3awmTa BHYTPEHHUX CETEN OT HECAHKLMOHNUPOBAHHOMO 4OCTYNa,
obecneveHne 6e3onacHOro NnogkntoveHus k cetn VIHTepHeT n 6esonacHoro
yOaneHHoro 4ocTyna;
3. KOHTpOnb 3a paboTon pasnnyHbIX OHMAUH-NPUNOXEHNN, YEPE3 KOTOPLIE TaKxKe
BO3MOXEH OOCTYN K NePCOoHanbHbIM KOMMbIOTEPAM.
4. npepocTaBrieHne BO3MOXHOCTU OCYLLECTBIIEHNS KOMMEPYECKMX onepauunmn yepes
NHTepHeT.

N —

Tunbi cemeeabix y2po3:
BmewaTtenbcTBO Yenoseka B paboty BC.
AnnapaTHo-TEXHUYECKoe BMeLLaTeNnbCTBO B paboTy BC
PaspyLiatoLiee B0O3genNCcTBME C NOMOLLBIO NPOrpaMMHbIX CPeAcCTB

W=

OCHOBHbI€ TUMbI 3aLNUTbI KOPNOPATUBHbLIX CETEU:
1.  KomaHOHo-aaMMHUCTpaTMBHbIE MeTOAbl (0by4YeHMe nepcoHarna noBeaeHuto,
3aTpygHALLEMY CETEBYIO aTaKy, BBeAeHMe NonmTukmu 6e3onacHocTn)
2.  AOMWHUCTpaTUBHbLIE METOAbI (OCHOBaHHbIE HA NPaBUITbHOM KOHUrypaumm
(aOMUHNCTPUPOBAHUMK) CETEBOM ONEPALMOHHON CUCTEMbI)
3. [lporpammHo-annapaTHble MEeTOAbl OCHOBaHbI Ha KpunTornpoTokone (SSL) u
bpaHaomayapax




