Jlekumna # 5 @I'IISSI‘
a

LLUABJTIOHbI BESONACHOCTW

SneKTPOHHaS Poccus (2002-2010), 3P-2003



YananeHHoe ynpaBneHue @I'Ilssj
paboyen cTtaHumnen a

Active Directory — nonb3oBatenu u
KOMNbIOTEPDbI -> ... -> <06bekT KomnbioTep>
-> YnpaB/ieHue

AAMUHUCTpATOpbl AoMeHa \AAMUHUCTpaTop ->
NTIOKaNbHbIX aAMUHUCTPATOPOB
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BO3MOXXHOCTU YAANEHHOIO @I'IISSI
yrpaBneHus a

[IpocMOTp CObbITUN
CBeneHuns o cucteme
[ncneTyep yCTpoUCTB
YnpaBfieHne AnCKamMu
Cnyxo6bl
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YnpasneHue nosb3oBaTensimMu @I'IISSI'&

Co3aaHue, yaaneHve, 3aiaHme atpubyTos
NosIb30BaTENEN U TPy
3aBeplueHne ceaHca
C 3aKPbITUEM MPUNOXKEHNI
6e3 3aKpbITUS
[lepe3arpy3ka
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BO3MOYKHOCTU net use @nlSSia

NET USE [umsa_ycTpouctsa | *]
[\\nms_komnbioTepa\nms_pecypcal[\toM] [nmaponb | *]]
[/USER:[1Msa_pnoMeHa\ JuMa_nonb3oBaTtesns]

[/USER:[nMa_pomeHa_c_Toukamu\]
NMS_Nosnb3oBaTens|

[/USER:[MMs_nonb3oBaTena@umMs_AoMeHa_C_TOYKaMu ]
[[/DELETE] | [/PERSISTENT:{YES | NO}]]

net use k: \\CN\c$ /user:AqMnHUCTpaTop

2nekTpoHHasa Poccus (2002-2010), 5P-2003



CKpbITble 0bLme pecypchl @I'USSI'a

IPC$ - kaHan ans yCTaHOB/IEHUS CBA3U
ADMINS$ (C:\WINNT)
<MM$ NOKASIbHOro CTaLMOHapPHOro

nncka>$ (Cs, ...)
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Co3aaHue 0bLwmMX pecypcoB @I'USSI'a

lcnonb30BaHMe AMCKOBOrO NMPOCTPAHCTBA

paboyen cTtaHumm

YnanéHHoe Ha3HaYeHME CETEBbIX pa3peLLeHnm
BO3MOXXHOCTb YAANEHHOro peaakTupoBaHUS
NNOKaNbHOro npodunsa nonb30BaTENS UK
NIOKaNbHOW KOMMK NepeMELLaeMoro
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dalinoBas cuctema @I'USSI'a

€ YpanéHHoe u rpynnoBoe ynpasneHue
pa3peLLEHNAMIN NOKabHbIX PanNoBbIX CUCTEM

€ [lencTtByoT HacneaoBaHWE U NMPUOPUTETDI

€ Urpaet ponb nocneaoBaTeNbHOCTb NPUMEHEHUS
Orn, ansa 3anucen BHyTpu OIT] CyLLEeCTBEHHDI
3anpeTbl U3MEeHeHus

€ [lpumMeHeHne Ha aTane 3arpy3ku
KOMMNblOoTEPa/NpUHYaAnTENbHOE/(POHOBOE
obHOBIEHME rPYNMNOBON MOANTUKU

2nekTpoHHasa Poccus (2002-2010), 5P-2003



dalinoBas cuctema @I'USSia

€ 3anpeT n3MeHeHus paspelueHnin (rpynnoBov
NOJSIMTUKOW)/HACTpOMKa pa3peLleHNM

€ HacTtpourka HacnegoBaHUs OT PoaUTENbCKUX
0b6beKkToB

€ PacnpocTtpaHeHne Ha govyepHue 06beKTbl CO
CIMSAHUEM/C 3aMeHOoM

€ HacTtpouka ayamTa aHanorm4yHa

€ HeBO3MOXXHOCTb 3aMeHbl BnajaenbLa
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doHoBOe obHoBNeHue [T @I'USSI'a

1) Pa3pellunTb: OTKIOUYUTD 3anpeLleHne

2) YCcTaHOBUTb MHTEpPBan 06HOBNEHUS N NHTEPBaAJT
nobaBNgeMon cny4amHoOn BEUUYNHDI
DC/usual computer; 0 MUH ~ 7 ceKkyHA
3) ACMHXpOHHOEe npuMeHeHue [T1
4) Cnocob 3amMblkaHMS Ha cebH
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JlonoNHUTENbHbIE @HISSia
napameTpbl [T1

5) coeaMHeHus; (OHOBOE nepuoanyeckoe
obHOBIEHNE; MPUHYXOEHUE:
PeecTp
Internet Explorer
YCTaHOBKa nporpamMm
[lepeHanpaB/fieHne nanok
CueHapuu
be3onacHOCTb
IP-6e30nacHoCTb
EFS-wundppoBaHue
[1MCKOBbIe KBOTbI
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NpuHyauTensHoe obHoBneHue I TUssia

Secedit

*aHAJIN3 HACTPOEK 0€30MaCHOCTU CUCTEMBI;

*[IPUMEHEHHUE ITA0JIOHOB 0€30MaCHOCTH;

*[Iepe3arpy3Ka MOJUTUKH O€30IIaCHOCTH;

*3KCITOPT ITOJUTUKN 0€30ITACHOCTH B (paili
ma0JIoHA.

SneKTpoHHas Pocans (2002-2010), 3P-2003 |



[ pynnbl C OrpaHUYEHHbIM ﬂOCTyHO?mSSIc'I

DUKCMPOBaHHbIM COCTaB MOJ1Ib30BaATENEN
(Npon3BoaMTCa Kak AobaBneHue, Tak U yaaneHue)

OrpaHWYeHne CHM3Y Mo YNEHCTBY CaMOU rpynnbl B
ApYrUX rpynnax
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PeecTp @I'IISSI 5

HacTporKa A0CTyna K pa3aenam peecrpa
HacnepoBaHne, NPUOPUTETI

lopagok npuMeHeHusa OITI

AHanornyHo annoBon CUCTEME

regedit

regedt32

2nekTpoHHasa Poccus (2002-2010), 5P-2003



CuctemHble cnyxosl @isja

YnanéHHoe yrpaBneHne nokasbHbIMU Ciy>kbamu
PexxuM 3anycka (aBTOMaTU4eCKU, BPY4YHYIO,
3amnpeLLeH)

HacTtponka 6e30nacHOCTU: NOMb30BaTENU, FPYNMbl
Nnosib30BaTeNEN, CYMMUPOBAHME NpaB, NPUOPUTETDI
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[IMCKOBbIE KBOTb! Orusg; :

BkoyeHune
3anpeT Ha ncnosib3oBaHme 60sbllero NPoCTpaHCTBa

3Ha4YeHUs Mo YMOTYAHUIO: MOPOr OTK/IHOYEHUS U
npeaynpeXxaeHms

AyauT NMpeBbILLEHNS NOPOroB

[TpUMEHEHUS K CbEMHBIM HOCUTENAM
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Monutuka naponen n BXoaa @I'USSja

MWHMManbHbIN/MaKCUMarbHbIM CPOK AENCTBUS
MuWHMManbHag AJIMHA

TpeboBaHMS K CITIOXXHOCTU

HenoBTOpAEMOCTb

LLiIndppoBaHue

Yuncno nonbITOK A0 6/10KMPOBKY

C6bpoc cHETUMKA 6NOKMPOBKMK

Bpems 6/10KnpoBKU
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[TaHenb ynpaBneHus @I'llssja

CKpbITb BCIO/OTAENbHbIE 3/IEMEHTH
[loka3aTb OTAEeNbHbIE 3/IEMEHTHI
[lobasneHne/ynaneHme nporpaMmm

CKPbITb U3MEHUTL/YAa/INTb

CKPbITb 06aBUTb

CKpbITb J06aBuTb ¢ CD-ROM\n3 cetn, Microsoft
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MeHto Myck @I'USSI 3

CkpbiTb Windows Update

CkpbITb [ToMoOLLb

CKpbITb BbIMOSIHUTD

CkpbITb [lonck

[106aBUTb/CKPbITb 3aBeplLUeHne ceaHca
CKkpbITb AucneTtyep 3aaad

3anpeTuTb 3aBepLieHne paboThl

3anpeT KOHTEKCTHOro MeHto naHesnn 3aaau
He XpaHuUTb UCTOPUIO AOKYMEHTOB

3anpeT nepcoHasibHOro MeHto
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Pabounii cTon @I'USS]' 3

Y6paTb BCE MUKTOrpaMMmbl

Y6paTb Mon AOKYMEHTHI

YbpaTb KOHTEKCTHOE MEHIO Mon AOKYMEHTbI
YbpaTb KOHTEKCTHOE MeHIO Mon KoMMnbloTep
Y6bpaTb MOE ceTeBOe OKpY>XeHune

Y6paTtb IE

3anpeTuTb MEHATb pacnosioXXeHne nankn Mowu
[IOKYMEHTb

3anpeTuTb U3MEHEHWE NAaHENEN B NaHenn 3aaad
Obsa3aTtenbHO Active Desktop
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Pabouwnii cTon @I'llssja

Ob6s3aTenbHbI hoH paboyero crtona Active Desktop
3anpeT n3MeHeHus, AobasneHus, yaaneHus
3/IEMEHTOB

3anpeT 3aKpbITUS 3N1EMEHTOB
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AZIMVUHUCTPATUBHbIE LLIAGMOHBI @mssja

*.adm

Habop 3anuncen B peectpe

BO3MOXXHOCTb MOAKAOUYEHUSA U OTKHOYEHUS
BO3MOXXHOCTb CAMOCTOSATENIbHOIO PeAAKTUPOBAHUS U
CO30aHMUS
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LLIabnoHbl 6e30MacHOCTY @MSSia

*.inf

BO3MOXXHOCTb aHanm3a nNpy NOMOLLUU YTUITUTHI
AHanNn3 Ha npeaMeT COOTBETCTBUA onpeaeneHHOMY
YPOBHIO 6e30MmacHOCTH

BbigBfieHne y3Knx MecT

CraHaapTHble noctasngeMble dannbl Ans
Da3/IMYHbIX YPOBHEN HE30MaCHOCTU
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YnpasneHue LLlabnoHamu .
6e30MacHOCTH @""SSIa

Hi Konconb1 =10/ x|

KoHcono [deitcteue Bua MsbpanHoe OxHo Cnpaska
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Crnncok wabnoHoB U UX KpaTKoe

@I'IISSI'a

Penaxkmus
HTETN () Windows Onucanue
2000

[TapaMeTpbl 0€30MIaCHOCTH IO YMOIYAHUIO JIJIs1

basicdc Server KOHTPOJIJIEpOB JoMeHa. He copepKuT crnenuaibHbIX
OrpaHUYCHUM Ha (paiyibl, MAMKU U pa3acibl peecTpa
[TapaMeTpbl 0€30MIaCHOCTH IO YMOIYAHUIO JIJIs1

basicsv Server cepBepoB. He comepkut criennaabHbIX OTPAHUYECHUM HA
(bailsipl, ManKu 1 pa3aeibl peecTpa
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@I'IISSI'a

[TapameTpnl 6€3011aCHOCTH MO YMOIYAHHUIO JJIsI pab0Unx
basicwk BCE ctaniui. He cogepXuT cnenuanbHbIX OrpaHUYCHUN Ha
(bailibl, Ak U pa3aeiibl peecTpa

CoIepKUT TOJIBKO HACTPOMKHU PA3PEIICHUM T10

compatws BCE .
YMOJIYaHUIO JJ1s (pailJioB, MANOK U Pa3/ieioB peecTpa

[TapaMeTpbl 6€30MACHOCTH MO0 YMOJIYAHHUIO,
DC security Server MCIIOJIb3yeMbIC MPU yCTaHOBKe Active Directory Ha

Windows Server 2003
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@I'IISSia

hisecdc

Server

CoaepKUT TOMOJHUTEIbHBIC TapaMeTPhl 0€30IaCHOCTH
TS KOHTPOJIIEPOB JIoMeHa. BKIIrouaeT Bce mapamMeTphl
madioHa securedc

hisecws

BCC

ConepXuT JOMOJHUTEIbHBIC MapaMeTphl 0€30MaCHOCTH
111 pabounX CTaHIIUKN. BBOIUT orpaHuyueHUS s
I'PYIIIbI ONBITHBIX MTOJIb30BaTEIC U cepBepa
TepMHHAJIOB. BKII04aeT Bce mapaMeTphl I1adaoHa
securews

notssid

Server

VYnanseTt naeHTupuKarop 0€30MacHOCTH MMOJIb30BaTEIs
CcepBepa TEPMUHAJIOB U3 BCEX PA3PELICHUN U TPYIIIL,
OJIOKHUPYS TEM CaMbIM 3TOMY IOJIb30BATENIO TOCTYII K
KOMIIBIOTEPY

ocfiless

Server

CoaepXUT JOMOJHUTEIbHBIC MapaMeTpbl 0€30IMaCHOCTH
U151 pailyioB HEOOS3aTEIbHBIX KOMIIOHEHTOB

~~
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@I'IISSI'a

Coiep>XUT JOMOJHUTENIbHbBIE apaMeTpbl 0€30MaCHOCTH

ocfilesw BCE .
115 pailyioB HEOOs3aTEIbHBIX KOMIIOHEHTOB
CneumanbHble pa3penieHus 1 (ainos, Manok u
securedc Server peecTpa KoHTpoJjuiepa goMeHa. OTkirodeHue "nmuiHux"
CITy>k0, 3aIIuTa Ipounx obJacTei
CnenuanbHble pa3pelieHus s GhainoB, Mamnok u
SeCurews BCE peectpa padboueli ctaHiu. OTKIIOYEHUE " TUITHUX "
CJIy>k0, 3a1uTa mpounx odaacTen
setup sce [TapameTpnl 0€30IIaCHOCTH, 3aJaBaeMbIe Ha JTI0O0M
security koMmnbroTepe Windows Bo BpeMsi yCTaHOBKH
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