§3.WebRTC

KoMMmyHMKaummn 4yepes Bed-cTpaHnuLy



UT0o Takoe WebRTC?

* WebRTC (real-time communications) — 3TO ceTeBOU NPOTOKOJS C
OTKPbITbIM UCXOAHbIM KOAOM, NpeaHa3Ha4YeHHbIN NS
opraHusauum ronocoBoun U BUOeOoCBA3UN Yepes VIHTEPHET B
peXnme peanbHOro BpEMeEHMN.



[1na yero Hy>XeH WebRTC

* MHOXXecTBO Web cepBMUCOB UCMNOSb3YHOT KOMMYHUKALUIO B
peanbHOM BPpeEMEHU, OHAKO TPebytoT ckadmBaHus (Skype, Viber,

Google—Ttatptusin; Op.)
* 3TN NPUNOXEHUSA, NNarnHbl U CEPBUCHI HYXXHO OOHOBIATL U
HacTpauBaTb OTAENbHO

« 3a4acTyio NIOAEN THAXKENO 3aCTaBUTb YCTAaHOBUTb M OOHOBNATL
Kakon-TO NnarvH U rmpunoXXeHue.



2010

* WebRTC OCHOBbIBaeTCA Ha NpoayKkTe oT kKoMmnaHum Global IP
Solution ( GIPS), kKoTOpaga bbina KynfeHa KomnaHuen Google B Mae
2010-ro. TexHonorma ncnosnb3yeT CBOU ayaANOKOOAEKN U OTKPbIThLIN
Buaeodgopmat VP8 ( WebM).



[og 2011, 2012

* B 6paysep Google Chrome TexHonorua WebRTC bbinia nfobasrneHa
B AHBape 2012 roga

* B anpene 2012 roga Ha napuxckom cammuTte IETF 83 komaHaa
pa3paboTymkoB Mozilla nokasana akcnepuMeHTarnbHy COOPKY
bpay3epa Firefox CO BCTpOeHHOW noaaepxkomnm WebRTC (6b1s
NpoaAEeMOHCTPUPOBaH Buaeo4daT Mexxay AByMSA UHTEPHET-
obo3peBaTensiMm Ha OCHOBE 3TOW TEXHOSOMN).

*[lepBble cbOpKM Opera ¢ nogaepxkon WebRTC NnosABUNUCH (B
pamMkax Opera Labs) elle paHbLle — B OKTsA6pe 2011-ro.



Hello Chrome, it's Firefox calling!

« Takoe coobLueHmne nosaBunock B odmnumnansHom oriore Mozilla 4
doeBpansa 2013 roga.

« Kak MOXXHO NOHATL, COObITUE CBA3aHO C NEPBLIM B UCTOPUN
ceaHCcOoM BUOEeOCBA3N Mexay bpaysepamu Firefox u Chrome.
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Microsoft + ORTC ?7?7?

* Bringing Interoperable Real-Time Communications to the Web
* Monday, October 27, 2014 9:35 AM

* Together with the industry-leading expertise of Skype, we’re excited
to announce development has begun on the ORTC API for WebRTC, a

key technology to make Real-Time Communications (RTC) on the web
a reality.




WeDbRTC for IE

* Microsoft is sun-setting Internet Explorer with the introduction of
Windows 10, replacing it with Edge, written from scratch. Edge
already supports WebRTC's getUserMedia API, which is where every
browser started with WebRTC. By year's end, | expect Edge to have
sufficient support of WebRTC to make it interesting -- though
Microsoft will most probably stick with the H.264 codec for now.

*In 2015, Microsoft won't be adding any WebRTC support to Internet
Explorer. That may come later, or not at all.



Microsoft Edge Ntonb 2015

* Microsoft has been an outlier, but the release of Windows 10 on July 29 moves
the company firmly into the WebRTC camp, with integrated support for WebRTC
in its new browser.

* When Google released WebRTC in 2011, the project initially supported the Opus
audio and VP8 video codecs. Microsoft and others wanted support for more
codecs, with the H.264 video codec being the major point of contention. H.264 is
an established standard built into video software and hardware solutions, but it is
also licensed intellectual property that requires royalty payments.

» After much discussion within the Internet Engineering Task Force, H.264 was
added as a requirement to WebRTC in March 2015. Cisco Systems has released
both H.264 binaries and source code in a software library
called OpenH264, opening a path for support of H.264 in WebRTC and other
third-party applications. Mozilla has used the OpenH264 code to add H.264
support to WebRTC in Firefox.



WebRTC - ORTC Platform Status

* https://www.w3.org/community/ortc
* https://dev.modern.ie/platform/status/webrtcwebrtcv10api/

] WebRTC — Object RTC API In Development

Enables mobile endpoints to talk to servers and web browsers with Real-Time
Communications (RTC) capabilities via native and simple JavaScript APls

749 Votes
W3C Working draft or equivalent
[ WebRTC — WebRTC v1.0 AP Not currently planned A
Real-time communication in the browser. See also "Web RTC - Object RTC API". G e 0

d WebPlatform W3 Working draft or equivalent 3288 Votes



Safari?

* It is still unknown when this (GetUserMedia only) will find its way into
Safari, and more specifically in Safari on iOS. Hopefully before the end
of the year. (high, but probably unrealistic, hopes for a Sept. 9
announcement).



Kogeku (1 us 4)

e Ayouokoaeku

* [1na cxxatna ayano-tpaduka B WebRTC NCMONb3YHOTCA KOOEKN
Opus n G.711.

*G.711 — cambin CTapbIX rOSTI0OCOBON KOOEK C BbICOKUM ODUTPENTOM
(64 kbps), KOTOPbLIN YaLle BCero NpuMeHsaeTcs B cucTtemMmax
TpaanuymoHHoun TenedoHnn. OCHOBHLIM OCTOMHCTBOM
ABNAETCA MUHUMarbHaA BblYMCNIUTENbHAA Harpy3ka ns-3a
MCNONMb30BaHUA NErknx anropuTtMoB cxxaTtus. Kogek otnnyaerca
HMU3KNM YPOBHEM KOMMPECCUN rONIOCOBLIX CUTHANOB U HE BHOCUT
OONONTHUTENBHOM 3aEPXKKN 3BYKa BO BpEMS ODOLLIEHNA MeXay
Nonb30BaTENAMM,



Kogeku (2 us 4)

* Opus — 3TO KOAEK C HU3KOU 3aepXXKon KogmposaHusa (ot 2.5 mc o 60
MC), NOO4EPXKON NepeMeHHOro onuTpenTa n BbICOKMM YPOBHEM
cxKatug, YTo nagearnbHO NoaxoauT Anga nepegaym NoToKoBOro
ayanocurHarna B CeTsX C NepeMeHHOM NPOoryCckHOM CNOCODHOCTLIO.
Opus — rMbpugHoe peLlleHne, coveTarollee B cebe nydwine
XapaKTepUCTUKN KoaeKoB SILK (koMmnpeccus rorioca, ycTpaHeHue
NCKaXKeHn YyenoBedeckou peyn) n CELT (kogupoBaHue ayanogaHHbIX).
Kogek HaxoauTca B cBOOOAHOM O0CTYne, pa3paboTynkam, KoTopble
ero UCNosNb3YyHT, HE HYXXHO NNaTUTb OTYUCIIEHUS npaBooﬁnanaTenmvl.
[1o cpaBHeHMIO C Apyrumu ayanokogekamm, Opus, HECOMHEHHO,
BbIUTPbIBAET MO MHOXXECTBY NoKasaTeneu. On 3aTmun NOBOINbHO
nongnﬂprle KOOEKU C HN3KUM DUTPENTOM, Takne, Kak MP3, Vorbis, AAC
LC. Opus BoccTaHaBnMBaeT Hanbornee np|/|6n|/|>|<eHHyro K OpuruHany
“kapTuUHY” 3ByKa, 4eM AMR-WB 1 Speex. 3a 3TUM KOAgeKoM — byaylilee,
MMEHHO NO3TOMY co3aaTenu TexHonorum WebRTC BKNovmnu ero B
0b0A3aTeNnbHLIN PAA NoaaepPKNBAEMbIX ayaNoCTaHOapToB.



Koaeku (3 ns 4)

e Buoeokoneku

» Bonpocekl Bbibopa Bugeokogeka ans WebRTC 3aHAnm y
pa3pabdboTUNKOB HECKOSBKO NET, B UTOre peLlnnm Ncnonb3oBaTb
H.264 1 VP8. NpakTnyeckn Bce COBPEMEHHLIE bpay3epbl
nogaepxmneatoT oba kogeka. CepBepam BMOEOKOHdEPEHLNN
anst paboTbl ¢ WebRTC goctaTouHO noaaepXatb TONbKO OAVH.



Koaeku (4 ns 4)

* VP8 — cBOOOOHbLIN BUOEOKOAEK C OTKPLITON NULUEH3NEN, OTNINYAETCH
BbICOKOW CKOPOCTbIO AEKOAUPOBaHUA BUOEONOTOKA N NOBbILLEHHOM
YCTOMYMBOCTbLIO K NOTEpe KaapoB. Kogek yHMBepcarneH, ero nerko
BHEOPWUTL B annapartHble NnaTtgopMbl, MO3TOMY OYEeHb YacTo
pa3paboTynKm CUCTEM BUOEOKOHMEPEHLICBA3N UCMOMb3YIOT €ro B
CBOMX NpoayKTax.

* [lNaTHbIN BUAeoKoaek H.264 cTan n3BeCcTeH HaMHOTIO paHbLLEe CBOEro
cobpaTa. OTO KOAEK C BbICOKOM CTEMEHBIO CXKaTUSA BUOEOMNOTOKa Npw
COXpPaHeHUN BbICOKOIo KayectBa Buaeo. Bbicokag
PacnpoCcTpaHEHHOCTb 3TOro KoJeKka cpean annapartHbIX CUCTEM
BUOEOKOHJbepeHLCBA3M npeanonaraeT ero ucrnonb3oBaHne B
ctaHaapte WebRTC.

« KomnaHug Goo%Ie akKTUBHO npopaBuraeT kogek VP8, a Firefox 1 Cisco —
H.264, 4TOObLI 0becne4ynTbe COBMECTUMOCTb C OBbIYHBIMU CUCTEMaMU
BUOEOKOHJePEeHLCBA3N.



UTo ecTb cenyac?

[logaepxka cnegyrowmx API:

*MediaStream (aka getUserMedia) — N03BONAET NONYy4YNUTb OOCTYM K
NOTOKaM daHHbIX C KaMepbl U MUKPOMOHa (BO3MOXHbI 1 apyrne
NCTOYHUKN).

*RTCPeerConnection — nepegada ayamo n Buaeo ¢ WWngpoBaHneM U
yrnpaBrieHNeEM NPONyCKHOW CrOCOOHOCTLIO.

*RTCDataChannel — P2P 0bMeH npoun3BoSibHbIMU AaHHbIMW.



Moe nepBoe WebRTC npunoxeHue

PUINOXXEHWE AO0IMKHO BbINOMHUTL Cneayolwme AenCcTBUS:
[Tony4nTb NOTOKOBOE BNAEO, ayaMo U Apyrue AaHHbIe.

[lony4nTb ceTeByo MHGOPMAaLUIO (TaKyto Kak IP agpeca 1 nopThl) U
0OMeHATLCA 3TON MHdopMaumen ¢ gpyrumm WebRTC KnueHTamu (peers)

«ObecneunTb coeanHeHne gaxe npy Hanndum NAT Unn CETEBOTO
9KpaHa.

*BbINOMHNUTL OTNpaBKy CUrHanos, Ana yBegomMsieHus ob omdkax u
CO30aHuNA/3aKpbITUS CECCUN.

*BbINoNHNTL 06MEH MHOPMaLMEN O BO3MOXHOCTSX KNUEHTA
(paspelueHue n nogaepxmBaemble KOQEKN)

*HauaTb nepenaBartb NOTOKOBOE BNAEO, ayano U aHHbIE.




MediaStream (1 13 4)

* MediaStream API npegcTtaBnsaeT 4OCTYN K CUHXPOHU3NPOBAHHbIM
Mexay cobon ayano n Buaeo NnoTtokam.

Y Kaxkgoro MediaStream eCTb BX0 CreHePMpPOBaHHbIN C
NOMOLLBI navigator.getUserMedia()

* /1 BbIXO KOTOPbIN MOXET ObITb NepeaaH B video 3NEMEHT UM B
RTCPeerConnection.



MediaStream (2 13 4)

* MeToa getUserMedia() nony4aeT 3 napameTpa:

navigator.getUserMedia(constraints, successCallback, errorCallback);

* OB6BLEKT C OrpaHN4YeHNsIMHA

* DYHKUMIO 0OpaTHOro BbI30Ba, KOTopas nonydaeT MediaStream
(Ha cny4yamn ycnexa)

» OyHKUMIO 06paTHOro BbI30Ba, KOTOpas nonyyaet nHpopmauymio
00 ownbke (Ha criyyaun Heyga4du)



MediaStream (3 13 4)

* Y Kaxxgoro MediaSteam eCTb MeTKa (Hanpumep
'Xk7EuLhsuHKbnjLWkW4yYGNJJ8ONsgwHBvLQ')

* MaccuB MediaStreamTracks KOTOPbIN BO3BpaLLaeTcs C MOMOLLbHO
MmeToaoB getAudioTracks() 1 getVideoTracks().

« Kaxkgbih MediaStreamTrack umeeT Tun (‘video’ nnu ‘audio’)  MeTKy

(4TO-TO Bpoae ‘FaceTime HD Camera (Build-in)’), n npeacrtaBnaeT
OOVH nnu boree KaHarnos ayauo Unn BUAeEO.

*YHaule Bcero byaeT ToNbKO 0fHA AOpOXKa ayano 1N ogHa OOPOXKKa
BnAeo. Ho nerko npeacraBuTb criydau, korga nx byget oonbsLue.



MediaStream (4 13 4)

* Kpome video anemeHTa n RTCPeerConnection, getUserMedia()
MOXET CNyXunTtb BXogom ana Web Audio API.

<script>
function gotStream(stream) {
window.AudioContext = window.AudioContext || window.webkitAudioContext;
var audioContext = new AudioContext();

// Create an AudioNode from the stream
var mediaStreamSource = audioContext.createMediaStreamSource(stream);

// Connect it to destination to hear yourself
// or any other node for processing!
mediaStreamSource.connect(audioContext.destination);

}
navigator.getUserMedia({ audio: true }, gotStream);

</script>



OrpaHn4yeHus

» )Xenaemags yactota kagpos 60 WwnpuHa 640 BbicoTa 480
* Tpebyemoe COOTHOLLUEHUE LLUMPUHbI K BbICOTE 4:3

getUserMedia({
video: {
mandatory: { minAspectRatio: 1.333, maxAspectRatio: 1.334 },
optional [
{ minFrameRate: 60 },
{ maxWidth: 640 },
{ maxHeigth: 480 }

]
}

}, successCallback, errorCallback);



FaceKat urpa getUserMedia + headtrackr.js

=i

http://auduno.github.io/headtrackr/documentation/reference.html

http://shinydemos.com/facekat/




Screensharing (Firefox nightly)

Koncone HanawmysaHs (about... X/ WebRTC Screen Sharing | ... X \+ ‘

€ '@ @ https://www.webrtc-experiment.com/Pluginfree-Screen-Sharing Bl v C|| QA Mowyx

-

Latest Updates

bufferSize:16384 fixes audio issues when

recording audio/video in parallel.

‘ﬁ muaz-khan 1 days ag

Reverted changes back from last

commit.

setRecordingDuration is NO-more
handle pause/resume recording. Means
that you can pause/resume recordings if
you'Te using

setRecordingDuration. Sorry #38 and

HOME © Muaz Khan . @WebRTCWeb . Github . Latest issues . What's New?

Its a full-HD (1080p) screen sharing application using WebRTC!
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Screensharing (Firefox nightly)

if(isChrome) {
screen_constraints = {
video: {
mandatory: {
chromeMediaSource: 'screen',
maxWidth: screen.width,
maxHeight: screen.height,
minFrameRate: 1,
maxFrameRate: 5
}s
optional: []
b}
} else {
selector.disabled = false;
screen_constraints = {
video: {
mediaSource: "screen"

s



Screensharing (Firefox nightly)

/Konconbnanau.lryaanh(about... X\-]- - a -

€ O Firefox | about:config

Mowyk: | screen

Hassa HanatuTysanHs a | Cran Tun 3HaueHHR
browser fullscreen.animate TMnoBe norivxe true
browser.fullscreen.autohide TMnose noriuxe true
browser.link.open_newwindow.disabled_in_fullscreen TMNOoBE noriyHe false
devtools.command-button-screenshot.enabled TMnose noriuxe false
devtools.toolbox.toolbarSpec Tunose paaoK ["splitconsole”, "paintflashing toggle", "tilt toggle","scratchpad", "resize toggle", "eyedropper”,"screenshot --fullpage”, "rulers"]
dom.browserElement.maxScreenshotDelayMS TUnose uine 2000
full-screen-api.allow-trusted-requests-only Tunose noriuxe true
full-screen-api.approval-required Tunose noriue true
full-screen-api.content-only Tunose noriue false
full-screen-api.enabled TMnose noriuxe true
full-screen-api.pointer-lock.enabled TMnose noriuxe true

media nedia.screensharing.allow_on_old_platforms TUnose norivne false

media.getusermedia.screensharing.allowed_domains

media nedia.screensharing.enabled TMnoBe norivne true

[ i
aill )



CurHansbl (1 n3 2)

e CurHanbl: ynpasneHue ceccusimm, megma n ceteBas
UHdopmauus

* WebRTC ucnonb3yet RTCPeerConnection YTOObI NepeaaBaTh
NOTOKOBLIE JaHHbLIE MeXay bpay3epamu.

« Kpome aToro Tpebyetcst MexaHM3M Onsa nepegadu ynpaBnsitoLLmx
COOOLWEeHNN — curHansoil.

* MeToab!l 1 NPOTOKOMbI C MOMOLLIbIO KOTOPbIX NepeaarTcs
curHanbl He aBnarTca YacTbio WebRTC n RTCConnection API.

* Hanpumep, onsa nepegadv curHanos, MOXXHO UCMOMNb30BaTh
Socket.io M Node server.



CurHansbl (2 n3 2)

« CUrHarbl UCrosnb3yroTca Ansg obMeHa Tpemst Tunamm
MHdopMaunu:

* Ynipaenawouwme coodLeHNs: Ans MHULManm3aumm nnm 3akpbiTus
ceccum n ysegomrieHnst ob owmnbkax.
* KoHQourypauus: IP agpec v nopr.

* BO3MOXXHOCTU: Kakne KOJEKN N pa3peLLleHnst NoaaepXnBatoTcs
MOuM Bpay3epom n bpays3epom C KOTOPbIM yCTaHaBNMBAETCS
CBS13b.



CoeanHeHue (1 n3 3)

var signalingChannel = createSignalingChannel();
var pc;
var configuration = ...;

// run start(true) to initiate a call
function start(isCaller) {
pc = new RTCPeerConnection(configuration);

// send any ice candidates to the other peer
pc.onicecandidate = function (evt) {
signalingChannel.send(JSON.stringify({ "candidate": evt.candidate }));
¥
// once remote stream arrives, show it in the remote video element
pc.onaddstream = function (evt) ﬂ
remoteView.src = URL.createObjectURL(evt.stream);

}s

// get the local stream, show it in the local video element and send it
navigator.getUserMedia({ "audio": true, "video": true }, function (stream)
selfView.src = URL.createObjectURL(stream);
pc.addStream(stream);

if (isCaller)
pc.createOffer(gotDescription);
else
pc.createAnswer(pc.remoteDescription, gotDescription);

function gotDescription(desc) {

pc.setLocalDescription(desc);
signalingChannel.send(JSON.stringify({ "sdp": desc }));

1)

signalingChannel.onmessage = function (evt) {
if (!pc)
start(false);

var signal = JSON.parse(evt.data);
if (signal.sdp)

pc.setRemoteDescription(new RTCSessionDescription(signal.sdp));
else

pc.addIceCandidate(new RTCIceCandidate(signal.candidate));

1. [punoxeHne Nel cosgaeTt ob6bekT

RTCPeerConnection

2. Korga HangeH OOCTYrHbIW ‘CeTeBOU

KaHOMOaT Bbl3biBaeTCca 00paboTymk
onicecandidate

3. OTnpaBka kaHanaaTa npunoxxeHuo Ne2

4. Korga npunoxeHne Ne2 nony4uTt kaHaugara
bynet Bbi3BaH MeTof addlceCandidate

[Mpnmep ‘ceTeBoro kaHguaara’

a=candidate:1853887674 1 udp 1845501695
46.2.2.2 36768 typ srflx raddr 192.168.0.197
rport 36768 generation O



CoeanHeHune (2 13 3)

* Kpome Toro npunoxeHune Nel un npunoxeHme Ne2 gormKHbI
0OMeHATLCA MHPOopPMaLMEN O KOHUrypaLuum ceccuu

* 1. [NpunoxeHune Nel Bbi3biBaeT MeToa createOffer(). B dpyHKUMIO
obpaTHOro BbI30oBa rnepegaeTcd oobekT RTCSessionDescription,
KOTOPbLIN ONUCbIBAET fTOKanbHYH CECCUIO NPUITOXKEHMUS.

* 2. B pyHKUMKM 0OpaTHOro BLI3oBa, NpunoxeHne Nel Bbi3biBaeT
MeTo[ setLocalDescription(). [locne aToro, onncaHne ceccuu
nepenaetca npunoxeHuto Ne2. RTCPeerConnection He Ha4HeEM
uckamsp ‘KaHouoamos’ 00 8bi308a setlLocalDescription()

3. [lpunoxeHue Ne2 rnonydyaem RTCSessionDescription om
npurioxxeHus Nel1 u ebi3bieaem mMemoo setRemoteDescription()



CoeanHeHue (3 n3s 3)

4, [1punoxeHne Ne2 BbI3bIBAET METO createAnswer() U nepenaet
Tyda onncaHme ceccuun nonyyeHHoe ot npunoxeHmsa Nel. Tak,
npunoxeHne Ne2 cosgaeTt ceccuo COBMECTUMYIO C
npunoxeHnem Nel.

* 5. OnncaHne ceccum otnpasnseTcs obpaTHo npunoxeHuto Nel

* 6. [lpunoxeHne Nel nonyvyaeT onncaHue U Bbi3biBaeT MeToa
setRemoteDescription()

7. CB4A3b YyCTaHOBINEHA.



Session Description Protocol

Session description

* v= (protocol version number, currently only 0)

. o= (originator and session identifier : username, id, version number, network address)
 s= (session name : mandatory with at least one UTF-8-encoded character)
i=* (session title or short information)

 u=* (URI of description)

* e=*(zero or more email address with optional name of contacts)
p=*(zero or more phone number with optional name of contacts)

*  ¢=* (connection information—not required if included in all media)

*  b=*(zero or more bandwidth information lines)

*  One or more Time descriptions ("t=" and "r=" lines; see below)

 z=* (time zone adjustments)

k=* (encryption key)

 a=* (zero or more session attribute lines)

Zero or more Media descriptions (each one starting by an "m="line; see below)



Session Description Protocol

* Time description (mandatory) v=0
. . . . o=alice 2890844526 2890844526 IN IP4 host.anywhere.com
* t= (time the session is active) &
o p=* (zero or more repeat times) i:éNngd host.anywhere.com
* Media description (if present) m=audio 49170 RTP/AVP @
. a=rtpmap:98 PCMU/806060

. m= (media name and transport address) m=video 51372 RTP/AVP 31
. % N . . . a=rtpmap:31 H261/90000

i=* (media title or information field) n=video 53000 RTP/AVP 32
* c¢=* (connection information — optional if included at session level) a=rtpmap:32 MPV/90000|

*  b=*(zero or more bandwidth information lines)
k=* (encryption key)

* a=*(zero or more media attribute lines — overriding the Session
attribute lines)



Session Description Protocol

G snip izt

m=audio 1 RTP/SAVPF 111 ... @

a=extmap:1 urn:ietf:params:rtp-hdrext:ssrc-audio-level
a=candidate:1862263974 1 udp 2113937151 192.168.1.73 60834 typ host ...iﬂﬁ

a=mid:audio

a=rtpmap:111 opus/48ee0/2 @
a=fmtp:111 minptime=10

(e SNAPEED)

@  Secure audio profile with feedback

€ candidate IP, port, and protocol for the media stream

€ Opus codec and basic configuration
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RTCPeerConnection

« Kogeku 1 npoToKkorsbl ucnorb3yemblie WebRTC genatoT 60nbLLON
0O6bem paboTbl AN Toro, YTobbl caenaTb KOMMYHUKALMIO B pearibHOM
BpeMeHN BO3MOXHOM Aaxe B HeHaeXHbIX CEeTAX:

* COKpbITUE NOTEPU NAKETOB

* [lopaBneHue axa

« Agantayms noa nponyckHy CnoCOOHOCTb

e dynamic jitter buffering

* aBTOMATUYECKAA PEryrnmpoBKa yCuneHunst ayano
* YCTpaHeHue wyma

* OumncTKa KapTUHKK



RTCPeerConnection 6e3 cepBepa (1 13 3)

 CosnaeM RTCPeerConnection
* [Tony4yem noTok n godbasnsem ero B RTCPeerConnection

// servers is an optional config file (see TURN and STUN discussion below)
pcl = new webkitRTCPeerConnection(servers);

bl e
pcl.addStream(localstream);



RTCPeerConnection 6e3 cepBepa (2 13 3)

« Co3gaem onmcaHue ceccum.
* Bbi3biBaeM setLocalDescription, setRemoteDescription

« Co3gaem onmcaHne cCoBMeCTUMOWM CeCcCcum ¢ NoMOLLbIO MeToaa
createAnswer|()

pcl.createOffer(gotDescriptionl);

-

function gotDescriptionl(desc){
pc1.setLocalDescription(desc)j
trace("Offer from pcl \n" + desc.sdp);
pc2.setRemoteDescription(desc);
pc2.createAnswer(gotDescription2);



RTCPeerConnection 6e3 cepBepa (3 13 3)

» Co3gaeM RTCPeerConnection MpUHMMalOLLEN CTOPOHbI
* [lokasblBaeM «yaaneHHbIn» NOTOK Koraa oH OyaeT nony4yeH.

pc2 = new webkitRTCPeerConnection(servers);

pc2.onaddstream = gotRemoteStream;
Pl
function gotRemoteStream(e){

vid2.src = URL.createObjectURL(e.stream);
}



RTCPeerConnection + cepBep

B peanbsHOM MUpe ona Hy>XXeH cepBep:

[lonb3oBartenu HaxooaAT Apyr Agpyra u obMeHnBatoTCS
nHdopmaumen o cedbe (Hanpmep MMeHamMmu)

[1punoxeHna obOMeHnBalOTCA CETEBOMN MHA OpMaLMEN.

[TpunoxeHnss obMeHnBarOTCA ONMcaHUeEM CECCUM

°1 IPUTTOXKEHNA 06xoaaT NAT 1 ceTeBble IKPaHhbI.




O06xoa NAT (1 n3 2)

 [1na Toro 4To6bl RTCPeerConnection Mor ooxoautb NAT, ICE
Framework ncnonb3dyet npoTtokosnbl STUN 1 TURN.

* STUN (cokp. OT aHrn Session Traversal Utilities for NAT, Y TUNUTbI
npoxoxaeHua ceccun anga NAT, paHee aHrn. Simple Traversal
of UDP through NATs, ['lpocToe npoxoxaeHue UDP Yyepes cepBep.l
NAT) — 9TO ceTeBOU NPOTOKOM, KOTOPbLIN NO3BOMNSAET KITUEHTY,
Haxo4sAlemMyca 3a cepBepoM TpaHCNAUUn agpecos (Mnu 3a
HECKOJIbKMMM TaKUMU cepBepamMu), onpeaenntb CBOU
BHELLHWUN IP-aapec cnocob TpaHcnauum agpeca u nopta BO
BHELUHEW CETU, CBA3AHHbLIN C onpeaeneHHbIM BHYTPEHHUM
HOMepPOM rnopTa



Relay server

Peer

STUN server STUN server




O06xoa NAT (2 ns 2)

* Session Traversal Utilities for NAT (STUN) npegycmaTpuBaeT O4HO CpeacTBO And
npoxoxaeHusa NAT. STUN No3BoNseT KNUEHTY Noy4YnTb TPaHCMOPTHbLIN agpec (IP agpec u
NopT), KOTOPbIN MOXET ObITb NONE3eH ANA NpMema nakeToB OT peer-0B. OHAKO agpeca,
nosfiyyeHHble yepes STUN, He MOryT ObITb 4OCTYMHbLI BCEM peer-aM. QTN afpeca paboTatoT B
3aBMCMMOCTM OT TONOMOrmMm cetn. Takmm obpa3om, STUN cam no cebe He MoOXeT
obecrnevynTb KOMMNIEKCHOE pelleHne anga obxoaa NAT.

* CuMMeTpUUHbIN NAT (Symmetric NAT) — TpaHcnaums, npu KOTOPOU Kaxkgoe coeguHeHue,
MHULUMMPYEMOE Napoun «BHYTPEHHUI a%pec: BHYTPEHHWUI NOPT» NpeobpasyeTcs B 5
CBODOOHYIO YHMKATIbHYIO Cly4anHO BbIOpaHHY0 napy «nyorn4yHbI agpec: nyonmyHbIv
nopt». Mpn 3TOM MHULMaALNA coeaUHEHUS N3 NYONTMYHOU CeTU HEBO3MOXHa.

« 3aKOHYEeHHOEe peLleHne TpebyeT cpeacTs, C NOMOLLbLIO KOTOPbIX KIMEHT MOr Obl Nony4nTb
TPaHCNOPTHbLIN agpec, Ha KOTOPbIN OH MOT Obl non%anb MOTOK JaHHbIX OT Noboro peer-a
KOTOpPbIN MOXET nepeaasarth NakeTbl AaHHbIX B NYDONUYHbLIM UHTEPHET. OTO MOXET ObITb
OOCTUTHYTO ML NMYTEM PETPAHCALUMKN OaHHbIX Yepes cepBep, KOTOPbIM HAXOOUTCH B
obwenoctynHom VMIHTepHeTe. 3Ta cneundukaumsa onucbiBaeT Traversal Using Relay NAT
(TURN), NpOTOKOI, KOTOPbLIN MNO3BOSISAET KIMTMEHTY NONY4UTh IP-agpeca n NopTbl OT TaKUX
peer-0OB.



[1poTokon ICE

*|P agpec Cc caMblM BbICOKUM MPUOPUTETOM NpeanoyTeHns oyger
MCMNOSib30BaTbCA ANA BeAeHUs ODLLEHNSA MexXay
ycTpoucTtesamu. B cnmcke mapLupyToB HanBbLICLLUU NPUOPUTET
nony4arT MapwpyTbl 6e3 3agenctesoBaHna STUN, bornee HU3KNK
— MapLwpyTbl ¢ 3agencteoBaHnem STUN, n Hanbonee HN3KUnN —
MapLUpYTbl C NPOKCUpoBaHUeM megmartpaduka yepes TURN-
cepBep.

* |CE BbINOMHAET BCIO rPA3HY0 paboTy no npeogosnieHnto
pa3nn4yHbiX NAT YyCTPOMNCTB. Tenepb HET HEODXOAMMOCTN
OOMOSIHUTENLHO HAacTpauBaThb Balln PoyTepPbI U
MapLUpyTU3aTops.l, a5 padboTbl ¢ VolP TenedoHnEN.



Signalling Signalling

Relay server
Data

Data



spot.com demo

C' | @ https;//apprtc.appspot.com

AppRTC

Please enter a room name.

572185939

JOIN

Recently used rooms:

Waiting for someone to join this room:




apprtc.appspot.com demo

NHuumnanusauus npunoxeHuns

function initialize() {
console.log("Initializing; room=99688636.");
card = document.getElementById("card");
localvideo = document.getElementById("localVideo");
miniVideo = document.getElementById("miniVideo");
remoteVideo = document.getElementById("remoteVideo");
resetStatus();
openChannel('AHR1WrqvgCpvbd9B-Gl5vZ2F1BlpwFVvOXBUWRGLF/* ...*/");
doGetUserMedia();

}
[lns oTnpaBkm cMrHanoB ncnonb3yeTtcs Google App Engine

function openChannel(channelToken) {
console.log("Opening channel.");
var channel = new goog.appengine.Channel(channelToken);
var handler = {
‘onopen’': onChannelOpened,
'onmessage': onChannelMessage,
‘onerror': onChannelError,
‘onclose’': onChannelClosed
}s

socket = channel.open(handler);



apprtc.appspot.com demo

App Engine

JSON/XHR+Channel JSON/XHR+Channel

Browser B R Browser

Caller Callee



apprtc.appspot.com demo

* [locne oTKpbITUA CUrHanNbHOro KaHana Bbi3biBaeTcs getUserMedia()

* Ecnv aTOT BbI30B yCnelLleH, TO Bbi3blBaeTCcA PYHKLNA 0bpaTHOro
Bbl30Ba onUserMediaSuccess()

* [1oTOK NpunBA3bIBaAETCA K arieMeHTY localVideo

* [lepemMeHHas initiator paBHa 1, NO3TOMY NPOUCXOAUT BbI30B PYHKLINN
maybeStart()

function onUserMediaSuccess(stream) {
console.log("User has granted access to local media.");
// Call the polyfill wrapper to attach the media stream to this element.
attachMediaStream(localVideo, stream);
localVideo.style.opacity = 1;
localStream = stream;
// Caller creates PeerConnection.
if (initiator) maybeStart();



apprtc.appspot.com demo

» 3Ta PYHKUUSA BbI3bIBAETCHA B HECKOSTbKUX aCUHXPOHHbIX OYHKLINAX
obpaTHoro Bbi3oBa. Kog aTon oyHKLUMW BbINOMTHUTCA TONbLKO TOraa,
Korga nepemMeHHas localStream OyaeT ccbllaTbCA Ha NokKanbHbIN
Meauna NoToK, a nepeMeHHada channelReady OyaeTt paBHa true. Takum
obpa3om coeanHeHue byageT ycTtaHOBMEHO He boriee ogHOro pasa

function maybeStart() {
if (!started &% localStream && channelReady) {
" £ —
createPeerConnection();
o
pc.addStream(localStream);
started = true;
// Caller initiates offer to peer.
if (initiator)
doCall();



apprtc.appspot.com demo

* OCHOBHOE Ha3Ha4YeHne 3Ton PYHKLNN B YCTAHOBNEHUN COEANHEHMNS C
ncnonb3osaHmnem STUN cepsepa.

 HasHadyeHune cobbiTus onicecandidate onncaHo Bbile Ha cnanagax « CoeguHeHue»

« K RTCPeerConnection rnogkro4datorca obpabdboTtymnkm cobbiTuin. Bce oHM, Kpome
onRemoteStreamAdded, NPOCTO BbINOSIHAKOT JIOrMpoBaHune

function createPeerConnection() {
var pc_config = {"iceServers": [{"url": "stun:stun.l.google.com:19302"}]};
try {
// Create an RTCPeerConnection via the polyfill (adapter.js).
pc = new RTCPeerConnection(pc_config);
pc.onicecandidate = onIceCandidate;
console.log("Created RTCPeerConnnection with config:\n" + " \"" +
JSON.stringify(pc_config) + "\".");
} catch (e) {

console.log("Failed to create PeerConnection, exception: " + e.message);
alert("Cannot create RTCPeerConnection object; WebRTC is not supported by this browser.");
return;

}

pc.onconnecting = onSessionConnecting;
pc.onopen = onSessionOpened;
pc.onaddstream = onRemoteStreamAdded;
pc.onremovestream = onRemoteStreamRemoved;



apprtc.appspot.com demo

* OTOT METO YCTaHaBIIUBAET y,El,aJ'IeHHbII7I MNOTOK C 3JIEMEHTOM

rormmvnl/idan
function onRemoteStreamAdded(event) {

L we

miniVideo.src = localVideo.src;
attachMediaStream(remoteVideo, event.stream);
remoteStream = event.stream;
waitForRemoteVideo();



apprtc.appspot.com demo

* [locne co3gaHnsa coeguHeEHNs, co3gaeTcda onmcaHne ceccun

« OnncaHmne ceccum oTNpaBNAETCst Mo CUrHanbHOMY KaHany Bbl3biIBAaE€MOMY
NPUINOXEHUIO

function doCall() {
console.log("Sending offer to peer.");
pc.createOffer(setLocalAndSendMessage, null, mediaConstraints);

}

function setLocalAndSendMessage(sessionDescription) {
// Set Opus as the preferred codec in SDP if Opus is present.
sessionDescription.sdp = preferOpus(sessionDescription.sdp);
pc.setlLocalDescription(sessionDescription);
sendMessage(sessionDescription);

A



apprtc.appspot.com demo

*[lonydyeHune n otnpaeka ‘kaHguagara’

function onIceCandidate(event) {
if (event.candidate) {
sendMessage({type: 'candidate’,
label: event.candidate.sdpMLineIndex,
id: event.candidate.sdpMid,
candidate: event.candidate.candidate});
} else {
console.log("End of candidates.");

}

function sendMessage(message) {
var msgString = JSON.stringify(message);
console.log('C->S: ' + msgString);
path = '/message?r=99688636"' + '&u=92246248"';
var xhr = new XMLHttpRequest();
xhr.open('POST', path, true);
xhr.send(msgString);



apprtc.appspot.com demo

* OBbpaboTUMK cUrHanbHbIX COOOLLIEHUN

function processSignalingMessage(message) {
var msg = JSON.parse(message);

if (msg.type === 'offer') {
// Callee creates PeerConnection
if (!initiator && !started)
maybeStart();

pc.setRemoteDescription(new RTCSessionDescription(msg));
doAnswer();

} else if (msg.type === 'answer' && started) {
pc.setRemoteDescription(new RTCSessionDescription(msg))j
} else if (msg.type === 'candidate' && started) {

var candidate = new RTCIceCandidate({sdpMLineIndex:msg.label,
candidate:msg.candidate});
pc.addIceCandidate(candidate);
} else if (msg.type === 'bye' && started) {
onRemoteHangup();



RTCDataChannel (1 13 2)

* Kpome ayano v Buaeo WebRTC nogaepXmsaet KOMMYHUKaLUIO
ONa Apyrnx TUNoB AaHHbIX.

* CyLuecTByeT MHOro criocoboB UCMofb3oBaHUA aHHOIo API:
* Nrpbl

* YripaBrieHne yganeHHbIM paboymm CTONoM

* TekcToBbIN YaT

*[lepepava gpannos

* PacnpeneneHHble ceTu



RTCDataChannel (2 n3 2)

« CBS13b OCYLLIECTBISAETCA HANPsMY0 Mexay bpaysepamm, No3ToMy
RTCDataChannel MOXeT paboTaTb HAMHOIO ObICTpee YeM BED-COKETHI (gaxe
npwv Hann4um STUN cepBepoB)

var pc = new webkitRTCPeerConnection(servers,
{optional: [{RtpDataChannels: true}]});

pc.ondatachannel = function(event) {
receiveChannel = event.channel;
receiveChannel.onmessage = function(event){
document.querySelector("div#receive").innerHTML = event.data;
}s
}s

sendChannel = pc.createDataChannel("sendDataChannel”, {reliable: false});

document.querySelector("button#send”).onclick = function (){
var data = document.querySelector("textarea#send”).value;
sendChannel.send(data);

} 2
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[lepenava doannos https://rtccopy.com

WebRTC COpy About GitHub

ww: fdfdf
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* http://www.webrtc.org/
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* http://blog.trueconf.ru/reviews/webrtc.html
* http://voipnotes.ru/nat-potocol-turn-rsip-ice/

* https://ru.wikipedia.org/wiki/Traversal Using Relay NAT

* https://www.webrtc-experiment.com/docs/STUN-or-TURN.html
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