Perl B xAkxe u x7xu B Perl
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e HUrpel

* CTF (Capture the Flag)

* |ICFP

* EACP (Extremely Advanced
Computer Programming)
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@ Perl B x9ke

* [lpocTos paboTa C ceTblo;

* YnobeH npu HanncaHum PoC;

» Obdbyckauua koaa;

* [eHepauus cnoxHo4umntaemoro C
Koaa;

» 3aTpyaHEHHbIN reverse.
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[IpocToi B€O KIUEHT
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Perl2C

... (3474 CTPOKM)
xpv_list[79].xpv_pv = savepvn("Hello, MayPer\n", 15);
{

SV **svp;

AV *av = (AV*)&sv_list[279];

av_extend(av, 2);

svp = AVARRAY(av);

*svp++ = (SV*)&PL _sv_undef;

*svp++ = (SV*)&PL _sv_undef;

*svp++ = (SV*)&sv_|ist[280];

AvFILLp(av) = 2;
}
PL_curpad = AVARRAY((AV*)&sv_list[279]);
GVHV(PL _incgv) = (HV*)&sv_list[53];
... (150 cTpOK)
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eax
[eax+ecx*4+8Ch], edi
eax, [ebp+argc]
eax, 3

eax

offset sub_A4889CE
mayperl
_perl_parse

esp, 14h

eax, edi

short loc_468D19

Graph overview

_Perl_get_context

eax
_Perl_Ttainted_ptr
ecx

4

ebx

offset al g —A
[eax], bl
_Perl_get_context

eax

_Perl_gu_fetchpuy

esp, 16h

- 00408D01: _main+13A




X»5KkHu B Perl

* [lpocToun CoKeT B Perl’e;

* Sniffer nog UNIX 6e3 ncnonb3oBaHus libpcap;

* [lppem/oTnpaBka NakeToB N NCMOSIb30OBAHMEM raw
socket;

* HeGnoknpyroLmne CoKeThbl.
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Perl sockets

#!/usr/bin/perl

use Socket;

socket SS, PF_INET, SOCK_STREAM, getprotobyname('tcp’);
my Saddr=sockaddr_in(80, inet_aton(Sip));

connect SS, Saddr or die "Can't open connection: S!\n";

send SS, "GET / HTTP/1.0\r\n\r\n", O;
print <$S>;

close SS;
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~ Snifter mog Unix

CO 0€3 ncnojib3oBaHus libpcap

#!/usr/bin/perl

Huse Socket;

use constant PF_PACKET =>17;

use constant SOCK_PACKET => 10;
use constant ETH_P_ALL => 0x0003;

socket (SOCKET, PF_PACKET, SOCK_PACKET, ETH_P_ALL) or die “Socket error: SI\n";
while (){

recv (SOCKET, Sbuf, 1514, 0); # ynTaem naket
print unpack ("H*", Sbuf), "\n\n"; # BbIBOOAUM ero B dopmaTte hex
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o OTnpaBka UDP

@
L [NaKeTa

#!/usr/local/bin/perl LI e pe3 ra W S O C ket

use Socket;
use constant IPPROTO_RAW => 255;

Siaddr = inet_aton ('192.168.139.1");
Spaddr = sockaddr_in (80, Siaddr); #80 - NOPT HAa3HaA4YEeHUd

socket(SOCKET, PF_INET, SOCK_RAW, IPPROTO_RAW) or die “Socket error: S!\n";
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OTnpaBka UDP

® MNakeTa
e e epe3 raw socket

Spacket .= pack ("n", 28);

Spacket .= pack ("n", 0);

Spacket .= pack ("H4", '4000');

Spacket .= pack ("C", 64);

Spacket .= pack ("C", getprotobyname('udp'));

Spacket .= pack ("n", 0);

Ssource_ip = '207.46.197.32';

Sresult_source_ip .= pack ("C", S_) for (split('\.!, Ssource_ip));
Spacket .= Sresult_source_ip;

Sdestination_ip = '192.168.139.1';

Sresult_destination_ip .= pack ("C", S_) for (split('\.', Sdestination_ip));
Spacket .= Sresult_destination_ip;

Spacket .= pack ("n", 25);

Spacket .= pack ("n", 80);

Spacket .= pack ("n", 8);

Spacket .= pack ("H4", '0000');
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o OTnpaBKa NakeToB
[ J
ooe Yyepes packet socket

C Kakoro nHTepdenca nponcxoauT oTnpaBKa rnakera:
struct sockaddr {

sa_family t sa_family; //cemMencTBo NPOTOKOSIOB
char sa_data[14]; //14 6anToB Ha ONUCaHWe 3TOro CEMENCTBA...
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o OTnpaBKa NakeToB
[ J
ooe Yyepes packet socket

[Tprumep 3anonHeHust CTPYKTYpbl 1 OTNPaBKK NakeTa:

Saddr = PF_PACKET; #cemMencTtao

Siface = "eth0"; #ucnonb3yemoe yCTPONCTBO

Ssocket = pack ('Sal4', Saddr, Siface); #ynakoBblBaeM BCE 3TO B CTPYKTYPY
send(SOCKET, Spacket, 0, Ssocket) or die "Can't send packet:S!\n";
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Hebrnoknpyrownm

COKeT
Ha Perl (Windows)
my (Swin, Sein);

my Saddr=sockaddr_in(86, inet_aton("10.0.0.253"));
socket SOCK, PF_INET, SOCK_STREAM, 0 or die "Socket: S!\n";

ioctl(SOCK, 0x8004667e, pack("l", 1));
connect SOCK, Saddr;

vec (Swin =" fileno(SOCK),1)=1;

Sein=Swin;
my Snfound = select (undef, Swin, Sein, 1);

YAPC::Russia 2009



Perl B xAkxe u x7xu B Perl

CIACHBO 3A
BHRWIVIAFAL |

lya@hackerdom.ru)
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K.I.S.S.

3anycTuTb netcat,
NoBeCUTb bash, nu nyJyiie
cat’HyTb dpaunn, yCTaHOBUTL Perl?

grep’HYTb NO
pPerBbIpy...
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