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MpoTtokon TCP/IP: NMNpeunmyLwiecTtBa

Habop npotokonos TCP/IP:
[Mo3BoNaeT MapLUpyTU3NPOBATb AaHHble MO CETAM DONbLLIOro pasmepa.

icnonb3yeTca npakTndeckn BO BCEX OMNepaLnOHHbIX CUCTEMaAX U
nnardpopmax.

Ob6ecneuynBaet boratblin HABOP YTUIIUT U MHCTPYMEHTOB.
Heobxoonm ans nogkntoveHust K IHTepHerTy.
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MapLwpyTusaumusa K pacnpeneneHHOU ceTu
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[MydbnunyHble n yacTHble IP-agpeca

NAT
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Public IP Address
Domain

Private IP Address
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Internet Corporation for Assigned Names and Numbers

© 2007 Cisco 2.0—1-5




Appecauus B pacnpeaeneHHbIX CeTax:
TpaHcnauus

DyHKUMA TpaHCNALUK Onucanne

TpaHcnsaums Homepos nopToB (Port Address Translation, PAT) — 310 pyHKUMSA
CETEBOro YyCTPOWMCTBA, No3BonstoLasa npeobpasosbiBatb TCP- nnn UDP-Tpaduk
MEXY XOCTOM M MOPTOM BO BHELLUHEW CETU B TpauK Mexay XOCTOM 1 MOPTOM BO

TpaHcnsaums Homepos BHYTPEHHEN CeTU. OTa TEXHOIOrMs No3BOsSIIET HECKOMBbKNMM XOCTaM BO BHYTPEHHEWN

noptoB (PAT) ceTn ucnonb3oBaTb 0AUH U TOT Xe IP-agpec. YcTtponctso, nogaepxumaatowlee PAT,
CnocobHO NPO3pavyHO M aBTOMATUYECKN 3aMEHATb 3HAYEHUS NCXOLHOIo UNn
KoHeuvHoro |IP-agpeca n Homepa nopta B |IP-naketax, oTcbliaemMbix Unm
NPUHMMAEMbIX BHYTPEHHUMMN XOCTaMu

TpaHcnaums ceteBbix agpecoB (NAT) nogpasymeBaeT 3aMeHY UCXOAHbIX aapecos
n/vnn agpecoB HasHa4yeHus IP-nakeToB Npu Nx NPOXOXAeHUn Yyepes
MapLUpyTU3aTop MM MeXceTeBon akpaH. bonbLMHCTBO cucteM, 0COBEHHO B
CeTaAX MarblX 1 cpegHux npeanpusatui, ncnonbaytoT NAT ans coeanHeHns
6OonbLLIOro KonnyecTsa YCTPOWUCTB B YaCTHOM ceTu ¢ IHTepHETOM Npy NOMOLLM
ogHoro nybnuyHoro IP-agpeca yepes wno3 nnu mapLipyTnsartop. B cootBeTcTBMM
CO cneunmkaumsMmn mapLLpyTU3aTopbl HE AOMKHbI paboTaTb Takum obpasom,
ofHako ans MHornx agmuHuctpatopoB NAT sBnsetca yaobHON TEXHOMOMMEN, YTO
o6ycnoBnMBaeT ero LUMPOKOe pacnpocTpaHeHe. TeM He MeHee, CNonb3oBaHMe
NAT MOXET BbITb COMPSKEHO C onpeaeneHHbIMU TPYAHOCTAMW AN1S CBA3U MexXay
XocTamu

TpaHcnaums ceTeBblX
agpecos (NAT)
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MeTtoabl aoctyna B UHTepHeT: ®Pusnyeckue
coeVHeHuSs

Cable
DSL
ISDN

T1HE1I
T3/E3NJ3
SONET/SDH
Satellite
Serial
Dial-up

SDN
SW56
WAN
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MeTtoabl aoctyna B UHTepHeT: poToKkon goctyna

PPP
Frame Relay

ATM
Metro Ethernet
WAN
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Be3onacHocTb: Cuctembl obHapyxeHusa (IDS) n
npepotBpaweHusn (IPS) BTopxeHnn
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Attacker
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Intrusion Prevention Systems
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