AHOHMUMHaZa ceTb TOR

BbinonHun cTyaeHT rpynnbl



[MpuHUMn paboTbl Tor OCHOBaH Ha naee Tak HasblBaemMon "J1ykoBou
MapwpyTtnsaummn" (Onion Routing), KoTopasi Oblfia NpeanoXeHa eLle B
cepeamnHe 90-x roaos 1 3anaTteHToBaHa BoeHHO-mopckumm cunammn CLUA. Becb
CMbICI1 B TOM, YTO €CJM KINUEHT ByaeT o0LaTbCa C CepBEpPOM He HanpsaMyto, a
Yyepes LIenoYyKy NoCcpesHUKOB, KaXXaoMy N3 KOTOPbIX U3BECTHbLI TOSBKO
crnepywowlee n npeabiayuiee 3BeHbA LEenoykuy - oTcneanTb MICTUHHBIA MICTOYHUK
N NPUEMHUK JaHHbIX (OAHOBPEMEHHO) OyaeT HEBO3MOXHO B J1t0OOM 3BEHE

Lenm.



E) How Tor Works: 1 &5 Tor node
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Ef) How Tor Works: 2 &3 Tornode

« « 4 unencrypted link
—p encrypted link

Alice

- a0 e =
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E) How Tor Works: 3 Tor node
« « 4 unencrypted link
—p encrypted link
Step 3: If at a later time, the :
user visits another site, - ‘
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File Edit View Go Capture Analyze Statistics Telephonx Tools Internals Help

Bwoee EEXEE Aa+voT L (EE Qe @08 % B
Filter: E Expression... Clear Appl

No. Time Source Destination Protocol Length Info

50 19 221 90

.611046

7 2.949785 217.23.137.61 192.168.0.100 TCP 60 http > 22312 [ACK] Seq—l Ack=767 Win=128 Len=0
8 2.987644 217.23.137.61 192.168.0.100 TCP 1514 [TCP segment of a reassembled PDU]
9 2.987962 217.23.137.61 192.168.0.100 TCP 1514 [TCP segment of a reassembled PDU]
10 2.987963 217.23 137 61 192.168 0. 100 TCP 1275 [TCP segment of a reassemb1ed PDU]
12 2.999355 217 23 137 61 192.168.0. 100 TCP 1514 [TCP segment of a reassemb1ed PDU]
13 2.999664 217 23 137. 61 192.168 0. 100 TCP 1514 [TCP segment of a reassembled PDU]
Vi 1 S Q N 10 .6 > 5 . 3 C ' § ACK seq 767 A i 7067
15 3.000134 fe80::902f: ac87 c51ff02 SSDP 208 M-SEARCH * HTI'P/l 1
16 3.000195 217.23.137.61 192.168 0.100 TCP 1514 [TCP segment of a reassembled PDU]
17 3.000197 2V T2 S ST 61 192. HTTP 346 HTI'P/l 1 200 oK (text/htm1)
19 3.044704 2¥75230 137 60 192.168.0. 100 TCP 1514 [TCP segment of a reassemb]ed PDU]
20 3.045112 217.23 137 60 192.168 0. 100 TCP 1514 [TCP segment of a reassemb1ed PDU]
22 3.045287 217.23 137 60 192.168.0. 100 TCP 1514 [TCP segment gf a reassemb1ed PDU]
235

.056375 217.23.137.60 192.168.0.100 HTTP 841 HTTP/l 1 200 OK (JPEG JFIF image)

3.088564 217.23.137.61 192.168 0. 100 TCP 60 http > 22312 [ACK] Seq=8814 Ack= 1536 W‘In—140 Len—O
3.112519 217.23.137.61 192.168.0.100 HTTP 276 HTTP/1.1 404 Not Found (text/html)
3.133780 173.194.69.102 192.168.0.100 HTTP 430 HTI'P/l 1 200 OK (GIF89a)

22 4 RAA17PR 217 22 127 A1 102 1AR 0 100 Tcp A0 httn ~ 22212 rarw1 cRn—Q02h Ack=7447 Win=155 1| en=
Frame 1: 208 bytes on wire (1664 bits), 208 bytes captured (1664 bits)
Ethernet II, Src: Giga-Byt_82:13:ff (00:24:1d:82:13:ff), Dst: IPv6mcast_00:00:00:0c (33:33:00:00:00:0c)
Internet Protocol Version 6, src: fe80::902f:ac87:c51e:8e32 (fe80::902f:ac87:c51e:8e32), Dst: ff02::c (ff02::c)
User Datagram Protocol, Src Port: 64053 (64053), Dst Port: ssdp (1900)
- Hypertext Transfer Protocol
+ M=SEARCH ¥ HTTP/1.1\r\n
Host:[FF02::C]:1900\r\n
ST:urn:Microsoft windows Peer Name Resolution Protocol: v4:IPV6:LinkLocal\r\n
Man:"ssdp:discover"\r\n

+ FH F F

MX:3\r\n
0000 33 33 00 00 00 Oc 00 24 1d 82 13 ff 86 dd 60 00 IR NS %
0010 00 00 00 9a 11 01 fe 80 00 00 00 00 00 00 90 2f ........ ceeunnn
0020 ac 87 c5 1le 8e 32 ff 02 00 00 00 00 00 00 00 OO0 ..... 74 R
0030 00 00 00 00 00 Oc fa 35 07 6¢c 00 9a 8e 43 4d 2d ....... 5.1...Cm-

0040 53 45 41 52 43 48 20 2a 20 48 54 54 50 2f 31 2e SEARCH * HTTP/ 1
0050 31 Od Oa 48 6f 73 74 3a 5b 46 46 30 32 3a 3a 43 1..Host: [FFO2:
0060 5d 3a 31 39 30 30 0d 0Oa 53 54 3a 75 72 6e 3a 4d 1:1900.. ST:urn:M
0070 69 63 72 6f 73 6f 66 74 20 57 69 6e 64 6f 77 7 icrosoft windows
0080 20 50 65 65 72 20 4e 61 6d 65 20 52 65 73 6f 6C Peer Na me Resol
0090 75 74 69 6f 6e 20 50 7 6f 74 6f 63 6f 6¢c 3a 20 ution Pr otocol:
00a0 56 34 3a 49 50 56 36 3a 4c 69 6e 6b 4c 6f 63 61 V4 :IPV6: LinkLoca

@ | File: "C:\Users\Kakao\Desktop\moddin login dump.pcap" 79 KB 00:00:... | Packets: 98 Displayed: 98 Marked: 0 Load time: 0:00.004 Profile: Default

m



File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help

(el E) QA QA Q0 @D %% E

S @l g Wireshark: Find Packet
Filtel Find ’ Expression... Clear
No. By: Display filter () Hexvalue @ String btocol Length Info
' Filter: m I 2
Search In String Options Direction
l @ Packet list [] Case sensitive Up P
Packet details || Character set: @ Down Pv
Packet bytes ASCII Unicode & Non-Unicode EI Ep 60 http
EP 1514 [TCP
(o [ o Jifp 516 ree
— — P 1275 [TCP
12 2.999355 217.23.137.61 192.168.0.100 TCP 1514 [TCP
13 2.999664 217.23.137.61 192.168.0.100 TCP 1514 [TCP
15 3.000134 fe80::902f:ac87:c51ff02::c SSDP

4 % Anntnc

BEE

Ethernet II

src:

L e L ]

Giga-B

] Transmission Control Protocol,
| Hypertext Transfer Protocol

# GET /login.php HTTP/1.1\r\n

Host: forum.modding.ru\r\n

4An 10 A AN

Apply

208 M-SEARCH * HTTP/1.1

152 So1icit XID: Oxel5fd7 CID: 00010001148bfelf00241d8213ff

820 GET /login.php HTTP/1.1

> 22312
segment
segment

segment

segment
segment

[AcK] Seq=1 Ack=767 win=128 Len=0

of
of
of

ofr
of

a
a
a

a
a

reassembled
reassembled
reassembled

réassemb]ed
reassembled

208 M-SEARCH * HTTP/1.1

-rn 4c14 Frrn

| Frame 6: 820 bytes on wire (6560 bits), 820 bytes captured (6560 bits)
82:13:ff (00:24:1d:82:13:ff), Dst: D-LinkIn_49:94:c2 (1c:a:f7'49:94'c2)

——————— L

User-Agent: Mozilla/5.0 (windows NT 6.1; wOow64; rv:7.0.1) Gecko/20100101 Firefox/7.0.1\r\n
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,%/%;g=0.8\r\n
Accept-Language: ru,en;g=0.7,en-us;qg=0.3\r\n
Accept-Encoding: gzip, deflate\r\n

Accept-Charset: windows-1251,utf-8;g=0.7,%;g=0.7\r\n
DNT: 1\r\n
connection: keep-alive\r\n

Referer: http://forum.modding.ru/\r\n
__Itrruncatedl cankie-

0000 1c
0010 03
0020 89
0030 3f
0040 2e
0050 6f
0060 6e
0070 74
0080 7
0090 57
00a0 20
00b0 46
00cO 63
00d0 2c
00e0 6&d
oofo e6f
0100 3b
0110 61
0120 3d
0130 Od
0140 67
0150 Od
0160 3a

Aa A -

af
26
3d
a7
70
73

49
14
28

nhnhh?2mvsnl Aata=3%A2%UTR<KIATT1HAX22anTnTnnd N AU 2%UIRSHUIANKIAUI 2U2 2UIRSUIAARUIAK? 211sor i AKI 2%UARTUIA-TUIRET N

00
80

24
06
aa
45
54
72

35

Sl

Ll

@ File: "C:\Users\Kakao\Desktop\moddin login dump.pcap” 79 KB 00:00:...

00
17
18
6e

Packets: 98 Displayed: 98 Marked: 0 Load time: 0:00.004

.&4.@. .
.=W(.P..
?.&z..GE
.php HTT
ost: for
ng.ru..u
t: Mozil
windows
wowé4; r
Gecko/2
Firefox/
ccept: t
,applica
ml+xml,a
on/xml;q
;q=0.8..
anguage:
=0.7,en-
. .Accept
g: gz1p,
. .Accept
: window

P

T /login
P/1.1..H
um. moddi
ser-Agen
1a/5.0 (
NT 6.1;
v:7.0.1)
0100101
7204 A
ext/html
tion/xht
pplicati
=00 g * f&
Accept-L
ru,en;q
us;q=0.3
-Encodin
deflate
-Charset
s-1251,u

Sbber, 178 Response: 1027003\000\000w\255Mx]\024\037 hX\236Q"022\005KHK\ 004K y=\232\177[{\ 223K

PDU]
PDU]
PDU]

PDU]

PDU]

el

Sfc Port: 22312 (22312), Dst Port: http (80), Seq: 1, Ack: 1, Len: 766

P

m

nhnhh?mvsnl sid=cNafha ©

m



File Edit View Go Capture Analyze Statistics Telephonx Tools Internals Help

B BEXEE AedsnT L QR | @®mW% 8
Filter: EI Expression... Clear Apply
No. Time Source Destination Protocol Length Info
1 0.000000 fe80::902f:ac87:c51ff02::c SSDP 208 M-SEARCH ¥ HTTP/1.1

3 0.342619 50.19.221.90 192.168.0.100 Jabber;, 178 Response: \027003)000\000w\255[KIK\024\037hXK\236Q\022\005KHX\004Dy=\232\177[{\223RK|

5 0.611046 feB80::902f:ac87:c51ff02::1:2 DHCPV6 152 solicit XID: Oxel5fd7 CID: 00010001148bfelf00241d8213ff
6 2.899125 820 GET /login.php HTTP/1.1
7 2.949785 217.23. 137 61 192. 168 0.100 TCP 60 http > 22312 [ACK] Seq=1 Ack=767 Win=128 Len=0
8 2.987644 217.23.137.61 192.168.0.100 TCP 1514 [TCP segment of a reassembled PDU]
9 2.987962 217.23.137.61 192.168.0.100 TCP 1514 [TCP segment of a reassembled PDU]
10 2.987963 217.23.137.61 192.168.0.100 TCP 1275 [TCP segment of a reassembled PDU]
12 2.999355 217.23.137.61 192.168.0.100 TCP 1514 [TCP segment of a reassembled PDU]
13 2.999664 217.23.137.61 192.168.0.100 TCP 1514 [TCP segment of a reassembled PDU]
15 3.000134 feB80::902f:ac87:c51ff02::c SSDP 208 M-SEARCH * HTTP/1.1
1< Y AN AT 8 o o Siio Lo AT B L ot AN 10 N 1NN - 4C1a Frrn - Aacmoae - o~ - e LT ad Aral

# Frame 6: 820 bytes on wire (6560 bits), 820 bytes captured (6560 bits)
Ethernet II Src G1ga Byt 82: 13 £ (00 24 1d 82 13 ff) Dst D L1nkIn 49 94 c2 (1c af F7s 49 94 c2)

Transm1ss1on contro1 Protoc01 Src Port 22312 (22312) Dst Port http (80) Seq 1 Ack 25 Len: 766
Hypertext Transfer Protocol
# GET /login.php HTTP/1.1\r\n
Host: forum.modding.ru\r\n
User-Agent: Mozilla/5.0 (windows NT 6.1; wow64; rv:7.0.1) Gecko/20100101 Firefox/7.0.1\r\n
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,%/%;g=0.8\r\n
Accept-Language: ru,en;g=0.7,en-us;qg=0.3\r\n
Accept-Encoding: gzip, deflate\r\n
Accept-Charset: windows-1251,utf-8;g=0.7,%;q=0.7\r\n
DNT: 1\r\n
connection: keep-alive\r\n
Referer: http://forum.modding.ru/\r\n

_ Itruncatedl cankie: nhnhh?musnl Aata=a3%2a2%2W%T7R<%2411%24%2 23t nlnnd ni A%? 2%2RCHUIANLALD? 2U? PUR<UIAARLIAUI Pncar AXI 2UR1%A-1%2RUTN: nhnhh?mvsnl <id=cNafhe ~
< [T »

0000 1c af f7 49 94 c2 00 24 1d 82 13 ff 08 00 45 00 s dde S E.
0010 03 26 34 14 40 00 80 06 00 00 cO a8 00 64 d9 17 &4.@... ..... d..
0020 89 3d 57 28 00 50 c4 aa 68 6f bb 33 50 49 50 18 =w(. P h0.3PIF?.

0030 3f a7 26 7a 00 00 47 45 54 20 2f 6¢c 6f 67 69 6e 7 .&z.
0040 2e 70 68 70 20 48 54 54 50 2f 31 2e 31 0d Oa 48 .php HTT P/1.1..H
0050 6f 73 74 3a 20 66 6f 7 75 6d 2e 6d 6f 64 64 69 ost: for um.moddi
0060 6e 67 2e 72 75 0d O0a 55 73 65 72 2d 41 67 65 6e ng.ru..uU ser-Agen
0070 74 3a 20 4d 6f 7a 69 6c 6¢ 61 2f 35 2e 30 20 28 2 Moz11 1a/5.0 (
0080 57 69 6e 64 6f 77 73 20 4e 54 20 36 2e 31 3b 20 windows NT 6.1;

0090 57 4f 57 36 34 3b 20 7 76 3a 37 2e 30 2e 31 29 wowé4; r v:7.0.1)
00a0 20 47 65 63 6b 6f 2f 32 30 31 30 30 31 30 31 20 Gecko/2 0100101

00b0 46 69 72 65 66 6f 78 2f 37 2e 30 2e 31 0d 0a 41 Firefox/ 7.0.1..A
00cO 63 63 65 70 74 3a 20 74 65 78 74 2f 68 74 6d 6c  ccept: t ext/html
00d0 2c 61 70 70 6¢c 69 63 61 74 69 6f 6e 2f 78 68 74 ,applica tion/xht
00e0 6d 6c 2b 78 6d 6c 2c 61 70 70 6¢c 69 63 61 74 69 ml+xml,a pplicati
00f0 6f 6e 2f 78 6d 6c 3b 71 3d 30 2e 39 2c 2a 2f 2a on/xml;q =0.9,%/%
0100 3b 71 3d 30 2e 38 0d 0Oa 41 63 63 65 70 74 2d 4c ;g=0.8.. Accept-L
0110 61 6e 67 75 61 67 65 3a 20 72 75 2c 65 6e 3b 7 anguage: ru,en;q
0120 3d 30 2e 37 2c 65 6e 2d 75 73 3b 71 3d 30 2e 33 =0.7,en- us;q=0.3

0130 O0d Oa 41 63 63 65 70 74 2d 45 6e 63 6f 64 69 6e ..Accept -Encodin
0140 67 3a 20 67 7a 69 70 2c 20 64 65 66 6C 61 74 65 g: gzip, deflate
0150 Od Oa 41 63 63 65 70 74 2d 43 68 61 72 73 65 74  ..Accept -Charset

0160 3a 20 77 69 6e 64 6f 77 73 2d 31 32 35 31 2c 75 1 window 5-1251,u

A A 2a rr Al a0 L s ol an A am A A. AL s ad an -

@ | File: "C:\Users\Kakao\Desktop\moddin login dump.pcap" 79 KB 00:00:... | Packets: 98 Displayed: 98 Marked: 0 Load time: 0:00.004 Profile: Default

m
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Eile

Edit View Go (Capture Analyze Statistics Telephonz Tools Internals Help

BN BEXRBE AP DTL QRQAQD #BM% &

Filter: E] Expression... Clear Apply

No.

- Li

0270
0280
0290
02a0
02b0
02cO
02d0
02e0
02f0
0300
0310
0320
0330
0340
0350
0360
0370
0380
0390
03a0
03b0
03co

Destination

Protocol Length Info

60 http > 22312 [ACK] 5eq-8814 Ack=1536 win=140 Len=0
276 HTTP/1.1 404 Not Found (text/html)
430 HTTP/1.1 200 OK (GIF89a)

)

‘ Wr'eshark Find Packet

Find
By: ©
Filter: _F‘__

Display filter (©) Hexvalue @ String

33 4 2 X T 60 http > 22312 [ACK] Seq=9036 Ack=2447 win=155 Len=0
34 4 Search In String Options Direction 588 HTTP/1.1 302 Moved Temporarﬂy

35 Packet list [] Case sensitive 2 Up g GET ]

36 4 || @ Packet details | | Character set: @ Down 60 http > 22312 [ACK] S5eq=9570 Ack=3272 Win=169 Len=0
37 5 z : z - 1514 [TCP segment of a reassembled PDU]

38 5 Packet bytes || ASCH Unicode & Non-Unicode B 1514 [TCP segment of a reassembled PDU]

== ST /login.php HTTP/1.1 (application/x-www-form-urlencoded)

39 i Find H P l | 1275 [TCP segment of a reassembled PDU]

User-ag E TWITIOOWS Gecko/20100101 Firefox/7.0.1\r\n
Accept: text/htm1 app11cat10n/xhtm1+xm1 app11cat1on/xm1 g=0.9,%/%;q=0. 8\r\n
Accept-Language: ru,en;q=0.7,en-us;q=0.3\r\n

Accept-Encoding: gzip, deflate\r\n

Accept-Charset: windows-1251,utf-8;g=0.7,%;q=0.7\r\n

DNT: 1\r\n

Cconnection: keep-alive\r\n

Referer: http://forum.modding.ru/login. php\r\n

m

[truncated] cookie: phpbb2mysql_data=a%3A2%3A%7B5%3A11%3A%22auto]oginid%22%3B5%3A0%3A%22%22%3B5%3A6%3A%22user 1d%22%3B1%3A-1%36%7D; phpbb2mysql_sid=c096be| 3

Content-Type: application/x-www-form-urlencoded\r\n

# Content-Length: 66\r\n

\r\n
[Full request URI: http://forum.modding.ru/login.php]

ne-based text data: app11cat1on/x www-form-urlencoded
username=Apssll guiign = oomm | - e e T F
.

38 38 38 34 63 66 33 63 3b 20 5f 5f 75 74 6d 61 8884cf3c ; __utma
3d32:33:32:38..30: 39 -39 32:31.2e 363031 3732 =2328099 21.60172
39 37 39 34 2e 31 33 32 34 38 30 34 32 37 30 2e 9794.132 4804270.
31 33 32 34 38 30 34 32 37 30 2e 31 33 32 34 38 13248042 70.13248
30 34 32 37 30 2e 31 3b 20 5f 5f 75 74 6d 62 3d 04270.1; __utmb=
32 33 32 38 30 39 39 32 31 2e 33 2e 31 30 2e 31 23280992 1.3.10.1
33 32 34 38 30 34 32 37 30 3b 20 5f 5Ff 75 74 6d 32480427 0; __utm
63 3d 32 33 32 38 30 39 39 32 31 3b 20 5f 5f 7 €=232809 921; _u
74 6d 7a 3d 32 33 32 38 30 39 39 32 31 2e 31 33 tmz=2328 09921.13
32 34 38 30 34 32 37 30 2e 31 2e 31 2e 75 74 6d 24804270 .1.1.utm
63 73 72 3d 28 64 69 7 65 63 74 29 7c 75 74 6d csr=(dir ect)|utm
63 63 6e 3d 28 64 69 7 65 63 74 29 7c 75 74 6d ccn=(dir ect)|utm
63 6d 64 3d 28 6e 6f 6e 65 29 0d Oa 43 6f 6e 74 cmd=(non e)..cCont
65 6e 74 2d 54 79 70 65 3a 20 61 70 70 6Cc 69 63 ent-Type : applic
61 74 69 6f 6e 2f 78 2d 7 77 77 2d 66 6f 72 6&d ation/x- www-form
2d 75 72 6¢c 65 6e 63 6f 64 65 64 0d Oa 43 6f 6e —urlenco ded..Con

tent-Len gth: 66. .
&p :

0 Text item (text), 66 bytes Packets: 98 Displayed: 98 Marked: 0 Load time: 0:00.004

m



File Edit View Go Capture Analyze Statistics Telephon)_/ Tools Internals Help
Saoes BPEXESE AedT L QAAQB dEE|m% B
Filter: E| Expression... Clear Apply

No. Time Source Destination Protocol Length Info

088564 Il 32 4.812409 192.168.0.100 217.23.137.61 HTTP 965 POST /login.php HTTP/1.1 (zpplication/x-www-form-urlencoded

28 3.112519
29 3.133780

Accept-Charset: windows-1251,utf-8;g=0.7,%;g=0.7\r\n
DNT: 1\r\n

connection: keep-alive\r\n

Referer: http://forum.modding.ru/login. php\r\n

33 4.864128

content- e: application/x-www-form-urlencoded\r\n
34 4.917151 e e / A

# Content-Length: 66\r\n

\rin
36 4.934205 [Full request URI: http://forum.modding.ru/login.php]
37 5.144896 4 | | jne-based text data: application/x-www-form-urlencoded
38 5.145245 username=Aj=i"" fu'sieencams deitn i Bl 2l el el s ads P ol
39 5.145248

| o« | T} |
User-Agent: Mo|[01b0 74 70 3a 2f 2f 66 6f 72 75 6d 2e 6d 6f 64 64 69 tp://for um.moddi
Accept: text/ 01c0 6e 67 2e 72 75 2f 6c 6f 67 69 6e 2e 70 68 70 0Od ng.ru/lo gin.Ehp.

; 01d0 0a 43 6f 6f 6b 69 65 3a 20 70 68 70 62 62 32 6d .Cookie: ~phpbb2m
Accept-Languagliinjep 79 73 71 6c 5f 64 61 74 61 3d 61 25 33 41 32 25 ysql_dat a=a%3A2%
Accept-Encodinli(01f0 33 41 25 37 42 73 25 33 41 31 31 25 33 41 25 32  3A%7Bs%3 A11%3A%2
Accept-Charset] 0200 32 61 75 74 6f 6c 6f 67 69 6e 69 64 25 32 32 25 2autolog inid%22%
DNT: 1\r\n 0210 33 42 73 25 33 41 30 25 33 41 25 32 32 25 32 32  3Bs%3A0% 3A%22%22
Connection: kel(0220 25 33 42 73 25 33 41 36 25 33 41 25 32 32 75 73  %3BS%3A6 %3A%22us
* 910230 65 72 69 64 25 32 32 25 33 42 69 25 33 41 2d 31  erid¥%22% 3Bi%3A-1

Referer: http:| (0240 25 33 42 25 37 44 3b 20 70 68 70 62 62 32 6d 79 %3B%7D; phpbb2my
[truncated] co|||0250 73 71 6c 5f 73 69 64 3d 63 30 39 36 62 65 32 36 sql_sid= c096be26
Content-Type: ||{0260 35 65 37 30 62 30 31 63 62 38 35 30 64 66 33 39 5e70b0lc b850df39

& Content-Length |0270 38 38 38 34 63 66 33 63 3b 20 5f 5f 75 74 6d 61 8884cf3c ; __utma
kel 9t 10280 3d 32 33 32 38 30 39 39 32 31 2e 36 30 31 37 32 =2328099 21.60172
\rin 0290 39 37 39 34 2e 31 33 32 34 38 30 34 32 37 30 2e  9794.132 4804270.
[Full request {(02a0 31 33 32 34 38 30 34 32 37 30 2e 31 33 32 34 38 13248042 70.13248
o Line-based text |//02b0 30 34 32 37 30 2e 31 3b 20 5f 5f 75 74 6d 62 3d 04270.1; __utmb=

username=Apof jj02S0 32 33 32 38 30 39 39 32 31 2e 33 2e 31 30 2e 31 23280992 1.3.10.1
: 02d0 33 32 34 38 30 34 32 37 30 3b 20 5f 5F 75 74 6d 32480427 0; __utm
<l | |02e0 63 3d 32 33 32 38 30 39 39 32 31 3b 20 5f 5f 75 c=232809 921; __u

0000 ic af 7 a5 4/02f0 74 6d 7a 3d 32 33 32 38 30 39 39 32 31 2e 31 33  tmz=2328 09921.13
0000 1c af 17 49 l0300 32 34 38 30 34 32 37 30 2e 31 2e 31 2e 75 74 6d 24804270 .1.1.utm
0010 03 b7 34 1e 410310 63 73 72 3d 28 64 69 72 65 63 74 29 7c 75 74 6d  csr=(dir ect)|utm
2 39 37 38 410320 63 63 6e 3d 28 64 69 72 65 63 74 29 7c 75 74 6d  ccn=(dir ect)|utm

8838 g 21 go 28 0330 63 6d 64 3d 28 6e 6f 6e 65 29 0d 0a 43 6f 6e 74 cmd=(non e)..Cont
0030 ge 22 70 68 ¥10340 65 Ge 74 2d 54 79 70 65 3a 20 61 70 70 6¢ 69 63  ent-Type : applic
> 0350 61 74 69 6f 6e 2f 78 2d 77 77 77 2d 66 6f 72 6d ation/x- www-form

0060 69 6e 67 2e 110360 2d 75 72 6c 65 6e 63 6f 64 65 64 Od Oa 43 6f 6e -urlenco ded..Con

0070 6e 74 3a 20 4 i .
0080 28 57 69 6e 8;28 74 65 6e 74 2d 4c 65 6e 67 74 68 3a 20 36 36 Od tent Len gth: 66.

0090 20 57 4f 57 {|5390

32 4.812409 [truncated] Cookie: phpbb2mysql_data=a%3A2%3A%7Bs%3A11%3A%22auto]ogini d%22%3Bs%3A0%3A%22%22%3B5%3A6%3A%22us er i d%22%

|
|

m

0100 2a 3b 71 3d 30 2e 38 0d 0Oa 41 63 63 65 70 74 2d  ¥*;g=0.8. .Accept-
0110 4c 61 6e 67 75 61 67 65 3a 20 72 75 2c 65 6e 3b Language : ru,en;
0120 71 3d 30 2e 37 2c 65 6e 2d 75 73 3b 71 3d 30 2e q=0.7,en -us;q=0.
0130 33 0d Oa 41 63 63 65 70 74 2d 45 6e 63 6f 64 69 3..Accep t-Encodi
0140 6e 67 3a 20 67 7a 69 70 2c 20 64 65 66 6c 61 74 ng: gzip , deflat
0150 65 0d 0Oa 41 63 63 65 70 74 2d 43 68 61 72 73 65 e..Accep t-Charse
0160 74 3a 20 77 69 6e 64 6f 77 73 2d 31 32 35 31 2c t: windo ws-1251,

A A —r =4 - Al an oL e B S S S S 3 N e S | el e

0\ Bl "C:\Users\KakédiDesktop\mblddin iogin t‘iu.mp.pcap;' 79 KB 00:00:... Packets: 98 Displayed: 98 Marked: 0 Load time: 0:00.004

| Profile: Default

ql_sid=c096be




Eﬁe Edit View Go Capture Analyze Statistics Telephonx Tools Internals Help
Beoed CEXEE A¢*»oTF2I([EE QAR 0% % 8

Filter: E Expression... Clear Appl

No. Time Source Destination Protocol Length Info

0.124843 173.194.69.125 192.168.0.100 SLE=1 SRE=2
‘ ‘ : L Wiresh - -
Find
By: Display filter Hexvalue @ String
Filter: || login

. 626631 Bl SearchIn String Options Direction 0 > http - ACKj wi Len=0
. 626632 ® Packet list Case sensitive Up 8 > http » ACK] Seq=1 Ack=1 win=16425 Len=0
629025 3 . i > 22283 , ACK] Seq=1 Ack=2 win=14 Len=0
50107 ; Packet details | Character set: @ Down Attp [AC > > W 3
. 629359 % Packet bytes || |ASCII Unicode & Non-Unicode |~ | > 22284

httn

. 629887 Al H - | cance | [IBS 22282 ACK]

http

. 630480 ! 80. 126 92 5. | P b > 22280

7 631330

. 663985 G 2 5 M- SEARCH * HTTP/l 1
376870 Source port: 27017 Destination port:

.503084 17'3 254.216.6

+ Frame 12: 54 bytes on wire (432 b1ts), 54 bytes captured (432 bits)

+# Ethernet II, Src: Giga-Byt_82:13:ff (00:24:1d:82:13:ff), Dst: D-LinkIn_49:94:c2 (1c:af:f7:49:94:c2)
+ Internet Protoco] ‘version 4, Src: 192.168.0.100 (192.168.0.100), Dst: 93.186.225.15 (93.186.225.15)
+ Transmission Control Protocol, Src Port: 22278 (22278), Dst pPort: http (80), Seq: 1, Ack: 1, Len: 0

0000 1c af f7 49 94 c2 00 24 1d 82 13 ff 08 00 45 00 . — E.
0010 00 28 3d 79 40 00 80 06 00 00 cO a8 00 64 5d ba A(EYest el d].
0020 el Of 57 06 00 50 df e2 10 a5 2e cO0 56 ff 50 11 oW Pi e VP
0030 40 29 ff f0 00 00 @)....

@ No packet contained that string in its Info column. Packets: 150 Displayed: 150 Marked: 0 Load time: 0:00.003 Profile: Default



File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help — —
Saoded BEXSE AesdTL2/IEBE QAQAQAE DMK O

Filter: rl Expression... Clear Appl

No. Time Source Destination Protocol Length Info

3 0.124843 173.194.69.125 192.168.0.100

Wireshark: Find PackE_!
B

Display filter Hex value @ String

SLE=1 SRE=2

3 B

. 626631 Bl SearchIn String Options irecti 0 > http A ] Seg=1 Ack=1 wWin=0 Len=0
. 626632 Packet list o conie u 8 > http : Seq=1 Ack=1 W1.n=16425 Len=0
. 629025 ¢ > 22283 4 Len=0

© Packet details | | Character set:

Packet bytes ASCII Unicode & Non-Unicode ~ 22234

5 629887

R 630480

: 630796

631615

R 632240

1.663985 38 :ac87: c51ff02 M SEARCH * HTTP/l 1
2.376870 146 66 152 14 192 168 0. 100 UDP 254 Source port: 27017 Destmatwn port 56506

5 285040

1/3 254 216 6:

# Frame 12: 54 bytes on wire (432 b1ts) 54 by‘tes captured (432 b1ts)

# Ethernet II, Src: Giga-Byt_82:13:ff (00:24:1d:82:13:ff), Dst: D-LinkIn_49:94:c2 (1c:af:f7:49:94:c2)
+

A

Internet Protoco1‘version'4. Src: 192.168.0.100 (192.168.0.100), Dst: 93.186.225.15 (93.186.225.15)
Transmission Control Protocol, Src Port: 22278 (22278), Dst Port: http (80), Seq: 1, Ack: 1, Len: O

0000 1c af f7 49 94 c2 00 24 1d 82 13 ff 08 00 45 00

RS . S E.
0010 00 28 3d 79 40 00 80 06 00 00 cO a8 00 64 5d ba AR e d].
0020 el Of 57 06 00 50 df e2 10 a5 2e c0 56 ff 50 11 oW Pon wane Vo P
0030 40 29 ff f0 00 00 @)....
@ No packet contained that string in its dissected display. Packets: 150 Displayed: 150 Marked: 0 Load time: 0:00.003

Profile: Default



File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help
Buoed BEXRE AW¢»TL RAAF  # PR O

Filter: http EI Expression... Clear Apply

No. Time Source Destination
29 1.663985 fe80::902f:ac87:c51ff02::c SSDP

Protocol Length Info
208 M-SEARCH * HTTP/1.1

36 3.556888 192.168.0.100 __ 93.186.230.82  HTTP 55 Continuation or non-HTTP traffic[valformed Packet]
45 4.664086 fe80::902f:ac87:c51Ff02::c SSDP

208 M-SEARCH * HTTP/1.1

113 7 664i i 65 6.333989 182,168.0.100 87.242,112.250 HTTP 35 Continuation or non-HTTP traffic]Malformed Packet]

® Frame 65: 55 bytes on wire (440 bits), 55 bytes captured (440 bits)
# Ethernet II, Src: Giga-Byt_82:13:ff (00:24:1d:82:13:ff), Dst: D-LinkIn_49:94:c2 (1c:af:f7:49:94:c2)

+ Internet protocol version 4, sSrc: 192.168.0.100 (192.168.0.100), Dst: 87.242.112.250 (87.242.112.250)

# Transmission Control Protocol, Src Port: 22404 (22404), Dst Port: http (80), Seq: 1, Ack: 1, Len: 1
Hypertext Transfer Protocol

00 cO a8 00 64 57 f2

67 42 8f 8c 46 50 10

. -
| Frame 65: SW
| Ethernet II, Src: Giga-Byt_82:13:ff (00:24:1d:82:13:ff), Dst:

2|

D-LinkIn_49:94:c2 (1c:af:f7:49:94:c2)

# Transmission control Protoco1, Src Port: 22404 (22404), Dst Port: http (80), Seq: 1, Ack: 1, Len: 1
Hypertext Transfer Protocol

0000 1c af f7 49 94 c2 00 24 1d 82 13 ff 08 00 45 00 I . — E.
0010 00 29 3d 92 40 00 80 06 00 00 cO a8 00 64 57 f2 S)=R R dw.
0020 70 fa 57 84 00 50 el ca fO 67 42 8f 8c 46 50 10 p-W..P.. .gB..FP.
0030 40 29 8a 14 00 00 00

@ | File: "C:\Users\Kakao\Desktop\moddin login dump tor.pcap” 80 KB 00... | Packets: 150 Displayed: 11 Marked: 0 Load time: 0:00.015 Profile: Default



File Edit View Go Capture Analyze Statistics Telephonx Tools Internals Help

Beded BEXRE A¢»dTL (B QQaal $2M% B

Filter: q Expression... Clear Appl
No. Time Source Destination Protocol Length Info
10. 000000 87.240.134.61 192 168 0. 100 HTTP 418 HTTP/l 1 200 oK (text/]avascr“lpt)
3 0. 020041 87. 240 134.61 192 168 0 100 TCP 60 http > 23438 [ACK] Seq 65 Ack=982 win= 62 Len—O
4 0.831598 fe80::902f:ac87:c51ff02::c SSDP 208 M-SEARCH * HTTP/1.1
52 951 HTTP/l 1 200 OK (text/]avascr1pt)

oy LU Wireshark: Find Packe @I@J—J

Find

oo B8] o
~E

/ucp. php7m0de 1 ogin HTTP,‘ (ap ication/x-www-form-urlencoded)

Hex value @ String

By: Display filter POST
23 F http > 23448 [ACK] seq 1 Ack 960 W1n 7808 Len 0
2.4 SearchIn String Options Direction [TCP segment of a reassemb1ed PDU]
v ?. Packet list Oacesavsmrel Up 1514 [Tcprsegment ?f a reassemb1ed PDU]
@ Packet details || Character set: @ Down : 460 WS= SACK_PERM=1

q ~

Packet bytes || ASCI Unicode & Non-Unicode E‘

or non-HTTP

HTTP

Help 1 Find J ‘ Cancel ‘

1o BN~ BEIE

522514

.523506 84.47.169.154 192.168.0.100

[ACK] seq Ack=416 win=6912 Len=0

.534336 84.47.169.154 192.168.0.100 http > 23450

1]

Frame 9: 1013 bytes on wire (8104 bits), 1013 bytes captured (8104 bits)

=
# Ethernet II, Src: Giga-Byt_82:13:ff (00:24:1d:82:13:ff), Dst: D-LinkIn_49:94:c2 (1c:af:f7:49:94:c2)
+ Internet Protocol Version 4, Src: 192.168.0.100 (192.168.0.100), Dst: 84.47.169.155 (84.47.169.155)
# Transmission Control Protocol, Src Port: 23448 (23448), Dst Port: http (80), Seq: 1, Ack: 1, Len: 959
+ Hypertext Transfer Protocol
- Line-based text data: aoo11cat1on x-vwww-form-urlencoded
username= =sm = . == = = msmom spassword=4» &10g1n=2%D0%92%D1%8 5%D0%BE%D0%B4
VooV 24 A BTN B DT PR AT ) / IV UL UY UD UL /4 UY vl l)’p‘:. ap ]JI Icac v
0340 6e 2f ‘8 2d 77 77 77 66 6f 72 6d 2d 75 72 6¢C n/x-www- form-url
0350 65 6e 63 6f 64 65 64 Oa 43 6f 6e 74 65 6e 74 encoded. .Content
0360 d ¢ 7 7 Oa EhE A .
0370 S 7 65 3d 25 44 30 25 39 41 25§ a ; :
0380
0390
03a0
03b0
03c0
03do
03e0
03f0

@ Text item (text), 133 bytes Packets: 117 Displayed: 117 Marked: 0 Dropped: 0 Profile: Default




File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
BeoeN DEHXZEL A¢»oT LR QAR @#0DB % B

Filter: m Expression... Clear Apply
No. Time i 9 2.253813 192.168.0.100 84.47.169.155 HTTP 1013 POST /ucp.php?mode=login HTTP/1.1 (application/x-www-form-urlencoded)

] Frame 9: 1013 bytes on wire (8104 bits), 1013 bytes captured (8104 bits)
# Ethernet II, Src: Giga-Byt_82:13:ff (00:24:1d:82:13:ff), Dst: D-LinkIn_49:94:c2 (1c:af:f7:49:94:c2)
(E2]
@ Transmission control Protocol, Src Port: 23448 (23448), Dst Port: http (80), seq: 1, Ack: 1, Len: 959

= Hypertext Transfer Protocol
# POST /ucp.php?mode=Togin HTTP/1.1\r\n
Host: forums.overclockers.ru\r\n

< | n

@ | File: "C:\Users\Kakao\AppData\Local\Temp\wireshark 70E0F94C-4482... | Packets: 117 Displayed: 117 Marked: 0 Dropped: 0

[ Profile: Default

00e0 2c 61 70 70 6¢c 69 63 61 74 69 6f 6e 2f 78 68 74 ,applica tion/xht

00f0 6d 6c 2b 78 6d 6c 2c 61 70 70 6c 69 63 61 74 69 ml+xml,a pplicati

0100 6f 6e 2f 78 6d 6c 3b 71 3d 30 2e 39 2c 2a 2f 2a on/xml;q =0.9,%/%

0110 3b 71 3d 30 2e 38 0d 0a 41 63 63 65 70 74 2d 4c ;q=0.8.. Accept-L

0120 61 6e 67 75 61 67 65 3a 20 72 75 2c 65 6e 3b 71 anguage ru,en;q

0130 3d 30 2e 37 2c 65 6e 2d 75 73 3b 71 3d 30 2e 33 =0.7,en- us;q=0.3

0140 Od Oa 41 63 63 65 70 74 2d 45 6e 63 6f 64 69 6e Accept -Encodin

0150 67 3a 20 67 7a 69 70 2c 20 64 65 66 6Cc 61 74 65 g: gzip, deflate

0160 Od Oa 41 63 63 65 70 74 2d 43 68 61 72 73 65 74 Accept -Charset

0170 3a 20 77 69 6e 64 6f 77 73 2d 31 32 35 31 2c 75 window s-1251,u

0180 74 66 2d 38 3b 71 3d 30 2e 37 2c 2a 3b 71 3d 30 tf-8;q=0 .7,%;q=0

0190 2e 37 0d Oa 44 4e 54 3a 20 31 0d Oa 43 6f 6e 6e 7..DNT 1..Conn

01a0 65 63 74 69 6f 6e 3a 20 6b 65 65 70 2d 61 6¢c 69 ection: keep-ali

01b0 76 65 0d 0a 52 65 66 65 72 65 72 3a 20 68 74 74 ve..Refe rer: htt

01cO 70 3a 2f 2f 66 6f 72 75 6d 73 2e 6f 76 65 72 63 //foru ms.overc

01d0 6c 6f 63 6b 65 72 73 2e 72 75 2f 69 6e 64 65 78 ockers. ru/index

0le0 2e 70 68 70 3f 73 69 64 3d 66 62 65 37 39 31 37 .php?sid =fbe7917

01f0 37 31 65 30 37 63 36 33 33 30 39 35 61 62 32 32 71e07c63 3095ab22

0200 31 66 65 36 31 34 63 62 34 0d 0a 43 6f 6f 6b 69 1fe6l4ach 4..cooki

0210 65 3a 20 6f 76 65 72 5f 66 6f 72 75 6d 73 5f 75 e: over_ forums_u

0220 3d 31 3b 20 6f 76 65 72 5f 66 6f 72 75 6d 73 5f =1; over _forums_

0230 6b 3d 3b 20 6f 76 65 72 5f 66 6f 72 75 6d 73 5f k=; over _forums_

0240 73 69 64 3d 66 62 65 37 39 31 37 37 31 65 30 37 sid=fbe7 91771e07

0250 63 36 33 33 30 39 35 61 62 32 32 31 66 65 36 31 €633095a b221febl

0260 34 63 62 34 3b 20 5f 5f 75 74 6d 61 3d 31 36 34 4cb4; __ utma=164

0270 33 36 39 34 34 38 2e 37 37 34 34 30 35 37 35 32 369448.7 74405752
@ 0280 2e 31 33 32 34 38 30 36 37 30 31 2e 31 33 32 34 .1324806 701.1324
X 0290 38 30 36 37 30 31 2e 31 33 32 34 38 30 36 37 30 806701.1 32480670
& 02a0 31 2e 31 3b 20 5f 5f 75 74 6d 62 3d 31 36 34 33 1.1; __u tmb=1643
®= 02b0 36 39 34 34 38 2e 32 2e 31 30 2e 31 33 32 34 38 69448.2. 10.13248
= 02c0 30 36 37 30 31 3b 20 5f 5f 75 74 6d 63 3d 31 36 06701; _ _utmc=16
& 02d0 34 33 36 39 34 34 38 3b 20 5f 5f 75 74 6d 7a 3d 4369448; __utmz=
o 02e0 31 36 34 33 36 39 34 34 38 2e 31 33 32 34 38 30 16436944 8.132480

02f0 36 37 30 31 2e 31 2e 31 2e 75 74 6d 63 73 72 3d 6701.1.1 .utmcsr=

0300 28 64 69 72 65 63 74 29 7c 75 74 6d 63 63 6e 3d (direct) |utmccn=

0310 28 64 69 72 65 63 74 29 7c 75 74 6d 63 6d 64 3d (direct) |utmcmd=

0320 28 6e 6f 6e 65 29 0d 0a 43 6f 6e 74 65 6e 74 2d (none).. Content-

0330 54 79 70 65 3a 20 61 70 70 6¢C 69 63 61 74 69 6f Type: ap plicatio

e 0340 6e 2f 78 2d 77 77 77 2d 66 6f 72 6d 2d 75 72 6¢C n/x-www- form-url

0000 1c af {|/0350 65 6e 63 6f 64 65 64 0d 0Oa 43 6f 6e 74 65 6e 74  encoded. .Content m
0010 03 e7 -Length: 133. 2
0020 a9 9b =
0030 40 29 —
0040 70 68
0050 54 54
0060 6f 72
0070 72 73
0080 74 3a
0090 57 69
00a0 57 4f —
00b0 20 47 >
00cO0 46 69
00d0 63 63 6 3a e X



File Edit View Go Capture Analyze Statistics

Telephony Tools

Internals Help
B eaaan @#®m% B
E Expression... Clear Apply

Protocol Length Info
_P 00 NTLP

.1 200 oK

S BEAXRE AT L
Filter:
No. Time Source Destination
1 0.000000 50.16.189.191 192.168.0.100
2 0.000340 50.16 u Wireshark: Find Packet
3 0.134466 178.2
4 0.152218 fe80:
5> 0.2060339 192.1 Display filter Hexvalue @ String
6 0.310502 146. 6

8 0. 336912

SearchIn
Packet list

© Packet details
Packet bytes

Help

String Options
Case sensitive
Character set:

ASCII Unicode & Non-Unicode

ation or non-HTTP traffic[malformed Packet]
CH * HTTP/l 1

-port 27017 Dest1nat1on port

56506

‘ation or non- HTTP traff1c

Up

@ Down

Direction I

20954 fPSH Acxj Seqg=1 Ack=72 Win=64169 Len=4
'24609 [ACK] Seq 16 Ack 5 Win= 65476 Len 0

2.804731 146.6
17 3.152420
3
3

. 448741
. 967227

24 4. 394273

87.240.188. 249

5. 369257
27 5.448474 feB80::902f:ac87:c51ff02::1:2
5

.470323 173.254.216.67

feso 902F ac87 c51ff02

273 254 216. 6: 192.168.0.100
1/3 254 216 6" 192.168.0.100

1/3 254 216 6/ 192. 168.0.100
192 168.0.100

192.168.0.100

Cancel Dort: p S 01
2 port 27017 Dest1nat1on port 56506
SSDP 208 M- SEARCH =z HTTP/l 1
TCP 60 https > 23599 [ACK] Seq 1 Ack 58/ win=501 Len=0
640 App11cat1on Data App11cat1on Data

Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
Ethernet II, Src: D-LinkIn_49:94:c2 (1c:af:f7:49:94:c2), Dst: Giga-Byt_82:13:ff (00:24:1d:82:13:ff)

-
o

# Internet Protocol version 4, src:
+ Transmission Control Protocol,

Src Port:

0000 00 24 1d 82 13 ff 1c af f7 49 94 c2 08 00 45 80
0010 00 28 6e e4 40 00 2c 06 2e 90 32 10 bd bf cO a8
0020 00 64 00 50 60 24 32 b5 54 44 c8 14 06 62 50 10
0030 00 1b 48 f9 00 00 00 00 0O 00 00 00

@ No packet contained that string in its dissected display.

50.16.189.191 (50.16.189.191), Dst: 192.168.0.100 (192.168.0.100)
http (80), Dst Port: 24612 (24612),

Seq: 1, Ack: 1, Len: O

Sooaiis ST E
(n.@. e e et
d.p $2. TD...bP
SHow i

Packets: 121 Displayed: 121 Marked: 0 Load time: 0:00.004

TCP 66 http i 24590 [ACK] seq 1 Ack =2 w1n—1803 Len 0 SLEul SRE=2
DHCPV6 152 solicit XID: Oxee5e03 CID: 00010001148bfelf00241d8213ff
TLSVL 640 App11cat1on pata, App11cat1on Data

Profile: Default

m



File Edit View Go Capture Analyze Statistics Telephonx Tools Internals Help

BEoed EEXEE A DT LEE QD #BDM % &

Filter: B Expression... Clear Apply
No. Time Source Destination Protocol Length Info
1 0.000000 50.16.189.191 192.168.0.100 TCP 60 http > 24612 [ACK] Seq=1 Ack=1l wWin=27 Len=0
2 0.000340 50.16.189.191 192.168.0.100 HTTP 200 HTTP/1.1 200 OK
3 0.134466 178.252.102.18 192.168.0.100 HTTP 60 Continuation or non-HTTP traffic[malformed Packet]
4 208 M SEARCH » HTTP/l 1

0.152218 fe80::902f:ac87:c51Ff02::c

Source port

27017 Dest1nat1on por

Find
By:

Display filter Hex value @ String

27292 > 20954 [PSH, ACK] Seq=1 Ack=72 Win=64169 Len=4
http = 24609 [ACK] Seq-16 Ack 5 W1n—65476 Len—O

Filter: | | login

SearchIn String Options Direction

@ Packet list Case sensitive Up
Packet details || Character set: @ Down
Packet bytes || |ASCI Unicode & Non-Unicode E]

Sour‘ce port 27017 Dest1nat1on port 56506
208 M SEARCH * H'ITP/l 1

https > 23599 [ACK] Seq=1 Ack 587 wWin=501 Len=0

\ Help | i Eind I ’ Cancel \
= 640 App11cat1on Data App11cat1 on Data

22 4.181357 173.254.216.67

24 4,394273 173.254.216.67

http > 24590 [ACK] Seq=1 Ack=2 win=1803 Len=0 SLE=1 SRE=2

26 5.369257 87.240.188.249 192.168.0.100 TCP

27 5.448474 feB80::902f:ac87:c51ff02::1:2 DHCPV6 152 solicit XID: Oxee5e03 CID: 00010001148bfelf00241d8213ff
28 5.470323 173.254.216.67 192.168.0.100 TLSVL 640 App11cat1on Data Apphcat'lon Data

# Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)

# Ethernet II, Src: D-LinkIn_49:94:c2 (1c:af:f7:49:94:c2), Dst: Giga-Byt_82:13:ff (00:24:1d:82:13:ff)
+ Internet Protocol version 4, src: 50.16.189.191 (50.16.189.191), Dst: 192.168.0.100 (192.168.0.100)
# Transmission Control Protocol, Src Port: http (80), Dst Port: 24612 (24612), Seq: 1, Ack: 1, Len: O

0000 00 24 1d 82 13 ff 1c af f7 49 94 c2 08 00 45 80 R PRt ST B
0010 00 28 6e e4 40 00 2c 06 2e 90 32 10 bd bf cO a8 .(n.a. D&t
0020 00 64 00 50 60 24 32 b5 54 44 c8 14 06 62 50 10 d P $2 TD. . . bP.
0030 00 1b 48 f9 00 00 00 OO 00 00 OO OO ..H..... .

@ No packet contained that string in its Info column. Packets: 121 Displayed: 121 Marked: 0 Load time: 0:00.004 Profile: Default

m



File Edit View Go (Capture Analyze Statistics Telephon)_r Tools Internals Help
Beoee EEXEE A¢+9TF LB @B #®BM% 8

Filter: ‘ EI Expression... Clear Apply

No. Time

Destination Protocol Leng ~ Info -

58 7. 500870 12,.108.0.100" . 7; . U v ,'7 .-( ACK= =034 - 3
71 8.258752 Frame 96: 947 bytes on wire (7576 b1ts) 947 bytes captured (7576 b1ts)

Ethernet II, Src: Giga-Byt_82:13:ff (00:24:1d:82:13:ff), Dst: D-LinkIn_49:94:c2 (1c:af:f7:49:94:c2)

74 8.473728
76 8.686828

Transmission Control Protocol, Src Port: 20954 (20954), Dst Port: 27292 (27292), seq: 76, Ack: 5, Len: 893
pata (893 bytes)

81 9.20398C
85 9.622218
88 10.04245

I R i IS . -

39 5.98111€
96 11.2826Q
62 7.832733

s !
92 10.45572 LESKTE Vo gbata
30 5.767604 ‘P Data, Application Data
31 5.767954

33 5.88683 e A A T g K i
- f SN A s

® Frame 96: 947 R D s
Ethernet II, : i %

Transmission S AR R
pata (893 byt

00b0 Sheissilislis e s
00cO 9a 8a 5c { .0p..8.. . :
loodo IR [N < Lo 12 €8 886 a5 62 U3 DU ~c4 Ta 1D ab oF Ud DChugyr. .. .. s

00e0 67 bd el = e s
00f0 a0 3a 70 . cisteleire
0100 37 29 d2 o XD
0110 bc 28 2b d A AT 5
0120 90 4d 39 alaaaeraa R TR
0130 20 83 1le 3 IS

0140 73 e6 79
0150 ec Oc 9d
0160 1le d8 4c bb 1f a3 28 44 2e d9 59 8e 9e b5 2f 52

NA1TNA D0 Al AN _AO €~ ~C N0 4~ AC Y4 _C£ -~ AC _~n N _N-

.| File: "C:\Users\Kakao\Desktop\overclockers login dump tor.pcap” 46 .. | Packets: 121 Displayed: 121 Marked: 0 Load time: 0:00.010 Profile: Default

e e ere
\

=17




