TOP 5 MOST DANGEROUS
COMPUTER VIRUSES EVER
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Code Red

Sobig FF

ILOVEYOU

My Doom
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SQL Slammer, a standalone malicious program also
known as “Sapphire” appeared at the starting of the year
2003 and was the first fileless worm which rapidly
infected more than 75000 vulnerable hosts within10
minutes on 25" January. Through a classic denial of
service attack, it dramatically slowed down global
internet traffic and brought down South Korea’s online
capacity on knees for 12 hours. Sapphire mainly targeted
on the servers by generating random IP addresses and
discharging the worm to those IP addresses. The abrupt
release of infected network packets had a huge impact
on the significant services provided by Bank of nfectod by SQL Stammer [@]Unaffacted by SOL Stammer
America’s ATMs, Seattle’s 911 emergency response
systems and Continental airlines. All in all, the worm
caused between $950 million and $1.2 billion in lost
productivity which is not much compared to what would
have happened if it erupted on a week day and not on a
Saturday.
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In the summer 2001, a computer worm most commonly 2 HELLO! - Netscape

referred to as “Code Red” was unleashed on the Fle Ed View Go G csor Heb

network servers on July 13. It was a very sneaky virus -
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Information Server. This virus was for the first time
detected by two of the eEye Digital Security employees
and at the time when they found out about the virus,
they were drinking Code Red Mountain Dew; hence the Welcome to hilp://www worm.com !
name “Code Red.” The interesting thing about this
deadly virus is, it did not require you to open an e-mail Hacked By Chinesel
attachment or run a file; it simply needed an active
internet connection with which it defaces the webpage
you open and display a text string “Hacked by Chinese!”
In less than a week “Code Red” brought down more
than 400,000 servers including the White House web
server. It’s estimated that the total damage was of
approximately $2.6 billion dollars with as many as one
million computers hit by the virus.
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August 2003 turned out to be the miserable month for
corporate and domestic computer operators around the
world as the sixth and most destructive deviant of Sobig
series hit the internet. Sobig F infected host computers R

by fooling the users that the corrupt e-mail they received Date: Thursdey, Jne 26, 2003 6:21 P
. 0.9 To: adinistr St ocgpfishinet .com

1s from a legitimate source. If the user opens the Subject:

attachment it exposes a security hole in the system Attach:

allowing the intruder to send messages via the trapped
user’s e-mail address. Within 24 hours, Sobig F set a
record of replicating more than one million copies of

Please see the attached zp file for detadls

itself which later was broken by yet another mass mailer
worm — My Doom. However, Sobig F caused an
extensive damage of $3 billion — $4 billion leaving
infections in over 2 million PCs worldwide.
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Back in 2000, one of the trickiest computer malware
ever was detected on May 4 in Philippines. Around 10%
of the internet users committed a huge mistake by going
on the name of this hazardous worm. The virus played
on a radical human emotion of the need to be loved
because of which it became a global pandemic in only
one night. The bug was transmitted via e-mail having a
subject line “ILOVEYOU” —
many of us with an attached file to it which reads as —
Love-Letter-For-You. TXT.vbs. As soon as the file was
opened, the virus took the liberty of e-mailing itself to
the first 50 contacts present in the Windows address
book and also infected the multimedia files saved in the

a notion appealing to

system causing damages that amounted to $5.5 billion.
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ILOVEYOU - Message [Plain Text)
Fle Edt Yew koert Fomat Took Actions Hep

Qoleply Worepiyto Al OForprd & y X «-9-

ot on o oy 0, 00 513 00
From [ name removed 1o pectect sender | Serk: The: SM/00 8:39 AM
To: {Victes |

G

Subject:  ROVEYOU

|

kindly check the attached LOVELETTER coming from me,
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My Doom explored its way to the malware world on MYDOOM INTERNET WORM

26th January 2004 and sent a shockwave around the ® How the MyDoom worm spreads 4
(\ 1. MyDoom Is activated %,/ (')' 4

d when unsuspoecting
random senders’ addresses and subject lines. My Doom ,\\\:} ;’ N el mess:;omn‘- , )

world as it scattered exponentially via e-mail with

a filo attachment
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also known as “Novarg” is reported to be the most
dangerous virus ever released, breaking the previous $
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record set by the Sobig F worm. My Doom swiftly 2.The amachment ? " 2.infection spreads quickly
releases a program o many PCs, generatng

infected some two million computers and instigated a which can take ovor the Liv milions of spam o-mals
ViCtm's compesier, / ana c(a'narwr, slowing
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huge denial of service attack which smashed the cyber sending infocted o- .
) ) ] ) i mais 10 every address e

wotld for sometime. It transmitted itself in a particularly o

deceitful manner through e-mail as what receiver would \l ©® 4. The MyDoom.A vinss s

. maed o launch
first reckon to be a bounced error message as it reads a=f \r nonacktomul

B B 5 o nfectod computers %
“Mail Transaction Failed.” But, as soon as the message is Pa 3’“/

knack the Wob site for
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clicked upon, the attachment is executed and the worm

offine on February 1*

. - . *A socond variant dubbed MyDoom B is timed % attack SCO on February 1 and
is transferred to e-mail addresses found in uset’s address HSo0oi on FUDINY D, REUOTINOS SRRSO BB NS, |

book. The damage caused by this fastest-spreading mass ook ieh s SETERS S
mailer worm was a whopping $38 billion.
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