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True story!
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* 600+ 0OpaTUBLLMNXCS 38 MOMOLLIbIO
15+ ataKk > 1Gbps

* 4 aTaku > 3Gbps

e 2>5Gbps

* 1> 10Gbps
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Tunbl aTtak

icuepnaHue KaHarbHOW
€MKOCTHU

NHdopacTpykTypa cetu
CeTeBOM CTEK CUCTEMBI

[TpunoxeHune

100k+

10k+

100+
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Tunbl aTtak

cuepnaHue KaHanbHou —

12.5Gbps
eMKOCTU
NHdpacTpyKkTypa ceTtu DNS
CeTeBOn CTEK CUCTEMDBI A.G.

[TpunoxeHune Slow Smart Bots
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CBoucTBa OoTHEeTa

* TpaHCHaLMOHAaNbHOCTb
* VIHepTHOCTBL

* YwepbHOCTb

e )KagHoCTb

* KOHEYHOCTb
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CBoncTBa OOTHETa
—paHeHatrHoHaRAbHOETS
* VIHepTHOCTBL
* YwepbHOCTb
e )KagHoCTb
« KOHEYHOCTb
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CBoncTBa OOTHETa
TrareHadmeHabHeETS
—AHepTHOETDL
* YwepbHOCTb
e )KagHoCTb
« KOHEYHOCTb
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CBoucTBa OoTHeTa
—paHCHagoHaRBEHOCTb
—AHepTHOETDL
—HepbHoeTs

e )KagHoCTb
e KOHEYHOCTb
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CBoucTBa OoTHeTa
—paHCHagoHaRBEHOCTb
—AHepTHOETDL
—HepbHoeTs

e )KagHoCTb?
e KOHEYHOCTb
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CBoucTBa DOTHETA
TrareHadmeHabHeETS
—AHepTHOETDL
—HepbHoeTs

« )KagHocTb! HO nHaue...
« KOHEYHOCTb
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DDoS 0e3 boTHeTa
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DDoS 0e3 boTHeTa

* DNS Amplification

* 1 6e3 DNS Amplification

* I Amplification 6e3 DNS (NTP)
* ... nelue, Ho 0b 3TOM 3aBTpa.
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Ocobbin crnyyan

DDoS npuLLEen Ha Balle NpUoXeHue,
HO Lenb
He
Bbl
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Kak coenaTtb Mup nyJwue?




HighLoad ++

RTFM!

* Network Ingress Filtering (IETF BCP-38)
 UDP Services (RIPE-52 DNSAMP)
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;PaccneuosaHMH
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SLA

* Bandwidth (Active/Passive)
* Uptime
* Problem Escalation
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Cnacuboo.

AnekcaHgp JlamuH
<la@highloadlab.com>



