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UTO TAKOE DLP ? leTQ >
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CPABHEHWE YTEYEK leTq -
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OTnpaBka no anekTpoHHon  OwunOKa B Ha3Ha4YeHuun
NMouTte npaB gocrtyna

Document
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STORAGE DLP leTq -
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¢ KOHTpOﬂb XpaHeHUA AaHHbIX - BaXeH

® Ectb y MHOrux DLP cucrtem

* ObHapyxeHue KU B obLiem goctyne — norioBUHa
peLeHus

®* Bbl 3HaeTe, KTO BOCMNOMb30Bancs AgaHHOMU
uHopmauuven ?
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DATA INSIGHT leTq >
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KoHTponb goctyna K gaHHbIM — Symantec Data Insight
Enterprise

CueHapuu ncnosnb30BaHUA
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CLIEEHAPUI 1 leTqs:

- COMPANY

CoTpyAHMK CKayan Bce OOCTYNHble eMy AaHHble

DLP 6ecnone3Ha

Heob6xoaum KOHTponb NnoBeaeHUs1 nonb3oBaTtesnemn
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KOHTPOI1b NOBEAEHUA leTQ >

- COMPANY

Symantec Data Insight — yBegomneHue o HeoO6bIYHOM NoBeAEeHUMU
nonb3oBaTens

Symantec Data Insight

Data Activity Deviation
Policy

NMonnTuka KOHTpoOAUpYyloLas
nosegeHue NnoJib3oBaTenen

OnepatuBHOe yBegom/ieHue

Bnagenbua uHpopmauum m
cnyx6oi UB
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KOHTPOJ1b MOBEJEHUSA - KAK leTa
PABOTAET Qs

il Update Resolution | X Delete ¥ | E@Send Email

Policy Name Policy Type User Reason Generated On Resolution
8 DeviationPolicy User Activity Deviation ... ™ = T T e e
Policy Details X
™ 9 DeviationPolicy User Activity Deviation ...
-~

8 DeviationPolicy User Activity Deviation ... Description:

™ 8 PreserveAccesstoConfidentialDocuments Data Activity User Whit... Policy Type:  User Activity Deviation Policy

€3 PreseneAccesstoConfidentialDocuments Data Activity User Whit... | Severity: HIGH

[ 8 PreserveAccesstoConfidentialDocuments Data Activity User Whit... Enabled: true

€3 AccesstoConfidential Data Activity Trigger P... Created By: Administrator@STD

[T €3 AccesstoConfidential Data Activity Trigger P Baseline: Last 1 weeks -
€3 AccesstoConfidential Data Activity Trigger P Thrshold:l 3 times of standard deviation I

[7] €3 DeviationPolicy User Activity Deviation ... Minumum Accesses: 100 accesses per day
7] @ pevatonPolicy User Activty Devition .. ] Selected Paths:
E i " L e R e " |g \\STD‘DC‘FS.STD.'OCB'

™ 9 DeviationPolicy User Activity Dewatlon

Selected Users/Groups:

8 PreserveAccesstoConfidentialDocuments Data Activity User Whit. .. Useri m
™ 8 PreserveAccesstoConfidentialDocuments Data Activity User Whit. .. 8 User2

—~ 3 E ; User3 v
8 PreserveAccesstoConfidentialDocuments Data Activity User Whit...

M 8 PreserveAccesstoConfidentialDocuments Data Activity User Whit... ) Close |
8 AccesstoConfidential Data Activity Trigger P... ser

@ 8 AccesstoConfidential Data Activity Trigger P.. s User2 Todays Access Count:304. De... 2011-05-26 00:00:41 +...

8 AccesstoConfidential Data Activity Trigger P.. 8 User3 Todays Access Count:300. De... 2011-05-26 00:00:41 +...
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AYONT OOCTYIA K OAHHbBIM leTQ >

- COMPANY

Bbin BbiABNEH MHUUNAOCHT, CBfI3aHHbLIN C HenpaBuJibHbIM
Ha3Ha4YeHUWUeM npaB AOCTYyna.

Heu3BecTHO, KTO NnpocmaTpuBan AaHHble OOKYMEHTbI.

Heobxoaoum nepunoanyeckuun ayaut npaB AOCTyNa K AaHHbIM
Heobxooum KOHTponb AocTyna cCoTpyaAHUKOB K dpannam ¢ KU

Heo6xoaum npouecc ncnpaBneHust BbISIBNIEHHbIX Npobnem
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AYONT OOCTYIA K OAHHbBIM leTq >
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Symantec Network Discover — obHapyxeHne K B obwem goctyne
Symantec Network Protect — sawmta KU
Symantec Data Insight — oTyeT 0 npaBax goctyna

Symantec Data Insight — otyeT 0 focTyne K OOHapyXeHHbIM OaHHbIM

MHOOPMALIVSI O KOMIAHMM




AYOUT OOCTYNA K AAHHbBbIM

Symantec DLP Symantec Data Insight

Network
Discover
O6HapyxeHue
BaXXHbIX
AaHHbIX

Access Detail Reports

PopmMmupoBaHue
OTYeTOB O npaBax
AOCTyna oTAesioB K
AaHHbIM

Data Insight

BbisiBneHue BnagensueB
uHcopmauunm

Network Discover

YBeaomneHue
BrnagenbueB
nHcpopmaumm

NHOOPMALNA O KOMMNAHNA

nHcpopmauu

leTQ >

- COMPANY

3asiBKa Ha
U3MEeHeHue
npas
aoctynaB
nb

N3meHeHuUe
npasB IT
crnyxoomun

AHanus
oTyeTa
Bnapenbue e Ha

NMoaTBepXxaeHu

U3MeHeHue
npaB gocTtyna




AYONT OOCTYIA K OAHHbBIM

leTQ &>

- COMPANY

$-1-5-21-3230055797-3765554450-

811187041-500

ACCOUNT NAME

TUseri@STD.IocaI

;userZ@STD.IocaI

user3@STD.local

FILE SERVER

STD-DC-
FS.STD.local
STD-DC-
FS.STD.local
STD-DC-
FS.STD.local
STD-DC-
FS.STD.local

OPTAHN3ALNA BESOIMNACHOIO XPAHEHUA OAHHbBLIX C NMOMOLLbIO SYMANTEC

ACCESS PATH

3\\STD-DC-FS.STD.locaI\ConﬁdentiaI\

\\STD-DC-FS.STD.local\Confidential\

\\STD-DC-FS.STD.local\Confidential\

\\STD-DC-FS.STD.local\Confidential\

DLP

V\dministrator@STD.local

TOTAL READ
ACCESS .
1056 1051
855 | 855
828 | 818
224 | 191
BU NAME BU OWNER

tOpuanyeckuit  Anekceit MBaHoB

oTaen

Texnomepra AneKcaHp.p KHONKWH

CnyxebHas
3anucb

MeKcaan NeaHoB

+7 (495) 921 1410 / www.leta.ru




KOHTPONb JENCTBUA leTa &>
[MONTb3OBATEJIEN T e r AN

B koMmnaHunu Obin BbISIBNEH MHUUNAOCHT, CBfI3aHHbIUN C AOCTYynom
A.Cl,MVIHI/ICTpaTOpOB K BaXHbIM AldHHbIM

Heob6xoaum KOHTpPONMpoOBaTb HECAHKLMOHUPOBAHHbLIW JOCTYN
NPUBUNErMpoOBaHHbIX Nofib30oBaTesien K BaXXHbIM AaHHbIM
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KOHTPOJb OENCTBUA leTa s
NOJIb3OBATEJIEV

Symantec Data Insight — yBegomneHue o HeCaHKLLMUOHUPOBaAHHOM
AocTyne nosfib3oBarernen K hannam

Symantec Data Insight

Data Activity User
Whitelist-Based Policy

NMonnTuka KOHTpoOAUpYoLLan
BOCTYN K NONb30BaTe/1eU Ha
OCHOBE CMUCKOB

YBegomneHue

Bnagenbua uHpopmauum m
cny6bl UB
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KOHTPOﬂbﬂEMCTBMﬂ

leTQ &>
MONb3OBATENEN Ccomrany
@rers |
\‘ aUpdate Resolution | X Delete ¥ | ESend Email
Policy Name J Policy Details ij}enerat d On

OPTAHN3ALNA BE3OIMNACHOIO XPAHEHWA OAHHBLIX C NMOMOLLbIO SYMANTEC

DLP

S 03 0330303030 S00O00 00

AV DOOD

(%)

DeviationPolicy

DeviationPolicy

DeviationPolicy
PreserveAccesstoConfidentialDocuments
PreserveAccesstoConfidentialDocuments
PreserveAccesstoConfidentialDocuments
AccesstoConfidential
AccesstoConfidential
AccesstoConfidential

DeviationPolicy

DeviationPolicy

DeviationPolicy
PreserveAccesstoConfidentialDocuments
PreserveAccesstoConfidentialDocuments
PreserveAccesstoConfidentialDocuments
PreserveAccesstoConfidentialDocuments
AccesstoConfidential
AccesstoConfidential
AccesstoConfidential

M2

of 1

Page 1

Policy Name:
Description:
Policy Type:
Severity: HIGH
Enabled: true

Created By: Administrator@STD
Access Type:

Minumum Accesses:

PreserveAccesstoConfidentialDocuments

Data Activity User Whitelist-based Policy

1 accesses per day

Whitelist Conditions:
( memberOf = Domain Admins )

Selected Paths:
3‘ \\STD-DC-FS.STD.local\Confidential

Notification:
administrator@std.local

Read, Write, Create, Delete, Rename, Dir Read, Dir Write, Mkdir, Rmdir, Renamedir

\ Close

Data Activity User Whit. ..

Data Activity Trigger P...
Data Activity Trigger P...

Data Activity Trigger P...

8 Administrator@sT

8 Userl
8 User2
a User3

Todays Access Count:224. De...
Todays Access Count:391. De...
Todays Access Count:304. De...

Todays Access Count:300. De...

011-05-27 00:00:23 +...
011-05-27 00:00:23 +...
011-05-27 00:00:23 +...
011-05-27 00:00:23 +...
011-05-27 00:00:23 +...
t)11-05-27 00:00:23 +...
011-05-27 00:00:23 +...
011-05-27 00:00:23 +...
011-05-27 00:00:23 +...
011-05-26 00:00:41 +_..
011-05-26 00:00:41 +_..
011-05-26 00:00:41 +__.
011-05-26 00:00:41 +___
011-05-26 00:00:41 +...

011-05-26 00:00:41 +...

2011-05-26 00:00:41 +_..

2011-05-26 00:00:41 +_..

2011-05-26 00:00:41 +.__

2011-05-26 00:00:41 +.._

+7 (495) 921 1410 / www.leta.ru



YNPABJIEHVE XPAHEHVWEM OAHHbBIX leTq >
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KoHTponb ucnonb3oBaHus pannoBbIX CepBEPOB:

Capacity Reports — OT4yeTbl N0 NCNONbL30BaHUIO
dannoBbIX cepBepoB

Data Lifecycle Reports — OT4yeTbl no
HeMncnosnb3yeMbIM AaHHbIM

Consumption Reports — oTyeTbl 0 pa3mepe
NoNb30BaTeNIbCKUX AaHHbIX
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[MPUMEHWMOCTDB B NPOLECCAX leTq >
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UB lNMpoueccol UT lNMpouecchl
[NpoBeneHue ayanTta YnpaBneHue
npae gocrtyna XpaHeHneM AaHHbIX

KoHTponb goctyna
npuBUNernpoBaHHbIX
nonb3oBaTenen

KoHTponb aencremu
nonb3oBaTesien

BbisiBneHue
HapyLleHuUs
pernameHToB b
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KOHTAKTHAA NHOOPMALINA leTqQ s>
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AnekcaHgp CyssoB

[MaBHbIM MeHexep no npoayktam HanpasneHusa DLP.
Mo0. Ten.: +7 (965) 132-0770

e-mail: asuyazov@leta.ru

e-mail: dip@leta.ru
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APXNTEKTYPA DATA INSIGHT leTq >

- COMPANY

a Insight Collector

ta Insight Indexer

Data Insight Manager
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