CodbTBEpPCKH CUT'YPHOCTHI
IIPOIIYCTH — AETEKIIH]A K
IIpEBEHIIH]A

Aame JoBaHOCKH



IlpennsBuIu

Pwn2own — [Ipean3BHUK 3a IIpOHAaOrame Ha
nponyctu Bo npebapysauute (IE,Mozzila Firefox u
Google Chrome)

Harpaza:$100,000.

Hex-Rays —-ipoHaorame Ha CUT'YPHOCTHHU
IIPOIIYCTH BO HUBHHUTE IIPOAYKTH

Harpaaza: $3000.

Google npeaus3BUK 3a HAOrame Ha CUI'YPHOCTHH
nponyct Bo Chrome

Harpaza:$20,000.



[ 1999 | 2000 | 2001 | 2002 | 2003 |
o859 | 31756 | 52658 | 82094 [137,5%9]

Source: CERT



IEEE Computer Magazine

As software dependence reaches critical

levels, threats become more pervasive, and

losses become more costly, higher educa-

tion must place more value on the tenets A moving-target defense enables

of software assurance. Courses must focus controlled movements across multiple
not only on security but on providing justi- system dimensions to reduce the

fied confidence in the software or system window _°f opportunity for.a_tt'ackers
sKiravitioist:its lite evele to exploit system vulnerabilities.

Cyberattacks continue to grow in number and sophis-
tication, as the following trends show:*

organized nation-state attacks against the Pentagon
and other facilities in the US;

organized nation-state attacks on Estonia and Georgia;
rising identity theft via the Internet;

undocumented features in open source applications
code that cause software life-cycle problems;

open source flaws, typically on the order of 1 per 103
lines of code;

use of botnets and other organized Internet exploits;
website and Web application exploits; and
compromising unsecured data.




Geekonomics: The Real Cost
of Insecure Software

The Real Cost of Insecure Software

« In 1996, software defects in a Boeing 757 caused a crash that
killed 70 people...

« In 2003, a software vulnerability helped cause the largest U.S.
power outage in decades...

e In 2004, known software weaknesses let a hacker invade
T-Mobile, capturing everything from passwords to Paris Hilton’s
photos...

« In 2005, 23,900 Toyota Priuses were recalled for software errors
that could cause the cars to shut down at highway speeds...

 In 2006 dubbed “The Year of Cybercrime,” 7,000 software
vulnerabilities were discovered that hackers could use to access
private information...

« In 2007, operatives in two nations brazenly exploited software
vulnerabilities to cripple the infrastructure and steal trade secrets
from other sovereign nations...
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(uez: Ha HaIaxa — SCADA
CHCTEMH)




CpieTo Ha Stuxnet upBoT

Characteristics MS10-002 MS10-046 MS10-061 0-day
(unpatched)

Vulnerable versions all versions of MS all versions of MS | all versions of MS WinXP and
Internet Explorer | Windows (WinXP, | Windows (WinXP, Win2000
(6,7, 8) Vista, 7, ...) Vista, 7, ...)

Layered shellcode yes no no

Remote attacks yes (only for
WinXP)

Other vectors yes
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' KOPHUCTAT COPTBEPCKUTE
IIPOIIYCTH

ITpouiec nnu
IIUKAYC Ha Pa3Boj

Ha IIPOrPaMH KOH F Updating

'l HICKOPHUCTYBaaT
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CUI'YPHOCTHH
IIPOIIYCTH Developer

[Runring 4= [imiating] = [Veriying




IlenTa Ha HaAIravyoT

HamarauoT nma
3a IIen Aa
IIPHUCTAIIH A0
CHCTEMOT
KOJIILITO I'0
Harara
eCKanupame 3a
IpHuAOOHBaKE HA
IIPHUBUAETHHU T.€
ring0.

Least privileged

Most privileged

Device drivers

Device drivers

Applications




HajuecTHn 1 HajIIO3HATH BHAOBH Ha
COPTBEPCKH CUT'YPHOCTHH IIPOIIYCTH

Buffer overflow
String overflow
Integer overflow
Heap overilow

\1cTa Ha OCTaHATH BUAOBH Ha
CUT'YPHOCTHH IIPOIIYCTH:
http://www.owasp.org/index.php/Categ
ory:Vulnerability



Aebarepu

Microsoft Windows nmrardopma:
OllyDbg

Immunity Debugger

WinDbg

Linux nnaTdopma:
efele
edb



Be36easHOCTHH MeXaHUu3MHU
(Microsoft Windows)

evolution

SP2, SP3

stack cookies yes
variable reordering yes
#pragma strict_gs_check no

SafeSEH
SEH handler validation
SEH chain validation

Heap protection
safe unlinking
safe lookaside lists
heap metadata cookies
heap metadata encryption

DEP
NX support
permanent DEP
OptOut mode by default

ASLR
PEB, TEB
heap
stack
images




Be36easHOCTHH MeXaHUu3MHU
(Microsoft Windows)

Mitigation techniques

Non eXcutable (PaX, ExecShield..)
» Hardware NX/XD bit
» Emulation

Address Space Layout Randomization (ASLR)
» stack, heap, mmap, shared lib

» application base (required userland compiler
support for PIE)

ASCII-Armor mapping

» Relocate all shared-libraries to ASCII-Armor
area (0-16MB). Lib addresses start with NULL
byte

Compilation protections
» Stack Canary / Protector




A problem has been detected and windows has been shut down to prevent damage
0 your computer.

he problem seems to be caused by the following file: SPCMDCON.SYS
PAGE_FAULT_IN_NONPAGED_AREA
If this is the first time you've seen this Stop error screen,
restart your computer. If this screen appears again, follow
hese steps:
heck to make sure any new hardware or software is properly installed.
If this is a new installation, ask your hardware or software manufacturer
or any windows updates you might need.

1f problems continue, disable or remove any newly installed hardware

or software. Disable BIOS memory options such as caching or shadowing.
If you need to use Safe Mode to remove or disable components, restart
lyour computer, press F8 to select Advanced Startup options, and then
select safe mode.

echnical information:

H¥ STOP: 0x00000050 (OxFD3094C2, 0x00000001, OXFBFE7617, 0x00000000)

¥k SPCMDCON.SYS — Address FBFE7617 base at FBFES000, Datestamp 3déddé7c

You chose to end the nonresponsive program, Internet
Explorer.

The program is hot responding.

Please tell Microsoft about this problem.
We have created an eror report that you can send to help us improve
Internet Explorer. “We will treat this report as confidential and anonymous.

k here.

To see what data this error report contains,

Send Error Report
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