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YT1o Takoe SNMP?

* [lpocTON NpoOTOKON ynpaBneHNa CETbIO;

* YHMBEpPCarbHbIN A3bIK OOLLEHNS C
«YMHbIM» CETEBbBIM «XXEfe30M»;

* Cnocob y3HaTb 00 YCTPOUCTBE MHOIO
MHTEPECHOIO.



Kak aTo paboTaeTt?

 MIB — Men In Black?
» TanHcTtBeHHbIe OIDbI B aepese MIB;

» AbcTpakTHbIN cuHTakcnc ASN.1.
* SNMP-areHT;



Management Information Base

1: 1.2.840.10006.300.43.1.2.1.1.2.1 = 32768 [Integer]

746: 1.3.6.1.2.1.1.1.0 = "Cisco Internetwork Operating System Software 10S (tm) C2950 Software (C2950-16Q4L2-
747:1.3.6.1.2.1.1.2.0 = 1.3.6.1.4.1.9.1.324 [Objectldentifier]
748: 1.3.6.1.2.1.1.3.0 = 36,9:5:31.900 [TimeTicks]

749: 1.3.6.1.2.1.1.4.0 = "" [Octets]

750: 1.3.6.1.2.1.1.5.0 = "NIO-22_510" [Octets]
751:1.3.6.1.2.1.1.6.0 = "" [Octets]

752:1.3.6.1.2.1.1.7.0 = 2 [Integer]

753:1.3.6.1.2.1.1.8.0 = 0,0:0:0.000 [TimeTicks]
754:1.3.6.1.2.1.2.1.0 = 26 [Integer]
755:1.3.6.1.2.1.2.2.1.1.1 = 1 [Integer]

759: 1.3.6.1.2.1.2.2.1.1.5 = 5 [Integer]

760: 1.3.6.1.2.1.2.2.1.1.6 = 6 [Integer]
761:1.3.6.1.2.1.2.2.1.1.7 = 7 [Integer]

762: 1.3.6.1.2.1.2.2.1.1.8 = 8 [Integer]

763: 1.3.6.1.2.1.2.2.1.1.9 = 9 [Integer]
781:1.3.6.1.2.1.2.2.1.2.1 = "FastEthernet0/1" [Octets]
782:1.3.6.1.2.1.2.2.1.2.2 = "FastEthernet0/2" [Octets]

783: 1.3.6.1.2.1.2.2.1.2.3 = "FastEthernet0/3" [Octets]

11024: 1.3.6.1.4.1.9.9.134.1.1.3.0 = 1.3.6.1.6.1.1 [Objectldentifier]

CnoXXHOo?



KOHEYHO MOXHO npolle!

IP-MIB DEFINITIONS ::= BEGIN

IMPORTS
MODULE-IDENTITY, OBJECT-TYPE, Integer32,
Counter32, IpAddress, mib-2 FROM SNMPv2-SMI
PhysAddress FROM SNMPv2-TC

MODULE-COMPLIANCE, OBJECT-GROUP FROM
SNMPv2-CONF;

ipMIB MODULE-IDENTITY
LAST-UPDATED "9411010000Z"
ORGANIZATION "IETF SNMPv2 Working Group"
CONTACT-INFO
“ Keith McCloghrie
Postal: Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
us
Phone: +1 408 526 5260
Email: kzm@cisco.com"
DESCRIPTION
"The MIB module for managing IP and ICMP
implementations,
but excluding their management of IP routes."
REVISION  "9103310000Z"
DESCRIPTION
"The initial revision of this MIB module was part of MIB-
1"
= {mib-2 48}

-- the IP group
ip OBJECT IDENTIFIER ::= { mib-2 4 }

ipForwarding OBJECT-TYPE
SYNTAX  INTEGER{
forwarding(1), -- acting as a router
notForwarding(2) -- NOT acting as a router

}
MAX-ACCESS read-write
STATUS  current
DESCRIPTION
"The indication of whether this entity is acting as an IP

router in respect to the forwarding of datagrams
received

by, but not addressed to, this entity. IP routers forward

o

1:1.2.840.10006.300.43.1.2.1.1.2.1 = 32768 [Integer]

746: 1.3.6.1.2.1.1.1.0 = "Cisco Internetwork Operating
System Software 10S (tm) C2950 Software
(C2950-16Q4L2-

747:1.3.6.1.2.1.1.2.0=1.3.6.1.4.1.9.1.324
[Objectldentifier]

748:1.3.6.1.2.1.1.3.0 = 36,9:5:31.900 [TimeTicks]
749:1.3.6.1.2.1.1.4.0 = " [Octets]

750: 1.3.6.1.2.1.1.5.0 = "NI0-22_510" [Octets]
751:1.3.6.1.2.1.1.6.0 = "" [Octets]
752:1.3.6.1.2.1.1.7.0 = 2 [Integer]
753:1.3.6.1.2.1.1.8.0 = 0,0:0:0.000 [TimeTicks]
754:1.3.6.1.2.1.2.1.0 = 26 [Integer]
755:1.3.6.1.2.1.2.2.1.1.1 = 1 [Integer]
759:1.3.6.1.2.1.2.2.1.1.5 = 5 [Integer]

760: 1.3.6.1.2.1.2.2.1.1.6 = 6 [Integer]
761:1.3.6.1.2.1.2.2.1.1.7 = 7 [Integer]
762:1.3.6.1.2.1.2.2.1.1.8 = 8 [Integer]
763:1.3.6.1.2.1.2.2.1.1.9 = 9 [Integer]
781:1.3.6.1.2.1.2.2.1.2.1 = "FastEthernet0/1" [Octets]
782:1.3.6.1.2.1.2.2.1.2.2 = "FastEthernet0/2" [Octets]
783: 1.3.6.1.2.1.2.2.1.2.3 = "FastEthernet0/3" [Octets]

11024: 1.3.6.1.4.1.9.9.134.1.1.3.0 = 1.3.6.1.6.1.1
[Objectldentifier]
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A3bIK 3anpocoB
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« GET NEXT

+ BULK (v2+)
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N Bce?



HeMHOro KapTUHOK

Mpotokon UDP
AreHt SNMP
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[ 0e aTo paboTtaeT?

BE3JE

g\{] ": alian]n RS
Ry & cisco. sOLaris

* Windows

* Linux n gpyrne *nix
« MAC OS

« [0S #i0S

« SUN Solaris



Peanun3auusa B pasHbix OC

CuctemHas «Crnyxxba SNMP»

[HemoH snmpd n3 pasHbix nakeTos; yTunutbl Net-SNMP

Mac OS X Server 10.1.5+ BkntovaeT naket UCD-SNMP. AreHT snmpd

®yHkuma OC. lMNMpowwmska M3Y

ik

A
> Qy HdemoH snmpd 13 naketa «netsnmp»

soLaris




be3onacHOCTb

SNMP v1, 2, 2¢ Read / write community ( )

SNMP va3:

« User-Based Security Model (Mogynb ayTeHTUdUKaummn, Moaynb
LUNJOPOBaHNA 1 MOAYITb KOHTPOMA BPEMEHMW);

* AyteHTudpukauma HMAC-MDS n HMAC-SHA,;

» LlundppoBaHne gaHHbix No DES-56, B nnaHax - Diffie-Hellman,
CBC-AES-128;

» 3 ypoBHs 6esonacHocTu: noAuthNoPriv - naponu nepegatoTca B
OTKPbLITOM BUAE, KOHMOEHUMASTBHOCTb JaHHbLIX OTCYTCTBYET;
authNoPriv - ayteHTUdUkauns 6e3 koHpuaeHumnanosHocTu; authPriv -
ayTeHTUdurKauua n lwmndgposaHme, MakCumMarsbHbIM YPOBEHb
3alUMLLEHHOCTN.
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[lpumeHeHne

* YnNpaBneHne CETEBbIMUN YCTPONCTBAMMU

e MOHUTOPUHI COCTOSIHUSI YCTPOWNCTB U
KaHarnoB CBA3N

* Busyanusauunga tononoruun cetn (LLDP,
CDP, LLTD)

 CurHannsauus
* VIHBeHTapusauuna yCTpoOUCTB
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Balun Bonpochl!
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