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MeXceTeBble JKPaHbl HOBOI'O NOKOJ1eHUA

v TeHOaeHUun pa3BUTUA COBPEMEHHbIX CeTeBbIX MPUIIOXKEeHUN
v CoBpeMeHHble TpeboBaHUA K MeXCeTeBbIM 3KpaHam

v MeXceTeBble 3KpaHbl HOBOro NOKOsieHUs

v YHUKanbHble TexHornoruu Palo Alto

v MexceTeBble 3kpaHbl Palo Alto
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MeXxceTeBble 3KpaHbI
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TCP 80: busHec npunoxeHus
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TCP 80: apyrue npunoxeHus
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TakTuka ooxoga cuctem 6esonacHoOCTU
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TakTuka obxoga cuctem 6e3onacHoOCTU
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«NMomowHUKN» chanepBona He NomMoraroT!

. YBENMYMBaAETCS CIMOXXHOCTb U CTOMMOCTb
- [lpon3BOANTENBHOCTb YXYyALLUAETCS
- CeTb TaK U He CTAHOBUTCA MPO3pPadYHON N KOHTPONNPYEMOUN
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«NMomowHUKN» chanepBona He NomMoraroT!

. YBENMYMBaAETCS CIMOXXHOCTb U CTOMMOCTb
- [lpon3BOANTENBHOCTb YXYyALLUAETCS
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UTto ponxeH ymeTb hanepBOst HOBOro NOKoneHus?

Gartner: TpeboBaHus K chanepBONy HOBOIro NOKONIEHUA

v KoHTponb Ha ypoBHe NpuroXxeHuu

[omkHa 6bITb BO3MOXHOCTb 3anpeTuTb NpunoxeHne (BHe
3aBMCMMOCTW OT nopTa)

v [lonHocTbhO nHTerpmnpoBaHHbIe

Defining the Next-Generation Firewall
ﬂ,OI‘IOJ‘IHMTeJ'IbeIe beHKLI,l/IVI HEe OOJTDKHbI BJINATb HA
npon3soanTESIbHOCTb

v ODyHKUUM Ansa onpeaeneHus nonb3oBaTenien
NHTerpauma co cnyxbamu katanoros (Active Directory n 1.4.)

v DyHKUMM OObIYHbIX (hanepBONoOB
dunerpauna naketo, NAT, oMHamuyeckas mapwpyTtusaumsa u T.4..

v [ orxeH nerko yCTaHaBnMnBaTbCsA B Ce€Tb

WHAT YOU NEED TO KNOW

Jlerkas npo3pavyHad yCTaHOBKa B pa60Ta+ou.1yro CETb iy of o e e ol S i, o e

not be wialls o products te for
smal businesses (see Note 1).

Gartner
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UTto ponxeH ymeTb hanepBOst HOBOro NOKoneHus?

Gartner: He aBnsarTca panepsonamm HOBOro NOKOJIeHUS:

v Yctpounuctea UTM (Unified Threat Management)
ato HE cdhanepBonbl HOBOro nokoneHus

v DLP (Data Leak Prevention) ato HE c¢phanepBonbi HoBoro

NOKONeHus
v Web wno3bl 3ato HE c¢hanepBonbl HOBOro nokosneHus

v E-mail wnro3bl 3To HE chanepBonbl HOBOro nokoneHus
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Defining the Next-Generation Firewall

s ation-speciic
attacks and enforce appication-specific granular security policy, both inbound and

i you have not yet dapioyed netwrk intrusion prevention, require NGFW capabilties of all
vendors at your next firewal refresh point.

netw for ion of raffic:
and blocking of attacks. Thers ars products foday with NGFW characteristics, but these must
4 fire iate for

not be
smal businesses (see Note 1).
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danepBOs1 HOBOro NOKoOsfieHus

CDy HKUUW. llis ‘8]61'%%5913}“
SAPEISE

1. OnpeneneHne NpuUNoXeHNMn BHe

3aBMCMMOCTM OT nopTta U wndgpoBaHus SSL efﬂlh- meebo w‘i\'; ;L‘?

2. OnpepgeneHne nonb3oBaTesfien BHe
3aBucmmocTu oT IP agpeca

3. an/IMeHeHVIe NOJNMUTUK K MPUITOXKEHUNAM U

HKI/IOHaJ'I ITUX I'Ipl/lJ'IO)KGHVII7I

4. IuTerpnpoBaHHaga 3aLuuta OT CETEBbIX
aTtak

5. lNpownssogutensHocTb Ao 10 Mout/c

Page 14 | palOiJT%ER%



YHUKanbHble TeXHONIoOrmmn uameHnnu panepson

App-ID
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SSN
Files Spyware

‘ ’ 0101010101010101
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101010 10101010101 i At N 101010101010101011
- Content-ID !

palozlto




«OgHonpoxoaHas» apXUTeKTypa

OauH npoxopa
- OgHa onepauusi Ha naket

- Knaccudukaumnsa tTpadmka
(App-ID)

- OnpepgenexHue
nonb3oBaTenen/rpynn

- CkaHupoBaHMe OaHHbIX — Yyrpo3bl,
URLBbI, KOHGMaeHUManbsHble
JaHHble

- Eannas nonuntunka

- [lonuTuka npnuMeHsieTcs K
npunoxenuto, |IP agpecy,
nonb3oBaTento U T.4.

NMapannenbHas obpaboTka

- CneumanusnpoBaHHoOE
annapaTHoe obecnevyeHne

- PasgeneHne KOHTPONbHOW
nnaTbl OT NNaTbl AaHHbIX
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CneuunanusunpoBaHHaa apxutektypa (PA-4000)

Flash
KoHTponbHas nnarta Matching
- Bb|c0|<onpom3Bom4Teanl)e Engine
yrpasrneHue
* BoicokockopoCcTHOE
norvposaHue

10Gbps

_ U U U . U ‘
DeCom ress
-

10Gbps

Dual-core

CPU

KoHTponbHaa nnata

CurHaTypHbIN ABWXKOK
» CurHaTtypsbl Palo Alto
» bBanaHcupoBka pecypcoB (NamaTn)

MHorosiaepHbIM npoueccop

* MHoronpoueccopHas obpaboTtka ons
obecnevyeHns BbICOKOW
NPON3BOAUTENBHOCTYU

* AnnapaTtHasa ob6paboTka CNOXHbIX, HO

CTaHOapTU30BaHHbIX PyHKUMA (SSL,
IPSec)

| 10 M'ouT/c ceTeBOM Npoueccop
» CeTeBoOW nNpoLeccop pasrpy>aet
OCHOBHbIE MpoLeccop
* AnnapaTHO peann3oBaHHbIN QoS,
MapLwpyTusauus, kommytaumsa n NAT

NnaTta gaHHbIX
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App-ID

Pacno3HaBaHue
npunoxexun (1000+):

. Newvdpauys (SSL) stateful inspection

- Pacno3HaBaHue/ N tep/
aekoanpoBaHue T 443
NPOTOKOJIOB 7 YPOBHS

- CurHaTypHbI aHanu3

« OBPUCTNYECKUN
aHanus
(KOMMYyHUKaLnn)

ineebg
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User-ID: Active Directory

« AreHT Nogkn4vaeTcs K KOHTponnepy goMeHa
« CuuTblBalOTCS AaHHbIE O nonb3oBartensx u rpynnax AD
« Ctpoutcsa tabnuua coorsetcTBus Nonb3osarerns - IP

AreHT oguH!

KoHTponnep gomeHa



Ucnonb3oBaHue App-ID n User-ID

B nonutukax

B norax

« CopTupoBKa Mo NpUNoXxeHnsam/

. I'IpmmeHeHme K MPUJTOXKEHNAM

norb3osaTerisim - MpuMeHeHne K Nonb3oBaTensam u
« dunbTpaunsa No NPUNoXxXeHuUsM/ rpynnam
noynib3oBaTes1dAm
S | To User | Exu- aa | Protocol | Application
User Port Port
'ﬁewis ' '49764 53 adp 5o hzielinski App Usage 2008/12/23 08:24:21
mellison | 1150 | 137 |udp netbios-ns | Source User | Application | Action
Hewis 49763 | 53 udp dns 1 |hzielinski | web-browsing | allow
rrosa 1150 | 137 |udp netbios-ns > -hmlmkl .gnutella 'allow
i 2 i i = T 2 i I 3 | hzielinski facebook Aallow
! |2 inf «4140 -318 [ e 4 | hzielinski yahoo-mail allow
| bbrown7 | | 4981 _ 80 , tcp | limelight 5 | hzielinski 7 limelight allow
tlewis 49785 53 udp dns

Allow IT trust
8 Remote
Access

CFO trust
Warcraft

untrust

untrust

any g’-’ pancademo.local\administrators any [ Remote Access

any 8 pancademo.local\jstoller any worldofwarcraft
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Content-ID

 [loTokoBoe (He dhannoBoe!) ckaHMpoBaHME Ha LUMPOKNIN CNEKTP Yrpo3
- CurHaTypHbIN OBUXOK CKaHUPYET Ha BUPYCbI, OOT-HETHI, WwnuoHckoe MO n T.4.
- WNHTerpupoBaHHasa 3awuTa ot yassumocTten (IPS)

« 3alwuLaeT oT yTedek KoHdunaeHunansHon nHdgopmauunm

- bnokupoBaHue nepenayvn annos onpeaesieHHoro Tuna (B pasnuyHbIX
NPUNOXKEHNSAX)

- bnokupoBaHune no macke (Hanpumep, HOMepa KpeaUTHbIX KapT, No rpudy
«KoHpunaeHumansHO»)

« Ounbtpaunsa no URL
- JlokanbHas 6a3a URL (20M, 76 kateropun, 1000 URL/cek)
- OnHamunyeckas 6asa (C KawmpoBaHMEM)

A A

Network Payload Network Payload
Traffic Received Traffic Received =

oad
Payload ik -
e Content-ID. 0101010101010101 i
ot
- Latency
Time Time
Stream-based Scanning File-based Scanning
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Monitor

Policies Objects

v « Application Command Center (ACC)
T ioror [ e v [0S
- MoHuTopuHr npunoxenun, URL, yrpos,

unbTpaLmmn JaHHbIX

Application Command Center

i 1+ ['padukn ACC, npobaBneHnel/yganeHme

Risk Application Sessions Bytes Threats
1 |[EH | web-browsing 131,896 2,541,836,174 ol | 371 [ MJ—I prOB
2 |[EH |dns 70,250 [ 41,210,568 1 ol
3 | IEH |ssl 52,483 [ 896.N77.007 [ n 1
4 skype 31,841 [ 32 Application VMl Source User [TV EBnRE &
5 azureus T 30,232 @ 63
Application Info
Name: skype
Description:  Skype is software that allows users to make telephone calls over the Internet. Calls to other users of the service and to free-of-
. ) charge numbers are free, while calls to other landlines and mobile phones can be made for a fee. Additional features include instant
URL Filtering messaaing, file transfer and video conferencing. It was created by entrepreneurs Niklas Zennstrém, Janus Friis, and a team of
software developers based in Tallinn, Estonia. The Skype Group has its headquarters in Luxembourg, with offices in London, Tallinn,
Category Sessions Tartu, Stockholm, Prague, and San Jose. Skype has experienced rapid growth in popular usage since the launch of its services. It
was acquired by eBay in September 2005 for $2.6 billion.
personal-sites-and-blogs 23,936 [ 411,¢
Cate
2 | web-advertisements 22,840 [ 189,C 9
- . - Subcateg
3 | educational-institutions 13,692 4 492,7 Standard Ports: tcp/dynamic, udp/dynamic —
I
4 | internet-portals 13,161 [CH 222,7 Capable of File Transfer: yes f
S | business-and-economy 6,681 [ 230,€ Used by Malware: yes el Top Applications
idely
Excessive Bandwidth Use: yes A
i Has Known Yulnerabilil Application Sessions Bytes
Evasive: - yes Prone to Mis "
Tunnels Other Applications: o Sesiiin Fhrcin 1| [E8 web-browsing 6,142 [ 73,161,316 [
ession Timeout (secon -
: Additional Information: Wikipedia Google Yahoo! 2 gnutella 1,046 [ 1,187,576 |
Threat Prevention TCP Timeout (secon
) 3| W Ffacebook 833 O 24,229,786 [
Severity Threat D Type UDP Timeout (secon
1 MEDIUN MSSQY Login failed for user sa 38010 | vulnerability 4| 5] yahoo-mail 300 0 4,552,200 0
2 NetBIPS nbtstat query 31707 | vulnerability 5 | W limelight 228 1 1,330,026 |
T Top Sources 5
3 1805eprch_Assistant Tracked Event URL | 11286 | spyware B 6 | [N ssl 206 11 1,582,127 |
Source address Source Host Name Source User Bytes
4 HTTP PPTIONS Method 30520 | vulnerabilit - 7 | [l flash 191 1 13,918,590 [3
z 110,154.173.189 & | |abs189.net173.bigedu.local & | charris 48,407,556 [ | 49 [ 4 !
5 Microspft RPC ISystemaActivator bind 30846 | vulnerability 9 & | & hotmail 176 1 1,419,816 |
2 | 53] photobucket 120 1 9,779,180 @
10 unknown-udp 80 | 2,189,138 1|
Top Destinations
Data Filtering Destination address Destination Host Name} Destination User Bytes —
Name D | Type Count 169,227.146,101 ' ppp-69-227-146-101.dsl.snlo01.pacpell.net & 43,835,506 [ 29
2 207.161.50.205 &' | brndmb0239w-ds01-50-205. dynamif.mts.net &' 1,207,543 1
369.167.86.13 & 69.167.86.13 1,172,268 1

®duneTp Ha Skype ®dunbTp Ans Skype n Y6paTb Skype u
nonb3osatens O. Harris Egﬁ“ﬂ"g;(%f;g%e Harris
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Cucrtema ot4yeToB

Application and Threat Summary

Application Usage
Risk Trend

Top 5 Applications

webbrowsing 77859 3,061,989.086
msrpe 46121 5220877220
iemp 38103 5362784
ans 31.188 11,993,882
skype-probe 28246 15,000,481
Threat Types
Top 5 Spyware
MiniBug retrieve weather nformation s77

Top 5 Vulnerabisties

AStats Remote Code Executon Vubnrabity 7.33

DISICC Dagmon Command Execution 5125

s s A st e ormt e oty 2558

HTTP OPTIONS Method 2482

HTTP SQL Injection Attampt 2872
Top 5 Viruses.

No matching data found!

Apr 09, 2008

User Behavior
Top s Users

T T T

pror e ————

e

T
Top 5 URL Categories.

o e

s -
S

i

Reserved (10.0.00 - 10.265.255.255) 3,267,489

United States 1.166.207
Unknown 73286
France 70,470
Crina 4017

Threat
Top 5 Atiackers

[
100087 30365
doynyme1.paioaionstworks ocal 21686
binahara:xp palosltonstworks local 15958
binahara.xp paloaltonetworks Jocal 12960
pan000a7.paloaltonetworks.ocal 3888

Top 5 Victms
1000251 34253
pardo-1 paloatonstworks local 8895
pado-2 paloatonetworks local 7823
panserver paloaltonetworks Jocal 7226
panserver2 paloationetworks local 6095

Top 5 Attacker Countries

Reserved (10.0.00 - 10.255.255.255) 101,082
United States arr

paloaltonetwork\binahara
Highest Risk User

Top § URL Categories

business 13,790
unknown 10,893
‘computing-and-intemet 3807
Infrastructure 2784
news 1,985

Top 5 Applications

I T T

‘skype-probe. 957,518 485,701,118
unownudp 81,302 20202017
st 166,063 1157,247.715
skype 183,752 65,618,460
merpe 817,743 218670488833
Top s Threats
MiniBug retrieve weather nformation 6890
SCAN: Host Sweep 15,956
s UL B Par Ot Wty 218
Trends
Bandwidin
19047 408
14960568 |———
9973708 —
4996.308
o Mm H_H
a2 o4
Threats

14K
- I I I

o
oant o4ns

nOCTpOGHVIe OTYETOB 0 MNoJib3oBaTeNIAM, NMPUITOXEHUAM (I'IO

KOHKpPETHOMY 1nu top)

Otyet no URL, noceweHHbIM nonb3osaTenem (Bce nnu top)

OT1cnexuBaHne naMmeHeHuUn Tpaduvka B CETU
KapTa pacnpeneneHus Tpagpuka

OTy4eT no ceTeBbLIM aTakam
HacTtpanBaemsble (custom) oTyeThl
CBoaHbin ot4yeT AVR

Odopmnenne B PDF

HacTpouka paccblfikn no BpeMeHu

Top 5 Gainers (last 60 minutes vs yesterday) Top 5 Losers (last 60 minutes vs yesterday)

5 5% 15 -g 0% 0
; 49 12 P -20% -3
S g S -40% -6
v 3% 9t . § Il
3 2% 6 8 £ -60% =2
c @ [ R i
§ 1% 2 : 80% 12
g -100% -15
& 0% 0 & o 0 @ o
bl O @””0 .3>\ ® b“‘) S o o <& W o&\ of°9
R ; &
o $:o 2 & > & &
& qé\ < > & &

Top 5 Bandwidth Consuming Source (last 60 mins) Top 5 Bandwidth Consuming Apps (last 24 hours)

1,200M

Sessions

24M 1,080

Bytes
Bytes

g | LLLEECELCLEETECLLIT

16M 7z0M
8M 360M =
1}
> > o 5 5 SFILFLELLLFLSLSS LS
) & ) AP 5 Qo ] e B P S e T QL P O T 0 B L B
qew (}z\ "\é & 0\;?’ RORI AR RIC IR ROt P R DL S R R
A @ & @
k¥ o & & &
& ¥ 20 a? web-browsing flash L]
» <&
® pandora ® ppstream = other




PAN-OS (Palo Alto Networks Operating System)

PyHKumn OC:

« CeTeBble (byHKLUM

- D,MHammquKaﬂ
p}gmsaumq (OSPF,

- yﬂ,aﬂeHHble poctyn SSL VPN
- Mopgkntoyenne k SPAN

- I'IEo3paquW| in-line pexum
ayer 1

- Pexum L2/L3

« 30HOBbIN NOAX0A,

- Bce nHtepdencel moryTt 6bI1Tb
MOMeLLEHbI B 30HbI
BesonacHocTn

Page 24 |

- PesepBupoBaHme

- AKTMBHbIN / NACCUBHbIN
- CMHXpOHM3auma KoOHGUrypaumm

« QOS WwennuHr

- [Npunoputesauus

- MpumeHeHne NONNTUK K KOHKPETHBIM
NPUINOXEHNSAM, NONb30BaTENSAM,
30HaMm 1 T.4.

. BI/IpTyaJ'IbeIe CUCTEMDbI

- Heckonbko BMpTYanbHbIX
(harepBOSIOB Ha O4HOM YCTPOUCTBE

- [IpocToe, rubkoe ynpaereHme

- CLI, Web, Panorama, SNMP, Syslog

PA 4060

PA-4020

PA-2050

PA-2020

PA-500

paloalio



CemeuncrtBo nnartdopm

NMpousBoaUTENLHOCTb

10Gbps; 5Gbps threat
prevention (XFP interfaces)

= 1Gbps; 500Mbps threat
prevention

gl 500Mbps; 200Mbps — pA-2000 Series

threat prevention

s 250Mbps; 100Mbps PA-500
threat prevention

YoaneHHble oduchl/ Bonbline Kopnopauuu
CpepnHue

Kopnopauuu
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CnocoObl yCTaHOBKU B CeTb

MoOHUTOPUHT lNMpo3payHbiu In-Line Firewall

D & &5

* MoHuTOpUHr 6e3 * QyHKUMN 3aLLMTbI OT Yrpo3 * BmecTo Firewall
BMeLLaTenLCcTBa B paboTy cetu * IPS + AV + URL counstpauum * Firewall + IPS + AV + URL
dounesTpayms



Palo Alto B data-ueHTpe

Palo Alto:
- NHTepdencol 10G

« NponssoanTenbHOCTL A0
10 'out/c

- CkaHupoBaHue Ha Bce
yrposbl oo 5 réut/c

Cisco
6513/65009, - OgHoBpeEMEHHOEe
CKaHMpoBaHWe Ha 3 MIH.
PA-4060 curHaryp

- 3awmTa ot bot-net

« HanuncaHne coOCTBEHHbIX
NPUSTOXKEHUN

- OTKa30yCcTOM4YNBOCTb

 [Bmxok DLP

- LleHTpanusoBaHHOEe
ynpasrieHme

¢ Threat Prevention &5t

Cisco Nessus c
VmWare or Xen

<z,

— =
-~ == — =
s = "
— —
== = 4
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MpruMeHeHUe NONUTUK K NPUTIOXKEHUSAM,
a He K nopTam

® m MprMeHeHUe NONMUTUK K NMonb3oBaTensM,
AN a He K IP agpecam

KoHTponb nepepaBaeMbIX AaHHbIX

- 3awuTa OoT BUPYCOB, YA3BUMOCTEN, wnuoHckoro M0,
bot-net

« KoHTponb nepenasaembix dpannoB no Tunam
« KoHTponb nepenaBaemMbIX AaHHbIX MO MackKe



TecTupoBaHue

TecTupoBaHue He3aBMCUMOM nabopaTopunen:

NSS Labs’ Rating: Recommend

@ Nss Labs Bmdudt Effectiveness Throughput

Palo Alto Networks
PA-4020 93.4% 2,259 Mbps

JeMoHCcTpaunoHHOe TeCTUpOoBaHUe Ha Ballueu nnowagkKe:

- PA-2050
e NonHbIN yHKUMOHAn o g @
« 1-2 Hepgenu B i Df‘?t‘
- NTorosbliii otyeT AVR e B 5
o & D')

S
L 4
R |
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Cnacumbo

HononHumenbHasi uHghopmayus Ha

D paloalto




