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M cTouHnku BUpPyCOB

e CucremMa perucTpal BUPYCHBIX 3aBOK

— 110JIb30BATCJIN

— ITapTHEPHI TULECH3UPYIOIINE MOIY/Ib IOMCKA BUPYCOB
e CrucremMa MOHUTOPHUHIA BPEIOHOCHBIX CCHLUIOK

e Cucrema honeypot’oB

» Cucrembl MyJIbTH-CKaHEpOB (virustotal, jotti, virscan..)

* ExXemHEeBHBIM OOMEH Cpeay aHTUBHUPYCHBIX BEHIOPOB)
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Noacucrema
BUPYCHBLIX MMEH

irNames3
VirNames2

Moacucrema
«MNeco4yumnuya»

sanBoxl L)

NMoacucrema xpaHeHus

2]
EEEH

Nogcuctema
cKkaHmposaHma Driweb

; PreProcessorZ
PreProcessorl

MNopacucrema
OTKMOMEHWNA NOMHbIX
cpabarsiBaHuii

VirtualAnalyst
VirtualAnalystz L

PostProcessorl

PostProcessor2

AutoCommiter

v

A 4

NMoacucrema otobpareHWa 1 paboTsl

AuTUBUpYCcHan Basza

ABTOMAaTM3MPOBAHHAA CMCTEMa 06paboTKu ¥ BUPYCHOro aHanunsa pannos

Babq

BupycHble aHaNnUTHKK
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Noacucrema 06paboTkm M BUPYCHOro aHannsa

3apaHmA Ha obpaborky

Bxo. ne:
*  3apanuve Ha npepobpaboTky

Wexonaume:

*  Ba30Bble XaPAKTEPHCTUKKM Pannos
o Cratucruyeckan uHdopmauua

*  Onpepenenun ckadepos Driweb

*  3apaHuA Ha obpaborky

BupTtyancHeiMu AHaAUTUKAMKU
MpepobpaboTka

dan

PreProcessorl E
PreProcessor2

BupryanbHblie AHANIUTUKK

AHTUBMPYCHaA 3aNnchb

Monyyexue cratyca roTOBHOCTH 3aANKUCH

BupycHbie nmeHa
>

Onpegenenns Drweb
pen > VirtualAnalystl

Virtualanalyst2 VirtualAnalyst4

Pesynbrarel necouunumT

- =
AutoCommiter
Mocrobpabortka
PostProcessorl =
PostProcessor
Pewenune 3aaBoK

Bxo, ue:
*  3apavue Ha obpaborury
BupTyanbHbivK AHanuTURaMmu

Mexo, He:

e  Crarycel obpaborku 3aganui

*  PacluvpeHHbie XapaKkTepPUCTHRA
daiinos

*  3apaHua Ha aobaBneHwe 3anucen
AutoCommiter
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AJNTOPUTMBI IETEKTUPOBAHHUS
BPEIOHOCHBIX IIPOrpamMm

e O1eHKA ITOXOKECTH (PaijIoB HA OCHOBE BEUBIICT
aHaJIn3a

* OneHKa NOX0XKECTH (paiijia Ha OCHOBE aHAJIM3a
rpada nepegayn ynpasieHus (Origin Tracing,
Origin Tracing for Android)
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O1cHKA ITOX0KECTH (paliJIOB HA OCHOBE
BCUBJICT aHAJIM3a

e DKCIIOHECHIIHAJIbHBIA POCT KOJINYECTBA (paijIoB
IpHUCBUIaEMBIX B 1a0oparoputo. boinee 60000
YHHUKAIbHBIX (PAJIOB B JICHb.

e CJI0KHBI€ TEXHUKHU IS IIPEIOTBPAILCHUS
NETCKTUPOBAHMS aHTUBHUPYCaMHU (ITOJIUMOPhU3,
o0 ycKaims)

— BackDoor.Tdss.based (TDL3/4) ~2000 B Mecsi1n

— Win32.HLLW.Autoruner (Win32/Rimecud,Palevo) ~3000 B
MeCSIII
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Beusner anainus
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Beusner anainus
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Beusner anainus
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OILcHKA ITOX0KECTH (palijia Ha OCHOBE
BECUBJICT aHaJIM3a
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O1eHKa NOX0KeCTH (paiia Ha OCHOBE BEUBIICT

| dHAJIN34d
Y b’*1 2 3 4 5 6 7 8

Il | | | | | |
I I | | I I |

O 10 20 30 40 50 60 70 80 90 100 110 120 130 140 150 160 910 920 930 940 950
x, sliding windows

e 3 4 5 6 7

o = N W s 0 dm

O 10 20 30 40 50 60 70 80 90 100 110 120 130 140 150 160 880 890 900 910 920
X, shiding windows
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OI1cHKA ITOX0KECTH (paliJIOB HA OCHOBE
BECUBJICT aHaJIM3a

* BBICTPBIN aJITOPUTM HE TPEOYIOIIHUN OOJIBIINX
BBIYMCIIMTEIBHBIX PECYPCOB (AMYIISIuUS (paiina,
IA3aCCEMOTMPOBAHKE)

« KoMnakTHas 3anmch 111 BUPYCHOM 0a3bl

wo~= | © Doctor Web, 2011
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Texnonorus Origin Tracing

e CraruuecKUM a”HajaIus
KOJIa

 IlocTpoenue rpada
yIIpaBJICHUS MIPOTrPaMMBbl

 BrigeneHue
ITOJIO3PHUTEIBHBIX
BEPIIIMH I'pada

e CocTanjieHUE 3aIllucu
NETEKTUPOBAHUSI
BPEJIOHOCHOTO
CEMEHNCTBA
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MooOunbsHbie yrpo3bl 111 Android OS
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PocT KonyecTBa yrpos
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Tune! yrpos

* BpenoHOCHBIE MPUIIOKEHUS HE HECYIIME MMOJIE3HOM HArPy3KHU
— Android.SmsSend
— Android.SpyEye.1

* |llmaTHbIE HIMTMOHCKUE TPOrPAMMBI
— Flexispy, Mobile Spy, Mobistealth

 JlerntumHbBIE MHUITUPOBAHHBIEC TPHJIOKECHUS
pacupoOCTPaHSIOIIMECS HA CTOPOHHUX MAapKeTax
— Android.Plankton
— Android.Gongfu (Android.DreamExploid)

I v-‘ﬂ\’i © Doctor Web, 2011
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Android.SmsSend

R @ s:42

@ Ceroans

. pornoplayer.apk

YCTaHOBUTb 3TO NpuioxeHwue?

3arpy3ka 16,44Kb 3asepweHa. 07.09.10

PaspeLunTb 3TOMY NPUNOXEHWHO:

A Namarts

A TenedonHbie BbI3OBLI

A NnatHble ycnyrn

I YcraHaBnuBatb ! 1 OTMmeHa l

/El
T,
),
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[ Ipumep cxeMbl MOIIIEHHUYECTBA

Co3paHue Mupanerta

Kon-so0 CMC 5%+55+3% [
CyBakkayHT

Tun MuaneTa default | ~
Android v

URL ®aina:

HaszsaHWe NPKUNOKEHKUA:

MkoHKa thaina:(jpg, pno) | | O6z0p..

Pasmep muaneTa(20-3000ka) 100

OnuMcaHue NPUNOKEHMA:

== | © Doctor Web, 2011
42| www.drweb.com
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[ Ipumep cxeMbl MOIIIEHHUYECTBA

Cnncok mmaneTos

Tun Cxema AKTHBAL MK HazpaHWe CChINKa

] 10$+5%+5% drwebantivirus  hitp:#company.drweb .comica... ‘ http:/Mmewmaobifile ru/getfile php?dtype=pp&r=834-2 ’ 7 R

i 5%+5%+3% 20years http: /Aww f-secure.comiweb. . ‘ http:/inewmobifile.rufgetfile php?dtype=pp&r=834-1 ‘ 7 R
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[ Ipumep cxemMbl MOIIIEHHAYECTBA

CeWdac HaYHeTCA 3arpy3Ka cpoyHoro ofHoeneHuA Opera Mini 6.1

Ecnu 2arpy3ka He Hayanack aeTOMAaTHUYECKM,
ObHoBMTEe Opera Mini no BepcHH 6.1 BpYHHVIO.

HekoppekTHaA paboTa eawero Gpayzepa Opgra Mini nogeepraeT eaw MoBUMNEHBIA TENeHOH ONAacHOCTK!
Epayzep Heobxoaumo 0BHOBWUTE MNMPAMO CEMYAC — HaXKMWUTE HA CChINKY «ODHOBUTL Opera Mini 6.1x»!

I OBbHoBnTL Opera Mini 6.1

1

u ‘w? © Doctor Web, 2011
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I Ipumep cXxeMbl MOIIIEHHHUYECTBA

Ml @ 1:35em

‘ J-cA‘
Q,BQf—‘:

Alarm Clock API Demos Browser  Calculator

Camera Car Home Contacts Custom
Locale

# BN E

Dev Tools Email Gallery Gestures
Builder

moe

Messaging Music ~ OperaUpda Phone

%l @ 1:50em &y ) @ 1:36pm

LolJidldchvina C yLJlUbVIHIVIVI.
Ecnuv Bbl ncnonb3yeTe AaHHYHO
nporpamMmy - Bbl
aBTOMaTNYeCcKy corialliaeTech
C NpaBUAaMu 1 yCI0BUSIMY
OMMCaHHBbIMU HUXE.

)KI/ITb 3arpysky Opera
Mini 6.1 ?

Camy nporpammy, Bbl kayaeTte
no Tapudam goctyna B
NHTepHeT Ballero MobuabLHOro
ornepartopa. 3a oTnpaB/ieHHble
coobueHns naaTuTe oTAeNbHO.
Ccbl/IKa Ha ckaynBaHue
bpay3epa Opera Mini npuiiget
Bam B oTBeTHOM cMc. [ng
NoNyYeHNSA CCbIIKN BaM HY>XHO
oTnpaBuTb 3 cMc. ObLLas
ctommMocTb ycayrn 600 pybneid.

s
(1)

/El
Ty,
)
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[ Ipumep cxemMbl MOIIIEHHUYECTBA

%7 1:37 pm

Dl & 1:37om

Haxxnmainte Ok ansa 6onee
ObICTPOIi 3arpy3kun. BeinosHeHo:
38%

Gl

NpeT 3arpyska, nofoxanTe.
BeinonHeHo: 31%

1w | © Doctor Web, 2011
{ } www.drweb.com
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[ Ipumep cxemMbl MOIIIEHHAYECTBA

eHTp obHoBneHna Opera

Beegute naponb

112345

€& O, [ | | http:/joperaupdater.ru/loain.php

BounTtu

Opera Software ASA.

&l rights reserved

€ - At ’ | | http://operaupdater.rujlogin. php - } ®

LleHTp o6HoBNeHna Opera

Ccbinka gnsa ckavymeaHus nocneaHen sepcun bpaysepa OperaMini 6.1 JAVA Ckavartb
Ccbinka gnsa ckaunsaHus nocnegHen sepcun bpaysepa OperaMini 6.1 Android CkavaTtb
Ccbinka gna ckadynBaHus nocneaHen sepcun bpaysepa Jimm CKkavatb

Opera Software ASA
All rights reserved

www.drweb.com
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KomnuecTBo MoguUKaun
Android.SmsSend

60
45
30
15 I I
, | 1l u
AlHBapb despans MapT Anpens UioHb Uwons ABrycr
B : © Doctor Web, 2011
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JIETEKTUPOBAHUSA HOBBIX YIPO3 C
IIOMOIIBIO TeXHOJI0run Origin Tracing

%. 6:02 Am

Dr Web Scanner i

Scan completed.
Threats detected: 1
Select an action for each threat.

—= Android.SmsSend.
!@ origin.63 @

com.depositmobi

[l w4 | © Doctor Web, 2011
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Android.SpyEye.1

&5 Il @ 5:18am

5 Ml 8 5:16 am

Downloaded

£Z.OUNID

Battery Saver

See all your apps.
84.00KB

Touch the Launcher icon.

com.android.gesture.builder
28.00KB

Example Wallpapers
20.00KB

Install
540KB

Sample Soft Keyboard

251340 36.00KB

System
32.00KB

/EB
Ty,

.n‘
e
s

~ © Doctor Web, 2011
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Android.SpyEye.1

<?xml wversion="1.0" encoding="UTF-8"?2>

<settings>

<send wvalue="ir/>

<telephone wvalue="123"/>

<http>

<addr wvalue="http://124ffsaf.com/sns/gate.php"/>
<addr wvalue="http://124ff42.con/sms/gate.php"/>
<addr wvalue="http://124ffdfsaf.com/sms/gate.php"/>
<addr wvalue="http://124sfafsaffa.con/sms/gate.php"/>
</ http>

<tels>

</tels>

</settings>

Eﬁ@ © Doctor Web, 2011
HYE
HAS www.drweb.com
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Live Support

Is Someone Keeping Secrets from You? FlexiSPY America
Reveal All with the Worlds Most Powerful Spyphone Blackberry Start here

= Download FlexiSPY spyphone software directly onto a mobile phone and receive copies of Nokia Start here

SMS, Call Logs, Emails, Locations and listen to conversations within minutes of purchase. Lot :‘::::: g:gﬁ

= Catch cheating wives or cheating hushands, stop employee espionage, protect children, make I Android Start here
automatic backups, bug meetings rooms etc. 1 Maemo Start here

= Learn all about FlexiSPY . Still have guestions, try Live Chat who are waiting to help.

FLEXISPY -PRO _g ﬂLEXISPY iPhone J Now Available — Flexispy Pro-X for Android

and Flexispy Light for iPhone 4.0

PRO-X ‘ FULL DETAILS S;iz?‘r:: d iPhone ‘ FULL DETAILS
TOP OF THE RANGE SPYPHONE Worids Most powerful iPhone spy phone

o Listen to actual phone calls o Secretly read SMS, Email, Call Logs

o Use as a secret mobile gps tracker o Track location on map

o Includes all PRO features B Make secret spy calls

o Change phones as often as you like o BASIC version from § 39.93

o Symbian, Windows Mobile & BlackBerry

HOW CAN FLEXISPY HELP YOU
oroer now: $349 (per yean) orer tow: $349 (per year) UNCOVER Employee espionage
LEARN ABOUT SPYPHONE CATCH cheating husbands and cheating wives
FEATURES HERE ) Mt ot B2 TRACK THEIR location using GPS
@' PROTECT your children from SMS abuse.
FLEXISPY = PRO > FLEXI R ECOR D ARCHIVE all your owwn SMS for the future.
PRO ’ P EOETeIs Supported | RECORD ‘ FULL DETAILS SAVE your call history.
Phones L BUG Meeting rooms and CHECK habysitters
MDD RANGE SPYPHONE RECORD SPYCALLS ONA PC Ten Day MONEY BACK GUARANTEE

o Spyphone to bug a room or person o Automatically records SPY calls to PC

o Read their SMS, EM&IL and Call Logs 8 ldeal companion to any PRO or PROX

BV MO fr Incbart Ramninad o Control muttinle tarcet directly from PC e EEOMHGRLEXISEAGISTHE
[ vy | © Doctor Web, 2011
HYY
5‘ 5 www.drweb.com
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Monitor Android, iPhone, BlackBerry and more!

MOBILE ==Y Sile;rtly Record Text Messages,

el b et A GPS Locations and Call Details!

Hot New Add-on!
LIVE Control Panel

y Software for

Moblle Phones

jes, Calls and GPS Onlir

\=

FEATURES > PURCHASE > LOGIN > AFFILIATES > SUPPORT >

= | © Doctor Web, 2011
"l  www.drweb.com
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Home | Features __|Phones ___lsuy Online _steaith Club Demo | atiites

MobiStealth

Track Current Location

Monitor Text Messages

MONITORING

for Joftware HiS T | % View Web History
MOb“e Phones m:‘;m: iPhone Wm

s~ | © Doctor Web, 2011
"l www.drweb.com
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Android.Plankton.1

>

Angry Birds 8rowser  Calculator  Camera

Rio Unlock..
S - o
Unlock Levels? :

Clock Contacts Custom Dev Tools

Are you sure you want to

unlock all levels? Your scores
won't be deleted, but there E

might be a change in your
collected pineapples and
bananas.

Downloads Email Gestures
Builder

Zame\
® L

Messaging Music Search

(1)

/El
Ty,
2

© Doctor Web, 2011
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Android.Plankton.1

150000 3arpy30k ¢ opunuansHoro Android
Market

« COOp u nepenaya MHPOPMAIIHU O 3apaKECHHOM
YCTPOUCTBE

 BrIllo/IHEHHE pa3IMUHbIC KOMAaH/Ibl, II0JIy4aeMbIe
OT YIQJICHHOI'O LIEHTpa

v-‘ﬂ...\'; © Doctor Web, 2011
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Android.Gongtu. 1

e [TOBBINIAET i fil & sae

[IPUBUJIETUU JI0 .
"~ o)
I10JIL30BATENS TO0t D @ M

Camera Car Home Contacts Custom
Locale

 CKDBITO )
g & 8B N B

YCTaHaBHI/IBaeT Dev Tools Email Gallery Gestures
OIIOJIHUTCIIBHBIC ~
s = tad

b

,i.
BpeI[OHO CHI)Ie Meﬁagmg Music Phone Settings

IIPUIIOKEHUS & B O

Spare Parts  Speech \ B RFSS0
Recorder

(1)

I v-‘!\’:v' © Doctor Web, 2011
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Android.GoldDream.1

-

= .
-~ - —
- —

Alarm Clock APl Demos Browser Calculator
™ rindusst (0]
515000

‘n oy S:O
RACE Ko
"@f

Camera Car Home Contacts Custom
Locale

# & .

Dev Tools Email Fast Racing Gallery

AamoMm

Gestures  Messaging Music Phone
Builder

'3

’“*4\

S0 0 '

m

[l w4 | © Doctor Web, 2011
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Android.GoldDream.1

* CoOupaet nadopmanuo 00 HHPUIMPOBAHHOM
YCTPOMCTBE, BKJIIOYas T€ae()OHHBIN HOMEDP
a0oHeHTa 1 Homep IMEI

e Orcnexunaet Bce Bxomsiue CMC-coo01eHus

e OTCieKUBaAcT BXOOSIIUE U UCXOIAIINE
TeJIc(pOHHBIC 3BOHKU

* OCylIECTBIAET HECAHKIIMOHUPOBAHHY IO
paccbuiky CMC-cooOmIeHu i 110 KOMMAaH/IE OT
cepBepa

v-‘ﬂ...\'; © Doctor Web, 2011
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Android. AntaresSpy.1

25 Ml @ 12:27em |

XX X ‘Ba

18+  Alarm Browser |

Clock Demo...

Calcula: Camera Car Contact
Home

£ 5 5

© Doctor Web, 2011
www.drweb.com
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Android. AntaresSpy. 1

* [lepenaer Ha cepBep 3JI0YMBIIIJIEHHUKA
— dotorpaduu XpaHsmyecs Ha TeledoHe
— CMC-coo01ieHus
— TekcT HaOpaHHBIM Ha BUPTYaJIbHOM KJIaBHATYPE

— GPS xoopanHaThl

v-‘ﬂ.-.\'; © Doctor Web, 2011
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