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= [looueHke IDC pb cuctemMm nHdopmaLmMoHHON 6e30NacHOCTU B
~ 2005 cocraBut.okono 21 mnpg. gonnapos

= Haunbonblwaga gonga pacxogos byaeT npmxoauTtbca Ha PUHAHCOBbLIN
CEKTOP — OKOJ10 2.2 MnpA. Aonnapos

= B EC k2006 rogy o6bem pbiHKa coctaBuT 5.9 mnpa. gonnapos

= Cuctembl ayTeHTUPMKaUUN, aBTOpU3aLUN U agMUHUCTPUPOoBaHUS (3A)
saBNsieTcs Hanbonee ObICTPO pasBUBAKOLLMMCA CETMEHTOM PbIHKA U K
2006 rogy no gaHHbIM IDC coctaBut 14.6 mnpa. Aonsnapos

. aptameHTbl notpatunu B 2002 r. ot 2 oo 20% cBoero broaxeTa .4
ja obecneyeHm CHOCTM MHPOPM PUMEPHO MoroBMHa




Dollar Amount of Losses by Type

Unauth. Insider Access
Financial Fraud
Telecom Fraud

Theft of Proprietary Infa
Virus

Laptop Theft

Insider Net Abuse
Denial of Service
Sabotagms

System Penetratiom
Telecom Eavesdropping

Active Whetapping

I $406,300

I $10,186,400

] $701,500

I $6.,830,500
l $11,767.200
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| $65.643.300
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I $5,148,500

:l $2,754.,400
]woo

Jf705 ,o00
(L] 1oM

CSI/FBI 2003 Computer Crime and Security Survey
Source: Computer Security Institute
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2003: 251 Respondents/ 47 %




—

" = KMGEPNPOCTPAHCTEO. ..
= TpellMHa B oyHOaAMEHTe. ..
= HeBUAMMAA OMNacCHOCTb...
= Bpar B cebe...
Hoe Jerno...




Types of Attack or Misuse in Organizations
Reporting Financial Loss (by number)

Denial of Service
Denial of Service

Laptop

Active Wirstap

Laptop Theft
Telecom Fraud

Unauthorized Access
by Insiders

Virus

Telecom Fraud

Financial Fraud
Unauthorized Access

Insider Abuse of
Net Access

Theft of Proprietary Info

System Penetration

Financial Fraud
Telecom Eavesdropping

Sabotage Sahotnge

Theft of Proprietary Info

System Penetration
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250
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CSI/FBI 2003 Computer Crime and Security Survey 2003: 490 Respondents/92%
Source: Computer Security Institute 2002: 455 Respondents/90%
2001: 344 Respondents/64% 2001: 484 Respondents/91%
2000: 477 Respondents/74% 2000: 583 Respondents/gaf
1999: 376 Respondents/73% 1999: 460 Respondents/88%

S1/FBl 2003 Computer Crime and Security Survey 2003: 398 Respondents/75%
Kource: Computer Security Institute 2002: 404 Respondents/8o%




Digital IDs

Intrusion Detection

PCMCIA

Physical Security

Encrypted Login

Firewalls

Reusable Passwords

Anti-virus Software

Encrypted Files

Biometrics

Source: Computer Security Institute
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Percentage of Respondents

99% KomMnaHun Ncnonb3yoT
aHTMBUPYCHbIE CUCTEMbI 3aLUNTbI

98% komnaHun ncnonb3ytot firewall

92% KoMnaHun NCnonb3yoT
CUCTEMbI (PU3NYECKOro KOHTPONS
goctyna

58% KoMnaHu1 NCnonb3yoT
LUMdppoBaHHbIE NAPOSn

49% KOMMaHUN UCTMONb3YIOT
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