PeweHna M2M ana ToK
Smart SIM




HoBble BO3MOXHOCTU M2M B TOK &= Beeline

Business

UYto Takoe machine-to-machine (M2M)?

e D10 6€CNpoBOAHOMN AOCTYN K MHMOpMaumnm o6 yaaneHHbIX
CTauMOHapHbIX U nepeMelarnwmnxcs obbekTax ansa cbopa
AAHHbIX N MOHUTOPWUHIA NX COCTOSIHUS

Kakue zapaum pewaet M2M? O

e lcnonb3oBaHue yaaneHHoro o6opyoBaHnsa B
TPYAHOAOCTYMHbIX MECTax UM Koraa UCnosb30BaHMe
NPOBOAHOI0 COEAUHEHUNSA HEBO3MOXHO B NMPUHLIMNE

e OnepaTMBHOE NOAKIOUYEHNE HOBbIX aBOHEHTCKUX YCTPOMCTB
K KOpNopaTUBHOW ceTn 6e3 3aTpaT Ha opraHn3aumio
NPOBOAHbIX KaHaNoB

e  OnTnMuzauumsa 3aTtpaT (NOJSIHbIM KOHTPOJIb 3a TPadUKOM U
BO3MOXXHOCTM ONepaTMBHOIO peryanpoBaHuns)



M2M: Kak 6b1710 paHbLue &= Beeline
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1. O6opynoBaHue

[MocTaBLMKUA
obopynoBaHus

B2B KNUeHT

e

2. KoMmnnekcHblie cucteMbl Nno
MOHUTOPUHIY o6opyaoBaHus

CucrtemMHble
MHTEerpaTopsl

3. CuM-kapTbl

OnepaTop cBSA3MU

OnepaTopbl CBA3M BbICTYNA/IM UCKTIOUYUTENBHO B KayecTBe «TpyObi»,
NpeaocTaBnsAs yCNyrn nepeaaydm AaHHbIX U UX 3allMTbl B COCTaBEe
PELUEHUI MO MOHUTOPUHIY TpaHcnopTa.

+ conyTcTBYOWMe ycnyrmn (cneumnanoHble cnm-kapTtbl, VPN, APN n 1.4.)



M2M: HOBble TeHaAeHUWnun

[NOMOJSIHUTENbHbIE YCIYTU U NPOAYKTbI OT ornepaTopa

B2B KNUeHT

OnepaTopbl HAYMHAIOT L —
npegnaraTtb iz ==
MHOIrO(YHKLMOHAIbHblE CUCTEMDI

no on-line MOHUTOPUHrY, .l- —

KOHTPOJ10 1 YNpaBJeHUIO CUM-
KapT U coeanHEeHU
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1. O6opynoBaHue

[MocTaBLWWMKU
obopynoBaHus

2. KoMnnekcHble cuctembl No
MOHUTOPUHIY o60opyaoBaHuN

CuncrteMHble
MHTEerpaTopbl
3. CuM-KkapTa

OnepaTop cBA3MU

4. CucTteMbl No ynpasJieHUIO
CUM-KapTaMM U coeagNHEHUSMM

OnepaTop cBA3MU
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LieHTp ynpasneHns M2M @ Beeline:

HoBbIl NPOAYKT AJIA KOPNOPaTUBHbIX KJINEHTOB:

ObICTpoe n yaobHoe ynpas/ieHne CMM-KapTaMu B YCTPOMUCTBaxX B pexunme
peanbHOro BpeMeHu, X KOHTPOJIb U MOHUTOPUHI Yepe3 web-nHtepdenc nnm
yepe3 API, ¢ BO3MOXXHOCTbIK UHTerpauumn ¢ noboimm IT cnctemamum

B2B K/IMEHT LleHTp ynpaBneHuma M2M
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YnpasneHue SIM




[lpenmyLiecTBa ANga KJIMEHTOB BbUlanH &= Beeline:
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YnpasneHue SIM-kapTtaMum B peXxuMe peasibHOro BpeMeHm

OnepaTMBHOCTb U MAaKCMMYM KOMdopTa ynpasneHns yepes web-
nHTepdenc n no API, ¢ BOBMOXXHOCTbK CaAMOCTOATENIbHO MEHATb CTaTyC
cobcTBeHHbIX SIM-KapT 1 3aaaBaTb NapameTpbl UX paboTbl B 1060
MOMEHT BpPEeMEHU, nepexoanTb Ha Apyrmne TapudHble nNaaHbl

NMoNHDbIA KOHTPONb 3aTpaT Ha CBA3b

3awmTa OT MOLIEHHNYECTBa N HeLeneBoro NCNoJSIb30BaHUA NyTEM
HaCTPOMKM NapaMeTpoB paboTbl CUM-KapTbl M HACTPOWNKU CUCTEMBI
yBeLOMEHNN, LUNPOKNE BO3MOXHOCTU CUCTEM OTYETHOCTU ANS
6onbnX 06BHLEMOB NCNONb3yeMbliX SIM-KapT

Co3zpaHue cobcTBeHHbIX T

Bo3MOXHOCTb co3aBaTb HOBble Bu3Hec-Mmoaenn n TapudHble
nAaHbl ANns CO6CTBEHHbIX NONb30BaTeNEN
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KOHTpOJ/ib 32 Tpa(hMKOM U ANArHOCTUKA

OTcnexmnBaHne pacxoAoB B peXnUMe peasibHOro BpeMeHu u
nosly4YeHne AOMNOSIHUTENbHOM MHMOPMaLUM NPU TEXHUYECKUX
Henonaakax.

CtaTMCcTUKa U aHaIMTUKa

[JocTtyn K nogpobHon nHdopmaumm no 6ecnpoBogHbIM
COeIUHEHUSIM N LUMPOKOMY CMNEeKTPY NapaMeTpos.

e NUHTerpauua

BoamoxHocTb nHTerpaummn no APl ¢ BHyTPEHHUMU cucTtemMamu
ynpasneHuns obopyaoBaHneM BaLlen KoMnaHun



Y10 patot M2M pelwieHmna? @& Beeline’

Business

HoBble NpoayKTbl OT bunamH buU3Hec No3BOMAT HAWLUM KJIMEHTAM:

NOoTU B HOTY CO BpEMEHEM, UCNOoNb3ysa nepeaoBblie TexHosornm M2M

OnepaTMBHO NOAKOYaTb HOBblEe YCTPOWUCTBA B CBOEW

MHPpPaCTpPYKType
- . OnTuMusnposaTb 3aTpaTbl (MOHbLIA KOHTPOJ1b 3@ TPAa(OUKOM n
! o BO3MOXXHOCTM OMepaTUBHOIO perysimpoBaHus), Nnpo3payHas
— TGN
== TR OTUETHOCTb
py 4 RN
‘ ” MonyunTb aocTyn K rnobanbHOM nnatdopme
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[lo BCeM BONpoCaM nuwmnte Ha m2m@beeline.ru




Smart SIM: knwuyeBble OCOOEHHOCTU &= Bunailn:

BbusHec

Mnardpopma «LUeHTp ynpasneunsa M2M» - MHOroyHKLNOHANbHbIN
LEeHTp ynpasneHus ansa ébiCTporo n yaobHoro ynpasneHnsa SIM-kaptamu B
YCTPOMUCTBAX B pexunme peasibHOro BpeMeHu, NX KOHTPOJSIb U MOHUTOPUHT
yepes3 web-nHTtepdenc n oTkpbiTblin API .

Ycnyra mMeeT paa K/1loueBbiX NpevMMyLyecTs A8 npmMeHeHus B TIK:

- BUANUHI
OkpyrneHue no 1 K6 B cyTkun, yaobHble TapudHbie naaHbl 1 onunmn

- YnpasneHue SIM-kaptamMm
BO3MOXXHOCTb CAaMOCTOATENbLHOIO yrnpasfeHnsa BCEMU yCyramu

- CncreMma onoBeLweHun
Mepepacxon Tpaduka, HeEXapaKTepHOEe KONMYECTBO CECCUN B CYTKMU

- On-line MOHUTOpPUHI SIM-kapT
JunarHocTtnka B pexmnme peasibHOro BpeMeHM BCEX NapaMeTpoB

- API-nHterpauums
ABTOMaTu3auma ynpasneHma SIM

- OTYETHOCTDb
MocTpoeHune nbbix oTyeToB AN Ntboro Konnyecrtesa SIM
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LleHTp ynpaBneHna M2M

YnpaBneHne cMM-KapTamu

Bunaun’

Busnec

Service Admin
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Details = Diagnostic Spotlight Date Added
08/26/2010 01:25 PM
08/26/2010 01:25 PM

09/20/2010 11:55 AM
08/26/2010 01:2S PM
08/16/2010 12:37 PM
08/14/2010 05:42 PM
08/02/2010 03:14 PM
06/02/2010 05:42 AM
06/02/2010 05:42 AM
06/02/2010 05:42 AM
06/02/2010 05:42 AM
06/02/2010 05:42 AM
06/02/2010 05:42 AM
06/02/2010 05:42 AM
06/02/2010 0S:42 AM
06/02/2010 05:42 AM
06/02/2010 05:42 AM
06/02/2010 05:42 AM
06/02/2010 05:42 AM
06/02/2010 05:42 AM
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ICCID

8988216710004396901
8988216710004396892

8988216710004467157
8986216710004396919
8988216710004467322
8988216710004296992

8988216710004396978

8988216710004396166

8988216710004296224
8988216710004286222

8988216710004396240

8988216710004396265
8988216710004396273

8988216710004396281
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Reports

Device ID

StarLink

Sales Management

SIM Status

@ Activated
] Ac’(‘n;'ated
@ Activated
D Activated
@ Test Ready
@ Activated

@ Test Ready
D Test Ready
@ Test Ready
D Test Ready
@ Test Ready
@ Test Ready
@ Test Ready
D Test Ready
@ Test Ready
@ Test Ready
@ Test Ready
D Test Ready
O Test Ready
O Test Ready

Brecs M.

e Beeline*

Business

ICCID, Device ID, Modem ID, End Consumer ID, or Customer

1

VimpelCom Trial

Sear

Live Updates: On | TurnOff | 1-50

.

Modem ID

Change SIM Status b
Change RatePlan b

@ Test Ready

@ Inventory

0.094
0.015
0.008
0.007

S © B © Bl © IR © NN © B ©

2

@ No
@ No
@ No
@ No
@ No

D402

@ Activation Ready o1

® @Actv

@ Deactivated

@ Retired
@ Replaced

@ No
@ No
@ No
@ No
@ o
@ No
@ No
@ No
@ No
@ No
@ No
@ No

L LS

MSISDN Cu
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88235100043%618
882351000433618
882351000438620
8823510004238621
882351000439622
882351000439623
882351000428624
8823510004398625
882351000439626
882351000438627
88235100043%628
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LleHTp ynpaBneHna M2M

ANarHoCTuKa

= B

Bunaun’

Buanec

Biling

Diagnostic Wizard

Service Admin

What would you like to do today?

Device Details

ICCID:

In Session:

SIM Status:

Suspended:

SIM Barred:

Usage Limit Reached:

Rate Plan:

Month to Date Data (MB):
Month to Date SMS (msgs):

Diagnostic Dashboard

SIM / Device

-
v

SIM is activated and
ready to pass data

8988216710004396901
No

Activated

No

No

No

SNS

10.856

5

Provisioning

SIM is activated and
ready to pass data

Sales Management

' Go to Advanced Spotlight
" Send an SMS to the device
Run a virtual device session

SIM Info Last Knewn Value

APN trial.global:
SGSN 7902 .7 W217.
MSC 79037022000
FPLMN -
JWCommon -
LOCIGPRS -

IP / Internet

oY

Has previous
successful PDP
Connections

Last Update Date + Acticn
RoamingRestriction 80 : VimpelCom Only - Russia 08/24/2010 01:44 PM
09/24/2010 01:44 PM
. »13 09/24/2010 01:44 PM
09/24/2010 01:44 PM

|»

Send Cancel Locatic

Update |

Update

Updatel r

Wireless Network

v

Had GPRS Attaches in the past

eeline’

Business



LleHTp ynpasneHnda M2M &= Beeline'

MOHUTOPWHI U CTATUCTUKA MO CUMM-KapTaM Business

Service Admin

Sales Management

Billing

| Deployment by SIM Status Your Custom Provisioning
140 @ Test Ready Data Limit: 20 KB
@ Inventory
112 e
@ Activation Ready
@ Activated :l
24
9 @ Deactivated
v
3
a @ Retired
56
—p : Automatic Transition
28
Manage Device Provisioni
9 -
0 Find Devices
5 z 3
3 g 2 ICCID, Device ID, Modem ID, End Consumer ID,
= o 2 : —
- > o 2 IV |
E £ < SIM Status: <Al 12l Go |

Activation Ready

Upload Batch File
Upload Excel file to manage multiple devices. Go l

Manage Devices Through Automation API

AP| Documentation




LleHTp ynpaBneHna M2M

Spot Light - pacwmnpeHHasa anarHocTunka
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mm= Beeline°
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Business

Spotlight for ICCID: 8988216710004396901

2| SIM Information

SIM Infe Last Known Value

Last Update Date +

ReamingRestriction 80 : VimpelCom Only - Russia 08/24/2010 01:46 PM

Actien

APN trial.globalm2m.net 09/24/2010 01:46 PM
SGSN 79037C° »/211. 4.13 09/24/2010 01:45 PM
MSC 79037022000 09/24/2010 01:45 PM Send Cancel Location |
FPLMN - Update |
JWCommon - Update |
LOCIGPRS - d |

— -~

Close cause Velume Limit {18}
90116 43969
Sl Shovee, v‘ IMSF 901161000 0
— Device IP 10.208.167.75
(SGSIII Vir)npelcom SGSN Vimpelcom (Beeling)
Beeline ;
| lgl.~.
7903701° ar e S
SGSN Vlmpelcom Bytes 77332 Up ,422702 Down
(Beeline) Duration 00:03:41
79037¢C -~ GGSN SJCGT
SGSN (Other) =
o

e | |V
SIM Status I

GSM Authorization
(Perf Assurance)

PDP Activation (Perf
Assurance)

PDP Activations

Raw HLR Logs (Perf
Assurance)

Interesting Events

Time Zone: | GI”

v & Q | [Flog/11/2010 v

Zoom: | 3 Days

I»

l4




LieHTp ynpasneHna M2M — Beeline:

NHdpopMaumnsa No Kaxaon cuM-kapTe Business
| 1) etails [ =]

S

Bunaun’

busnec

VimpelCom Trial | Time Zone: Mo

[Pigar¢

Biling Service Admin Sales Management

Device ID: Customer: Rate Plan: SNS

| « | Additional Information

Modem ID: Activated: 09/08/2010 Suspended: No

End Consumer ID: Shipped Date: 08/26/2010 SIM Barred: No

MSISDN: 882351000439689 Month to Date Data (MB}): 3.407 Usage Limit Reached: No
Month to Date SMS (msgs): 0 Usage Limit Override: None
Month to Date Voice (min):  0:00 Communicaticn Plan: 20100817
Account Name: Digital Angel Communicatien Profile: 20100817-0ON
SIM Profile ID: NR-2
SecureSim ID:

Copy Rule(SecureSIM ID): None

Copy Rule(Password): None

| Connections : Connection History ” SMS H Voice H End Consumer H Scheduled Changes H Audit Trail H Rating ‘

Monthly Usage
4,000 KB
3,200 KB
£
- 2,400 KB
o
>
a
@ 1,600 KB
o
Average
800 KB
0 KB
=) =) =]
=1 = =
o o o
o~ o~ o~
S < X
3 o S
o S =

loToso




LieHTp ynpasneHna M2M — Beeline:

Cuncrtema yBeaoM/IeEHUN Biliness
| 1] Alert setup [ =]

Bunaun-
Busnec

VimpelCom Trial | Time Zone: Mo

Service Admin Sales Management [Pigan

U Frovisioning Alerts

[V Activation - Creates an alert when one or more SIMs move to the "Activated” SIM state. -
Frequency (Hours): 124 | v
Delivery Address:

' Service Usage Alerts

[V Recent Data Usage - Creates an alert when any SIM meets or exceeds the daily usage volume threshold specified below.
Threshold (KB):
Delivery Address:

[V Usage Limit - Creates an alert when any SIM is within the threshold amount of its defined usage limit for the current billing cycle.
Threshold (MB):

Frequency (Hours): 24 v

Delivery Address: ‘

[35 Security Alerts

[~ SecureSIM - Creates an alert when any SIM attempts to establish a data session with incorrect credentials.

Financial Alerts

usage included with the rate plan.
Threshold (%):
Frequency (Hours): |24 v

Nalheane Addrace:

FAaTrase
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LleHTp ynpasneHna M2M =¥

HacTponka napaMeTpoB AOCTYyna
_ LI

Home | Devices | Biling P¥.G:Iyilly Reports

Role Name « Description
ACCOUNTADMIN Administrator
ACCOUNTCOVERAGE  Account Coverage User
ACCOUNTFINANCE Finance User
ACCOUNTORGADMIN operational tasks and manage users/customers, ne access to financial information
ACCOUNTREADONLY  Read only account user
ACCOUNTUSER Users

CUSTOMERADMIN Customer Administrater
CUSTOMERCOVERAGE Customer Coverage User
CUSTOMERSUPERVISOF Custemer Supervisor
CUSTOMERTERMINALED Customer terminal edit
CUSTOMERTRIALUSER  Customer Trial User
CUSTOMERUSER Customer User
TRIALUSER Web Trial User



LleHTp ynpasneHnda M2M & Eeciine:
Aﬂ,MMHMCTpMpOBaHME N nNnepCcoHas/ibHas Business

cucrtemMa naeHTndunkaunm
__ I

Devices | Biling

1-30f3| |4 4 P

Enabled Default Label Custom Label

' Custom 1 ' HoMepHeit sHak
Custom 2 ©M0 BoauTens
] Custom 3

Save



LleHTp ynpaBneHna M2M

NHTerpaumns c cywecTtsyowen IT nHdppacTpyktypomn yepes API

o

P

Rub

XML Samples

-

GetTerminalDetails Request
GetTerminalDetails Response
GetTerminallUsage Request
GetTerminalUsage Response
Getlnvoice Request

Getlnvoice Response
EditTerminal Request - change
terminal status

EditTerminal Response - change
terminal status

EditTerminal Request - change rate

plan
EditTerminal Response - change

rate plan

GetModifiedTerminals Request
GetModifiedTerminals Response
GetTerminalUsageDataDetails

Request
GetTerminalUsageDataDetails

Response

Push API

Jasper Wireless Push API

Your Devices

Your Push Subscriptions

Push System ¢

“‘ °
=== Beeline®

Business

Your Servers

/\

>4
Sl =

Filters the real-time
stream for
interesting

device events

Push >

APl call
via HTTPS

Overview

The Jasper Wireless Push API provides real-time notification of wireless device events to external applications. These
events are defined as “business rules” and customers may subscribe to them in the Control Center, including customized
configuration of thresholds that trigger these events. The available business rules will be expanded over time. For

example:

- Immediate notification whenever any device starts or terminates a wireless data session
- Immediate notification when a device passes more than the expected amount of data traffic in a configurable time

narind



